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Abstract

Biometrics provides better authentication. Unprotected biometrics is open to attacks from intruders as stolen
biometrics may not be revocable. Although there are several points where attacks can be launched on biometric
systems, template databases are said to be the most frequently attacked. When a template database is attacked,
attackers can add fresh templates, modify the existing ones, copy or steal templates and later construct a spoof
from it or replay it back into the biometric system to impersonate a genuine user. Several template security systems
have been presented in the literature to secure biometric templates. Fuzzy vault, as proposed by many researchers
is, to some extent, one of the best algorithms to achieve template protection as it has good security. Fuzzy vault,
however, lacks irreversibility, revocability, and diversity. To address these disadvantages and strengthen fuzzy
vault, this study combines a noninvertible feature transformation template protection algorithm known as cuckoo
hashing that possesses irreversibility, revocability, and diversity properties with a fuzzy vault for privacy. The
study used fingerprint biometrics as it is widely used. The proposed algorithm was implemented in the MATLAB
2016a environment using FVC 2004 DB fingerprint public database. The proposed algorithm recorded a FAR of
0.01% and an FRR value of 0.09% with an EER of 0.05%.

Keywords: Fingerprint; Template protection; Biocryptosystems; Fuzzy vault; Feature Transformation; Biometric
system; Authentication; Template protection Revocability.

1. Introduction

Authenticating users before granting them access to use certain resources has been in use for many years [1].
Human authentication can be classified as What you know, for example, passwords, usernames, and individual
check numbers; and What you have, for example, a token, smart card and What you are, biometrics [2-3]. In recent
times, the earlier forms of personal identification or verification are not sufficiently effective in handling Internet
crimes, frauds and security threats [4]. Due to the need for authentication in applications where security is very
important, the use of biometric characteristics to recognize people has received more attention [5-6]. Biometrics
refers to non-comparable physical or behavioural features of an Individual [2], [7]. Biometric systems employ
physical (fingerprint, face, palm print, iris, or vein) or behavioural (voice, stride, handwriting, or typing rhythm)
traits to determine a person's identity or validate that they are who they claim to be [8]. A biometric system is a
pattern recognition system that obtains biometric patterns from a person, extracts biometric feature sets from them,
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and then stores them in a database as biometric templates [9]. A template is a condensed depiction of a biometric
feature that contains critical discriminatory information for identifying an authorized person [10]. To authenticate
users, biometric template matching compares previously saved biometric templates to newly obtained biometric
data. For a successful template match to be termed a positive match, a particular threshold must be met [11]. Even
though biometric qualities are one-of-a-kind and difficult to counterfeit, research demonstrates that biometric
systems are vulnerable to attacks. Stolen biometric templates are one of the most significant threats since they
cannot be readily cancelled and can be exploited by an adversary in other apps that use the same biometric feature
[12]. According to authors in [13], an adversary can attack point 1 (sensor module) by destroying the recognition
sensor, causing a denial of service (DOS) attack, or by presenting bogus biometrics (spoof) to overcome the
recognition systems. As shown in Figure 1, at the communication channels (points 2, 4, 5, 7 and 9), biometric traits
can be stolen and stored somewhere for a replay back and substitution attacks.

4 Stored 6
Template <
7
1 2
Sensor Feature Matcher

Extractor l/’ —>
A

Figure 1: Vulnerable Points of Attack on Fingerprint Biometric Systems

At point 3, a substitution attack and a denial-of-service assault are both feasible. An intruder could force the feature
extractor module to generate sample values he chooses instead of feature values generated from the sensor's
original biometric data. An intruder can also deploy a Trojan horse to replace the feature extractor device,
harvesting the user's biometrics samples and sending them to the intruder [14]. Invasion attacks at point 6 occur
when an intruder steals a template, adds new templates, and modifies the present templates stored to gain
unauthorized access. Attacks such as substitution and hill climbing are feasible. Fake matching scores may be
substituted for real ones at point 8 (matching module). An intruder replaces the matcher with a Trojan horse and
then instructs the Trojan horse to produce high matching scores and deliver a "Match" to the application, bypassing
the biometric authentication method [15]. The two main approaches to safeguarding biometric templates from
hackers are biocryptosystems and feature transformation methods [16]. A biocryptosystem combines biometrics
with a cryptographic key to provide security that combines the benefits of both biometrics and cryptosystems [17].
A biometric cryptosystem can generate a key by binding it to biometric features (key binding) or directly
generating it from biometric features (Key Generation). A feature transformation scheme transforms a biometric
template from one form to another using a transformation function and then stores the transformed template in a
database [18]. A non-invertible transform modifies the biometric picture by applying a one-way function making
the changed template impossible to invert [19]. With the use of a key, invertible transforms apply the invertible
transformation function to the template. This approach is only safe as long as the key's secrecy is maintained, as
the original template could be regenerated if the key is compromised [20]. A biometric template protection scheme
should meet several properties such as non-invertibility, revocability, non-linkability and performance to assure
the biometric template's security [21].

The non-invertibility or irreversibility quality makes obtaining the original biometric template from a protected
biometric reference computationally difficult. Making it computationally difficult for attackers to recover the
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original biometric template from many instances of protected biometric reference obtained from the same
biometric trait of an individual is referred to as revocability (renewability). Protected templates should also be
made Unlinkable (Unlinkability) by making determining whether two or more instances of protected biometric
reference were derived from the same biometric trait of a person computationally difficult. Finally, any template
protection strategy used on a biometric system should not compromise the system's overall performance. Biometric
features for personal identification include fingerprints, iris, voice, gait, and signatures; however, fingerprint
biometrics was employed in this study since it is the most feasible and extensively used biometric feature [1, 9].

A fuzzy vault is a key-binding biocryptosystem approach used to bind a key with the biometric template for
security. To address the problem of template hacking, several studies have proposed fuzzy vault [25]. However,
the fuzzy vault is prone to correlation attacks and therefore lacks cancelability [26]. Thus, for the enhancement of
the security of the fuzzy vault and to overcome the limitation of correlation attack on the vault, techniques like a
hybrid model that combine the fuzzy vault with another template protection scheme can be employed [20]. This
study, therefore, proposes a dual-level algorithm for enhanced fingerprint template protection by combining fuzzy
vault bio-cryptosystem and noninvertible Cuckoo hashing feature transformation method for better security,
privacy and performance.

The paper contributions are as follows:

(i) proposes a dual-level template protection model using fuzzy vault and cuckoo hashing to prevent template
hacking and a dual-template protection that is revocable and irreversible.

(ii) the proposed model was used for biometric authentication to prevent unauthorized access.

(iii) the proposed model was compared with a recent state-of-the-art model in biometrics using various
performance metrics.

2. Related Work

Fuzzy vault and Fuzzy Commitment are the two key binding approaches in biocrytosystem. Key generation
approaches include a Fuzzy extractor and Secure sketch. Biocrytosystems protect templates with good security;
they however lack irreversibility, revocability and diversity [22]. From the drawbacks of biocryptosystems
highlighted above, biocryptosystems can be combined with another template protection scheme to eradicate these
drawbacks [23]. The proposed hybrid template protection approaches by authors in [20], a hybridized fuzzy
commitment and fuzzy vault on multi-biometric templates and in [24], the authors hybridized fuzzy extractor and
fuzzy vault for authentication in the internet of medical things to secure patients’ details may lack irreversibility
and revocability as the researchers hybridized two biocryptosystem algorithms. The authors in [26], developed a
single template protection approach using the fuzzy vault. Apart from lacking irreversibility and revocability, the
vault is vulnerable to correlation attacks. Where more than one vault is derived from the same biometric data, an
intruder can correlate the values in those different vaults and thus identify the genuine points to reconstruct the
original fingerprint [27]. Other single biocrytosystems proposed by authors in [28] also lack irreversibility and
revocability.

Feature transformation template protection approaches apply transformation functions to biometric templates for
template protection. Non-invertible or one-way feature transformation schemes apply non-invertible
transformation functions to the biometric template to make it cancelable. The cancelable biometrics generated has
the advantages of irreversibility, revocability and diversity. Several authors have proposed template protection
based on the feature transformation approach. The authors in [30] used cuckoo hash and MinHash on palmprint
templates while the authors in [36] used a double bloom filter to protect Iris templates. Authors in [37] developed
an improved bio-hashing algorithm on finger knuckle prints. They enhanced the security of the BioHashing
algorithm by limiting the impact of attacks based on the stolen token. In [37], the authors proposed a cancelable
fingerprint template using spiral curves by contiguous right-angled triangles construction using the invariant
distances between reference minutia and every other minutia in the fingerprint image.

The fingerprint image is then projected onto a 4D space before transforming the image. Another feature
transformation approach based on a one-factor cancellable biometric authentication scheme that is empowered by
Indexing First Order hashing, a tailor-made locality-sensitive hashing function for template protection was
proposed by the authors in [38]. As fuzzy vault is good in template security but vulnerable to correlation attack
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and like other biocryptosystems lacks irreversibility, revocability and diversity, the feature transformation
approach on the other hand possesses irreversibility, revocability and diversity properties but cannot meet the
security requirement in template protection [29]. For improved security and privacy of fingerprint templates stored
in the database, the two template protection approaches can be combined to complement the drawbacks of the
other. This research, therefore, proposes a dual-level template protection algorithm that combined a fuzzy vault
biocryptosystem algorithm with a cuckoo hashing noninvertible feature transformation algorithm for better privacy
and security in biometric applications.

3. Methodology

The study developed a fingerprint template protection algorithm by combining two template protection algorithms,
fuzzy vault and cuckoo hashing algorithms, for enhanced security and privacy. A Gabor filter was applied on the
grayscale for fingerprint image enhancement as shown in figure 2. Binarization and Thinning processes were
applied to the image before the minutia features were extracted (see figure 2). FVC2004 DB1 (Fingerprint
Verification Competition public dataset) was used for this study. The algorithm was implemented in MATLAB
2016a environment.

. . - Minutiae Extraction
Fingerprint Gabor Filter Binarization/

template Thinning

Apply_ Cuckoo Hashing Apply Fuzzy Vault
Algorithm Algorithm
Query Fingerprint
template
Fingerprint template
database
Gabor Filter
Binarization/Thinning H;s:tiici Sglde
\l/ Apply Cuckoo Matching
. Apply Fuzzy Vault ppH;/shing (Yes/No)
Mmutl_ae Algorithm AT
Extraction gorithm

Figure 2: Conceptual framework of the proposed Dual-Level algorithm
3.1 Overall Architecture of the Proposed Algorithm

The overall architecture of the hybrid template protection system is shown in Algorithm 1.

Algorithm 1: Algorithm for the overall architecture of the system

1L Input Fingerprint
2. Fingerprint image enhancement
3. Perform Binarization on the enhanced fingerprint image
4. Thinning of the binarized image
5. Minutiae points extraction
5.1 Extract the minutiae points using crossing number CN:
1
CN(P) = X0yl —pi — 1
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where p is pixel belonging to the streak of value 1
5.2 Orientation and the coordinates (x,y, 0) of the extracted minutiae point is fed into the fuzzy vault as input.
6. Apply fuzzy vault algorithm.
6. Harden the fuzzy vault’s output by applying Cuckoo hashing.

3.1.1  Image Enhancement
The grayscale image of the fingerprint is enhanced to remove noise and increase the accuracy of the system.
Algorithm 2 shows the step-by-step procedure for image enhancement.

Algorithm 2: Algorithm for the image enhancement using Gabor Filter

1. Start

2. Input images

3. Convert images into grayscale format (0-255)

4. Set the Wavelength to 1, the Orientation(s) (deg.) to 0, the Phase offset(s) (deg.) to 90,

The Aspect Ratio to 0.5, the Bandwidth to 1 and the Number of orientations to 1

5. Split the source image into 16 by 16 squares

6. Compute features for four distinct scales from eight distinct angles yielding eight alternative angles for each
scale

7. Calculate the Mean (Average) of the various angles m = sum of the angles/number of angles
8. Determine the standard deviation of the different angles s = SQRT ( (SUM (x; - m)?) / N)

9. Compute the Gabor filter characteristics vectorfgapor= (f—m) /s

10. End

11 m = Mean

12 s = Standard Deviation

13 x; = Each from the angles

14 N = Size of the angles

15 = Feature vector

3.1.2 Binarization of the Enhanced Image

The process of transforming a grayscale image to binary form is known as binarization. In a grayscale image, a
pixel can have 256 different intensity levels. To convert a grayscale image to binary, use a specific threshold value
to get zero (0) and one (1) binary values by setting pixel values below the threshold to zero and intensity values
over the threshold to one [28]. The pixel values 0 and 1 are allocated to black and white, respectively, in a binary
image.

Algorithm 3 shows the procedure for the binarization of the enhanced fingerprint image.

Algorithm 3: Algorithm for Binarization

Start

Input filtered image

Convert images into gray scale format

Initialize processing (sum of a column of inverted gray image)
Compute Vertical and Horizontal edge detection

Calculate and check for the threshold

Obtain Binarized template

End.

9°.\‘.°\EJ‘:'>E*’!\’.—J

3.1.3  Thinning of the Binarized Image

The thinning procedure is applied to the binarized image to make locating the minutiae details easier [43]. Thinning
is the technique of applying a block filter to lower the width of each of the ridge's pixels such that their thickness
is reduced to a single pixel width. Algorithm 4 shows the procedure involved in thinning the binarized fingerprint
image.

Algorithm 4: Algorithm for Thinning
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1. Start
2. Input Binarized image
3. Repeat:

3.1 Collect the entire removable pixel as S
3.2 If Sis empty, break
3.3 Setall pixels in S to be background in |
4, Set | as thinned image
5. End

3.1.4 Minutiae Extraction

The thinned fingerprint image is used to extract features. The x and y coordinates of tiny points, as well as their
orientation angle, are retrieved. The crossing number can be used to obtain the fourth component, which is the
minutiae type.

In a 3x3 block, the crossing number (CN) is half of the sum of the differences between two consecutive pixels.
The following is the CN equation [44]:

1

CN(P) = 52?:1 |Di-pi-1l @
If CN (P) = 1, then type is termination
If CN (P) =2, then type is normal ridge
If CN (P) =3, then type is bifurcation.

The extracted data (x, y, and minutiae type) is saved in the following matrix format: The number of rows
corresponds to the number of minutiae points (a total of four columns).

Column 1: Each minutia point's row index (x coordinate)
Column 2: Each minutia point's column index (y coordinate)

Column 3: Each minutia point's inclination angle (Minutiae angle of the particular minutia point to be paired i.e
input image and template image).

Column 4: Type minutiae (CN=1 indicates termination, while CN=3 indicates bifurcation).
3.1.5  Fuzzy vault encoding process
The steps for encoding a fuzzy vault are as follows [33]:
1. Let S={s}* be the secret key. The polynomial P of order n is found using the symbol s.
2. The vault is built using minutiae's x and y coordinates (v = x/y).
3. Genuine points (G) and chaff points (C) are created.
4. To obtain P, evaluate the polynomial P at all points in the specified region (v).
FV = GucC @)
where G = [(171, P(vl)), (172, P(UZ)), e (vm, P(vm))]
C = [(r1,s1),(r2,52),....(rl,sD)]
rk - vj
sk - P(vj)
k =12..1j =1,2,..m]

Where v stands for genuine points, P (v) stands for projection of genuine points, r stands for chaff point, m stands
for a number of genuine points, | stands for a number of chaff points, and s stands for dummy value.

The proposed dual-level algorithm only used the encoding process and not the decoding process as the matching
is done in the hash domain after applying Cuckoo hashing.
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3.1.6  Cuckoo Hashing Concept
Cuckoo hashing follows the algorithm below [41]:
Extraction of features is the first step.

The fingerprint image's region of interest (ROI) is extracted. The fingerprint image's orthogonal features are then
encoded to create binary template F.

Perform an XOR operation.

Adopt a user-specific secret T to implement XOR operation with the received template F to ensure non-leakage at
the template level and enforce noninverifability.

The third step is to divide the templates.

The orthogonal characteristics are broken down into sub-blocks that don't overlap. The column of each block is
made up of nBits bits. The unprotected template size is nBits x nWords x nBlocks, and the block size is nBits x
nWords.

Use the Cuckoo hashing method.

Orthogonal feature blocks are mapped into two sub-blocks using a random filter before hashing. Based on two
hash functions, an item to be inserted is mapped to two possible buckets. Each block has the same dimensions as
the original.

n = 2nBits + 1 is the length of the cuckoo hash.

For all points, the cuckoo hash starts at zero. The transform is implemented by assigning decimal value indexes to
columns of the 2D fingerprint template in each block.

3.2 The proposed Dual-level Algorithm
Algorithm 5 shows the step-by-step procedure the proposed dual-level Algorithm.

Algorithm 5: The proposed Dual-level Algorithm

. Define the Number of Fields
. Define the degree of the polynomial
. Define the number of chaffs
. Define Tolerance
. Enter the Key
. Codeword and message word lengths
. Create a Galois field array
. Mix up the projected points with chaff points
. Initialize a set of chaff points to zeros
10. Keep generating random points until 'numChaffs' is generated
11. Generate a random point (a,b) in the field
12. Remove zeros from the chaff point set
13. Sort points and merge chaffs with points
14. Express Galois output with cuckoo hashing
14.1 Start
14.2 Input Galois output
14.3 14.3 Maintain two tables, each of m rows and columns.
14.4 From U to [m], choose two hash functions, h1 and h2.
145 In the first table, U will be at position h1(x), while in the second table, U will be at position h2(x).
14.6 Lookup x in the hash table
14.7 IF Lookup(x) then
14.7.1 Loop MaxLoop times
14.7.2  Apply random rotation (R)
14.7.3 Hash minutiae point
14.7.4 If hi(x) is not occupied, put x there
14.7.5 Ifitis occupied, place x there, move the old element y, and place y into the second table
148 EndIF

@OO\I@U‘I#OOI\)IJ
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149  End

14.10  Continue bouncing between tables until all elements have stabilized.

14.11 If table insertion fails, repeat the process by selecting a new h1 and h2 and re-inserting all components
into the tables.

14.12  Obtain Hashed Vault.

1413 End

15. Return Secured Template

The fuzzy vault generated which returns an array of polynomials was converted to a Galois field array which
serves as input for the cuckoo hash. The Cuckoo hashing works are based on the idea of resolving collisions by
employing two hash functions instead of just one. This provides two possible locations in the hash table for each
key. The cuckoo hashing was able to work on the Galois field array of the fuzzy vault. The fingerprint database
setup is shown in Table 1 while the parameters used for the fuzzy vault are listed in Table 2.

Table 1: Fingerprint Database setup

Parameters Value
Total Number of images 80
Total number of Training sets 20
Number of Testing Sets 60
Total number of impressions per finger 8
Total number of people per class 10
False Fingerprint impression Class 10

Table 2: Fuzzy Vault Parameters

Parameters Value
Field 16
Degree 35
Number of chaffs 30
Tolerance 2

Finding the optimal production plan that makes the company's profit from the producers A4, B as large as possible.
We symbolize the quantities produced from the product A with the symbol x,, and from the product B with the
symbol x, , after building the appropriate mathematical model and solving it, we conclude that x; = 5,x, = 3,
and hence the maximum profit Z* = 50 of monetary unit.

4. Results and Discussion

4.1 Fingerprint Image Enhancement

After loading the fingerprint images, the images were run through a bank of Gabor filters. The number and
direction of ridges and valleys fluctuate slowly over a limited, generally constant ridge orientation. Unwanted
noise was filtered out and adjusted to the correct frequency and orientation, keeping the correct ridges and valleys
in that direction. Figure 3 displayed the Gabor filter bank.
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Figure 3: Gabor Filter Bank Binarization
The Fingerprint Image Binarization function converts an 8-bit Gray fingerprint image to a 1-bit image with 0-
value ridges and 1-value furrows. The ridges in the fingerprint were emphasized in black after the procedure, while
the furrows were highlighted in white. Figure 4 shows the fingerprint binarization.

Figure 4: Binarized image

4.2 Thinning

Ridge Thinning reduces the size of ridges to one pixel wide by removing unneeded pixels. The thinning algorithm
is iterative and parallel. The system flags down unnecessary pixels in each small picture window during each scan
of the larger fingerprint image (3x3). After many scans, it ultimately removes all the flagged pixels. Figure 5
displayed the ridge thinning for the fingerprint.
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4.3 Minutia Extraction

Figure 5: Ridge Thinning

The minutia was marked and extracted using the concept of Crossing Number (CN). False minutia that lies at the
image boundary was removed. The minutia X and Y vectors were outputted and concatenated as input to the fuzzy
vault algorithm. Figure 6 shows the vector format and the corresponding components of the minutia extraction (X,

Y, Type, Angle, and Sland S2).

1
[ X

1011
1011
1011
1011
1011
1011
1011
1011
1011
1011
1011
1011
1011

(]

A fuzzy vault was then applied to the minutia extracted using a polynomial in a degree order of 35.

4.4 Performance Evaluation

216
190
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4
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Figure 6: Minutia Components extraction

52

—_ = = | | | | | | | = |

The system's evaluation is presented in this section. The system tested with the entire probe or testing images. The
results were given in various performance metrics.

Doi: https://doi.org/10.54216/FPA.100201

Received: January 10, 2023  Accepted: March 15, 2023

17


https://doi.org/10.54216/FPA.100201

Fusion: Practice and Applications (FPA) Vol 10, No. 02. PP. 08-24, 2023

Table 3: Evaluation Parameters for the Test (Probe Fingerprint images)

The Technique True Positive False Positive | True Negative | False Negative

Proposed Model 78 1 2 9
evaluation parameters are presented in table 3. These parameters were used to calculate the FAR, the FRR and the
proposed algorithm’s Accuracy.

True Positive: The number of times the result of the system is positive for the enrolled fingerprint image and input
image of the same user.

False Positive: The number of times the result of the system is positive for the enrolled fingerprint image and input
image of different users.

True Negative: The number of times the result of the system is negative for the enrolled fingerprint image and
input image of the same user.

False Negative: The number of times the result of the system is negative for the enrolled different users' fingerprints
and input images. From the values generated in table 3, other performance metrics were also obtained.

False Rejection Rate (FRR) - Chances of failing to find a match between the input pattern and a database template.
It calculates the percentage of legitimate inputs that are rejected wrongly.

FRR = FN 3
" TP +FN (3)

False Acceptance Rate (FAR) - Chances of mistakenly matching an input pattern to a database template that doesn't
match. It calculates the percentage of mistakenly accepted invalid inputs.

FpP
FAR = ———— 4)
FP+TP
Equal Error Rate or Crossover Error Rate (EER or CER) - Both acceptance and rejection errors occur at the same
rate. The ROC (Receiver Operating Characteristics) curve can readily be used to calculate EER. The lowest EER
indicates good accuracy.

FAR + FRR
EER = —— 5)
2
Accuracy - True detection (TAR+TRR) and total detection (TAR+TRR+FAR+FRR) ratio in per cent.
TAR + TRR
ACCURACY = X 100 (6)

TAR +TRR + FAR + FRR

True Acceptance Rate (TAR) — The likelihood of matching an input pattern to a matching template accurately. It
calculates the percentage of acceptable inputs that are accepted appropriately.

TAR=1-FRR @

True Rejection Rate (TRR) - True Rejection Rate (TRR) - The probability of accurately detecting a non-matching
input pattern against any database template. It calculates the percentage of correctly rejected invalid inputs.

TRR=1-FAR (8)
The results generated from the evaluation of the equations above are listed in Table 4.

Table 4: Evaluation Parameters for Test (Probe Fingerprint images)

Metrics Values
True Acceptance Rate (TAR) 0.91
True Rejection Rate (TRR) 0.99
False Rejection Rate (FRR) 0.09
False Acceptance Rate (FAR) 0.01
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Equal Error Rate 0.05
Accuracy 95%

4.5 Authentication stage

Figure 6 below shows the authentication process when a fingerprint image is correctly recognized or matched.
Figure 7 shows fingerprint output with the matched individual’s name.

Uthenticate

FingerPrint Authentication and Verification

Binarized Image Extracted Minutiae Minutiae Plot

Input Test Fingerprint

Authenticate

Hybridized Cuckoo Match Found

Authenticated, hello bolade!

Figure 7: Correct Match Authentication
Figure 8 shows when a fingerprint image is not correctly classified; as no corresponding match was identified, the
output axis stays dark and blank. This happens when the value of the protected template generated falls below the
system's Threshold value of 0.48.

thenticate

FingerPrint Authentication and Verification

Binarized Image Extracted Minutiae Minutiae Plot

Input Test Fingerprint

Authenticate

Hvbridized Cuckoo

No match found.

Figure 8: Match Not Found During Authentication.
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Table 5 compares the results of the fingerprint recognition system obtained in this investigation with other results
collected from other studies. False Acceptance Rate (FAR), False Rejection Rate (FRR) and Equal Error Rate
(EER) were used to assess the proposed algorithm's performance.

Table 5: The study's findings in comparison with other studies.

SINo Authors Biometrics Methods FAR FRR EER
Used
1 [34] Fingerprint Nil 0.1 0.18 0.19
2 [35] Fingerprint Fuzzy vault 0.35 0.09 0.22
3 [39] Iris Fuzzy vault 0.14 0.09 0.115
and Fuzzy
extractor
4 [40] Fingerprint region code- 0.2 0.05 0.13
(Dual based hashing
instances)
5 [41] random spaces 0.1179 0.0  0.059
Face
6 Proposed Model Fuzzy vault 0.01 0.09 0.05
Fingerprint and Cuckoo
hashing

As depicted in Table 5, Figure 9 shows the diagrammatical presentation of the results using a bar plot with respect
to the author’s findings.

Author

Bar plot showing FAR, FRR and EER by Authors

Proposed Model & d
[52]

[50] s

e
Bl e ——

[46] e

0 005 01 015

02 025 03 035

Value

EER
FRR

= FAR

Figure 9: Distribution of the authors’ findings relative to FAR, FRR and EER

Figure 9 shows the distribution of the authors’ findings relative to FAR, FRR and EER results obtained from their
studies. The individual results are explicitly discussed in the subsequent paragraphs. Figure 10 shows the FAR of

each study as drawn from Table 5 and Figure 9.

Dot: https:

dot.org/10.54216/FPA.100201

Received: January 10, 2023  Accepted: March 15, 2023

20


https://doi.org/10.54216/FPA.100201

Fusion: Practice and Applications (FPA) Vol 10, No. 02. PP. 08-24, 2023

Bar plot of Authors against FAR

Proposed Model ®oo1

527 N 0.1179

51 I o

0 I .14

(46] T 0.35
(5] N 0.1

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
FAR

Authors

Figure 10: Graphical representation of average FAR by Author

As depicted in Table 5 and figure 10, [35], fuzzy vault biocryptosystem template protection recorded the highest
FAR with FAR= 0.35%. This means [35] is the least performed study in terms of security closely followed by
[51], which proposed cancellable biometrics for dual instances of the fingerprint using a new region code based
hashing with FAR= 0.2%. [50], which combined fuzzy vault and fuzzy extractor biocrytosystem template
protection to protect the iris template performed better next to [40] with FAR=0.14%. A smaller FAR means better
security as the rate at which unauthorized users are granted access will be minimal. The proposed system using
fuzzy vault and cuckoo hashing, a combination of biocryptosystem and cancellable biometric template protection
for fingerprint, with the lowest FAR performs best with better security than other studies with FAR=0.01%. This
is closely followed by [34] without any template protection on fingerprint with FAR=0.1% while a secure
cancellable face biometric proposed in [41] using random spaces with FAR=0.1179% ranked third in terms of
security.

An increase in the sensitivity of the biometrics system means a reduction in FAR value and this usually leads to
an increase in FRR. As a low FAR denote good security, a large or high FRR is synonymous with better user
convenience or ease of use since the percentage at which authorized users are granted access will be high and a
genuine user will not be denied access unnecessarily. Based on Table 5, the percentage of each author’s work in
terms of FRR is presented in figure 11.

Bar plot of Authors against FRR

Proposed Model A 0.09
21 fo
51 R 0.05
0] I o.00
(46 Y .00
g5 R 0.18

Authors

Figure 11: Graphical representation of average FRR by Author

In terms of user convenience, [34] with FRR=0.18% performs best as it has the highest FRR. Research implication
of this is that an unprotected biometric system is likely to have better user convenience but lacks better system
security as unprotected templates can be stolen. [35] is closely followed by [35], [39] and the proposed fuzzy vault
and cuckoo hashing which recorded the same FRR with FRR=0.09% by ranking second as far as user convenience
or user-friendliness is concerned. [40], with FRR=0.05% performs better than [41] with the least user convenience
that has the lowest FRR=0.0%. The desire or decision for a lower FAR and a higher FRR and vice versa is a
tradeoff between security and user convenience in a system.
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From Table 5, the EER of all studies is also presented in Figure 12. EER is used to measure the overall performance
of biometric systems. This is the average of the sum of FAR and FRR. Just like FAR, the lower or smaller the
EER, the better the performance of the system.

Bar plot of Authors against EER

Proposed Model A 0.05
[52) (N 0.059
51 Y 0.13
(50 (R 0.08
[46] I .22
45) I 0.19

0 0.05 0.1 0.15 0.2 0.25
EER

Authors

Figure 12: Graphical representation of average ERR by Authors

As seen in Figure 12, the proposed system outperformed the other studies presented as it recorded the lowest EER
of 0.05%. [41], [39],[40],[34] and [35] outperform one another in that order with EER=0.059%, EER=0.115%,
EER=0.13%, 0.19% and EER=0.22% respectively. This study shows that the proposed system performs best in
terms of security and performance with average user convenience.

5. Conclusion

This study combined fuzzy vault and Cuckoo hashing algorithms as dual-level algorithms to protect fingerprint
templates in the database. The proposed algorithm was simulated in MATLAB 2016a environment. Performance
evaluation was based on FAR, FRR and EER. From the results generated, the proposed study has a better FAR
compared with others with the lowest FAR of 0.01 and a little higher FRR of 0.09 when compared with other
studies. The proposed algorithm has the lowest EER of 0.05 as a lower EER denotes better performance. The study
also shows that the overall system performance of the proposed Fuzzy vault and Cuckoo hashing outperformed
other studies presented in terms of FAR and EER. Further studies can focus on the security analysis of the
algorithm in terms of brute force attacks, correlation attacks and blended substitution attacks with different attack
scenarios.
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