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Abstract

Sharing the electronic health data helps to increase the accuracy of the diagnoses and to improve the quality of health
services. This shared data can also be used in medical research and can reduce medical costs. However, health data
are fragmented across decentralized hospitals, this prevents data sharing and puts patients’ privacy at risks. In recent
years, blockchain has revealed solutions that make life easier in many areas thanks to its distributed, safe and
immutable structure. There are many blockchain-based studies in the literature on providing data privacy and sharing
in different areas. In some studies, blockchain has been used with technologies such as cloud computing and
cryptology. In the field of healthcare blockchain-based solutions are offered for the management and sharing of
Electronic health records. In these solutions, private and consortium blockchain types are generally preferred and
Public Key Infrastructure (PKI) and encryption are used for data privacy. Within the scope of this study, blockchain-
based studies on the privacy preserving data sharing of health data were examined. In this paper, information about
the studies in the literature and potential issues that can be studied in the future were discussed. In addition,
information about current blockchain technologies such as smart contracts and PKI is also given.
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1. Introduction

Electronic health record (EHR) is the digital version of the patient's records such as physical examinations,
treatment, etc. Sharing the electronic health records (EHRS) helps to increase the accuracy of the diagnoses and to
improve the quality of health services. This shared data can also be used in medical research and can reduce medical
costs. EHRs have a great potential to increase the quality of life in terms of health services. The EHRs have become
much more important for the prevention, diagnosis and treatment of global pandemics such as coronavirus (Covid-
19), which we have experienced recently. World Health Organization reports are already identified personal health
record as an asset [1], [2]. Therefore, sharing of EHRs and data privacy should be considered an important issue other
than medical use. When EHR is considered as a personal asset, patients should own and fully control their health
records, While in reality EHRs are controlled by hospital information systems, cloud service providers and device
manufacturers [3], [4]. Storing EHRs in different central data stores is risky in terms of privacy. Administrators of
service provider companies can use EHRs commercially or database administrators can access this data. In addition,
these data stores and service providers may be targeted against cyber attacks [5]. For these reasons, while there are
already potential risks in terms of data privacy, it becomes even more difficult to ensure privacy-preserving data
sharing between centralized hospital information systems.
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Nowadays, in parallel with the rapid development of information technologies, attack methods that threaten
privacy-preserving data sharing are also renewed. As a precaution against these current threats, new technologies
should be followed and appropriate solutions should be developed. Blockchain technology, which has become popular
recently and has been applied in many areas in different fields, will be very convenient to use for data management in
the healthcare field. Blockchain provides data security, immutability and transparency thanks to its distributed
structure. Thanks to blockchain features such as smart contracts and PKI, EHRs can be stored encrypted and protected
against external attacks. At the same time, thanks to the transparent structure offered, the information of who has
access to the EHRs of a patient can be accessed.

2. Data Sharing and Privacy

As a result of the development of internet and 10T technologies, the size of the personal data produced is rapidly
increasing. Using cloud environments for storing and sharing these large-sized data provides many convenience and
economic savings [6]. However, this method brings some difficulties in terms of data security and ensuring privacy
[7]. The central structure of existing cloud providers, cyber attacks or technical failures can cause single point failure.
There is also a trust issue. Users have concerns about where their data is stored and who accesses it [8]. The disclosure
of millions of users' data leakage by Facebook Inc. [9] and the exposure of 500,000 users due to a bug in Google Plus
[10] show that these concerns are justified.

Any healthcare application needs to store, process and analyze users' EHRs. At this stage, while handling the EHRs
of patients, the basic requirements of the European Union General Data Protection Regulation (EU GDPR) [11] must
be complied [8]:

e  Personal data should be processed only with the consent of the data owner.

e All technologies connected to user data must preserve user privacy.

e  The owner of the data must have full authority over their data. The owner determines which third parties can
access his data and how they will use it.

o Data owners have the right to delete their own data

Fortunately, a new and popular technology called blockchain offers opportunities for the solution of these problems
with decentralized architecture.

3. Blockchain

Blockchain technology, which became known and popular for the first time thanks to crypto currencies, attracted great
interest from various international organizations, industries and institutions. The number of blockchain-based
solutions has increased rapidly in many areas in recent years. Thanks to its solutions and features, blockchain has even
been described by some researchers as a more powerful technology than the Internet [12]. The report, published by
Allied Market Research, stated that the blockchain market, which was $228 million in 2016, could reach $5.4 billion
with a huge increase in 2023 [13]. According to Nakamoto, the blockchain is a distributed and transparent data
structure in which every transaction information is recorded and shared encrypted by the participants on the network.
[14]. Reyna et al. defined the blockchain as a distributed, transparent, immutable and secure data structure where the
stakeholders in the network verify the reliability of transactions [15]. There are many similar blockchain definitions
in the literature, from a technical point of view, it would be correct to define blockchain as a combination of
decentralization mechanism, combination of a cryptographic algorithms and distributed database [16].
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Figure 1. The general architecture of the blockchain

The general architecture of the blockchain is as in Figure 1. The hash value of the previous block is included in the
header of each block in the chain. In this way, the integrity of the chain is ensured and malicious data change is
prevented.

The advantages of the blockchain can be listed as follows [17].

e A copy of all the data in the blockchain is also saved by all stakeholders and anyone with permission can
access this data. In this way, data security, transparency and immutability are ensured.

e Thanks to consensus algorithms and digital signatures, stakeholders can trust each other. This eliminates the
need for third-party representatives.

e As a result of the removal of third-party representatives, dependency is eliminated, financial gain can be
achieved and data security is increased.

e Advanced applications can be developed thanks to the smart contracts provided by blockchain.

In recent years, the number of blockchain-based studies conducted by researchers and technology companies in areas
such as finance, public services, supply chain, health and education has been increasing rapidly. Blockchain-based
solutions are also recommended to overcome problems arising from data sharing and privacy.

4. Privacy-Preserving Healthcare Data Sharing Based on Blockchain

With its features like decentralized control, immutability, cryptographic security, fault tolerance and capability to run
smart contracts, the blockchain has an significant potential in privacy—preserving data sharing as well as in other areas.
There are many studies in this area, the study by Zheng et al. is one of these studies [18]. In this study, it was
recommended to keep personal data in the cloud encrypted and use encryption and sharing algorithms on blockchain
to share and manage this data. In this way, the limitations of data storage on the blockchain were prevented and
encryption transactions were made with the participation and compromise of all stakeholders using Paillier
cryptosystem. According to the experimental results of the presented solution, it has been seen that distributed
encrypted transactions can be performed with high performance with Paillier cryptosystem.

Considering its unique features and solutions, blockchain has an important potential for healthcare applications. The
number of studies involving blockchain solutions is also increasing on the sharing and privacy of EHRs. Information
about some of them is given below.
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Liu et al. proposed a solution named BPDS [19]. In BPDS, EMRs are stored in cloud, and the indexes of these records
are reserved in a consortium blockchain. In this solution, patients participate in the sharing of EMRs voluntarily and
anonymously. Authorized healthcare institutions, patients and medical workers may request patients' EMRs for
personal health plans, better clinical treatment, or medical research. To implement BPDS, all user groups should
register unique accounts and create their key pairs (PK, SK) at the first. With these unique keys, patients will be able
to approve or prohibit requests for access to EMRs received by smart contracts. In this way, information on which
users can access which EMRs can be stored in the consortium blockchain. The structure of BPDS, which consists of
three layers as data acquisition, data storage and data sharing, is shown in Figure 2. Blockchain network and cloud
storage are located together in the data storage layer. Here, the data is encrypted with key data and timestamps and
stored in the cloud, and patients can manage their own data with key pairs and smart contracts.
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Figure 2. System architecture of BPDS [19]

Liu et al. proposed a blockchain-based medical data sharing and protection scheme [20]. In this study, the researchers
offered a solution in which the electronic health system of hospitals are located in a private blockchain to improve the
sharing and protection of the data. Proxy re-encryption technology and improved consensus mechanism methods have
been applied to increase data security and privacy. A symptoms-matching mechanism is designed for data sharing and
communication of patients who show same disease symptoms in different hospitals. Detailed information about
general network model and architecture of the system where system management, patients and hospitals are actors are
given. The general network model of the presented scheme is shown in Figure 3.
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Figure 3. General network model of blockchain-based medical data sharing and protection scheme [20]

Nguyen et al. have conducted a study offering a blockchain solution for mobile cloud-based E-health systems, which
has been frequently used recently [21]. In this study, an android application was developed in which EMRs recorded
as distributed in Amazon cloud services, are managed with smart contracts on the ethereum blockchain. In the
presented application, identity authentication is performed with smart contracts for patients through the mobile
application. Data such as patient and location of the EHRs obtained from the wearable sensors is stored in the
blockchain in encrypted form and this data are transferred to the cloud. The smart contracts required for the doctors'
authentication to the EHRs are also checked. Thus, data such as who has access to which EHRs is kept in the
blockchain. When the experimental results of the developed application were analyzed, it was observed that data
management and sharing were provided in a mobile cloud environment with high performance and safely.

5. Conclusions

Summary information about several blockchain solutions on sharing EMRs and protecting privacy is given above.
When these publications and other related studies are examined, it is seen that blockchain technology is generally
supported by other technologies such as cloud, mobile and encryption. Due to the nature of the blockchain, a copy of
each data is saved by all stakeholders. In this case, a large data store will be required in a blockchain network where
many health institutions are involved as stakeholders. As a solution to this limitation of the blockchain, it was preferred
to keep only the identity information of the EMRs on the blockchain and the original of the data to be stored in the
cloud. Patients, doctors and other users use public addresses and private keys to authenticate on the blockchain.
Manually entering and storing these texts causes difficulties for users. In some studies, mobile applications have been
used to overcome this difficulty. The transparent structure of the public blockchain, which allows everyone to
participate, is not suitable for storing personal data such as EMRs. Instead, private blockchain networks and
consortium algorithms were preferred in the studies.

Some of the studies in this area include experimental results regarding the proposed solutions. According to the
evaluations made with parameters such as number of users and file size, it was stated that the proposed solutions
showed sufficient performance. Blockchain, which is a new technology, has real life applications in other areas and
the number of these applications is gradually increasing. After the theoretical and experimental studies, it is thought
that real life applications will be encountered in the field of privacy-preserving sharing of EMRSs.
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