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Abstract 

HXDTRU is a multidimensional public key encryption system with sixteen encrypted data vectors at each step. In 

this work, we propose HXDHS, an improved version of HXDTRU based on hexadecnion algebra with 

neutrosophic integer coefficients, as well as a new mathematical construction includes three private keys with one 

public key to enhance the security and robustness of the public-key system. HXDHS is suitable for applications 

that require concurrent operation from multiple sources. 
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1. Introduction 

 

Any encryption system its main goal is to conceal sensitive information in a way that makes it unknown to anyone 

not authorized to access it. The NTRU encryption system plays a big role in providing high levels of security. 

Three mathematicians Hoff stein et al [1]. Introduced it in 1996, it is faster compared to RSA and ECC encryption 

systems. The mathematical structure of NTRU has been the focus of many studies aimed at improving its 

performance. Specifically, NTRU mainly relies on the ring of truncated polynomial with degree 𝑁 − 1 represented 

as 𝑍[𝑥]/(𝑥𝑁 − 1). In 2005, Coglianese and Goi introduced MaTRU, a variant of NTRU that operates in ring 𝑀 of 

𝑘 ∗ 𝑘 matrices of polynomials 𝑍[𝑥]/(𝑥𝑁 − 1), providing an analog approach [2]. In 2009, Malkian et al. proposed 

a system called QTRU based on quaternary algebra [3]. In 2010 Malakai et al. [3]. 

 

 Presented an encryption system called OTRU, which is a multi-dimensional encryption system, depended of 

Octonion algebra. In 2011 and 2015 Jarvis [4, 5] proposed an ETRU via integer Z[W] loop of Leisenstein. It is a 

faster system and contains smaller keys with the same security level or higher than NTRU. In 2016 and 2017, 

Yassin and Al-Saeedi [6, 7] presented multi-dimensional systems are called HXDTRU and BITRU used on 

hexadecimal and binary algebra respectively. Yassein and Al-Saidi [8, 9] presented the BCTRU system, in 2018 

and 2019, which is based on algebra of bi-Cartesian.  In 2021, Yassein et al. [10] also proposed QMTRU with a 

new mathematical structure as an improvement for QTRU. In addition, Shihadi and Yassein [11] introduced 

NTRSH, a novel public key system via tripternion algebra, which analogous NTRU. As well as Abo-Alsood and 

Yassein [12] proposed an octonion algebra subalgebra named Qu-octonion subalgebra, which is non-commutative 

and associative. This algebra is used to build the QOTRU cryptosystem.  

 

  In 2022, Shihadi and Yassein [13] proposed an upgraded NTRU cryptosystem called NTRTRN. In the same year, 

Abo-Alsood and Yassein [14] presented TOTRU, an encryption system distinguished by its security and 

efficiency. Also, Al-Awadi [15] proposed MaTRUD as an improvement to the MaTRU. In 2023, Yassein et al. 

suggest QuiTRU via a multi-dimensional algebra [16]. In 2024, Abboud et al. using octonion and quaternion 

algebras to introduced OTRCQ [17]. Abo-Alsood et al. based on HH-Real algebra and RS proposed HH-RSA 
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system [18]. In 2025, Abboud et al. improved the RSA through the octonion polynomials [19]. Hamza et al. 

development of MRSA via algebra of octonion [20]. If 𝑍 is the ring of integers and 𝐼 an indeterminacy with the 

property 𝐼2 = 𝐼, then 𝑍(𝐼) = {𝑎 + 𝑏𝐼; 𝑎, 𝑏 ∈ 𝑍} is said to be the neutrosophic ring of integers, the elements of 𝑍(𝐼) 

are said to be neutrosophic integers [21]. 

The usage of neutrosophic structures in cryptography can be seen in [22]. 

 

2. Related Work 

Hexadecnion algebra is a vector space of sixteen dimension over the real number 𝑅 defined as follows: 𝐻𝐷 =
{ 𝑤|𝑤 = 𝑟0  + ∑ 𝑟𝑖𝜏𝑖

15
𝑖=1 , 𝑟0, 𝑟1, … , 𝑟15 ∈ 𝑅} [6]. 

where 𝛽 = {1, 𝜏1, 𝜏2,…, 𝜏15}  is the basis  and 𝑟𝑖’s   are  scalars in a set of real number. Suppose 𝑤1, 𝑤2 ∈ 𝐻𝐷 

where   

𝑤1 = 𝑟0 + 𝑟1𝜏1 + 𝑟2𝜏2 + ⋯ + 𝑟14𝜏14 + 𝑟15𝜏15, 

𝑤2 = 𝑟𝑜
ˊ + 𝑟1

ˊ𝜏1 + 𝑟2
ˊ 𝜏2 + ⋯ + 𝑟14

ˊ 𝜏14 + 𝑟15
ˊ 𝜏15. 

The addition of 𝑤1 and 𝑤2 is defined by adding their corresponding coefficients, such that;  

𝑤1 + 𝑤2 = (𝑟0 + 𝑟𝑜
ˊ) + (𝑟1 + 𝑟1

ˊ)𝜏1 + ⋯ + (𝑟14 + 𝑟14
ˊ )𝜏14 + (𝑟15 + 𝑟15

ˊ )𝜏15  

Table 1 is designed to define the multiplication between 𝑤𝑖  and 𝑤𝑗  where 𝑤𝑖  and 𝑤𝑗  ∈ 𝐻𝐷, and 𝜏𝑖
2 = −1, 𝜏𝑖𝜏𝑗 =

−𝜏𝑗𝜏𝑖 and 𝑖 ≠ 𝑗, 𝑖, 𝑗 = 1,2, … ,15.  

Table 1: (Multiplication Table) 

∗ 1 𝜏1 𝜏2 𝜏3 𝜏4 𝜏5 𝜏6 𝜏7 𝜏8 𝜏9 𝜏10 𝜏11 𝜏12 𝜏13 𝜏14 𝜏15 

1 1 𝜏1 𝜏2 𝜏3 𝜏4 𝜏5 𝜏6 𝜏7 𝜏8 𝜏9 𝜏10 𝜏11 𝜏12 𝜏13 𝜏14 𝜏15 

𝜏1 𝜏1 −1 𝜏3 -𝜏2 𝜏5 -𝜏4 -𝜏7 𝜏6 𝜏9 -𝜏8 𝜏11 -𝜏10 𝜏13 -𝜏12 𝜏15 -𝜏14 

𝜏2 𝜏2 -𝜏3 −1 𝜏1 𝜏6 𝜏7 -𝜏4 -𝜏5 𝜏10 -𝜏11 -𝜏8 𝜏9 𝜏14 -𝜏15 -𝜏12 𝜏11 

𝜏3 𝜏3 𝜏2 -𝜏1 -1 𝜏7 -𝜏6 𝜏5 -𝜏4 𝜏11 𝜏10 -𝜏9 -𝜏8 𝜏15 𝜏14 -𝜏13 -𝜏12 

𝜏4 𝜏4 -𝜏5 -𝜏6 -𝜏7 -1 𝜏1 𝜏2 𝜏3 𝜏12 -𝜏13 -𝜏14 -𝜏15 𝜏8 𝜏9 𝜏10 𝜏11 

𝜏5 𝜏5 𝜏4 -𝜏7 𝜏6 -𝜏1 -1 -𝜏3 𝜏2 𝜏13 𝜏12 -𝜏15 𝜏14 -𝜏9 -𝜏8 𝜏11 -𝜏10 

𝜏6 𝜏6 𝜏7 𝜏4 -𝜏5 -𝜏2 𝜏3 -1 -𝜏1 𝜏14 𝜏15 𝜏12 -𝜏13 -𝜏10 -𝜏11 -𝜏8 𝜏9 

𝜏7 𝜏7 -𝜏6 𝜏5 𝜏4 -𝜏3 -𝜏2 𝜏1 -1 𝜏15 -𝜏14 𝜏13 𝜏12 -𝜏11 𝜏10 -𝜏9 -𝜏8 

𝜏8 𝜏8 -𝜏9 -𝜏10 -𝜏11 -𝜏12 -𝜏13 -𝜏14 -𝜏15 -1 𝜏1 𝜏2 𝜏3 𝜏4 𝜏5 𝜏6 𝜏7 

𝜏9 𝜏9 𝜏8 𝜏11 -𝜏10 𝜏13 -𝜏12 𝜏15 𝜏14 -𝜏1 -1 𝜏3 -𝜏2 𝜏5 -𝜏4 𝜏7 -𝜏6 

𝜏10 𝜏10 -𝜏11 𝜏8 𝜏9 𝜏14 𝜏15 -𝜏12 -𝜏13 -𝜏2 -𝜏3 -1 𝜏1 𝜏6 -𝜏7 -𝜏4 𝜏5 

𝜏11 𝜏11 𝜏10 -𝜏9 𝜏8 𝜏15 -𝜏14 𝜏13 -𝜏12 -𝜏3 𝜏2 -𝜏1 -1 𝜏7 𝜏6 -𝜏5 -𝜏4 

𝜏12 𝜏12 -𝜏13 -𝜏14 -𝜏15 𝜏8 𝜏9 𝜏10 𝜏11 -𝜏4 -𝜏5 -𝜏6 -𝜏7 -1 𝜏1 𝜏2 𝜏3 

𝜏13 𝜏13 𝜏12 𝜏15 -𝜏14 -𝜏9 𝜏8 𝜏11 -𝜏10 -𝜏5 𝜏4 𝜏7 -𝜏6 -𝜏1 -1 𝜏3 -𝜏2 

𝜏14 𝜏14 -𝜏15 𝜏12 𝜏13 -𝜏10 -𝜏11 𝜏8 𝜏9 -𝜏6 -𝜏7 𝜏4 𝜏5 -𝜏2 -𝜏3 -1 𝜏1 

𝜏15 𝜏15 𝜏14 𝜏13 𝜏12 -𝜏11 𝜏10 -𝜏9 𝜏8 -𝜏7 𝜏6 -𝜏5 𝜏4 𝜏3 𝜏2 -𝜏1 -1 

 

https://doi.org/10.54216/IJNS.260411


 
International Journal of Neutrosophic Science (IJNS)                                         Vol. 26, No. 04, PP. 113-121, 2025 

115 
DOI: https://doi.org/10.54216/IJNS.260411 

The multiplication is alternative but non-associative and non- commutative. 

For any scalar 𝛼, we have, 𝛼𝑤 = 𝛼(𝑟0 + 𝑟1𝜏1 + ⋯ + 𝑟14𝜏14 + 𝑟15𝜏15) 

                                                  = 𝛼𝑟0 + 𝛼𝑟1𝜏1 + ⋯ + 𝛼𝑟14𝜏14 + 𝛼𝑟15𝜏15, 

the conjugate of a hexadecnion 𝑤 = 𝑟0 + ∑ 𝑟𝑖𝜏𝑖
15
i=1  is  defined as follows  

          𝑤̅ = 𝑟0 − ∑ 𝑟𝑖𝜏𝑖
15
𝑖=1 , 

and the square norm is given by 𝑁(𝑤) = 𝑤𝑤̅ = ∑ 𝑟𝑖
215

𝑖=0 . 

The multiplicative inverse of 0 ≠ 𝑤 equal to: 

𝑤−1  =  𝑁(𝑤)−1𝑤̅. 

3. Proposed Cryptosystem HXDHS Using Neutrosophic integers 

HXDHS cryptosystem depends on algebras 𝜑 = {∑ 𝑓𝑖
15
𝑖=0 𝛽𝑖  ;  𝑓𝑖 ∈ ℜ } , 𝜑𝑝 = {∑ 𝑓𝑖

15
𝑖=0 𝛽𝑖  ;  𝑓𝑖 ∈ ℜ𝑝} ,  𝜑𝑞 =

{∑ 𝑓𝑖
15
𝑖=0 𝛽𝑖  ;  𝑓𝑖 ∈ ℜ𝑞} where ℜ = 𝑍(𝐼)[𝑥]/(𝑥𝑁 − 1), ℜ𝑝 = 𝑍𝑝(𝐼)[𝑥]/(𝑥𝑁 − 1), and ℜ𝑞 =  𝑍𝑞(𝐼)[𝑥]/(𝑥𝑁 − 1) be 

truncated polynomials rings with neutrosophic integer coefficients, three positive integer parameters 

(𝑁, 𝑝, 𝑞) defined as HXDTRU and five sets 𝐿𝐹 , 𝐿𝐺 , 𝐿𝑆, 𝐿𝑊 and 𝐿𝑀 ⊂ 𝜑,  which’ defined as follows: 

𝐿𝐹 =  {𝑓0 (𝑥) + 𝑓1(𝑥)𝜏1 + ⋯ + 𝑓15(𝑥)𝜏15 + 𝐼(𝑧0 (𝑥) + 𝑧1(𝑥)𝜏1 + ⋯ + 𝑧15(𝑥)𝜏15)|𝑓𝑖(𝑥) + 𝐼𝑧𝑖(𝑥) ∈ ℜ satisfy 

 ℓ(𝑑𝑓 , 𝑑𝑓 −1)}, 

 𝐿𝐺 =  {𝑔0(𝑥) + 𝑔1(𝑥)𝜏1 + ⋯ + 𝑔15(𝑥)𝜏15 + 𝐼({𝑘0(𝑥) + 𝑘1(𝑥)𝜏1 + ⋯ + 𝑘15(𝑥)𝜏15)| 𝑔𝑖(𝑥) + 𝐼𝑘𝑖(𝑥) ∈
ℜ satisfy ℓ(𝑑𝑔, 𝑑𝑔)}, 

𝐿𝑆 = {𝑠0  (𝑥) + 𝑠1(𝑥)𝜏1 + ⋯ + 𝑠15(𝑥)𝜏15 + 𝐼(𝑐0(𝑥) + 𝑐1(𝑥)𝜏1 + ⋯ + 𝑐15(𝑥)𝜏15)|𝑠𝑖(𝑥) + 𝐼𝑐𝑖(𝑥) ∈ ℜ 

satisfy ℓ(𝑑𝑠, 𝑑𝑠)}, 

𝐿𝑊 = {𝑤0  (𝑥) + 𝑤1(𝑥)𝜏1 + ⋯ + 𝑤15(𝑥)𝜏15 + 𝐼(𝑏0  (𝑥) + 𝑏1(𝑥)𝜏1 + ⋯ + 𝑏15(𝑥)𝜏15)|𝑤𝑖(𝑥) + 𝐼𝑏𝑖(𝑥) ∈ ℜ 

satisfy ℓ(𝑑𝑤 , 𝑑𝑤)}, 

𝐿𝑀 = {𝑚0  (𝑥) + 𝑚1(𝑥)𝜏1 + ⋯ + 𝑚15(𝑥)𝜏15 + 𝐼(𝑎0  (𝑥) + 𝑎1(𝑥)𝜏1 + ⋯ + 𝑎15(𝑥)𝜏15)| coefficients of 

𝑚𝑖(𝑥), 𝑎𝑖(𝑥) re the    

           chosen modulo between – 𝑝/2 and 𝑝/2 },  

where, ℓ(𝑑𝑎 , 𝑑𝑏 ) = { 𝑓|𝑓 ℎ𝑎𝑠 𝑑𝑎 coefficients equal 1+I, 𝑑𝑏 coefficients equal -1-I, other value equal I}. 

The phases of HXDHS are described as below: 

I- Key Generation 

 

By using the mathematical formulas of multiplication and inversing modulo neutrosophic integers, we can generate 

a public key as follows: 

 choose 𝐹 ∈ 𝐿𝐹,   𝐺 ∈ 𝐿𝐺 , 𝑆 ∈ 𝐿𝑆 𝑎𝑛𝑑 𝑅 ∈ 𝐿𝑅   where 𝐹 invertible modulo 𝑝 and 𝑞  denoted by 𝐹𝑝 −1 𝑎𝑛𝑑 𝐹𝑞
 −1 

respectively. The public key 𝐻 computed by the formula 

𝐻 ≡  𝐹𝑞
−1 ∗ (𝐺 ∗ 𝑆)    (𝑚𝑜𝑑 𝑞). 

  We can summarize the method of generating the key with the following pseudocode (1):  

Pseudocode 1: demonstrate the key generation phase of HXDHS:  

Input: 𝑁, 𝑝, 𝑞, 𝒹𝑓 , 𝒹𝑔, 𝒹𝑠. 

Output: 𝐻 

Compute 𝐹𝑞
−1 = 𝑖𝑛𝑣𝑒𝑟𝑠𝑒 𝑜𝑓 𝐹 (𝑚𝑜𝑑 𝑞). 

Compute 𝐻1 ≡ 𝐺 ∗ 𝑆 (𝑚𝑜𝑑 𝑞). 

Compute 𝐻 ≡ 𝐹𝑞
−1 ∗ 𝐻1 (𝑚𝑜𝑑 𝑞) 

End. 

II- Encryption 

To convert the original text  𝑀 to encrypted text, choose randomly 𝑊 ∈ 𝐿𝑊 and use the following formula to 

getting the ciphertext 𝐸  

𝐸 ≡  𝑝𝐻 ∗ 𝑊 + 𝑀   (𝑚𝑜𝑑 𝑞). 

Where the coefficients of 𝐸 belong to interval (−
𝑝

2
,𝑝2]. 

We can summarize the method of encryption with the following pseudocode (2):    
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Pseudocode 2: demonstrates the encryption phase of HXDHS:  

Input: 𝑁, 𝒹𝑤 , 𝐻, 𝑀 

Output: (𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑡𝑒𝑥𝑡) 𝐸 

Compute 𝐸1 ≡ 𝐻 ∗ 𝑊(𝑚𝑜𝑑 𝑞). 

Compute   𝐸 ≡ 𝑝𝐸1 +  𝑀(𝑚𝑜𝑑 𝑞) 

for 𝜀 = 0,1, … ,15 . 

          for 𝜁 = 1 𝑡𝑜 𝑁 

                 if 𝐸(𝜀, 𝜁) ≤  −𝑞/2 

                     𝐸(𝜀, 𝜁) = 𝐸(𝜀, 𝜁) + 𝑞 

                       else  𝐸(𝜀, 𝜁) > 𝑞/2 

                             𝐸(𝜀, 𝜁) = 𝐸(𝜀, 𝜁) − 𝑞 

                     end if  

          end for 

   end for 

end. 

 

III- Decryption 

In order for the recipient to recover the original text 𝑀 through the encrypted text 𝐸, he\she must follow the 

following steps: 

 Compete 𝛽 ≡ 𝐹 ∗ 𝐸 (𝑚𝑜𝑑 𝑞)       

       ≡ 𝐹 ∗ (𝑝𝐻 ∗ 𝑊 + 𝑀)  (𝑚𝑜𝑑 𝑞)  

       ≡ 𝑝(𝐹 ∗ 𝐹𝑞
−1 ∗ 𝐺 ∗ 𝑆 ∗ 𝑊) + (𝐹 ∗ 𝑀)    (𝑚𝑜𝑑 𝑞)  

       ≡ 𝑝(𝐺 ∗ 𝑆 ∗ 𝑊) + (𝐹 ∗ 𝑀)    (𝑚𝑜𝑑 𝑞). 

Where the coefficients of 𝛽 belong to interval (−
𝑞

2
,𝑞2]. 

 

Take   𝛿 ≡ 𝛽 (𝑚𝑜𝑑 𝑝).  

𝐹𝑝
−1 ∗ 𝛿 (𝑚𝑜𝑑 𝑝)  ≡ 𝐹𝑝

−1 ∗ (𝐹 ∗ 𝑀) (𝑚𝑜𝑑 𝑝) 

                   ≡ 𝑀  (𝑚𝑜𝑑 𝑝).  

Where the coefficients belong to interval (−
𝑝

2
,𝑝2]. 

 

We can summarize the phase of decryption HXDHS with the following pseudocode (3):  

Pseudocode 3: demonstrates the decryption phase of HXDHS:  

Input: 𝑁, 𝑝, 𝑞, 𝑊, 𝐹𝑝
−1, 𝐸 . 

Output: ( 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑀).  

Compute 𝛽 ≡ 𝐹 ∗ 𝐸(𝑚𝑜𝑑 𝑞). 

for 𝜀 = 0,1, … ,15 . 

          for 𝜁 = 1 𝑡𝑜 𝑁 

                 if 𝛽(𝜀, 𝜁) ≤  −𝑞/2 

                     𝛽(𝜀, 𝜁) = 𝛽(𝜀, 𝜁) + 𝑞 

                       else  𝛽(𝜀, 𝜁) > 𝑞/2 

                             𝛽(𝜀, 𝜁) = 𝛽(𝜀, 𝜁) − 𝑞 

                     end if  

          end for 

https://doi.org/10.54216/IJNS.260411


 
International Journal of Neutrosophic Science (IJNS)                                         Vol. 26, No. 04, PP. 113-121, 2025 

117 
DOI: https://doi.org/10.54216/IJNS.260411 

   end for 

  𝛽1 ≡  𝛽 (𝑚𝑜𝑑 𝑝) 

        𝛿 ≡ 𝐹𝑝
−1 ∗ 𝛽1 (𝑚𝑜𝑑 𝑝) 

   for 𝜀 = 0,1, … ,15 . 

          for 𝜁 = 1 𝑡𝑜 𝑁 

           if  𝛿(𝜀, 𝜁) ≤  −𝑝/2 

                𝛿(𝜀, 𝜁) = 𝛿(𝜀, 𝜁) + 𝑝 

          else if   𝛿(𝜀, 𝜁) > 𝑝/2 

                         𝛿(𝜀, 𝜁) = 𝛿(𝜀, 𝜁) − 𝑝  

              end if  

         end for  

end for 

𝑀 = 𝛿 

end. 

 

4. Performance Analysis of HXDHS 
 

4.1. Space of Security  
 

By brute force attack, an attacker tries to get two of three private keys ( 𝐹, 𝐺, 𝑆) that make up the public key. 

Suppose that the space of is greater than of ( 𝐿𝐺 , 𝐿𝑆) therefore, the space of 𝐿𝐺 , 𝐿𝑆  equal to 

(
𝑁!

(𝑑𝐺 !)
2 

(𝑁−2𝑑𝐺)! 

)
16

, (
𝑁!

(𝑑𝑆 !)
2 

(𝑁−2𝑑𝑆)! 

)
16

respectively.  

Since the coefficients of 𝐺 and 𝑆 are neutrosophic integers, therefore the space of key equal to 

(
𝑁!

(𝑑𝐺 !)
2 

(𝑁−2𝑑𝐺)! 

)
32

  (
𝑁!

(𝑑𝑆 !)
2 

(𝑁−2𝑑𝑆)! 

)
32

 . 

The attacker can also access the original text by searching for the private key 𝑊  which belong to 𝐿𝑊 in the 

encrypted text.  The space of 𝐿𝑊  equal to  

 

(
𝑁!

(𝑑𝑊! )
2 (𝑁−2𝑑𝑊)! 

)
16

. 

Hence, the space of message equal to: 

(
𝑁!

(𝑑𝑊! )
2 (𝑁−2𝑑𝑊)! 

)
32

. 

4.2. Execution Time 

Table (2) shows the execution time of HXDHS according to the addition and multiplication of polynomials in the 

all phases.  

 

Table 2: Execution time of HXDHS 

Phase Time 

Key generation 4096𝑡1 

Encryption 256𝑡1 + 16𝑡0 

Decryption 4352𝑡1 + 16𝑡0 

Total 4448𝑡1 + 23𝑡0 

 

Where 𝑡1, 𝑡0 are the time of multiplication and  addition of polynomials respectively. 
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5. Comparative Between HXDTRU and HXDHS 

The Tables (3) and (4) show a comparison between the new method HXDHS and the method HXDTRU in terms 

of the space of the key and the message, which gives the HXDHS method a significant advantage in the space of 

the key and the message, making it more efficient and usable. 

 

Table 3: Space of key of HXDHS and HXDTRU 

 

Cryptosystem Space of key  

 

HXDHS 
(

𝑁!

(𝑑𝐺 !)
2 (𝑁−2𝑑𝐺)! 

)
32

(
𝑁!

(𝑑𝑆! )
2 (𝑁−2𝑑𝑆)! 

)
32

  

 

 

HXDTRU 
(

𝑁!

(𝑑𝐺! )
2 (𝑁−2𝑑𝐺)! 

)
16

  

 

      

 

Table 4: Space of message of HXDHS and HXDTRU 

 

Cryptosystem Space of message  

 

HXDHS 
(

𝑁!

(𝑑𝑊! )
2 (𝑁−2𝑑𝑊)!  

)
32

   

 

 

HXDTRU 
(

𝑁!

(𝑑𝑊! )
2 (𝑁−2𝑑𝑊)! 

)
16

  

 

 

Tables (6) and (7) explain key space and message security of HXDTRU and HXDHS depends on the values in 

Table (5) respectively.  

 

 

Table 5: Generic parameters 

 

𝑵 𝒅𝑮 𝒅𝑺 𝒅𝓦 

103 10 10 3 

103 18 18 8 

139 10 10 8 

139 23 23 18 

163 16 16 16 

163 25 25 20 

199 18 18 16 

199 32 32 20 

251 18 18 16 

251 22 22 22 
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Table 6: Key space security of HXDHS and HXDTRU 

 

Key Space of 

𝑯𝑫𝑿𝑻𝑹𝑼 

Key Space of 

𝑯𝑿𝑫𝑯𝑺 

𝟑. 𝟎𝟑𝟒𝟓 × 𝟏𝟎𝟒𝟐𝟎 8.4797 × 101681 

𝟏. 𝟑𝟕𝟒𝟑 × 𝟏𝟎𝟔𝟎𝟓 3.5675 × 102420 

𝟕. 𝟓𝟏𝟒𝟐 × 𝟏𝟎𝟒𝟔𝟓 3.1882 × 101563 

𝟑. 𝟐𝟖𝟎𝟑 × 𝟏𝟎𝟖𝟎𝟏 1.1578 × 103206 

𝟓. 𝟑𝟎𝟑𝟕 × 𝟏𝟎𝟔𝟖𝟑 7.9068 × 102734 

𝟏. 𝟒𝟐𝟕𝟐 × 𝟏𝟎𝟗𝟎𝟓 4.1496 × 103620 

𝟕. 𝟗𝟐𝟔𝟒 × 𝟏𝟎𝟕𝟗𝟒 3.9474 × 103197 

𝟏. 𝟔𝟐𝟓𝟒 × 𝟏𝟎𝟏𝟏𝟒𝟏 6.9808 × 104564 

𝟏. 𝟑𝟎𝟖𝟔 × 𝟏𝟎𝟖𝟓𝟖 2.1342 × 103432 

𝟕. 𝟖𝟗𝟏𝟔 × 𝟏𝟎𝟗𝟖𝟕 3.8788 × 103951 

 

Table 7: Message space security of HXDHS and HXDTRU 

 

Message space of 

𝑯𝑫𝑿𝑻𝑹𝑼 

Message space of 

𝑯𝑿𝑫𝑯𝑺 

𝟑. 𝟎𝟑𝟒𝟓 × 𝟏𝟎𝟒𝟐𝟎 9.2085 × 10840 

𝟏. 𝟑𝟕𝟒𝟑 × 𝟏𝟎𝟔𝟎𝟓 1.8887 × 101210 

𝟕. 𝟓𝟏𝟒𝟐 × 𝟏𝟎𝟒𝟔𝟓 5.6464 × 10931 

𝟑. 𝟐𝟖𝟎𝟑 × 𝟏𝟎𝟖𝟎𝟏 1.0760 × 101603 

𝟓. 𝟑𝟎𝟑𝟕 × 𝟏𝟎𝟔𝟖𝟑 2.8119 × 101367 

𝟏. 𝟒𝟐𝟕𝟐 × 𝟏𝟎𝟗𝟎𝟓 2.037 × 101810 

𝟕. 𝟗𝟐𝟔𝟒 × 𝟏𝟎𝟕𝟗𝟒 6.3829 × 101589 

𝟏. 𝟔𝟐𝟓𝟒 × 𝟏𝟎𝟏𝟏𝟒𝟏 3.6421 × 102282 

𝟏. 𝟑𝟎𝟖𝟔 × 𝟏𝟎𝟖𝟓𝟖 1.4609 × 101716 

𝟕. 𝟖𝟗𝟏𝟔 × 𝟏𝟎𝟗𝟖𝟕 6.2378 × 101975 

 

Figure (1) shows key space security of HXDHS and HXDTRU depending on the value in Table (6). 
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Figure 1.  Key space security of HXDHS and HXDTRU. 

 

Figure (2) shows message space security of HXDHS and HXDTRU depending on the value in Table (7). 

 

 

 
 

Figure 2.  Message space security of HXDHS and HXDTRU. 

 

Table (8) shows a comparison between HXDHS and HXDTRU in terms of execution time. 

 

Table 8: Execution time of HXDHS and HXDTRU 

 

Cryptosystem Execution time  

HXDHS 4448𝑡1 + 23𝑡0 

HXDTRU 8704𝑡1 + 32𝑡0 

 

HXDHS is obviously faster than HXDTRU. 

6. Conclusion 

The proposed method, HXDHS, which is based on introducing integer Neutrosophic coefficients, has had a 

significant impact on increasing the level of security for both the private keys that generate public key and private 

key used to convert the plaintext to ciphertext, making it a suitable method for encrypting multi-source data. 

HXDTRU method is a special case of HXDHS in the case of 𝑠 = 1  and 𝑏 =  0 in the Neutrosophic element 𝑎 + 

𝑏𝐼. 
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