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Abstract

Cloud computing presents a new trend for IT and business services which typically involves self-service access
over internet. Over these features, cloud computing has the advantages to enhance IT and business ways by offering
cost efficiency, dynamically scalable, and flexibility. However, using cloud computing has raised the level of the
network security risk due to the services are presented by a third party. In addition, to maintain the service
availability and support data collections. Understanding these risks through cloud computing help the management
to protect their system from security attacks. In this paper, the most serious and important risks and threats of the
cloud computing are discussed. The main vulnerabilities is identifying with the literature related to the cloud-
computing environment with possible solutions to overcome these threats and risks.
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1. Introduction

Cloud computing is received a rapidly increasing attention in both the industrial and academic fields. Cloud
computing has been considered as one of the most top 10 recent technologies that has better influence on the
successful of the organizations among these years based on study carried out by Gartner [1]. The key benefits of
the cloud computing is summarized in enabling on-demand network access, ubiquitous, convenient, and able for
configuration of computing resources. These resources include networks, storage, applications, servers, and
services, which can be widely managed and released with minimal number of service provider interface. The main
task of cloud computing is to provide a high level of security, net computing, quick process, and convenient data
storage [2-7]. Taking in consideration that all the computing resources are visualized as services and would be
delivered over the internet [3, 4]. As cloud, computing can be seen as a distribution architecture as well as a
computational model. Moreover, cloud computing improves agility, availability, scalability, collaboration,
adaption of fluctuations based on demand, cost reduction, and speed up development work [5-7].

The cloud is consisted of a number of computing models and concepts such as Web 2.0, virtualization, and service-
orientated architecture (SOA). These models are relied on the Internet, which provides mutual business services
online through common web browsers to fulfil the computing needs of users. In the same time, the data and
software are saved on existing remotely servers [5]. In another words, the cloud can be represented as the mature
of these concepts and technologies, which presents to a marketing term the maturity of the services provided [6].
Thought there are several advantages to implementing cloud computing, there are some important obstacles facing
the adoption of cloud computing. These obstacles are mainly focused on the security issues, privacy, compliance,
and legal matters [8, 9]. That is mostly because cloud computing can be defined as a new computing architecture.
In that matter, a great adopts of how security level can be functional on network, application, data levels, and host
[9]. While how the application and data security can be achieved in the cloud, computing is another issue to be
investigated [10]. Generally, security matters relate to risk ranges such as lack of control, dependency on the
internet, integration with internal security, and external data storage. Cloud has several features compared to the
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common technologies, it can be summarized as large scale, and the resources are completely virtualized and
distributed by the cloud providers [11]. In cloud computing, the security controls are similar to any IT environment
security controls. However, since cloud-computing structure is employed the operational models, the different
threats and risks could be presented to an organization compared to the common IT solutions.

Unluckily, implementing security controls into these solutions is usually supposed as making them more inflexible
[4]. For an organization, the transferring of their critical data and applications from their central data networks is
of great concerned. To overcome these concerns, cloud computing provides a solution that should ensure the
privacy and security of the customer’s applications and services are highly protected [12]. In this paper, a
classification of network security issues of cloud computing is provided based on SPI model. The main
vulnerabilities of this system are identified and the major risks and threats related to cloud computing are found
and reviewed based on the recent literatures. A threat or risk is well known as a potential or unwanted attack that
may cause to misuse of resources or information. The vulnerability term is defined as a fault inside the system,
which allows an attack to be happened. Some surveys introduced cloud-computing security in general without
taking in consideration the vulnerabilities and threats. In this survey, a list of vulnerabilities and threats are
presented in related with cloud computing security level and which cloud resources and services are affected by
these vulnerabilities and threats.

Hence, this paper focuses on identify the security risks, vulnerability, mitigation control, and benefit of cloud
computing on organizational behaviour. The guidelines and standards toward secure cloud computing is presented
as a fundamental for the cloud computing development.

2. The Materials and Methods

To summarize the current existing vulnerabilities and threats related to the cloud computing security, a literature
systematic reviews from [13-15] is carried out. In order to analyse the major security issues related to
vulnerabilities and threats in these related existing literature for identifying the cloud computing security levels.

the question is focused on identifying the main issues in the cloud computing security with related to threats, risks,
vulnerabilities, solutions and requirements of the network security of cloud computing. Hence, the question is
addressed as follows: what is the threats and that are most significant in cloud computing security network?
Therefore, the keywords are stated in that order to fulfil the question handling; cloud security, SPI security, cloud
systems, cloud vulnerabilities, cloud threats, cloud recommendations, and delivery models security.

The selection of sources is defined in this research based on the following: Scholar Google, ACM digital Library,
ScienceDirect, DBLP, and IEEE digital library. Once the list of sources is defined, the process and the criteria for
study selection are described. The criteria of this research are based on the research question introduced in previous
sub-section. Therefore, this research is contained topics related only to the security of the cloud computing
including risks, vulnerabilities, and threats.

After determination of the research criteria and defined the sources, the obtained reviews are evaluated. The
evaluated sources then are executed to obtain a set of 140 results. A set of 50 relevant studies are selected. Then,
these 50 studies are again filtered to produce a set of relevant 16 studies, which can be found in [5, 6, 11, 15-26].

3. Results and Discussion

The results of the systematic analysis and cloud security issues are found in Table 1. As can be noticed from Table
I, the risks and vulnerabilities are mostly focused on cloud computing security issues. The approaches in the
systemic review are discussed in terms of classify, identify, and analyse in respect with the risks and vulnerabilities
of the cloud computing. The reviewed systematic analyses are focused on the existing threads and risks in the
cloud computing, offering a solution on how these threads can be avoided or recovered. The studies also showed
a direct relationship between threats or vulnerability and possible mechanism and solutions to overcome these
problems. Additionally, other security issues are discussed in this study such as trust, data security, security
recommendations, and a possible mechanism to solve any of these threats and risks.

Three types of services level are introduced in the cloud model by [22, 27, and 28]. These are; Software as a service
(SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS). SaaS can be described as the capability
of using the applications provided by the cloud users and running on the cloud infrastructure. The applications in
SaaS can be accessed from several users using a simple or based web browser. PaaS is a platform that allows the
consumer to deploy the applications onto the cloud infrastructure. This capability does not need any installing of
tools or software on the client’s local machines. laaS is defined as the capability of allowing the customers to
process their applications on networks, storage, and any other cloud resources. This allowed the users to run their
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applications and software on the same cloud computing models. To analyse the security problems in cloud
computing, an understanding of the relationship between the cloud models should be clarified. Generally, SaaS
and PaaS are stacked on the top of 1aaS model. Hence, any attack or threat in laaS will be affected both SaaS and
PaaS. However, PaaS provides an applications platform for SaaS, which effects the security risk between each
model. In the same time, SaaS provider can barrow a development environment from PaasS provider, and PaaS can
rent from laaS an infrastructure. Therefore, each layer has its own security risk and threat. Leading to have or
creates confusion on which service or model was responsible on the attack.

In SaaS providers, the users have application services like business applications, emails, CRM, ERP, SCM, and
conferencing software [27]. In this model, the security control is less among the three basic levels. However, some
security concerns might be raised in this cloud level as show in Figure 1. In PaaS providers, the software and
hardware layers is handled based on the cloud deployment of the applications with no cost of purchase involved
[21]. The security level in PaaS depends on the exciting web browser and server network. The application security
level consists of two major software layers; the security of the applications for users, and the security of the
platform. Thus, the providers are controlled the security of the platform and protect user applications. However,
the most challenges that PaaS layer are described as follow; life cycle development, relationships between the third
party, and security of the infrastructure as illustrated in Figure 2.

In the life cycle development, the prospective of the developers is facing a complexity from the application
development. Where, the applications could be built a speed secure host in the same cloud [12, 23]. If the speed
changes at each application, the cloud will be affected in both security and the System Development Life Cycle
(SDLC) [23]. Hence, in PaaS the developer should be frequently upgraded the applications to ensure speed and
security of their application development. Nevertheless, the developers should always be careful that any changes
in PaaS applications could affect the security of the PaaS applications. As the Paa$S offers a third party web services
such as mashups [30], this could inherit a security risk and threat in the services applications of users.

Network

security

Authentication
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authorization

Web application
security

Figure 1. The general SaaS security threats and issues.
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Figure 2. PaasS security levels.
Table 1: The subjects that have been analyzed.
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Threats VNN NN
Mechanisms/Recommendations NN N A
Security Standards \ V

Data Security N A R A R A
Trust \ N[N A
Security Requirements \ v | W
SaaS, PaaS, laaS Security \ V

That means the users should depend on the security of the web hosted development and the third-party applications
and services. In PaaS infrastructure, the users generally do not have the ability to access the infrastructure layer
[21]. Therefore, the PaaS providers are responsible on the applications services as well as the security of the
infrastructure [21]. As a conclusion, there is a less literature on security issues in PaaS level as well as SaaS level.
SaaS delivers software over the web, while PaaS delivers development tools for creating SaaS applications.
However, both PaaS and SaaS use multi- architecture so multiple security issue may rise. As well-known both
SaaS and PaaS provide data processing and transferring. Thus, it is the provider responsibility to secure these data
exchanging in the cloud.

The user in laaS level is accepted to access software and resources with full management and editing [19]. 1aaS
offers several resources such as networks, servers, storage, and system virtualization. This resource can be accessed
through internet. With respect to PaaS and SaaS, 1aaS allows user to control the security and manage the threats
in better way. Taking in consideration that there is no hole appears inside the virtual machine. In such case, the
providers are responsible the software security inside their virtual machine. Despite these features of 1aaS level,
the cloud providers control the resources. Hence, more efforts should be taken to secure the cloud systems and
services.

These apps are generally presented Online by way of an internet browser [26, 27]. Nevertheless, weaknesses in
web browsers have a higher possibility of generating threats for any SaaS applications. Opponents tend to use the
internet web browsers to compromise user’s computer systems and put malicious software in order to retrieve a
sensitive data. For instance, 10 security threats are discussed by the Open Web Application Security Project
(OWASP) for enhancement of the security internet applications as shown in Figure 3. These security threats are
classified as apply defence in depth, using a positive security, fail securely, run with least privilege, obscurity to
avoid security, simplify security as possible, detect intrusions, no trust in infrastructure, no trust in services, and
building secure defaults [28].

Several systematic analysing for security Vulnerabilities inside the cloud computing have been addressed based
on the provided cloud services as summarized in Table Il. The evaluation of the risks and threats in Table 2 cover
SPI cloud services that influences the Vulnerabilities in the cloud. Particularly, threats-based technology are
primarily analysed. However, Vulnerabilities related to the business found to be additionally tricky. These threats
in the business on the cloud can be summarized as follows; the practice of poorly screening and hiring of the
employee, lack of checking client background, and poorly lake of education protection.

Apply defense in depth

Use a positive security

Fail securely

Run with least privilege
Aovoid security by obscurity

Keep security simple
Detect intrusions

Don’t trust infrastructure

Don ttrust services

Establish secure defaults

Figure 3. OWASP Security threats and levels.
In the lack of employee hiring and screening, several cloud services are not performed screening for their
employees or providers. In this case, cloud admins have limited access to the provided cloud information about
the employees. In the other hand, most of the cloud providers not able to do checking on their client’s background
or history. In which way, any client can easily create account on cloud without history check. This enables attackers
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to put any malicious software without being detected in the cloud service. These accounts can be registered with
simple legitimate emails and bankcards. Additionally, the lake of education in the security of the cloud services

playing a main role in weak the whole services and allowed the attacks to be increased.

Especially, in business that

communicates other organizations, suppliers, third party, and end users within the cloud.

Table 3 illustrates the most threats that could be faced the cloud services. It can be n

oticed that the most threats

come from the attackers are from the low level of the cloud services, and most effectively stolen the data or taking
control of the cloud infrastructure. In this case, most of threats are targeting the information of the users more than
the structural cloud. Table 4 shows the relation between the vulnerabilities and threats, which describes how the

threats can cause several vulnerabilities to compromise the product.
Table 2: Vulnerabilities in cloud computing

\Vulnerabilities Description level
'VVO1(resources) Inaccurate modeling usage |SPI
V02 (data related) Unrestricted allocation SPI
V03 (Insecure Appl.) interfaces) |Weak credential SPI
V04 (virtual machine) Possible covert channel SPI
V05 (virtual image) Uncontrolled virtual machine [SPI
V06 (hypervisors) Complex code SPI
V07 (virtual network) Sharing of virtual networks SPI
Table 3: Threats in cloud computing
Threats Description Level
TO1 (account) risk) [Attacker access user profiles SP|
TO2 (data leakage) /Attacker recover data SPI
T03 (denial of service) [the system cannot satisfy any request |sp|
T04 (VM scape) to take control of the infrastructure [SPI
TO5 (VM hopping) [VM is able to gain access to another|sp|
VM
T06 (VM creation) Malicious VM creation SPI
T07 (VM migration) [Insecure VM migration SPI
Table 4: Threats and vulnerabilities relationship
Vulner.[Threats |Description Possible solutions
V01l ([TO1 Use user profile account Identity and Access
V02 [T02 Data cannot be removed |Dynamic credential
V03 [T03 Side channel Digital Signatures
V04 [T04 \An attacker can requestlimited computational
more computationaliresources scanners
resources
V05 [T05 command injection 'Web application
V06 [T06 most virtual machinesMirage
monitor
Vo7 [TO7 Sniffing and  spoofingnetwork modes:
virtual networks “bridged” and “routed

4. Conclusion

Cloud computing is important in providing a well services to the business companies and users. However, cloud
computing suffers from various risks and threats that effects the protection of the confidential information of the
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provider or user. Understanding what threats and vulnerabilities in the cloud computing gives a big help to the
businesses to shift toward using of the cloud. Several solutions have been proposed to resolve the security threats
in the cloud computing models. By dividing cloud computing model into three layers; SaaS, PaaS, and laaS. As a
result, it have been found that storage, virtualization, and network servers are the most critical area to be security
hacked. However, different challenges occurred considering protection of the user information as well as company
profile. Most of vulnerabilities come from the lake of checking client background, and poorly lake of education
protection. Therefore, further investigation should be done in a scheme to find the optimal solution or suggestion
to resolve these threats and vulnerabilities.
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