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Abstract

In the modern internet-connected society, technologies underpin almost every action in society. Although
there have been positive effects of technologies in the organization, there have been forensic specialists
indicating the issues and challenges with cyber security threats. The real-time conditions provide the
capability of the organization in detecting, analyzing, and defending individuals against such threats. In
this research project, the focus is on understanding the cyber security threats and the protection
approaches to be utilized in safeguarding threats from financial institutions. With the Covid-19 pandemic,
most of the financial firms, including Al Rajhi Bank, are utilizing technologies in their operations, and
this has exposed them to cyber security threats. From the literature review conducted, the financial firms
need to consider cyber security approaches including implementing triple DES, RSA, and blowfish

algorithms in improving the security measures of the organizations.
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1. Introduction

Most of the organizations now are operating in cyberspace, which has meant that cyber security
is an issue in such organizations. There has been research regarding cyber security including the
protection of the organization's information and data. Organizations have emphasized the complex
technology infrastructure, and this has resulted in cyber problems and the offenders are interested in
accessing the data and information of the clients. According to Loukaka & Rahman (2017), cyber-security

involves measures undertaken in protecting a network or computer from unauthorized access, which will
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compromise the integrity and safety of the stored information. As such, cyber security is concerned with
technical interventions in protecting data, identity information, and preventing the possibility of
unauthorized access. Although governments have been involved in addressing cyber disruption,
cybercrimes, and cyber thefts, there have been heightened security measures that should be undertaken
in addressing these security challenges. In financial firms, there have been concerns with the
implementation of strategic cyber security tools, and this is critical in minimizing cyber security threats.
In this research project, an assessment of the cyber security protection approaches that align with the

interest of the organization is assessed.
1.1 Al Rajhi Bank: Overview

Al Rajhi Bank is one of the leading financial institutions in Saudi Arabia, and it has been
involved in improving its operations through expanding the services offered to the client. As of 2021, the
bank experienced a growth of 44% in its customer base and delivered a net profit of SAR 10,734 million
in its third quarter. It indicates that the activities of the organizations are increasing, and this will expose
the financial institutions to cyber security issues. Tashkandi (2020) indicated that the financial banks in
Saudi Arabia needed to consider the security threat associated with the implementation of complex
technologies into the banking system. Launching a cyber security campaign for all the financial
institutions indicated the significance of Saudi Arabia implementing strategies in reducing the possibility
of cyber threats from hackers. With the increase in the customer's operations and transactions, the

financial institutions are at threat from hackers, and this will impact their credibility.

According to O'Connell (2020), the Saudi Arabian Monetary Authority provided the Cyber
Security Framework in 2017 to safeguard the financial institutions against sensitive data and ensure that
the financial sector regains the highest confidence level from the consumers. In managing risk, the
ongoing process considers the management of cyber security measures, and this is critical in realizing the
effectiveness of the operations and improving the cyber security controls and the occurrences of key
vulnerabilities in the industry (Singh, Pasquier, Bacon, Ko and Eyers, 2016). Having this in place is
critical in improving the credibility of the operations and ensuring that the emerging threats are addressed
and improves the cyber protection initiatives. For Al Rajhi Bank, consideration should be on

implementing cyber security measures especially during the current period of cyber-attacks and hacking.
1.2 Related Work

In understanding the cyber security measures, Jang & Nepal (2014) study outlines the theoretical
framework explaining the information system’s security initiatives. In the case of planned behavior theory
(PBT), it indicates that the behavior of the employees can result to security threats and cyber-attacks of
the organization’s initiatives. With the advancement in technology, most of the financial institutions rely
on information systems in managing data infrastructure and improving the quality of the information
being shared (Wurm, Hoang, Arias, Sadeghi and Jin, 2016). As such, in studying the behavior of the

employees, it is easier to determine the loopholes in the information system framework undertaken in the
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organization. Also, Jang & Nepal (2014) outlines the significance of deterrence theory in which the
human behavior is affected by detection of cyber-crimes and addressing such measures with ease. There
can be deviant behavior among the employees that can compromise access of data by unauthorized
individuals. Changing the scope and views of the individuals regarding the cyber-crimes is essential in

improving the credibility of the content and enhancing the security initiatives of the organization.

According to Abomhara & Koien (2017), malware attacks often occurred at a single point of the
organization, and the hackers exploited the design of the system and the possibility of causing loss of
data. Organizations implemented a defense strategy based on using anti-virus and firewall. Detecting
accountability and access control mechanism improves the vulnerability of the information technology
infrastructure, and it is critical when implementing these measures and addressing the cyber security
needs in society (Kaur & Ramkumar, 2021). As illustrated in the figure 1 below, access and control
mechanisms were considered effective in reducing the possibility of cyber threats and security challenges.
As such, it was necessary in implementing and evaluating intervention approaches that can improve the
credibility of the information shared and reduce the possibility of software being compromised. Malware
has evolved, and there are new approaches used by hackers in exploiting any loopholes and flaws in the
implemented new technologies. This ensured that the security of the company was improved, and there
was minimal access to the company's operations. However, with the changing trends in the security
system of the companies, new threats emerge, and companies need to discover new protection approaches

against cyber-crimes.

Software (detect)
Hardware
{defend)
Network
Vulnerable Components {authorise]

In IT Infrastructure

Figure 1: Perimeter defense
Source: Loukaka & Rahman (2017)

Loukaka & Rahman (2017) study indicates that the typical defenses for any organization include
installing firewalls to the system and the use of intrusion detection systems. Financial institutions can
benefit from the use of the intrusion detection system (IDS) in protecting the organization’s internal

assets. The main objective of these perimeter defenses is on controlling the incoming traffic and outgoing,
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and ensuring that data is analyzed, and determine the network infrastructure towards improving the
content delivered. Modern firewall considers network traffic analysis and verification of the IP addresses
that are used in accessing the system (Ani, He & Tiwari, 2017). The use of a layered firewall ensures that
the network administrators understand the challenges and monitor the operations of the proxy server in
determining a harmful application and blocking it. Increasing capabilities and devising measures of
sophisticated attackers can easily influence the network traffic and assess the effectiveness of the network
layer developed (Ornes, 2016). The importance of the typical defenses is on controlling the data and

improving access to the information presented to the organization.

Liang, Biros & Luse's (2016) study explains the significance of using artificial intelligence as a
security measure in improving the quality of the content that is shared. The Al programs developed aim
at saving resources of the organization as it is not complex, but a constant review of the system should
be undertaken in determining defensive measures that the programmers should implement in adjusting to
the challenges that are faced the organization, different structure learning techniques have been developed
including Neural Structured Learning (NSL) where the interactive databases are used in influencing the
trends in the activities (Islam and Aktheruzzaman, 2020). Structured signal helps in improving the data
encryption and ensuring that the financial institution experiences an effective platform for reducing the
risks as much as possible. Using organized signals in training enables the developers of the system to
deliver robust Al models that cannot be compromised with ease and helps organizations in constructing

representations that improve the security of their system.

According to Seemma, Nandhini & Sowmiya (2018), the increase in internet use in the different
institutions has meant that priority should be on cyber security as this heightens the attention given to
improving the efficiency of the system. Information and data collected can be easily accessible in modern
society, and the company should regulate the implementation of such initiatives in ensuring that
increasing dependence on cyberspace technologies in managing human factor risks (Airehrour, Gutierrez
and Ray, 2016). In modern organizations, there are vulnerabilities, especially where the employees are
working remotely due to the Covid-19 pandemic. People have been subjected to wide arrays of problems
that can affect the security of the system. It is necessary to consider social engineering in gathering
information and exploiting any weaknesses in the system, and this should always be assessed and
investigated in mitigating the challenges that might affect the organization (Kumar, Tiwari & Zymbler,
2019). When the organization develops and promotes positive security culture, there is the possibility of
reducing the chances of the data and information being accessed by third parties. Assessing the
environment and determining the possibility of vulnerabilities to the system is critical in reducing the

challenges that might be caused by the system being compromised.

Sawyer & Hancock's (2018) study assesses the internet of things (IoT) and the possibility of
challenges when the organization implements IoT in its operations. One of the key challenges that can
impact the organization is data confidentiality in which the information in the system can be accessed by

unauthorized people due to the system being compromised (Sadique. Rahmani & Johannesson, 2018).
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As such, it is important to address two main issues-authorization mechanisms and access control. There
is also the challenge of identity management mechanism where verification of the authorized person's
identification should be a priority before they are allowed to access the system (Malina, Hajny, Fujdiak,
and Hosek, 2016). Making access control mechanism is critical in establishing measures in creating and
manipulating the identity management, and this is essential for the IoT environment and deciphering
measures that entities can stay connected but secure their data (Ahmad, Niazy, Ziar & Khan, 2021; Atamli
and Martin, 2014). In most organizations, developing IoT mechanisms should be followed by strong
security measures, and this can improve the data encryption and the security of information that is shared
among individuals. For the IoT devices, privacy is considered to be an integral component that the
management should assess, and data communication should only be between the authorized persons to
access the system (Gupta, Tewari, Jain & Agrawal, 2017). With the understanding of the challenges and
issues facing the organization, a review of the trend in the operations of the management is critical in

improving the security system of the entity in the long run.

According to Simmonds (2018), vulnerabilities in the system are one of the weaknesses that the
intruders determine when accessing the system. The use of access control systems, it provides the
management with the information on the best measures and strategies to be undertaken in limiting such
unauthorized access to the system. One of the key issues includes authentication of the system where
there should be verification of the individuals accessing the system. This can be done using the personal
identification number or password encrypted to the system. As noted in Stewart & Jiirjens (2017), having
strong authentication ensures that there is minimal risk of third parties accessing the system. Also, the
management should ensure that there is accountability when accessing the system. This involves logging
in and out of the system and ensuring that only the authorized individuals are given access to the database.
Information on the history of logins and logoffs should always be availed and such files are accessed in
preventing the possibility of the employee’s giving information to the third party (Lu, 2018). Developing
a clear framework in which the information and content can be authenticated is essential for any
organization that aims at realizing the credibility of the system and minimizing third-party access to the

system.

Interestingly, cyber-attacks have consistently evolved and there should always be new
approaches in place to address the vulnerability in the system. Cybercriminals are involved in modifying
the malware signatures that exist in the system and ensure that they exploit the new flaws reported in the
new technology implemented (Gupta, Tewari, Jain & Agrawal, 2017). Injecting malware into the system
is done when the hackers have explored the current system and determined its flaws. There are common
attack patterns that can be experienced in society including web browser attacks, non-PC based attacks
such as VoIP and tablets. Stewart & Jiirjens (2017) study indicates that social media networks have been
the haven of activities for most organizations, and the hackers have capitalized on this method in
increasing vulnerability of the social media craze. As noted in Senol & Karacuha (2020), most of the

organizations and individuals share their information on these social media platforms, and they are
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unaware that they are providing vital information to the hackers in which they can use such platforms in
accessing other financial information in improving the quality of the contents that is share. Having this
in place can create an effective measure that can be integral in achieving the success of the operations.
With this in place, the management can be critical in realizing success in the cyber security initiatives

towards achieving success in the operations.
2. Methodology

A research methodology used in the empirical analysis for predicting the change in the
information security system of the organization is proposed. In developing approaches to cyber security,
the risk should be addressed, and this is expressed as a relationship between the vulnerability of the

system and the possibility of individual threat occurrence:
Risk, = f (threat.,, Vulnerability)

The first strategy in cyber security management is risk identification, and this starts with a
valuation of a firm's assets, implying that there should be a consistent approach in determining qualitative
and quantitative values. Some of the factors are costs associated with asset acquisition and data
maintenance costs. Secondly, threat analysis where identification of known potential threats, and the
probability of such threats occurring in the organization. Thirdly, vulnerability analysis is conducted, and

this helps in determining the best approach to be utilized in information security systems.
3. Experimental validation:

An observational method will be utilized for this study in which the analysis will be on the trends
in the cyber security frameworks employed by Al-Rahji Bank. Project monitoring will be conducted in
determining the vulnerability of the current security measures that are in place in the financial institution.
The project will be reviewed for the past five years and determine incidences of security breaches in its

system.

Also, case study analysis will be utilized, and the data observed for the past five years. With a
comparison of different methods developed by other organizations, appraisal of the cyber security
approaches will be determined, and this will improve the decisions on the effective recommendations to

be made on the project.
4. Implementation

With the changing trend in the security system of the organization, Al Rajhi Bank needs to

implement strong encryption algorithms. The options recommended for the bank include:
4.1 Triple DES

The design of Triple Data Encryption Standard (DES) algorithm was developed to facilitate

control of unauthorized access to the organization’s data (Sari, Rachmawanto & Haryanto, 2018). The 3-
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key encryption was implemented following the hackers making symmetric-key method to be obsolete in
securing the organization’s data. There were vulnerabilities with the symmetric-key method, and this
affected the success of protecting the data from the hackers (Ratnadewi ef al, 2018). The encryption
process follows the encryption of plaintext blocks, as the first initiative, using the single DES and K;
followed by DES reverse cipher with K,. A detailed process of data encryption is provided in figure 2
below. This process of securing the system has been widely used, and it has been successful in protecting
the companies against vulnerabilities in hacking to their system. The algorithm of DES relies on 64-bit
key, and the total bits of 168 can be added to the system. The complexity in which triple DES is encrypted
makes it slower and difficult to crack by hackers. As such, for Al Rajhi Bank, can rely on Triple DES
encryption for hardware purposes, and this will improve its security measures and the possibility of the

hardware being compromised by hackers.

P | 64-bit plamntext P | 64-bit plantext
F
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' | | |
I DES - | DES |
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: ! ' |
: DES i ! DES |
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C | 64-bit ciphertext C | 64-bit ciphertext
Figure 2: Triple DES
Source: Sari, Rachmawanto & Haryanto (2018)
4.2 RSA

Secondly, Al Rajhi Bank can consider the Rivest-Sharmir-Aldeman (RSA) encryption. It is considered
to be asymmetric encryption due to the availability of private and public keys. The keys for the development of
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the RSA are based on the algorithms of the large numbers, which are critical in securing the system and ensuring
that the information cannot be accessed by unauthorized people. RSA algorithm is complex especially when
formulating the keys as it requires the use of large numbers. As such, it makes RSA better than DES, and it
improves the overall security of the content that is shared in the organization. Using this encryption in the
organization is critical in improving the activities and operations of the organization. Improving the information
being shared in the organization can be realized through assessing the data credibility and data privacy of the

financial institutions.

4.3 Blowfish

With the use of Blowfish encryption, the financial institution can benefit from securing payments that
customers make through the use of internet services and managing the passwords. Blowfish is considered to be
symmetrical encryption, and this follows the algorithm of breaking data and sending such data in chunks, which
is essential in improving the quality of the information being shared (Zammani & Razali, 2016). Patenting the
content and information shared is essential for the company, and it is a necessary tool in ensuring that the
credibility of the information is assured. Consumers will only be linked to a financial institution that its interest is
on safeguarding the needs of the customers. The decryption of this algorithm is faster and it can easily determine
the attack and prevent it from harming the system. Financial institutions are faced with the challenge of data being
easily accessed where there is no strong encryption on its database system. As such, the financial institution can

improve its data security by utilizing the different components of encryption to the benefit of the entity.

5. Conclusion

The implementation of cyber security measures is critical in realizing the success of the
operations, and this is essential in achieving a competitive edge in the industry. The dynamic nature of
the operations has meant that cyber security is a priority, and there is a need for protection approaches to
be undertaken as a way of enhancing the privacy and confidentiality of customer's data for the Al Rajhi
Bank. Developing a mechanism in which the securitization of the cyber security initiatives for the
organization has always been the voice of the Saudi Arabian Monetary Authority on the implementing
of the Cyber Security Framework model. Focusing on the changing trends in the economy and the
changes in the hackers approach to attacking the system should be the foundation for implementing a
secure system for the organization. Al Rajhi Bank can utilize the Triple DES encryption for its hardware
protection, RSA, and Blowfish as a way of reducing vulnerability to the bank’s database. In understanding
the challenges faced in the organization, the management can improve the credibility of its activities and

improve the overall cyber protection initiatives
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6. Future Work

With the changing trends in cyber security measures, there have been emerging trends in the
cyber security measures. As such, researchers should consistently review the changes in the cyber security
measures, and implement new encryption keys in securing the data of such organizations. Future work
can also be directed to financial institutions in less developing economies and understand challenges they

face when they are not using sophisticated cyber security approaches in their systems.
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