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Abstract: The main goal of HIPAA (Health Insurance Portability and Accountability 

Act) is to protect health information of individuals against access without consent or 

authorization. Security and privacy are the main issues in HIPAA. A compliant key 

management solution is used to reduce harm and risk while providing 

cryptographic mechanisms. Using ECC (Elliptic Curve Cryptography) we ensure 

more security for access of patient’s health records. This provides same level of 

security for access of patient’s health records. Patient’s health Information is stored in 

RFID cards. Finally, the proposed method ensures higher level of security than other 

existing cryptographic techniques.  ECC provides more security even with small key 

sizes. Proposed scheme describes the various counter measures for improving 

security and a key recovery mechanism for the protection of keys. 

Keywords: Health Insurance Portability and Accountability Act (HIPAA), Electronic 

Protected Health Information (EPHI), Key management, RFID cards. 
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1. Introduction 

The Health Insurance Portability and Accountability Act (HIPAA) is the most widely used regulation 

that protects the person’s health information and prevents unauthorized access by ensuring health 

information security and patient privacy to the users. With the emergence of technology, paper-based 

health records have change to electronic based for more convenient usage and maintenance. The 

protection and security of personal information is very important in health sector. Security and 

privacy in Electronic health record (EHR) can be affected by hackers, viruses, and worms. EHRs are 

electronic versions of the paper charts in your doctor’s or other health care provider’s office. An EHR 

may include detailed information about your medical history, notes, and other information about 

your health including your symptoms, diagnoses, medications, lab results, vital signs, 

immunizations, and reports from diagnostic tests such as x-rays. Patients EHR can be accessible from 

several sites. These privacy and security regulations increase availability and confidentiality of health 

information. We discuss the problems associated with the privacy and security regulations and offer a 

possible solution to the current obstacles. As accuracy and confidentiality increases, there are certain 

potential threats to the confidentiality of information. Hence, we implement technical measures to 

guard against unauthorized access. The purpose of integrity controls is to ensure the ePHI data is not 

altered while transmitting. Encryption serves to be the best approach for this which is not easily 

readable or decrypted without proper authorization. 

 

The main goals of security are confidentiality, availability and integrity. Confidentiality is the process 

of ensuring that information is accessible only to those authorized to have access to it. Integrity is the 

process of ensuring the information is accurate and it is not modified in an unauthorized fashion. 

Availability refers to the process of being accessible and useable upon demand by an authorized 

entity.  The Protected Health Information (PHI) consists of name, address, telephone number, medical 

record number, patient’s present, past and future behaviour.  Authorization refers to each healthcare 

institutions must obtain individual’s permission while using and/or disclosing individual’s PHI’s.     

The cryptographic system provides the security of the PHI proposed by the HIPAA.A compliant key 

management solution is used to reduce harm and risk while providing cryptographic mechanisms. 

Lee’s method offers a cryptographic solution for preserving patient’s privacy. But this was found to 

be inefficient as patients cannot freely change their own passwords. 

Patient’s records are stored in the hospital after creating. Also, consent exception cases are also 

discussed in our method for if a patient is unable to authorize the access. This includes emergency 

cases like if the patient is unconscious etc.  For this, key recovery mechanism is used for decryption to 

reveal the encrypted PHI. This fosters the trust between patients and healthcare institutes. ECC 

(Elliptic Curve Cryptography) is an emerging public key cryptosystem that offers high level of 

security with smaller key sizes.  

There are certain consent exception cases discussed here. There may be situations where patient is 

unconscious and unable to access her medical record, at that time for the purpose of saving life of the 

patient, privacy regulations state that the use and disclose of PHI is possible. In those situations, an 

unauthorized healthcare provider can obtain the encryption key under third party supervision, such 

as a governmental agency, to access patients’ PHIs. 
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2. Literature Survey   

Patients Health Information is stored in smart cards. So, for providing security for the details stored 

against unauthorized access many algorithms were proposed. 

 A Cryptographic Key Management Solution for HIPAA Privacy/Security Regulations 

(Wei-Bin Lee and Chien –Ding Lee 2008) proposed a cryptographic key management solution to meet 

the challenges of privacy/security issues. This method improves healthcare quality and product 

patient’s privacy. The patient’s health information is stored in smart card. They provide a key 

recovery mechanism to solve the problem of consent exception which describes that use and disclose 

of patients details without the patient's permission for life saving purposes. To achieve these, they 

provide digital signatures for verification of signature. Secure hash algorithm (SHA-256) is used to 

provide data integrity. To provide unauthorized access of patient's health records a symmetric 

cryptosystem (AES) with 256-bit keys that ensure confidentiality and overhead. Patients cannot freely 

change their own passwords and don’t support multiple access. 

 

A Novel Key Management Solution for Reinforcing Compliance with HIPAA Privacy/Security 

Regulations 

(Kevin I.J.Ho,et.al..,2011) A novel key management solution is proposed for ensuring privacy and 

security in health records. Propose a protection model for decrypting medical images from 

unauthorized access. Implementation of this model includes asymmetric cipher, a one-way hash 

function, an identification watermark generator, and a watermark embedding/extracting mechanism. 

Watermarking techniques are used to get high quality medical images. Prevents from illegal 

distribution tracking. The method used is secure and feasible. 

Preserving PHI in compliance with HIPAA privacy/security regulations using cryptographic 

techniques 

(Jing Li, et.al.,2008) A novel model was proposed by using smart card and protected health recorders. 

Public key infrastructure used here is DSA. To provide confidentiality of health records symmetric 

encryption/decryption are used. For authorization purpose a hash algorithms and DES. 

Efficient key management for preserving HIPAA regulations 

(Hui-feng Huang and kuo-Ching Liu 2010) Elliptic curve cryptography an efficient key management 

solution was proposed that guarantees security. This has an advantage of using smaller key sizes and 

faster computation than smart card based cryptographic solution. Patients can freely update their 

passwords. Consent exception cases can be solved. For encrypting data AES is used. the disadvantage 

of using this method is only one authorized user can access his/her medical record at a time. 

A Hybrid public key infrastructure solution (HPKI) for HIPAA privacy/security regulations  
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(Hsiao-Hwa Chen et.al.,2009) Hybrid public key infrastructure solution is introduced to comply with 

security/privacy regulations. Supports recent paper-based e-health system environment. 

Disadvantages of this model were there was no solution for consent exception and do not support 

foreign accesss.AES was used for encryption to control unauthorized access. 

A certificate Authority based cryptographic solution for HIPAA privacy/security regulations 

(Sangram Ray and G. P. Biswas 2013) Medical center server is located in each hospital instead of using 

smart card for storing patients PHI and can be accessed by using Internet. Public key certificates are 

maintained by certificate authority. This ensures patients privacy even through e-health system. It 

protects from replay attacks. Supports foreign and multiple access. Symmetric secret key is generated 

using Diffie Hellman. Communication and processing overhead are low compared with other 

techniques. 

Design of RSA-CA based e-health system for supporting HIPAA privacy/security regulations 

(Sangram Ray and G.P.Biswas 2012) describes patient-centric e-health system based on RSA-CA 

based public key certificate that ensures security while sharing patients records on internet. Data are 

stored in medical center server (MCS). This system is easily implementable which shows better 

performance and also avoid relay attacks. This also supports duality (MCS or smart card based). 

 

3. Conclusion 

A compliant key management scheme was developed with key recovery mechanism to solve the 

problem of consent exception. Thus, even though EHRs do increase the accuracy and accessibility of 

patient's records, more potential threats are there to security and privacy of information. Proposed 

method helps for managing the EHRs and ensuring complete security along the patient’s records. The 

patient can add/revoke their authorization with more than designated healthcare institutes. The 

advantages of RFID cards have great impact on the security of our proposed method. The reusability 

concept of RFID brings significant efficiency to the protection of patient’s health record. ECC (Elliptic 

curve cryptography) ensures security with smaller number of keys. 
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