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Abstract- In recent years, it has been observed that disclosure of information leads to the 

risk. Without restrict the accessibility of information providing security is difficult. So, there 

is a demand of time to fill the gap between security and accessibility of information. In fact, 

security tools should be usable for improving the security as well as the accessibility of 

information. Though security and accessibility are not related directly, but some of their 

factors indirectly affect each other. Attributes play an important role in connecting the gap 

among security and accessibility. In this paper, finds the main attributes of security and 

accessibility that impact directly and indirectly each other such as confidentiality, integrity 

and availability and severity. The significance of every attribute in terms of their weight is 

important for their effect on the overall security during the big data security life cycle 

process. To calculate proposed work, researchers used the Fuzzy Analytic Hierarchy Process 

(Fuzzy AHP).  
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1. Introduction 

Now a day’s information and data are generated and handled at high velocity creating huge 

amounts of data. This huge amount of data is known as ‘Big Data,'. Information and data is a 

tool that users used to transfer with them from that moment when they start to live together. 

Information technology’s type and nature have been transformed radically in between 

previous years. This is the technical era, where information and data are created, managed, 

and processed at velocity developing a huge amount of data, information. This information 

generated from various sources such as social media, hospital database, bank transactions, 

etc. Thus, it’s totally up to the users to consider the information is worthless or valuable [1]. 

The most common definition of information security is that information cannot be disclosed 

to anyone. It is a combination of three main components i.e. security, privacy, and 

accessibility [2]. 

Sharing information nowadays can pose jeopardy to any organization and user’s privacy. Big 

data is a collection of a large amount of personal information that is easily accessible to be 

collected and analyzed. Organizations are a rich source of user’s sensitive and personal 

information and epitomize supplementary opportunities for financially motivated cyber 

attackers [3]. Information security, privacy, and accessibility provide data security across the 

organization and are crucial in the complete operation of an organization. Together, they 

involve the users and techniques  needed to reduce unauthorized access. Mohammadian 

et al. have suggested that sensitive and personal data can be classified with the help of fuzzy 

logic [4]. Hence, the main aim of organizations should be to prevent unauthorized access and 

provide security with accessibility.  

mailto:Sharma.kanika247@gmail.com
mailto:ashankar2711@gmail.com
mailto:psingh29@amity.edu


Journal of Cybersecurity and Information Management (JCIM)      Vol. 5, No. 1, PP. 29-42, 2021 

30 
            Received:  June 16, 2020            Revised: August 27, 2020         Accepted: October 9, 2020 

DOI: 10.5281/zenodo.4099734  
 

So to accomplish this, various scientists are attempting to enhance the security by calculating 

it via various approaches. There is a lot of work available in this area but in literature, 

evaluating the attributes or security’s characteristic and accessibility’s characteristic by 

applicability on actual  situations didn’t meet. Moreover, the user is the whole sole  

 
Figure 1: Hierarchy Structure of Attributes 

 

individual who is responsible for his/her information security and its accessibility [[1]. 

Hence, provide security with accessibility to information is a crucial task but it’s the demand 

for time in the big data environment is the demand. These paper goals are to secure the 

information with accessibility with MCDM methods by the combination of fuzzy [1].   

 

So for this, the researchers classify the security’s attributes (confidentiality, integrity, 

availability, and severity) as well as accessibility (privacy concerns, self-disclosure benefits, 

and privacy risk) attributes. Accessibility is the vital attribute to provide security at the time 

of disclosure of information. Hence, the people and originators need to understand the impact 

of both the attributes for fetching secure information. So the researchers are using the Fuzzy 

Analytic Hierarchy Process (Fuzzy-AHP) method for the assessment in this paper. For the 

evaluation, a hierarchy needs to establish which describes the affected attributes. With the 

help of the hierarchy and Fuzzy AHP method, security - accessibility of information has been 

calculated [2]. Outcomes obtained from the evaluation can support with the security of 

information at the time of the data generation/ creation phase in the big data life cycle [3]. 

The paper is organized as: II Section of this paper discusses the literature survey. In the Next 

section methodology has been discussed. Section IV provides an overview of the obtained 

results and finally, the conclusion in section V. 
 

2. Literature Review 

Security saving data mining was proposed in [5]. The study of the blend of cryptography 

strategies and security saving data mining techniques might be found in [6]. Different 

methods like randomization for grouping utilizing privacy-preservation have been examined. 

Cryptography based procedures [7] offer protection at a larger amount yet at the expense of 
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high calculation and correspondence required in such cases. The rundown of the association 

between the cryptography’s fields and PPDM has been explained in [8]. In [9], displayed 

exhaustive and similar investigation of mystery sharing strategies for PPDM and Secure 

Multiparty Computation based systems and its proficiency. The authors proposed a 

preservation of privacy’s estimation in data mining. The procedures of secure multiparty 

computation (SMC), homomorphic encryption (HE), and comparison has been helpful for 

techniques proposed in [10] [11]. 

A narrative risk evaluation methodology which includes 5sS metthod, FMEA, two fuzzy sets 

(IT2FSs), AHP and VIKOR was recommended for chemical laboratory in the work of 

Ozdemir et al. [12]. They included AHP and IT2FSs with FMEA’s three parameters. Sutrisno 

et al. [13] used a practical approach of FMEA and modified it to use the complexity of the 

maintenance unused category. In a study, FMEA approach was modified Omidvar and 

Nirumand [14]. In this method VIKOR approach was used to identify and prioritize the 

modes of failure and apply fuzzy AHP technique to get the risk factors’ weight in the 

operations in a study. Along with it the theories of Shannon entropy and Z number applied in 

this method too. 

Zhang et al. have been underscores the detailed that in IS security human factors’ importance 

has been identify by both researchers and organization, and conducted a studies survey on 

information security for user’s awareness [31].  Y Chan et al. have developed a multifaceted 

method to encompass social and technical both the factors; still, past available literature on 

security behaviour with fuzzy of users have only dedicated on user’s computer theft [30].  

Azar and Darvishi have presented a model which shown the judgments of respondents’ by 

defining the suitable functions of membership in a questionnaire with 5-point Likert scaled 

[28]. Carrasco et al. have been analysed the domains list with the help of fuzzy analysis [29]. 

Tuyls and Goseling have been showed in the research paper that with the helper data, the 

private removal can be possible from biometric data and extreme obtained private size is 

identical to the common information among the enrolled and queried structures. In this paper, 

they have been also verified that faultless security can be conceivable, if bits removed from 

the biometric structures and distributed uniformly [32]. In this paper, the researcher 

additionally offered a range for the helper information scheme is likely for privacy and 

personal disclose rate [33]. 

 

3. Methodology 

3.1 Evaluation of Security- Privacy Attributes 

The authors simultaneously consider risks and benefits in sharing personal information or 

reference information. Everything has two sides, so the technology offers easiness via social 

media and mobile phones on one side but on the second side, it has offered many issues 

related to privacy, security, data availability. Between all the problems discussed such as 

users' privacy and security are of paramount importance as users are disclosing their personal 

information on social media just for their enjoyment purpose [16]. Hence, when users expose 

or we can say they provide the accessibility of their personal information in social media, 

then they simultaneously consider privacy risk and benefits. A collection of reference 

information can disclose the patterns about the user’s actual life. The context information that 
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has been disclosed on the internet can become a rich source to a hacker that means users is 

has been provided access to others [17].  

Therefore, the researchers believe that this context information is a personal matter and when 

disclosing, users have to take privacy risks and benefits into consideration. There is a demand 

for time to evaluate security-accessibility for safeguarding the security of big data for ease of 

usage and satisfaction. The evaluation of the results of security -accessibility’s attributes 

should be analyzed in-depth and can be used to improve the utility of security services. 

Priority analysis is performed by a Multi-Criteria Decision Making (MCDM) method [18]. 

This work donates as the security‘s prioritizing and privacy attributes through Fuzzy AHP 

with the inputs from experts. It detects ranks and weight of security- privacy’s attributes. 

Figure 1 demonstrates security components i.e. confidentiality, integrity, accessibility, and 

severity, and privacy’s attributes such as privacy concern, self-disclosure, benefits, and 

privacy risk which is more important than affecting the user’s security. Security and privacy 

can be improved by focussing on its attributes together. 

 

 

3.2 Fuzzy Set theory 

 A fuzzy set can be categorized via membership function. Fuzzy numbers are most commonly 

can be used in two ways, first is triangular numbers and second is trapezoidal fuzzy numbers. 

The researchers considered fuzzy numbers as triangular fuzzy numbers in this paper. Figure 2 

represent a triangular fuzzy number, that is expressed as (f1,f2,f3) [15].  

 

Figure 2: Triangular Fuzzy Number 

 

       (1) 
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 (2) 

several scholars have initiated that offers crisp numbers Fuzzy AHP is valuable by their 

weights, while AHP is considered worthy to examine a decision in a group [19, 20]. AHP is 

an essential apparatus that is often adopted by decision-makers. To handle the ambiguity and 

uncertainties of social decisions; the researchers have derived up with AHP’s updated version 

which is called as Fuzzy AHP. Fuzzy AHP which is includes a fuzzy theory with the AHP 

approach [21]. Hence, the priorities of security-accessibility’s attributes are essential to 

calculate the essentials attributes of these eight factors. Also, the contribution of every 

attribute in security-accessibility is calculated. So, in this section the prioritization of 

security-accessibility attributes to increase the security of information accessibility is 

discussed. The researchers have proved that for a small-scale MCDM problem, AHP is the 

best arrangement approach [21-23].  

The main aim of the paper is to determine the priority of security- accessibility factors. For 

this, a questionnaire has been prepared. Thus, to answer the questionnaire it is necessary to 

have number of users who consider the information accessibility with its security.  To 

evaluate the significance of security- accessibility factors, Fuzzy AHP is used because it can 

control fuzzy decision-related inputs given by participants [9,10]. For the better valuation of 

security accessibility in the form of rankings and weight then convert qualitative results into 

quantitative results [16, 27]. Additionally, the pairwise comparison matrix is arranged from 

the support of a questionnaire for the Fuzzy AHP approach. For calculating the weight of 

security-accessibility attributes, the applicant’s inputs are converted into numeric values. The 

numeric values has been converted into Triangular Fuzzy Number (TFN) with the help of 

Equations (3)-(4)  [24] and indicated as (Lo, Mo, Up), where Lo is lowest possible, Mo is 

most probable and Up is upper possible actions. Additional, Triangular Fuzzy Number is 

recognised as the following: 

 

Let A1 = (aij )n×n and A2 = (αij )n×n be two  (TFN), where aij = (Lo1, Mi1, Up1) and αij = (Lo1, 

Mi1, Up1). Now, tr(A1) = ∑ aij n
i=1 =  (Lo, Mo, Up), where Lo = ∑ αij 𝑛

𝑖=1 , Mo= ∑ mij 𝑛
𝑖=1 and 

Up = ∑ αij 𝑛
𝑖=1 . So 

 

Ã ⊗ Ã= (Lo1, Mi1, Up1)⊗(Lo2, Mi2, Up2) 

= (Lo1* Lo2) , (Mi1* Mi2), (Up1*Up2) ...(3) 

 

Ŵ= ṝ ⊗ (r1’ ⊕ r2’ ⊕ r3’ ⊕…….. rn) …(4) 
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In the given equations, the values between two parameters the comparative significance, 

where i and j signify the pair of norms being determined by participants. The Value of aij is 

evaluated depends on the geometric mean for specific comparison. The geometric mean can 

correctly collect and representing the values [15] and signify the lower and upper scores 

correspondingly for the comparative position among the two criteria. 

Centre of Area= (Lo+ Mo +Up)/3… (5) 

A pair-wise comparison matrix of fuzzy is evaluated as n1 × n2 matrix, after calculating the 

values of TFN for every pairwise evaluation. Size of comparison matrix is 4 × 4, with a size 

of group limit to attain an adequate reliability’s level. 

Table 3: For Security’s level 2 Pair-wise Comparison Matrix of Fuzzy. 

 Confidentiality Integrity Accessibility Severity 

Confidentiality 1,1,1 0.433,0.614, 

0.866 

0.117, 0.197, 

0.309 

1.41, 0.107, 0.79 

Integrity  1,1,1 0.080, 0.119, 

0.184 

0.32, 0.67, 0.84 

Accessibility   1,1,1 0.047, 0.064, 

0.118 

Severity    1,1,1 

 

Table 4: level 1’s security and accessibility Pair-wise Comparison Matrix  

 Security  Privacy  Weights 

Security 1 0.877 0.725 

Privacy 0.122 1 0.275 

 

Table 5: level 2’s security pair wise comparison Matrix of Fuzzy  

 Confidentiality Integrity Availability Severity Weights 

Confidentiality 1 0.433 0.614 0.866 0.528 

Integrity 0.080 1 0.119 0.184 0.107 

Availability 0.17 0.197 1 0.309 0.171 

Severity 0.047 0.069 0.118 1 0.194 

 

Table 6: level 2’s Accessibility Pair-wise Comparison Matrix of Fuzzy  

 Privacy Concern Self-disclosure Benefits Privacy Risk Weights 

Privacy Concern 1 0.750 0.574 0.432 0.459 

Self-disclosure 0.285 1 0.236 0.195 0.187 

Benefits 0.132 0.126 1 0.112 0.097 

Privacy Risk 0.063 0.179 0.741 1 0.257 

 

Table 7: Results evaluation via Fuzzy AHP. 

Attributes 

of 1st  

Level 

Level 1’s local 

weights 

Attributes 

of 2nd  

Level 

Level 2’s Local 

Weights 

Total 

Weights 
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S1 0.725 S11 

S12 

S13 

S14 

0.528 

0.107 

0.171 

0.194 

0.382 

0.077 

0.123 

0.140 

S2 0.275 S21 

S22 

S23 

S24 

0.459 

0.187 

0.097 

0.257 

0.126 

0.014 

0.026 

0.066 

 

Table 8: level 1’s Security and Accessibility Pair-wise Comparison Matrix  

 Security  Privacy  Weights 

Security 1 0.352 0.529 

Accessibility 0.106 1 0.471 

 

 

Table 9: Aggregated Pair-wise Comparison Matrix for Accessibility at Level 2. 

 Privacy Concern Self-disclosure Benefits Privacy Risk Weights 

Privacy Concern 1 1.258 0.3876 0.4368 0.5576 

Self-disclosure 0.1115 1 0.3876 0.3876 0.2516 

Benefits 0.1840 0.0830 1 0.1292 0.1292 

Privacy Risk 0.0780 0.0503 0.0503 1 0.0624 

 

 

Table 10: Level 2’s Security Pair-wise Comparison Matrix  

 Confidentiality Integrity Availability Severity Weights 

Confidentiality 1 0.650 0.8040 0.3595 0.5973 

Integrity 0.1194 1 0.0663 0.2157 0.1300 

Availability 0.1493 0.3900 1 0.1438 0.2010 

Severity 0.0830 0.0429 0.1005 1 0.0719 

 

 In this evaluation, participants include online users such as academicians and students with 

both security-accessibility experiences. These candidates were selected to confirm the 

reliability of the AHP test. After calculation of qualitative, the pair-wise membership of TFN 

and decision matrix has been created after performed the function. In table 1, the participants’ 

responses have been shown. The matrix arranged by the authors after evaluated the responses 

[25]. After qualitative calculation, in third step TFN function and pairwise comparisons 

matrix are evaluated to generate fuzzy’s decision matrix which has been established. 

Additional, after create the comparison matrix; to generate measurable values which is 

depend on the TFN calculated values then defuzzification is performed. In this work, 

defuzzification approach has been adopted from [25] as formulated in Equation (5). 

4. Result Evaluation 

The values of CR (Consistency Ratio) are less than 0.1.  CR values and the security-

accessibility attributes independent weight are represented in Tables 4–6. Figure 3 represent 

the graphical representation of local weights of level 1. Figure 4 and figure 5 also represent 
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the weight level 2 and 3.Table 4 shows the local weight of the de-fuzzified level 1 and pair-

wise comparison matrix characteristics. Through the results, its clear security is more 

important than accessibility to balance the accessibility of information. Table 5 represents the 

level 2 attributes for security independent weights and the defuzzified pair-wise comparison 

matrix. Table 7 represents the independent weights and attributes of level 2’s defuzzified 

pair-wise comparison matrix for accessibility. Table 7 represents the overall ranking and 

dependent weights of the hierarchy.  

Insecurity accessibility, security has 0.725, and accessibility has 0.275, means security is 

further essential than accessibility and needed a stability among accessibility and  

 

 
Figure 3: local’s weight of Level 1 

 

 

 

Figure 4: level 2’s local weights 
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Figure 5: local weights of level 3 

 

 

Table 11: Results Evaluation via AHP. 

Level 

1 

Attributes 

Level 1 Local 

Weights 

 

 Level 2 

Attributes 

Level 2 Local 

Weights 

 

Total 

Weights 

S1 0.529 S11 

S12 

S13 

S14 

0.5973 

0.1300 

0.2010 

0.0719 

0.315 

0.069 

0.107 

0.038 

S2 0.471 S21 

S22 

S23 

S24 

0.5760 

0.2516 

0.1292 

0.0624 

0.272 

0.119 

0.061 

0.030 

 

 

Table 12: Comparison between the Fuzzy- AHP and AHP Results 

S.no Security and Accessibility 

Attributes 

Fuzzy-AHP AHP 

1. Confidentiality 0.382 0.315 

2 Integrity 0.077 0.069 

3. Accessibility 0.123 0.107 

4. Severity 0.140 0.038 

5. Privacy Concern 0.126 0.272 

6. Self-disclosure 0.014 0.119 

7. Benefits 0.026 0.061 

8. Privacy Risk 0.066 0.030 

 

security. After implementing through Fuzzy AHP approach, another method has been also 

used known as the AHP method to prove the complete accuracy of result and estimation. To 

prove the results accuracy, the Security and accessibility’s effect of various types evaluated 

from AHP.  Data collection’s process in classical AHP and but there is only one difference in 

0
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classical AHP is that no de-fuzzification is needed. So, for classical AHP, the data is comes 

in the form of crisp [26]. Figure 6 depicts the graphical representation on results.  

A decision hierarchy is developed in the traditional AHP. Next, pairwise matrix of 

participants’ opinions has been established but in this technique, numeric values used directly 

rather than TFN values. Another phase is to combine the comparison matrix’s pairwise of 

participants’ opinions while checking CR. Table 8 shows the level 1’s independent weights 

and the combined comparison matrix’s of pairwise. So it is obvious from result that security 

is essential in comparison rather than accessibility to improve the complete security. Table 9 

depicts the combined comparison matrix of pairwise and independent weights of the security 

attributes of level 2. Table 10 shows the level 2’s local weights and combined comparison 

matrix pair-wise of security’s factors. The dependent weights and the overall ranking of the 

hierarchy are shown in Table 11. In table 12, the comparison’s results of security and 

accessibility evaluation via both the fuzzy AHP and traditional methods of AHP has been 

represented. It can be seen that while using the Fuzzy-AHP, results are better and efficient in 

comparison to AHP. The difference among the results from both the methods Fuzzy AHP and 

AHP is shown in figure 6 and table 12.  

 

5. Conclusion 

Nowadays, security is one of the essential quality attributes for all users. The purpose of this 

paper is to evaluate the security accessibility of information at the data creation phase of big 

data security life cycle. The model proposed in this paper will help to calculate the security of 

information. The author has examined in this contribution, the author has examined eight 

security and accessibility factors throughout the big data life cycle. In this research, the 

attributes of security and accessibility are recognized. Users want to access information as 

well as the security of their personal data. But providing access to security is a tedious task. 

In this paper, the calculation of security-accessibility is a multi-purpose measures decision 

difficulty, Fuzzy AHP has been used to calculate the security accessibility. Most essential 

characteristics have also been calculated about weight. In the big data environment if we 

want to provide a secure environment to any user then we have to restrict the access of 

information. For the assurance of security accessibility, at the data creation phase, developers 

need 

to restrict the access of information and focus on the information’s security. 
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