Journal of Intelligent Systems and Internet of Things

4 ISSN:2690-6791 Vel: 19, No.O01,2027 4 PP 35-46

¢ Article DOI: https://doi.org/10.54216/JISI0T.190103

FULL LENGTH ARTICLE

An Information-Theoretic Framework for Evaluating Class
Imbalance and Rare-Attack Observability in loT Security
Benchmarks

Firas Zobary'"
!"School of Computer Science and Artificial Intelligence, Wuhan University of Technology, Wuhan, Hubei, China

Email: firaszobary @whut.edu.cn

ABSTRACT

class-wide security evidence.

IoT intrusion-detection studies often treat a benchmark as adequate once it is large, recent, and widely used. That
assumption can fail. This study audits five public IoT and IIoT security benchmarks—CICIoT2023, Edge-IloTset,
ToN-IoT, BoT-IoT, and IoT-23—from their published class populations and introduces no synthetic classifier results;
the audit combines Shannon entropy, Hill diversity, Simpson concentration, Gini inequality, rank-frequency tail
fitting, rare-class observation probability, Wilson uncertainty, and a constrained power-tempered sampling model.
Across the five corpora, record counts range from 461,043 to 73,370,443, normalized entropy from 0.421 to 0.600,
and effective Shannon diversity from 2.20 to 3.98 classes. Size is a poor proxy for label adequacy. [0T-23 is
the clearest case: its 6.05 million records include a singleton class, so a random 1% sample has only about a 1%
probability of observing that label, while the worst-case Wilson half-width for a class-conditioned proportion is 0.445.
We then define ¢;(7) = p}/ ¥ p; and prove that its entropy is non-increasing in 7; at a 1% training budget with a
target of 25 expected observations in the rarest class, the minimum-flattening exponent is 1.000 for CICIoT2023,
0.855 for Edge-IloTset, 0.807 for ToN-IoT, 0.954 for BoT-IoT, and 0.450 for IoT-23. The last case needs an
approximately 2,500-fold uplift of the singleton label. Such an uplift changes training exposure to one observation;
it cannot create independent evidence. The resulting audit protocol therefore separates training rebalancing from
evaluation validity and gives quantitative checks that can be applied before IoT benchmark results are interpreted as
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1. INTRODUCTION

IoT security research has accumulated benchmarks faster than
it has accumulated rules for deciding what those benchmarks
can support. Large corpora make model fitting convenient,
allow deep architectures to consume millions of records, and
give headline accuracy values an appearance of numerical
stability, yet the label distribution can tell a different story: a

corpus with seventy million flows may still allocate only a few
thousand observations to a rare class, while another corpus
one hundred times smaller can provide enough independent
evidence for materially tighter class-conditioned estimates.
Size is one coordinate of adequacy. Rare-class support is
another.

The distinction matters for intelligent [oT security systems
because recent work has moved intrusion detection toward
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boosting, explainable models, federated learning, and dis-
tributed recurrent architectures [1, 2, 3, 4, 5]. Those studies
mainly ask an algorithmic question: given a benchmark and a
split, which model detects the labeled traffic most effectively?
The benchmark is usually treated as fixed. Multi-dataset stud-
ies can make the same assumption even when CICIoT2023,
BoT-IoT, and Edge-IloTset are compared side by side [6],
although a thin label tail can make a random sample omit an
attack altogether and can turn one or two independent obser-
vations into thousands of repeated training presentations after
aggressive oversampling. The substrate therefore needs its
own test.

Imbalanced learning is not a new problem. He and Garcia [7]
described the general statistical and algorithmic difficulties of
skewed class populations, Saito and Rehmsmeier [8] showed
why common evaluation views can be misleading under im-
balance, and resampling or loss correction has been studied
from SMOTE [9] through effective-number weighting [10]
and logit adjustment [11]; those methods operate mainly after
a dataset has been accepted for learning. This paper asks
an earlier question. What does the empirical label geometry
permit the researcher to infer before a classifier is fitted?

The answer is developed with five datasets that span current
IoT security practice. CICIoT2023 contributes 46.69 million
records across eight coarse categories [12]. Edge-IloTset
contributes 2.22 million records across fifteen classes and has
been used for centralized and federated IIoT research [13, 14].
The processed ToN-IoT network distribution supplies ten
classes with a much smaller total population [15, 16]. BoT-
IoT provides more than 73 million records but an extremely
thin information-theft class [17]. IoT-23 is smaller than CI-
CIoT2023 and BoT-IoT, yet its fine-grained label tail reaches
one record [18, 19]; these benchmarks are kept distinct be-
cause their taxonomies operate at different semantic levels,
and the comparison is restricted to the distribution of empiri-
cal support over the labels that each benchmark asks a model
to distinguish.

The study makes three contributions, each tied to a different
stage of benchmark use. A benchmark-adequacy calculus
combines entropy, Hill numbers, concentration, class-count
inequality, rank-frequency decay, and finite-sample observ-
ability; an analytic sampling family then moves continuously
from the native distribution to the uniform distribution and
admits a closed derivative for entropy; finally, an evaluation
rule separates the two operations that are often mixed in prac-
tice, because training distributions may be altered to expose a
learner to rare attacks while test evidence must still be judged
from independent class counts and their uncertainty. That
separation matters.

The paper omits classifier accuracy. That omission is deliber-
ate. A model comparison would mix architecture, preprocess-
ing, feature leakage, split design, and class geometry, making
it harder to isolate the question under study; every numer-
ical result below is computed from published class counts
or from equations applied to those counts. No synthetic at-
tacks, predicted labels, or simulated confusion matrices are
introduced.

Table 1 places the five benchmark populations on the same
accounting basis. The “analysis labels” column is the num-
ber of labels used in the distributional audit, which is why

it may differ from finer attack taxonomies in the original
repositories.

2. FROM IMBALANCE TO BENCHMARK ADEQUACY

Class imbalance is usually introduced as a learning prob-
lem: the majority class dominates the loss, the minority class
contributes fewer gradient updates, and a decision boundary
drifts toward the population that pays most of the empirical
risk. That account is correct but incomplete. A benchmark
also functions as a measurement instrument. Its class counts
determine how often a rare event can enter a random sub-
set, how tightly class-conditioned recall or precision can be
estimated, and how much independent variation is available
before any algorithmic correction is applied; the distinction
between learning imbalance and measurement insufficiency
runs through the analysis below.

Shannon’s entropy [20] supplies the first coordinate because
it measures uncertainty in the label identity of a randomly
drawn record; Hill [21] recasts entropy as an effective num-
ber of classes, while Simpson concentration [22] gives more
weight to the dominant probabilities; these quantities answer
related questions without collapsing to the same number. A
benchmark with K = 15 labels may have the Shannon diver-
sity of only three or four equally represented classes; another
with K = 10 may have an effective diversity close to four;
raw richness and effective richness then separate sharply.

Information theory also gives a useful reference distribution.
If u; = 1/K, the divergence Dky (p||u) = In(K) — H(p) is ex-
actly the entropy deficit from uniformity [23]. Nothing in
this study says that a security benchmark should be uniform.
Real attacks are not uniform, and a benchmark may be de-
signed to stress a particular threat; the divergence is used
as a geometric reference, with no claim that uniform class
mass is a target. The same caution applies to Gini inequality
and the majority-to-minority ratio: each describes the allo-
cation of benchmark support while leaving real-world traffic
prevalence as a separate empirical question.

The second coordinate is observability. Suppose a class has
probability p; in a benchmark and m records are sampled
independently under the native distribution. The probability
that the class is absent is (1 — p;)™. This is elementary, but it
is operationally decisive when studies train on 0.1%, 1%, or
5% of a very large corpus for computational convenience; a
million-row sample can sound substantial while giving almost
no chance of seeing a singleton label from a six-million-
record parent corpus.

Evaluation adds a third coordinate. A rare class may be
present and still be too small for a precise class-conditioned
estimate, which is why Wilson’s score interval [24] is used
here instead of the textbook Wald interval; it behaves bet-
ter at small » and near the boundaries, and at the variance-
maximizing estimated proportion of one half, 97 independent
test records give a 95% Wilson half-width of about 0.098
while 385 reduce it to about 0.050. These counts are refer-
ence points, not adequacy thresholds. They make uncertainty
visible.

Existing remedies attack another layer. SMOTE synthe-
sizes minority samples from local neighborhoods [9], class-
balanced losses change how counts enter the loss [10], and
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Table 1. Benchmark provenance and analytical boundary.

Benchmark Records Labels Setting

Count source

CICIoT2023 46,686,579 8

ToT traffic; 105-device testbed

Coarse category totals reported by Neto et

al. [12]

Edge-IloTset 2,219,201 15 TIoT/IoT traffic and system sources Published 15-class processed distribu-
tion [13, 14]

ToN-IoT 461,043 10 Network subset of [oT/IIoT telemetry  Standard processed network distribution [15,
16]

BoT-1oT 73,370,443 5 Botnet-oriented IoT testbed traffic Full category counts [17]

ToT-23 6,046,623 13 Real IoT malware and benign traffic =~ Aggregated label counts from public corpus

analysis [18, 19]

Table 2. Mathematical notation.

J Benchmark index

i Class index within benchmark j
nji Published count of class i

N; Total records, Y ;i

pji Native class probability n;;/N;
K; Number of analyzed labels
H(p) Shannon entropy

D, Hill diversity of order g

m Sampling budget

T Tempering exponent in [0, 1]
qi(7) Tempered training probability

r Target expected support for the rarest class

logit adjustment changes the relation between priors and de-
cision scores [11]. Each can improve learning. None can
retroactively create independent evidence for an evaluation
class that was observed once; the mathematical separation be-
tween exposure and evidence is the main reason the sampling
model in Section 6 is restricted to training-set construction.

The notation used throughout the paper is collected in Table 2.
It is intentionally small; every later quantity can be derived
from the benchmark counts and the sampling budget.

3. DATA BOUNDARY AND REPRODUCIBLE COUNT
CONSTRUCTION

The analysis uses published label populations and does not
require packet payloads. This choice keeps the experiment
reproducible at the level required by the questions: entropy,
concentration, observation probability, and sampling weights
depend on class counts alone. It also avoids silently mixing
versions after preprocessing. CICIoT2023 is taken at the
eight-category level reported with 46,686,579 records [12];
Edge-IloTset uses the fifteen-class distribution reported in a
2026 study that retained 2,219,201 processed instances [14],
while the provenance and feature construction remain those
of the original Edge-IloTset paper [13].

ToN-IoT needs more care because multiple subsets circulate
under the same family name; this study uses the standard
processed network distribution with 300,000 normal flows,

eight attack classes at 20,000 each, and 1,043 MITM
records, giving 461,043 observations across ten labels [15,
16]; the result should be read for that processed network
benchmark only. It is not an estimate of the whole ToN-IoT
collection.

BoT-IoT is analyzed at five categories. The full
popula-tion has 38,532,480 DDoS records, 33,005,194 DoS
records, 1,821,639 reconnaissance records, 9,543 normal
records, and 1,587 theft records [17]; the normal and
theft classes are therefore tiny relative to the two
flooding categories; 10T-23 is analyzed with the thirteen
labels reported in the pub-lic 6,046,623-record aggregation
[19], whose source corpus was released by Garcia,
Parmisano, and Erquiaga [18]. The thinnest labels have
counts of 46, 30, 13, 8, 3, and 1.

Taxonomies remain dataset-specific. DDoS in one
bench-mark is kept distinct from DDoS in another because
the cap-ture conditions and taxonomies differ, and a fine
malware family in IoT-23 is not equated with a coarse
category in CICIoT2023; the cross-dataset calculations
therefore com-pare support geometry while preserving
semantic differences among the labels; that restriction
matters because merging labels merely to make the
benchmark names line up would manufacture
comparability that the sources do not claim.

Published work continues to fit increasingly capable detectors
on these corpora; Baazeem [1] applies optimized boosting
in a smart-IoT IDS; Assudani et al. [2] combine imbalance
handling and explainability; Sleem [3] frames industrial
de-tection through federated learning; Salman [4] combines
re-current units with  distributed clustering; and
Abdulhammed et al. [5] survey the broader IDS problem in
IoT; those stud-ies motivate the audit without serving as
data sources. A 2026 multi-dataset threat-intelligence
study further shows that cross-benchmark
experimentation is now routine [6]. The current paper
asks what distributional evidence those benchmark labels
carry before model choice enters the pic-ture.

For exact replication, Section 10 reports every published class
count used in the audit in Table 12 and the complete
budget-by-target tempering matrix in Table 13. Those
two tables are sufficient to recompute the sensitivity
results from the stated equations without packet payloads,
trained models, or simulated classifier outputs.
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4. MATHEMATICAL AUDIT OF LABEL GEOMETRY

Table 3. Core diversity and imbalance geometry.

Let p = (p1,...,pk) denote a benchmark label distribution.
Shannon entropy is

K
H(p)=-Y pilnp;, ()
i=1

and its normalized form H*(p) = H(p)/In(K) lies in [0, 1].
The corresponding Hill numbers are

1
Zip,-z.

Dy counts labels, Dy is the number of equally likely labels
with the same Shannon entropy, and D; is the inverse Simp-
son concentration. The Herfindahl-Hirschman concentration
HHI=Y; pi2 is therefore 1/D,. Against a uniform reference
uj = 1 / K ,

DO:K? Dl :exp(H(p)), D2 (2)

Dra(pl) = Loitn (2 ) =iy H(p).

The equality makes the entropy deficit directly interpretable
as information divergence from equal class mass, while leav-
ing the realism of a uniform traffic distribution as a separate
empirical issue and measuring only how far the benchmark
support moves away from that mathematical reference.

Count inequality is also summarized with the finite-sample
Gini coefficient. For ordered counts niy < - <ngy,

_ 2Yjing  K+1

G= Kzln(,) K

“

The maximum-to-minimum ratio is retained because it is easy
to read even though two classes determine it and a singleton
can make it enormous; to describe the whole tail instead of
only its endpoints, the sorted probabilities p, are fitted on a
log-log scale:

Inp,y=a—alnr+eg, r=1,...,K. (®)]
The fitted exponent ¢ is descriptive. With only five to fifteen
labels it should not be read as proof of a power law; a large
a simply records steep rank decay across the observed label
support, while R” tells how well that one-parameter slope
follows the ordered probabilities.

Table 3 reports the resulting geometry. Figure 1 plots the
same distributions by rank, making the different tail shapes
visible before any sampling rule is imposed.

The headline result is a decoupling between N and effective
diversity: CICIoT2023 contains 46.69 million records with
D = 2.40 across eight labels, while the still larger BoT-
IoT corpus contains 73.37 million records and reaches only
Dy = 2.21 across five categories. ToN-IoT is the smallest
benchmark in Table 3 yet reaches D; = 3.98, the highest
value in the comparison, so the ordering by effective diversity
is plainly different from the ordering by corpus size. Size
does not settle the question. Support allocation does.

Figure 2 compares Dy, D1, and D, directly. The gap from

Dy to D is substantial in every benchmark and especially
pronounced for Edge-IloTset, where fifteen nominal labels

Benchmark Diversity and imbalance metrics

CICIoT2023 N =46,686,579; K =8;
H/H*/D/D, =0.876/0.421/2.40/1.77,
Gini = 0.765; max/min = 2,601 x
Edge-IloTset N =2,219,201; K = 15;
H/H*/Dy/D, =1.209/0.447/3.35/1.86;
Gini = 0.771; max/min = 1,614 x

ToN-IoT N =461,043; K = 10;
H/H*/D/D, =1.382/0.600/3.98/2.28;
Gini = 0.584; max/min = 288 x
BoT-IoT N =173,370,443; K = 5;
H/H*/Dy/D, =0.791/0.491/2.21/2.09;
Gini = 0.600; max/min = 24,280 x
IoT-23 N =6,046,623; K = 13;

H/H*/D\/D; =1.159/0.452/3.19/2.59;
Gini = 0.804; max/min = 3,389,036 x

Rank-frequency geometry of loT benchmark labels
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Figure 1. Rank—frequency geometry of the five benchmark label
distributions.
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Figure 2. Hill diversity profile for richness (¢ = 0), Shannon diver-
sity (¢ = 1), and Simpson diversity (g = 2).

behave like only 3.35 equally likely classes under Shannon
diversity. Figure 3 adds Gini inequality to normalized entropy.
ToN-IoT occupies the least imbalanced corner of this five-
dataset comparison, while I0T-23 combines H* = 0.452 with
the highest Gini coefficient, 0.804.

Table 4 separates concentration from tail steepness. The
“<1%” and “< 0.1%” columns give the aggregate probability
mass below each threshold followed by the number of classes
in parentheses.
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Two views of benchmark imbalance
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Figure 3. Normalized Shannon entropy versus Gini inequality of
class counts.

Table 4. Concentration, entropy deficit, and rare-tail struc-
ture.

Benchmark Concentration and tail metrics

CICIoT2023 HHI = 0.5638; KL = 1.2032; ot = 3.598;
R? =0.886; mass < 1%: 0.841% (3);

< 0.1%: 0.081% (2)

HHI = 0.5389; KL = 1.4989; o = 1.985;
R? =0.759; mass < 1%: 1.309% 4);
<0.1%: 0.100% (2)

Edge-IloTset

ToN-IoT HHI = 0.4385; KL = 0.9203; o = 1.330;
R? =0.533; mass < 1%: 0.226% (1);
< 0.1%: 0.000% (0)

BoT-1IoT HHI = 0.4788; KL = 0.8187; ¢ = 6.520;
R2=0.791; mass < 1%: 0.015% (2);
< 0.1%: 0.015% (2)

IoT-23 HHI = 0.3854; KL = 1.4060; ¢ = 6.669;

R? =0.881; mass < 1%: 0.285% ),
< 0.1%: 0.033% (8)

5. RARE-ATTACK OBSERVABILITY AND EVALUA-
TION RESOLUTION

A class can exist in the parent corpus and disappear from
the working sample. If X; is the number of records from
class i in an independent native sample of size m, then X; is
approximately binomial with parameters m and p; when m is
small relative to N; the absence probability and the probability
of at least one observation are

P(XiZO)Z(l—pi)m, P(Xl'ZI):l—(l—pi)m. (6)

Solving the second expression for a 95% observation proba-

bility gives

In(0.05) —‘

ln(l — pi) ’
Equation (7) exposes a limit that total-record counts hide. The
rarest CICIoT2023 class needs about 10,705 native draws
for a 95% chance of being observed at least once; Edge-
ITIoTset needs about 6,640; ToN-IoT 1,323; and BoT-IoT
138,498. 10T-23 is different. Its singleton label has ppi, =
1/6,046,623, so the corresponding my g5 is about 18.1 million
under the with-replacement approximation—roughly three

(N

m;0.95 = ’7

Table 5. Native rarest-class observability under random sub-
sampling.

Benchmark Sampling details: m for 95%

expected count /
probability seen

CICIoT2023  npi, = 13,064,

Pmin = 0.00027982;
0.01%: 1.306 / 72.9%;
0.1%: 13.06 / 100.0%; 1%:
130.64 / 100.0%

Nmin — 1,001,

Pmin = 0.00045106;
0.01%: 0.100/ 9.5%; 0.1%:
1.00/63.3%; 1%: 10.01 /
100.0%

Nmin = 1,043,

Pmin = 0.00226226;
0.01%: 0.104 /9.9%; 0.1%:
1.04 / 64.8%; 1%: 10.43 /
100.0%

Nmin = 1,587,

Pmin = 0.00002163;
0.01%: 0.159 / 14.7%;
0.1%: 1.59/79.5%; 1%:
15.87 / 100.0%

10,705

Edge-IToTset 6,640

ToN-IoT 1,323

BoT-IoT 138,498

IoT-23 18,114,063

Mmin = 1,

Prmin = 0.00000017:
0.01%: 0.000/0.0%; 0.1%:
0.00/0.1%; 1%: 0.01 /

1.0%

Rare-class observability under random subsampling

o
©

— CICloT2023

Edge-lloTset
—— ToN-loT
— BoT-loT
— 10723

°
o

Probability rarest class is observed
o
S

o
N

0.0 T T T T T
103 1072 107t 10° 10t
Random sample fraction (%)

Figure 4. Probability that the rarest class is observed under native
random subsampling.

times the entire corpus size; without replacement, a 95%
chance of including that singleton would require sampling
at least 95% of the finite corpus; the approximation is useful
here precisely because its impossibility signal is so clear.

Table 5 evaluates three common subsampling fractions. Each
sampling cell is written as “expected rarest-class count / prob-
ability of at least one observation.” Figure 4 extends the
calculation continuously over four orders of magnitude in
sampling fraction.

Presence is only the first hurdle. If a class-conditioned metric
such as recall is estimated from 7 independent class records
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Table 6. Evaluation-resolution diagnostics from independent
class counts.

Benchmark Evaluation-resolution diagnostics

CICIoT2023  npin = 13,064; worst 95% half-width
=0.009; classes below 97 /385/25:0/0
/0

Nmin = 1,001; worst 95% half-width
=0.031; classes below 97 /385/25: 0/0
/0

Edge-IloTset

ToN-IoT Nmin = 1,043; worst 95% half-width
=0.030; classes below 97 /385/25: 0/0
/0

BoT-1oT Nmin = 1,587; worst 95% half-width
=0.025; classes below 97 /385/25: 0/0
/0

I1oT-23 Nmin = 1; worst 95% half-width = 0.445;

classes below 97 /385/25:6/6/4

with observed proportion p, Wilson’s 95% interval has a
center and half-width determined by n, p, and z = 1.96 [24];
at the variance-maximizing value p = 0.5, the half-width is
given by Equation (8), which makes the precision available
from a finite class count explicit. Precision still depends on 7.

z 025 22
v =12\ e T ®)

This gives w(97) ~ 0.098 and w(385) ~ 0.050. Table 6 ap-
plies the same worst-case calculation to the smallest full-
corpus class and counts how many labels fall below the two
resolution marks; four benchmarks have at least 1,001 obser-
vations in every analyzed label, so their full class populations
can in principle support much tighter class-level estimates
than I0T-23; six IoT-23 labels have fewer than 97 records, and
the same six are below 385. A singleton class has w ~= 0.445
at p = 0.5. The label may be semantically important; statisti-
cally it cannot support a precise empirical recall estimate by
itself.

These calculations set an upper bound on the evidence avail-
able before a train/test split makes a minority class smaller,
so they are already favorable to the benchmark: a 20% strati-
fied test split of the Edge-IloTset fingerprinting class would
contain about 200 records, far below the full-class count of
1,001, and a random split of a one-record IoT-23 class cannot
place independent observations in both training and test sets.
The combinatorial limit remains. No evaluation metric can
repair it.

6. MINIMUM-FLATTENING TEMPERED SAMPLING

Training can tolerate a different question. The objective is
exposure, and a fixed training budget can be reallocated across
classes so that the tail is encountered more often; uniform
sampling guarantees equal expected support but can erase
much of the native geometry, while native sampling preserves
that geometry and may still starve rare labels, which motivates

a controlled path between the two endpoints.

Z(t)=Ypi, 0<t<1. (9
k

At T =1, g = p, whereas T = 0 assigns probability 1/K
to every class. Intermediate values flatten the distribution
continuously but retain an explicit relation to the native prob-
abilities, so the amount of prior distortion can be measured
exactly and reproduced from the class counts; that property
is useful when a researcher wants more rare-class exposure
without jumping directly to uniform sampling. The family is
a training device. It creates no new observations.

Proposition 1. Entropy decreases monotonically with T on
[0,1].

Proof. Write logg; = tlogp; —logZ. Differentiating
H(q) = —Y;qilogg; and using Y,;q; = 0 gives H'(1) =
—1Var,(log p); the variance is nonnegative, so H'(7) <0
for T > 0, with equality only when the positive p; are equal
or when 7 = 0. Lower 7 cannot reduce Shannon entropy. [J

dH(q(7))

P —1 Var,[Inp;] <0. (10)

For any class i, ¢; = ¢i(Inp; — E4[Inp]); when p; is mini-
mal, its log probability cannot exceed the g-weighted mean,
which gives ¢/, < 0 and means that lowering 7 increases the
rarest-class probability while Proposition 1 simultaneously
shows that the distribution becomes more entropic. The direc-
tions agree. A constrained 7 can therefore be chosen without
ambiguity inside this one-parameter family.

Given a training budget m and a target expected support r for
the rarest class, define

"= max{‘c €10,1] : mming;(t) > r}. (11)

Equation (11) chooses the distribution closest to the native
endpoint within the tempered family while meeting the sup-
port constraint. If the native distribution already meets the
target, " = 1. If even uniform allocation gives m/K < r, the
target is infeasible at that budget; distortion is measured with
Dki1.(q|lp) and the symmetric Jensen—Shannon divergence,
while max; g;/p; records the largest multiplicative uplift ap-
plied to any class.

Table 7 solves Equation (11) at a 1% sampling budget and
r = 25. Figure 5 varies r, while Figure 6 compares the native
and optimized rarest-class support for the r = 25 case.

CICIoT2023 needs no adjustment at the 1% budget because
its rarest class already contributes an expected 130.64 records.
Edge-IloTset and ToN-IoT need moderate flattening to reach
25, with 7° = 0.855 and 0.807, while BoT-IoT needs only
a small shift, 7% = 0.954, because its 73.37 million-record
total makes a 1% sample large enough for the theft class
to start near sixteen expected observations despite the ex-
treme majority-to-minority ratio. IoT-23 behaves differently.
Its optimum falls to 7* = 0.450, Dky.(g||p) = 0.219, and a
2,500-fold probability multiplier for the singleton class; the
optimization satisfies the exposure constraint, but the magni-
tude of the required change is itself evidence that the parent
corpus is short of independent tail observations.
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Table 7. Minimum-flattening solution at a 1% training budget
and target r = 25.

Benchmark Tempered-sampling metrics

CICIoT2023 Native/optimized

E[min] = 130.64/130.64; t* = 1.0000;
D (q) = 2.40; Dg, = 0.0000; JS

= 0.0000; max uplift = 1.0x
Native/optimized E[min] = 10.01/25.00;
¢ =0.8551; D1(q) =4.71;

Dy, = 0.0276; JS = 0.0066; max uplift
=2.5x%

Edge-IloTset

ToN-IoT Native/optimized E[min] = 10.43/25.00;
T = 0.8073; D (¢) = 5.48;
D1, = 0.0347; JS = 0.0085; max uplift
=2.4x

BoT-IoT Native/optimized E[min] = 15.87/25.00;
7¢ =0.9543; D (gq) = 2.23;
Dk, = 0.0003; JS = 0.0001; max uplift
=1.6x

ToT-23 Native/optimized E[min] = 0.01/25.00;

¢ =0.4504; D (q) = 4.75;
Dg1, = 0.2185; JS = 0.0336; max uplift
=2,500.0x
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Figure 5. Optimal tempering exponent as the rarest-class support
target changes at a 1% training budget.
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Figure 6. Expected rarest-class support under native and minimum-
flattening tempered sampling at a 1% budget.

Repeating one independent IoT-23 observation until its ex-
pected training exposure reaches 25 does not create 25 in-
dependent examples. It changes the frequency with which

Table 8. Sensitivity of 7* to the target support r at a 1%
training budget.

Benchmark =10 r=25 r=50 r= 100

CICIoT2023 NF NF NF NF

Edge-IloTset ~ NF 0.855 0.739 0.614
ToN-IoT NF 0.807 0.642 0.463
BoT-IoT NF 0.954 0.884 0.815
I0T-23 0.516 0.450 0.400 0.349

Table 9. Budget sensitivity for target r = 25.

Benchmark 0.1% budget 1% budget 5% budget

CICIoT2023 1=00911; NF NF
KL=0.005

Edge-IloTset 7 =0.434; 7 =0.855; NF
KL=0.517 KL=0.028

ToN-IoT 7=0.198; 7 =0.807; NF
KL=0.575 KL=0.035

BoT-1oT T=0.722; 7 =0.954; NF
KL=0.017 KL=0.000

IoT-23 7=0.279; 7 =10.450; 7 =10.560;
KL=0.840 KL=0.218 KL=0.094

one point is presented to a learner; a model may still ben-
efit from class-aware exposure, but evaluation uncertainty
is unchanged and memorization risk rises; this is why the
2,500-fold uplift is interpreted as a structural insufficiency
indicator and should never be read as a prescription for literal
duplication.

7. SENSITIVITY TO SAMPLING BUDGET AND SUP-
PORT TARGET

A single target can hide the shape of the constraint. Table 8
therefore holds the sampling budget at 1% and raises r from
10 to 100; the entries are 7%; “NF” means that no tempering
is needed because native sampling already meets the target,
and “IF” means infeasible even under a uniform distribution
at that budget.

The sensitivity curve separates the five benchmarks more
clearly than one target value. CICIoT2023 remains at the
native distribution through r = 100, Edge-IloTset moves from
no change at r =10 to t* = 0.614 at r = 100, and ToN-IoT
begins flattening earlier; IoT-23 stays far below the other
curves because several labels have single-digit support, so
the tempered family can allocate more training probability to
those labels without increasing their empirical diversity. The
distinction is structural.

Table 9 changes the budget instead. The support target re-
mains r = 25. This separates the effect of label geometry
from the effect of computational thrift: a researcher who
takes 0.1% of a corpus creates a different observability prob-
lem from one who can afford 5%.

At 0.1%, Edge-IloTset needs t* = 0.434 and ToN-IoT 7% =
0.198 to guarantee 25 expected rare-class records; IoT-23
cannot meet the target because the uniform budget itself is too
small. At 5%, the first four benchmarks are native or close
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to native, while I0T-23 still requires substantial flattening;
increasing m can solve a sampling shortage when the parent
corpus contains enough independent minority evidence. It
cannot solve a parent-corpus shortage.

8. A QUANTITATIVE AUDIT PROTOCOL FOR IOT
BENCHMARK STUDIES

The equations can be reduced to a practical sequence that a
model paper can report before training. Step one is to publish
the exact class counts after every filtering operation. Per-
centages alone are insufficient because evaluation resolution
depends on n. Step two is to report at least one diversity
measure and one tail measure; H* and D; identify how many
classes carry effective support, while ny,i, and the number of
labels below 97 or 385 expose the resolution floor; step three
is to calculate rare-class observability at the actual subsam-
pling fraction used in the experiment. Step four is to state
whether rebalancing changes the training distribution only
or also contaminates evaluation; step five is to keep the test
set in natural, independent units unless the research question
explicitly concerns an artificial prior.

The audit changes how familiar performance numbers should
be read. An accuracy of 99.9% on BoT-IoT can coexist with
weak evidence about information theft because the two flood-
ing classes dominate the corpus, while a high macro score
on IoT-23 can be unstable when a fine label is represented
by only a handful of independent records; by contrast, the
much smaller processed ToN-IoT network subset can sup-
port tighter class-wide estimates when evidence is distributed
more evenly. Record count alone cannot settle that compari-
son.

The same logic extends to federated [oT because Sleem [3]
and other federated IDS designs operate under client hetero-
geneity, where a global class distribution can conceal local
absence; if a rare class has probability p globally but is con-
centrated on one client, the iid observation formula in Equa-
tion (6) becomes optimistic for most clients, so a client-level
audit should replace p; with p; . and report the number of
clients on which each class is observed. Non-iid partitioning
tightens the requirement.

Explainability has a related dependence: Assudani et al. [2]
use SHAP-based interpretation in an IoT IDS, yet feature
attributions for a rare class can only reflect the diversity of
the rare-class observations that reach the explainer, and over-
sampling may stabilize optimization while leaving the ex-
planatory sample anchored to duplicated or near-duplicated
points. Unique minority counts should accompany attribution
summaries.

Real-time detectors add a temporal version of the problem.
Salman [4] targets real-time distributed detection, and Abual-
ghanam et al. [6] combine multi-dataset behavior analysis
with threat intelligence. A stream can change the effective
class prior from hour to hour. Static entropy is then only a
baseline. A production audit can compute H;, D1, and gmin s
over rolling windows, with change alarms when the label
geometry moves beyond a control band; the equations in this
paper are therefore compatible with online monitoring even
though the empirical study is cross-sectional.

Table 10 summarizes the proposed audit rules. They are

reporting requirements and diagnostics. No new classifier is
introduced.

8.1 Metric Sensitivity to Rare-Class Improvement

Class geometry also determines how strongly a performance
metric reacts when a rare class improves. Let r; denote re-
call for class i. In a single-label multiclass problem, the
prevalence-weighted recall has the same weighting structure
as overall accuracy when each record contributes one correct-
or-incorrect outcome, whereas macro recall assigns equal
weight to every class; the two summaries are therefore

1
Riacro = ?Z’% (12)

1

Rmicro = Zpiriv
i

If one class improves by A while every other class is un-
changed, the corresponding score increments are p;A and
A/K. Their ratio is independent of A,

(a/k) 1

A= = ) (13)
" piA T Kp

Equation (13) is a metric-sensitivity multiplier, not a rule
for choosing one score. It measures how much more visible
the same class-level improvement becomes under equal class
weighting than under native prevalence weighting, and the
factor grows as p; shrinks; in the extreme tail, a stable micro-
level aggregate can therefore coexist with a large change
in minority-class behavior because the prevalence-weighted
metric assigns that class almost no influence. The result is
algebraic. It assumes no classifier architecture.

Table 11 evaluates A; at the rarest label of each benchmark.
The contrast spans four orders of magnitude: ToN-IoT has the
smallest amplification at about 44 x, CICIoT2023 and Edge-
IToTset lie in the hundreds, BoT-IoT exceeds nine thousand,
and IoT-23 reaches about 465 thousand because its rarest
label has probability 1/6,046,623.

The multiplier also clarifies why metric choice cannot com-
pensate for missing evidence. Macro recall gives a singleton
label the same nominal score weight as a majority label, but
the singleton estimate still rests on one independent obser-
vation; prevalence weighting hides the class, while equal
weighting exposes its volatility. A defensible report there-
fore needs both the metric and the support count. Saito and
Rehmsmeier [8] make the corresponding point for precision—
recall analysis under imbalance, and the class-count audit
supplies the missing denominator for multiclass IoT bench-
marks.

A useful reporting pair follows directly: publish macro-
oriented performance so that rare classes remain visible, and
publish n; or its test-set counterpart so readers can judge
the resolution of each class estimate. Weighted or micro
metrics can still be reported because they answer deployment-
prevalence questions, but they should not be used alone when
the scientific claim is that the detector handles all labeled
attack types.

9. INTERPRETATION OF THE FIVE BENCHMARKS

CICIoT2023 is large enough that coarse-category subsam-
pling can be computationally aggressive without immediately
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Table 10. Benchmark-adequacy audit rules for IoT security experiments.

Audit item Status Reason

Publish exact post-filter class counts Required Makes N, p;, and independent support
auditable

Report H* and D, Recommended Separates label richness from effective
diversity

Report np,i, and classes below 97/385 Recommended Shows class-level resolution floor

Compute P(seen) at actual sampling bud- Required when subsampling

get
Restrict rebalancing to training data

Report unique minority records after aug- Recommended

mentation

Use macro/PR-oriented metrics beside ac- Recommended
curacy

Audit client-level counts in federated

learning

Required for natural-prior evaluation

Required for non-iid claims

Detects silent class omission

Prevents synthetic frequency from being
mistaken for evidence

Separates exposure from independent in-
formation

Reduces majority-class masking [7, 8]

Global balance can hide local absence

Table 11. Rarest-class sensitivity of macro and prevalence-
weighted recall.

Benchmark Rarest-class recall sensitivity

CICIoT2023 K = 8; pmin = 0.00027982; micro weight
= 0.00027982; macro weight = 0.12500;
amplification = 446.71 x

K = 15; pmin = 0.00045106; micro
weight = 0.00045106; macro weight

= 0.06667; amplification = 147.80x

Edge-IloTset

ToN-IoT K = 10; pmin = 0.00226226; micro
weight = 0.00226226; macro weight
= 0.10000; amplification = 44.20x

BoT-IoT K =5; pmin = 0.00002163; micro weight
= 0.00002163; macro weight = 0.20000;
amplification = 9,246.43 x

ToT-23 K = 13; pmin = 0.00000017; micro

weight = 0.00000017; macro weight
= 0.07692; amplification = 465,124.85 x

losing the rarest category; at 1%, its expected BruteForce
support is 130.64 and no tempering is required for the r = 25
experiment, yet the weakness lies elsewhere because DDoS
alone carries about 72.8% of the category mass, normalized
entropy is 0.421, and Dy = 2.40 despite eight categories; a
detector can therefore achieve a high micro-averaged score by
being excellent on a small effective portion of the label space,
which is why class-wise performance must be reported and
sample size should not be treated as evidence of balance [12].
The benchmark remains useful.

Edge-IloTset has fifteen labels, a feature-rich IIoT setting,
and a processed population above two million [13, 14].
Its D; = 3.35 is larger than CICIoT2023’s but still far be-
low K = 15; the two smallest classes, MITM and Finger-
printing, are near one thousand records; that is enough
for a full-population class estimate with a worst-case Wil-
son half-width around three percentage points, yet ordinary
train/validation/test partitioning reduces the independent test

support. The optimization result 7% = 0.855 at a 1% bud-
get quantifies a manageable training-exposure correction that
remains within a moderate distortion range.

ToN-IoT is the distributional counterexample to the intuition
that bigger is automatically better; the analyzed network sub-
set is only 461,043 records, but nine of ten classes are de-
liberately substantial and the rare MITM class has 1,043
records [15, 16]; its normalized entropy is 0.600, D; = 3.98,
and Gini=0.584—the best combination in this five-dataset
comparison. It still has a majority normal class, so it is not
balanced. The point is narrower: support is less concentrated,
and class-wide evaluation is correspondingly easier to defend.

BoT-IoT has the largest total population, 73.37 million,
and one of the sharpest majority-to-minority ratios at about
24,280:1 [17]. DDoS and DoS together dominate the records.
Yet the theft class has 1,587 observations, so the full cor-
pus contains more independent tail evidence than [0T-23’s
smallest labels; this produces an instructive split between
prevalence inequality and absolute support; Gini and H* say
the distribution is strongly concentrated; Wilson resolution
says the rarest full-population class is still measurable to
roughly £2.5 percentage points at the worst-case proportion.

10T-23 is the case where fine taxonomy meets a sparse tail.
Its real malware captures are valuable precisely because they
preserve behaviors that a coarser taxonomy might merge [18].
The 6.05-million-record aggregation, however, includes la-
bels with 46, 30, 13, 8, 3, and 1 observations [19]. This
drives Gini to 0.804 and makes random subsampling haz-
ardous for those labels. It also explains why 7 = 0.450 is
so extreme. The correct response is to retain or revise the
dataset according to the scientific question, instead of auto-
matically discarding the dataset; researchers can merge labels
when the scientific question supports that taxonomy, evaluate
only classes with sufficient independent support, collect more
evidence, or explicitly mark the rarest classes as qualitative
cases, with resampling kept separate from claims of statistical
resolution.

A comparison of these interpretations shows why one scalar
imbalance ratio is inadequate. BoT-IoT has a much larger
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max/min ratio than Edge-IloTset, but its rarest class still
has more independent records. I0T-23 has both an extreme
ratio and extremely low absolute support. ToN-IoT has the
smallest N and the strongest entropy profile. The benchmark
audit therefore needs at least three axes: relative geometry,
absolute tail counts, and the sampling budget actually used.

10. REPRODUCIBILITY DATA AND FULL SENSITIV-
ITY RESULTS

Table 12 reports every class count used in the calculations at
the analytical taxonomy adopted for this study. The counts
are taken from the cited benchmark sources [12, 13, 15, 17,
18, 19] and are not reconstructed from plotted percentages;
they are the direct inputs to Tables 3-9 and Figures 1-6, so a
reader can recompute the diversity, observability, uncertainty,
and sampling quantities without access to packet payloads.

The second reproducibility object is the full tempering sen-
sitivity matrix. Table 13 reports 7* for every combination of
sampling fraction and target support used in the sensitivity
analysis; “NF” denotes native feasibility and “IF” denotes
infeasibility even at T = 0, which makes the transitions dis-
cussed in Section 7 directly auditable and avoids replacing
the mathematical result with simulated classifier outcomes.

The matrix also separates a sampling shortage from a parent-
corpus shortage. When a target becomes feasible after the
budget grows, additional draws can resolve the exposure con-
straint; when a singleton or near-singleton tail still requires
extreme flattening, the limiting quantity is the number of
independent observations already present in the benchmark.

11. LIMITATIONS AND REPRODUCIBILITY BOUND-
ARY

The study deliberately compresses each benchmark to its
class-count vector. Feature overlap, temporal leakage, du-
plicated flows, capture topology, device diversity, and attack
realism are outside that vector; a benchmark can pass every
distributional check in this paper and still be a poor test of
deployment generalization; the proposed audit is therefore
necessary for some claims, never sufficient for all of them.

Cross-dataset label semantics are another limit. The eight
CICIoT2023 categories, fifteen Edge-IloTset classes, five
BoT-IoT categories, ten ToN-IoT classes, and thirteen [0T-23
labels live at different taxonomic resolutions; entropy can
compare their allocation of support because it operates on
probabilities; it cannot make the labels semantically equiv-
alent. No conclusion in this paper depends on such equiva-
lence.

The iid observation model in Equation (6) is an approxima-
tion. Network flows are temporally and topologically depen-
dent, and random sampling may preserve near-duplicates;
dependence generally reduces effective information relative
to the nominal count, so the independence calculations can be
optimistic; a stronger future audit would estimate an effective
sample size from time blocks, devices, sessions, or capture
scenarios and replace n; with the number of independent units
relevant to the claim.

The power-tempered family is intentionally narrow. It pro-
vides a monotone path and a unique minimum-flattening

solution under the rare-class support constraint, but it does
not optimize classifier loss, calibration, privacy, energy, or
communication cost; other sampling schemes may be better
for a particular model; the benefit of Equations (9)—(11) is
transparency: the amount of prior distortion is explicit and
can be reproduced from counts alone.

The numerical audit is tied to the dataset versions and pro-
cessed distributions documented in the cited sources. Repos-
itories evolve, preprocessing pipelines change, and a later
release can alter the class-count vector even when the dataset
name stays the same; any application of this framework
should therefore recompute the metrics from the exact files
used in the experiment and record those counts with the
results. The equations are stable. The inputs are version-
specific.

12. CONCLUSION

Five widely used IoT security benchmarks were examined as
information distributions before they were treated as machine-
learning inputs. The analysis found no simple relation be-
tween record count and label adequacy. The 73.37-million-
record BoT-IoT corpus has an effective Shannon diversity of
2.21 classes; the 461,043-record ToN-IoT distribution reaches
3.98; CICIoT2023 and Edge-IloTset contain millions of ob-
servations but still place most support in a few classes; I0T-23
goes further: a multi-million-record corpus contains a single-
ton label, making ordinary random subsampling incapable of
reliable rare-label exposure.

The power-tempered sampling family changes training expo-
sure with a controlled amount of flattening. Its entropy obeys
dH /dt = —1Vary(Inp) <0, and the rarest-class probability
increases as 7 falls, so a reproducible 7* follows from any
stated sampling budget and support target; at a 1% budget
with r =25, four benchmarks need no to moderate adjustment,
whereas 10T-23 requires 7 = 0.450 and roughly a 2,500-fold
uplift of its singleton class. That number marks the limit of
rebalancing. Exposure can be changed. Independent evidence
cannot.

IoT intrusion-detection papers can therefore strengthen their
empirical claims with a short pre-training audit: publish exact
class counts, report effective diversity, compute rare-class
observability at the chosen sample fraction, quantify class-
level evaluation resolution, and separate training rebalancing
from test evidence. These checks are inexpensive. They
make benchmark-driven intelligent systems easier to compare,
reproduce, and interpret.

DATA AVAILABILITY

The study uses class counts reported in the cited public
benchmark papers and repositories for CICIoT2023, Edge-
IToTset, ToN-IoT, BoT-IoT, and IoT-23; all derived metrics
in the tables follow directly from the equations stated in the
manuscript. No private or restricted dataset is used.

REPRODUCIBILITY NOTE

The calculations require only the class-count vectors reported
in Table 12 and the equations stated in the manuscript; natural
logarithms are used throughout, and probabilities are evalu-
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Table 12. Exact class-count vectors used in the analysis.

Benchmark Label Count Share l Benchmark Label Count Share
CICIoT2023 DDoS 33,984,560 72.792997% Edge-lloTset Normal 1,615,643 72.802914%
CICIoT2023 DoS 8,090,738 17.329901% Edge-IloTset DDoS_UDP 121,568 5.478008%
CICIoT2023 Mirai 2,634,124 5.642144% Edge-lloTset DDoS_ICMP 116,436 5.246753%
CICIoT2023 Benign 1,098,195 2.352271% Edge-lloTset DDoS_TCP 50,062 2.255857%
CICIoT2023 Spoofing 486,504 1.042064% Edge-lloTset DDoS_HTTP 49911 2.249053%
CICIoT2023 Recon 354,565 0.759458% Edge-IloTset SQL_injection 51,203 2.307272%
CICIoT2023 Web 24,829 0.053182% Edge-lloTset Uploading 37,634 1.695836%
CICIoT2023 BruteForce 13,064 0.027982% Edge-IloTset Backdoor 24,862 1.120313%
BoT-IoT DDoS 38,532,480 52.517715% Edge-lloTset Vulnerability_scanner 50,110 2.258020%
BoT-IoT DoS 33,005,194 44.984319% Edge-IloTset Port_Scanning 22,564 1.016762%
BoT-IoT Normal 9,543 0.013007% Edge-lloTset XSS 15,915 0.717150%
BoT-IoT Reconnaissance 1,821,639 2.482797% Edge-lloTset Ransomware 10,925 0.492294%
BoT-1oT Theft 1,587 0.002163% Edge-IloTset Password 50,153 2.259958%
TIoT-23 Benign 688,812 11.391681% Edge-lloTset MITM 1,214 0.054704%
IoT-23 PartOfAHorizontal 3,389,036 56.048409% Edge-IloTset Fingerprinting 1,001 0.045106%

PortScan ToN-IoT Normal 300,000 65.069852%
IoT-23 Okiru 1,313,012 21.714798% ToN-loT Backdoor 20,000 4.337990%
IoT-23 DDoS 638,506 10.559712% ToN-IoT DDoS 20,000 4.337990%
IoT-23 C&C 15,286 0.252802% ToN-IoT DoS 20,000 4.337990%
ToT-23 C&C-HeartBeat 1,332 0.022029% ToN-IoT Injection 20,000 4.337990%
IoT-23 Attack 538 0.008898% ToN-IoT Password 20,000 4.337990%
IoT-23 C&C-FileDownload 46 0.000761% ToN-IoT Ransomware 20,000 4.337990%
IoT-23 C&C-Torii 30 0.000496% ToN-IoT Scanning 20,000 4.337990%
IoT-23 FileDownload 13 0.000215% ToN-IoT XSS 20,000 4.337990%
IoT-23 C&C-HeartBeat- 8 0.000132% ToN-IoT MITM 1,043 0.226226%

FileDownload
IoT-23 Okiru-Attack 0.000050%
IoT-23 C&C-Mirai 1 0.000017%
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