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ABSTRACT

The tertiary industry is increasingly influenced by digital technologies that support service efficiency, data-driven
decision-making and sustainability-oriented transformation. This study reviews the way the Internet of Things (IoT)
and Big Data Analytics (BDA) contribute to sustainability in service sectors, including healthcare, education, tourism,
hospitality, logistics, transport, finance and smart-city services. A systematic literature review and bibliometric
analysis were conducted using Scopus and Web of Science for records dated from 2015 through 28 February 2025.
From 1,969 initial records, 551 were used for bibliometric and metadata analysis and 136 studies were included
in qualitative synthesis. The publication trend, productive sources, authors, countries, subject areas, keywords and
science-mapping pattern were studied by using Bibliometrix, Biblioshiny and VOSviewer. The findings show rapid
growth after 2019 and strong concentration in computer science, engineering, smart healthcare, smart cities and digital
sustainability research. The main contribution is an integrated service-sector synthesis showing that IoT functions as
the sensing and connectivity layer, while BDA, Al, cloud-edge architectures, blockchain and predictive analytics
convert service data into monitoring, optimization, decision support and automation. Sustainability outcomes
appear across environmental, economic and social dimensions, including energy savings, emissions reduction, waste
recovery, cost efficiency, healthcare access, inclusion and service quality. Finally, the review concludes that IoT
and BDA, among other factors, have sustainable value if supported by governance, data quality, cybersecurity,

interoperability, skills and organizational readiness.
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1. INTRODUCTION

Digital technologies are now key to the service-based
economies due to emerging pressures of sustainability-related
issues. In recent years, tertiary industries such as healthcare,
education, finance, logistics, transport, tourism and hospital-
ity have grown to rely on connected devices, digital platforms,
and data-driven decision-making to enhance service quality,
operational efficiency, and resource utilization [1, 2]. The

Internet of Things (IoT) and Big Data Analytics (BDA) stand
out among those technologies because they allow linking the
physical service environment and the analytical systems to
monitor, predict and optimize activities in real time [3, 4].
This is evident from the extent of electronic information that is
being produced. By 2020, the amount of data created around
the world is expected to be about 44 zettabytes [5]. This
fast growth opens the door for enhanced service intelligence,
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while simultaneously driving the demand for serviceable an-
alytical capability, data governance, and sustainable digital
infrastructure.

The impact of IoT and BDA on sustainability is apparent in
various aspects of the service sector. Smart transport and
energy systems can, for instance, be supported with data gath-
ered from electric vehicles, charging stations, smart meters
and connected grid devices, to provide energy-efficient plan-
ning, smart charging and low emission mobility [3]. Further-
more, sustainability challenge is paramount in the smart-city
scenario since the urban system consumes approximately
70% of the world resources, and, for this reason, digital
monitoring and intelligent service coordination are becoming
increasingly important when dealing with resource efficiency
and the management of the environment [6]. Healthcare IoT
allows remote monitoring, prediction and data-driven diagno-
sis, while privacy, security, latency and energy consumption
are still challenges [4]. Additionally, machine-learning-based
control systems have also shown their practical sustainability
potential for educational and building-service applications.
For example, Duhirwe et al. [7] determined that a deep re-
inforcement learning control method can reduce ventilation
energy consumption by 58% whilst maintaining the level of
CO2 in the indoor environment within an acceptable limit.

As these examples show, sustainability in tertiary industries is
not only about protecting the environment. It also includes as-
pects of economic resilience, cost reductions, social inclusion
and access to services, as well as the responsible adoption of
technologies [8, 9]. AL IoT and smart technologies are also
being used in the hospitality and tourism sectors to improve
destination management, improve operational efficiency, im-
prove the visitor experience and improve service design for
sustainability [2, 12]. Al, business intelligence and predictive
analytics are associated with efficiency, competitiveness and
cost savings in logistics and supply chain services [1, 29].
The sectoral developments are proof that IoT and BDA are
not only technical tools. They sit within the wider digital
transformation programmes that are re-shaping the planning,
delivery and measurement of sustainable value for service
organisations.

However, the literature remains fragmented across technolo-
gies, sectors and sustainability outcomes [9]. The majority
of studies are restricted to the smart city domain, health-
care, tourism, education and supply chain management and,
very few studies have tried to explain the contributions of
IoT and BDA to sustainability in the wider tertiary sector
[9, 10]. However, a disconnect exists between technical re-
search, which focuses on system design and performance,
and management-oriented research, which looks at aspects of
adoption, organisational readiness, governance and realised
sustainability outcomes [29]. This fragmentation complicates
the task of viewing the entire scenario from a single point of
view, and of pinpointing dominant knowledge structures, key
actors, sectoral applications, enabling factors, and constraints
as well as areas for further study.

For this reason, the present study systematically reviewed
and analysed the literature to map the fragmented knowledge
on [oT, BDA, and Sustainability in the tertiary industries. It
is guided by three research questions. First, what are the
publication patterns and intellectual structures of research on

IoT, BDA and sustainability in tertiary industries? Second,
how are IoT and BDA applied across service sectors such as
healthcare, education, logistics, transport, tourism, hospitality,
and finance? Third, what sustainability outcomes, drivers,
barriers, and future research directions are reported in this
literature? The study addresses these questions, offering a
structured understanding of how IoT and BDA can contribute
to the transformation of the service sector in a sustainable
fashion and it highlights gaps for future research.

2. CONCEPTUAL BACKGROUND

2.1 Tertiary industry/service sector

The tertiary industry refers to service-based economic ac-
tivities where value is created mainly through knowledge,
information, interaction, coordination, and experience rather
than the direct production of physical goods [11]. Service
sector comprises healthcare, education, tourism and hospital-
ity, finance, logistics, transport and other smart city services
etc. These industries are suitable for the current study as they
are becoming more and more reliant on digital infrastructures,
data intensive operations and user centric service delivery. To
give an example, the IoT, Cloud computing, Big Data and
Analytics are the industry 4.0 technologies used in finance
and supply chain services to improve visibility, connectivity
and financial performance [1]. Similarly, the tourism and
the hospitality sector is undergoing transformation with the
use of Al, IoT, automation, and smart destination systems
that are making travel more personalized and efficient while
enriching the experience of visitors [2, 12]. Logistics and port
services are also considered tertiary-sector activities because
they are not directly involved in the production of goods but
rather in the management of information, the flow of cargoes,
forecasting and reliability of services [1, 29].

2.2 Sustainability in tertiary industries

The sustainability of tertiary industries involves environmen-
tal, economic and social aspects [13]. Environmental sustain-
ability is about minimizing energy consumption, emissions,
waste, resource stress, and environmental harm in service sys-
tems [14, 15]. Economic sustainability relates to efficiency,
cost reduction, competitiveness, resilience and long-term ser-
vice performance [16, 17]. Social sustainability encompasses
access, health, safety, education, inclusion, and quality of life
[18, 19]. These dimensions are particularly relevant for ser-
vice sectors, as many digital services use energy, and can also
help to reduce environmental impact. For instance, digital
monitoring and analytics can support urban sustainability and
resource-efficiency strategies [6, 9]. Sustainability in health-
care and smart buildings is related to low-power systems, a
healthy environment, and reduced operational waste [7, 20].

2.3 Internet of Things for sustainability

The Internet of Things (IoT) is the sensing and connectivity
layer that makes physical service environments measurable,
traceable, and responsive [21]. In IoT-enabled service sys-
tems, data are collected from users, assets, buildings, vehicles,
medical devices, and environmental data through sensors,
connectivity devices, gateways, and communication networks
[22]. This capability is essential in the context of sustainabil-
ity, enabling service providers to monitor energy use, find
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opportunities for energy savings, automate energy manage-
ment and facilitate real time decision making. It is evident
that IoT-enabled electric vehicles, charging stations, smart
meters, and grid devices can generate data that can be lever-
aged to improve charging plans, energy efficiency, and oppor-
tunities for vehicle-to-grid integration in Green smart cities
[3]. In healthcare, IoT devices and medical sensors are used
for remote monitoring, diagnosis, and energy-aware service
delivery; however, they can raise issues related to power con-
sumption, latency, privacy, and security [23, 24, 25]. In the
hospitality and transport sectors, IoT is utilized in resource
optimization, smart service robots, visitor management, and
sustainable network design [2, 3, 20].

2.4 Big Data Analytics for sustainability

Big Data Analytics involves acquiring and analyzing massive
volumes of data to discover market trends, insights, and pat-
terns that help firms make better business decisions [26]. For
this review, BDA is framed as data mining, artificial intel-
ligence, machine learning, business intelligence, predictive
analytics, and other computational methods. The tools are
conceptually important because [oT data has limited value
unless it is analysed and converted into actionable decision
insights. Data mining and bibliometric methods have been
employed in financial services to identify research areas and
forecast trends in blockchain-finance applications [27]. In
cloud-centric healthcare, machine learning can play a role
in the analysis of the IoT produced data, and optimize the
design of energy-efficient healthcare services supporting sus-
tainable smart healthcare [28]. Al, business intelligence, digi-
tal transformation and predictive analytics enhance efficiency,
competitiveness and cost-effectiveness within logistics and
supply chain services [1, 29]. In tourism, analytics and smart
platforms can support destination management, visitor ser-
vices, and sustainability-oriented decision-making [2, 34, 52].
But BDA is more than just a technical solution. Its value
depends on data quality, organizational readiness, human ex-
pertise, and the ability to translate predictions into responsible
managerial action [29].

2.5 Integration of loT and BDA in service industries

The integration of IoT and BDA can be considered as a data-
to-action mechanism. IoT collects real-time data from service
environments, and BDA, Al, cloud, edge, fog computing,
blockchain, and predictive models convert those data into
actionable insights, automation, and strategic decisions [30].
This integration comes that much timelier for this review,
since the success of sustainability, as often is the case, de-
pends on both the sense and the analytics — a factor considered
separately will not suffice. In the context of smart cities, secu-
rity, privacy, scalability and trust are key concerns, however,
Al, blockchain and IoT can contribute to the development of
secure, decentralized and intelligent service ecosystems [31].
Blockchain and AI models can be used in the healthcare in-
dustry to enable healthcare IoT systems, interoperability and
data sharing security, disease prediction, and energy-efficient
options [32, 59, 60]. Beyond these sustainability benefits,
edge, fog, and cloud computing can also improve healthcare
services, by decreasing the latency and energy use in time-
constrained use cases [33]. Moreover, generative Al, natural
language processing and IoT can be used to offer personalised

recommendations, multilingual communication, accessibility
and sustainable smart destination management in the tourism
sector [34]. The conceptual approach of this work is that
IoT and BDA should not be considered as stand-alone tech-
nologies. With the appropriate infrastructure, governance,
skills and ethical safeguards, they can be integrated to form a
comprehensive digital capability that can then improve sus-
tainability in tertiary industries.

3. METHODOLOGY

A systematic literature review was conducted with biblio-
metric analysis, science mapping and qualitative synthesis.
The design was appropriate because research on IoT, big data
analytics and sustainability in tertiary industries is dispersed
across service sectors, technologies and sustainability out-
comes [35, 36, 37]. Bibliometric analysis mapped publication
patterns and intellectual structures, while qualitative synthe-
sis interpreted applications, mechanisms, outcomes, drivers,
barriers and future research directions [38, 39]. The review
followed PRISMA-related steps: identification, screening,
eligibility and inclusion [40].

3.1 Identification of the data

The data were collected from Scopus and Web of Science due
to their ability to deliver structured bibliographic information,
which is essential for interdisciplinary technology and sustain-
ability research [41, 42]. The search strategy was structured
into four keyword groups, each corresponding to the research
questions: tertiary or service industries, sustainability, 10T,
and Big Data Analytics. The service-sector terms covered
healthcare, education, higher education, finance, hospitality,
tourism, transport, logistics, IT services and telecommuni-
cation services. Sustainability terms included sustainable
development, environmental, social and economic sustainabil-
ity, energy efficiency, resource efficiency, carbon emissions,
circular economy, ESG and SDGs. The technology and ana-
Iytics terms included IoT, Internet of Things, smart sensors,
big data, data analytics, business intelligence, data mining,
machine learning, artificial intelligence and data science.

In Scopus, the search was applied to title, abstract and key-
words and produced 1,818 records. Web of Science topic
searches produced 151 records, giving an initial pool of
1,969 records. The search was then refined by applying
the four keyword blocks, the 2015-28 February 2025 date
limit, English-language preference and document-type crite-
ria. Broad records that matched isolated keywords but did not
combine service-sector, sustainability and IoT/BDA concepts
were removed before screening. This refinement removed
1,418 records and produced the 551-record dataset used for
bibliometric and metadata analysis [1, 4, 8].

3.2 Screening initial data

The 551 records were then screened by title, abstract, key-
words and publication details. Records were retained when
they addressed sustainability together with IoT, BDA, Al, ma-
chine learning, business intelligence or data-driven decision-
making in a tertiary or service-sector context. Records were
excluded when the link among the service sector, the technol-
ogy and sustainability was absent or only incidental, because
broad interdisciplinary searches can retrieve papers that share
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Records identified from databases
Scopus (n = 1,818); Web of Science (n = 151)
Total = 1,969

Records screened (n = 551)

Reports sought for retrieval (n = 146)

Reports assessed for eligibility (n = 144)

Studies included in review (n = 136)

I |

Records removed before screening
Non-relevant broad results removed = 1,418
Total removed = 1,418

Records excluded at title/abstract screening (n = 405)

Reports not retrieved (n = 2)

Reports excluded (n = 8): outside tertiary-sector scope (n = 3); no
clear [oT/BDA focus (n = 3); weak sustainability relevance (n = 2)

Figure 1. PRISMA 2020 Flow Diagram for Study Selection (2015-28 February 2025)

Table 1. Search strategy and keyword blocks used for source identification

Database Search field

Concept

Search terms used

Limits and search outcome

2 <

service industr*”, Combined with the other three blocks using

“service sector*”, banking or financial services, health-
care or health care services, education or higher educa-
tion, retail, hospitality, tourism, transportation, logistics,
software or IT services, telecommunication or communi-
sustainab*, “sustainable development”, “sustainable per-
formance”, environmental, social or economic sustain-
ability, “green innovation”, “green computing”, “‘energy
efficien®”, “resource efficien*”, “carbon emission*”, “car-
bon footprint”, “circular economy”, ESG, SDG*

IoT, “Internet of Things”, “Web of Things”, “smart sen-
“big data”, “big data analy*”, “data analytics”, “business
analytics”, “business intelligence”, “data mining”, “ma-

chine learning”, “artificial intelligence”, “data science”
Same service-domain terms as Scopus, translated into TS

5
s

Same sustainability terms as Scopus, translated into TS

IoT, “Internet of Things”, “Web of Things”, “smart sen-

Scopus TITLE-ABS-KEY Tertiary-industry service do- “tertiary industr*”, “tertiary sector”,
mains
cations services
Scopus TITLE-ABS-KEY Sustainability
Scopus TITLE-ABS-KEY IoT and sensing
sor*”, “sensor network*”
Scopus TITLE-ABS-KEY Big Data Analytics and Al
Web of Science Topic search (TS) Tertiary-industry service do-
mains syntax.
Web of Science Topic search (TS) Sustainability
syntax.
‘Web of Science Topic search (TS) IoT and sensing
sor’*”, “sensor network*”’.
Web of Science Topic search (TS) Big Data Analytics and Al

“big data”, “big data analy*”, “data analytics”, “business
analytics”, “business intelligence”, “data mining”, “ma-
chine learning”, “artificial intelligence”, “data science”.

AND. Refined search produced 551 records;
final English-language article set reported
in the search log: n = 136.

Publication coverage was restricted to
records dated from 2015 through 28 Febru-
ary 2025.

Document type and language filters were
applied after the refined search.

The final search logic required all four
blocks to be present.

Web of Science search log recorded 151
records.

Publication coverage was restricted to
records dated from 2015 through 28 Febru-
ary 2025.

The Web of Science syntax followed the
same four-block AND structure.

Records were screened with the Scopus re-
sults during eligibility assessment.

keywords but not the review problem [43]. For the retrieval
phase, 405 records were excluded and 146 reports remained
because the excluded records did not focus on sustainability,
did not have a clear IoT or analytics component, or were
not in the service industries. A total of 144 reports were
evaluated for eligibility, with two full texts that could not be
retrieved. These 551 records were kept separately for bib-
liometric mapping as they contained sufficient metadata to
analyse the subject areas, keywords, countries, authors and
authors’ keyword structures of publications and the growth

of publications [38].

3.3 Determining eligibility

The eligibility step selected studies for qualitative synthesis
from 144 retrieved papers. Each was evaluated in terms of
the three research questions. Studies were considered if they
focused on the IoT and BDA/related analytical techniques
in the context of sustainability in tertiary sectors. Eligible
contexts included healthcare, education, tourism, hospitality,
finance, transport, logistics, smart cities and digital service
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Annual Scientific Production

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Year

Figure 2. Annual publication trend (2025 data through 28 February)

systems. Papers were also required to cover applications,
integrated [oT-BDA mechanisms, environmental, economic,
or social outcomes, implementation drivers, barriers, risks, or
future directions for research. The assessment used structured
review judgement and critical-appraisal principles [44, 45].
Sector-specific papers were not discounted because the review
was conducted to provide a comparison of evidence from
the broader tertiary sector. At eligibility, 8 reports were
excluded: three were not in the scope of the tertiary sector,
three did not have a clear focus on IoT/BDA, and two had low
sustainability relevance. This resulted in the final qualitative
synthesis sample of 136 studies.

3.4 Data Inclusion and Analysis Procedures

Two related datasets were thus used for the final review:
551 records for bibliometric and metadata analysis and 136
studies for qualitative synthesis. This two-stage structure
preserved breadth for field mapping and depth for interpre-
tation [36]. The bibliometric analysis was performed us-
ing Bibliometrix and Biblioshiny, an open-source R pack-
age [38]supported by Excel for cleaning and tabulation and
Python in Google Colab for visualisation. The analysis cov-
ered year, source, author, cited papers, country, institution,
keywords, subject area and document type. VOSviewer and
Biblioshiny were used for keyword co-occurrence, coun-
try collaboration, co-citation or bibliographic coupling, the-
matic mapping and three-field relationships. The 136 studies
were then synthesized around conceptual development, ap-
plications, integrated mechanisms, sustainability outcomes,
drivers, barriers and risks.

4. BIBLIOMETRIC AND METADATA ANALYSIS

4.1 Metadata analysis
4.1.1 Annual publication trend

The dataset of 551 studies clearly depicts an increase in the
number of publications related to 10T, Big Data Analytics
(BDA) and sustainability in the tertiary industries during the
last decade. The number of articles in this field has been
growing since 2016, with a significant increase after 2019
and reaching 101 in 2024; the 2025 value of 196 includes
only records available up to 28 February 2025 (Figure 2) and
should be interpreted as partial-year indexing rather than a
complete annual total. This evolution aligns with the growing
interest in smart healthcare solutions, Industry 4.0 frame-
works, and smart city applications, evident in the research
activity across the globe to integrate digital technologies for

Table 2. Most relevant sources

Lecture Notes in Networks and Systems 51
Sustainability Switzerland 21
Smart Innovation Systems and Technologies 11
IEEE Access 7

Lecture Notes in Electrical Engineering 7
Advances in Intelligent Systems and Computing 6
Communications in Computer and Information Science 6
AIP Conference Proceedings 4
Applied Sciences Switzerland 3
Proceedings of the LACCEI International Multi Conference 3
for Engineering Education and Technology

Studies in Computational Intelligence 3

environmental, economic, and social sustainability [9, 46].
The observed growth also aligns with the development of
policy and industry initiatives, including smart-city frame-
works and healthcare and education digital-transformation
strategies.

4.1.2 Most productive journals

As shown in Table 2, there is moderate concentration in tech-
nology oriented and conference-based outlets. Lecture Notes
in Networks and Systems is the leading source with the largest
number of documents (51), about 9.3% of the 551-record cor-
pus. Sustainability Switzerland follows with 21 documents,
or 3.8%, while Smart Innovation Systems and Technologies
contribute 11 documents, or 2.0%. IEEE Access and Lecture
Notes in Electrical Engineering each provide 7 papers. This
is a continuation of the strong influence of computer science,
engineering and applied technology venues. The visibility
of Sustainability Switzerland, however, also shows that the
subject is slowly shifting from technical implementation to
service transformation towards sustainability.

4.1.3 Most productive authors

The data in Table 3 indicate a diffuse authorship pattern.
Bento, Sharma and Talukder had written 5 papers each while
Singh had written 4 papers. In contrast the number of docu-
ments contributed by top 10 authors in Scopus is 34 (repre-
senting about 6.2% of the total documents) and 36 in Web of
Science. This is a relatively small percentage, meaning that
there are not a few authors dominating the field. Rather, it
is distributed among numerous researchers in various fields
such as healthcare, logistics, education, tourism, and smart
cities. Such a diversity confirms the interdisciplinary char-
acter of the sector, and at the same time, it is a sign that
the theory building processes of tertiary industries are still
scattered.

4.1.4 Most cited Papers
Note: CPY = citations per year.

Table 4 indicates that the influence of citations is more concen-
trated than that of authors. The top 3 papers were cited 1,568
times, accounting for 47.5% of the citations in the top 10 pa-
pers, which were cited a total of 3,303 times. The most recent
influence of Al and education for sustainable development is
led by Abulibdeh et al. [8] with 541 citations and the highest
citation-per-year value (180.3). Ghazal et al. [48] comes next
with 521 citations, which reinforces the idea that IoT and
machine learning are at the heart of smart healthcare. Singh
et al. [6] has 506 citations, indicating the significance of
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Table 3. Top ten authors appeared in Scopus and Web of Science.

Rank Scopus No. of Papers Web of Science No. of Papers
1 Bento, A.C. 5 BENTO, ANTONIO CARLOS 5
2 Sharma, A.K. 5 SHARMA, ARVIND K. 5
3 Talukder, M.B. 5 TALUKDER, MOHAMMAD BADRUDDOZA 5
4 Singh, Y. 4 SINGH, YASHWANT 4
5 Jain, V. 3 JAIN, VISHAL 3
6 Mitra, A. 3 KISHOR KUMAR REDDY, C. 3
7 Tyagi, PK. 3 MITRA, ARC HAN 3
8 Afchar, M.N. 2 SINGH, PRABH DEEP 3
9 Ali, F1. 2 TYAGI, PANKAJ KUMAR 3
10 Ali, T.E. 2 AFCHAR, MOHAMMAD NURUL 2
Table 4. Top ten cited papers.
Rank Authors Title Cites Year CPY
1 Abulibdeh, A.; Zaidan, E.; Abulibdeh, Navigating the confluence of artificial intelligence and education for sustainable 541 2024 180.3
R. development in the era of industry 4.0: Challenges, opportunities, and ethical
dimensions
2 Ghazal, T.M.; Hasan, M.K.; Al- IoT for Smart Cities: Machine Learning Approaches in Smart Healthcare-A Review 521 2021 86.8
shurideh, M.T.; Alzoubi, H.M.; Ahmad,
M.; Akbar, S.S.; Al Kurdi, B.; Akour,
LA.
3 Singh, S.; Sharma, P.K.; Yoon, B.; Sho- Convergence of blockchain and artificial intelligence in IoT network for the sus- 506 2020 72.3
jafar, M.; Cho, G.H.; Ra, I.-H. tainable smart city
4 Tijan, E.; Aksentijevi¢, S.; Ivani¢, K.; Blockchain technology implementation in logistics 399 2019 49.9
Jardas, M.
5 Akpan, 1J.; Udoh, E.A.P.; Adebisi, B. Small business awareness and adoption of state-of-the-art technologies in emerging 302 2022 60.4
and developing markets, and lessons from the COVID-19 pandemic
6 Mbunge, E.; Muchemwa, B.; Jiyane, Sensors and healthcare 5.0: transformative shift in virtual care through emerging 298 2021 49.7
S.; Batani, J. digital health technologies
7 Soni, G.; Kumar, S.; Mahto, R.V.; A decision-making framework for Industry 4.0 technology implementation: The 257 2022 51.4
Mangla, S.K.; Mittal, M.L.; Lim, WM. case of FinTech and sustainable supply chain finance for SMEs
8 Kumar, M.; Kumar, A.; Verma, S.; Healthcare Internet of Things (H-IoT): Current Trends, Future Prospects, Applica- 176 2023 44.0
Bhattacharya, P.; Ghimire, D.; Kim, S.- tions, Challenges, and Security Issues
h.; Hosen, A.S.M.S.
9 Alharbi, H.A.; Aldossary, M. Energy-Efficient Edge-Fog-Cloud Architecture for [oT-Based Smart Agriculture 166 2021 27.7
Environment
10 Taimoor, N.; Rehman, S. Reliable and Resilient Al and IoT-Based Personalised Healthcare Services: A 137 2022 274
Survey

Table 5. Top 10 contributing countries

Rank Country Number of documents Percentage
1 India 180 32.2%
2 China 51 9.1%
3 United States 37 6.6%
4 Saudi Arabia 29 5.2%
5 Malaysia 28 5.0%
6 United King- 23 4.1%
dom

7 Pakistan 17 3.0%
8 Ttaly 15 2.7%
9 Australia 15 2.7%
10 Turkey 14 2.5%

blockchain-AlI-IoT convergence for sustainable smart cities.
Other highly cited works expand the knowledge base to lo-
gistics, Healthcare 5.0, FinTech and sustainable supply chain
finance [1, 47]. In general, the citation pattern reveals that the
key intellectual foci of the field are smart healthcare, smart
cities, education and digitally enabled supply chains.

4.1.5 Country contribution

The trend indicates that the Asian and emerging digital
economies are having a strong influence on the field. This is
also consistent with the institutional trend in Table 6, where
several Indian universities appear among the top affiliations.
Meanwhile, research in the selected articles from Oman, Thai-
land, Korea, Serbia, Romania and the UAE reveals a growing
geographical diversity of applications.

Figure 3. Country contribution mapping

4.1.6 Institutional contribution

Table 6 indicates that institutional contribution is less focused
than country contribution. Lovely Professional University
and Chandigarh University each provided ten documents, and
Tecnoldgico de Monterrey and Shoolini University each pro-
vided seven documents. King Saud University, Universiti
Malaya, Amity University and Chitkara University each con-
tributed six papers. The top institutions are mainly located in
India, Malaysia, Saudi Arabia and Mexico. This distribution
is confirmation of the fact that the field is not only dominated
by high income Western institutions. Rather, universities
in emerging and middle-income economies are significantly
contributing to shaping the [oT-BDA sustainability research.

4.1.7 Most frequent keywords

Figures 4 and 5 illustrate that the field is structured around
a few powerful digital concepts. The most common is the

=)
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Table 6. Top 10 Institutions by contribution

Table 7. Contribution by subject area

Rank Affiliation Documents Rank Subject area Number of documents  Percentage
1 Lovely Professional University 10 1 Computer Science 358 28.9%
2 Chandigarh University 10 2 Engineering 252 20.3%
3 Tecnoldgico de Monterrey 7 3 Business, Manage- 128 10.3%
4 Shoolini University 7 ment and Accounting
5 King Saud University 6 4 Social Sciences 109 8.8%
6 Universiti Malaya 6 S Energy 81 6.5%
7 Amity University 6 6 Decision Sciences 79 6.4%
8 Chitkara University, Punjab 6 7 Economics, Econo- 74 6.0%
9 Universiti Kebangsaan Malaysia 5 metrics and Finance
10 JAIN Deemed-to-be University 5 8 Environmental = Sci- 61 4.9%
ence
9 Mathematics 57 4.6%
10 Medicine 41 3.3%

predictive
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higher educationlgarning SYStems eqqe
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Figure 4. Most frequent keywords

keyword Internet of Things, which has 189 occurrences and
represents 10% of the keyword map. Artificial intelligence
appears 154 times, or 8%, while sustainable development
appears 98 times, or 5%. The terms big data are mentioned
86 times, health care 63 times, and IoT 63 times. Machine
learning is mentioned 60 times and blockchain is mentioned
54 times.

These values indicate that the focus of the field is IoT-AI-BDA
integration. However, literature also indicates the presence of
health care, energy efficiency, green computing, smart city,
data privacy, and cloud computing, which indicates that the
focus is not only on adoption but also an indicator of resource
efficiency, quality of service, security, and sustainability re-
sults.

4.1.8 Contribution by subject area

Table 7 shows that the subject-area distribution is dominated
by technical disciplines. The percentages are 28.9% for Com-
puter Science and 20.3% for Engineering. The two areas
combine to account for nearly 50% of the subject distribution
mapped. Business, Management and Accounting make up
10.3%, Social Sciences 8.8%, Energy 6.5%, Decision Sci-
ences 6.4%, Economics, Econometrics and Finance 6.0%.
Environmental Science and Medicine are at lower levels, at
4.9% and 3.3%. This distribution is significant as it illustrates
strength and weakness. The technical base is good, but the
social sciences, environmental science and medicine are com-
paratively less well represented, indicating that sustainability
outcomes, adoption behaviour and impacts in specific sectors
require further study.

4.2 Science mapping and network analysis

4.2.1 Keyword co-occurrence network

Figure 6 indicates that the keyword structure is focused on
Internet of Things, artificial intelligence, machine learning,
and sustainability. This indicates that IoT is not solely being

viewed as a separate infrastructure and more as part of a
sustainability agenda driven by analytics. The cluster of
healthcare is highly noticeable in confirming that the field of
digital health is the most developed tertiary-sector application
through healthcare, diagnosis, and telemedicine, as well as
the Internet of Medical Things and wearables [4, 48]. Another
cluster relates energy efficiency to fog computing and edge
computing, telecommunication services, thereby relating the
review to low power digital infrastructure and sustainable
energy issues [7, 49]. Tourism, finance, logistics and smart
campus seem to be situated more towards the periphery, with
somewhat more distributed and slightly less-central service-
sector.

4.2.2 Country collaboration network

Figure 7 indicates that India is the main collaboration hub,
with strong links to China, Malaysia, Saudi Arabia, the United
States and the United Kingdom. In recent years, new con-
nections have been established to the United Arab Emirates,
Indonesia, Iraq, Bangladesh and Pakistan, where the policy
focus is on smart healthcare, logistics and digital public ser-
vices, and [oT-BDA sustainability research is growing in these
areas; the distribution of density across the network however
indicates that knowledge production is still geographically
focused. This matters because sustainability outcomes are
dependent on local infrastructure, regulation, skills and orga-
nizational readiness [29, 34].

4.2.3 Co-citation or bibliographic coupling network

Figure 8 demonstrates that there is no one preeminent school,
but rather a chain of several interconnected groups of authors
that form the foundation of the intellectual movement. There
is a dense red cluster related to 10T, machine learning and
healthcare. The green cluster relates to sustainability, smart
city, logistics and adoption of technologies. The smaller blue
group acts as a liaison between digital transformation and
applied analytics. This helps to confirm the argument that
the field has evolved along parallel sectoral streams. The
technical maturity of healthcare, as well as the maturation
of shared foundations in logistics, tourism, education and
circular systems were highlighted [1, 2, 12].

4.2.4 Three-field plot

Figure 9 is the relationship between cited references, authors
and merged keywords. Rogers’ diffusion of innovations [50]
is presented as a seminal reference, and that adoption and
diffusion continue to be theoretical issues. On the author
side, Sharma, Bento, Singh and Talukder are dominating,
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Figure 6. Keyword co-occurrence network

and on the keyword side, the dominating keywords are inter-
net of things, artificial intelligence, machine learning, health
care, data analytics, energy efficiency, blockchain and sustain-
ability. This validates the link between technology adoption,
analytics capability and sustainability outcomes, while a more
explicit tertiary-industry framework is needed to fully capture
this phenomenon.

5. DISCUSSION AND SYNTHESIS

5.1 Conceptual development

The discussion shows a clear but uneven shift from
technology-specific studies to integrated digital sustainability
systems. First, IoT and BDA are often now described as
complementary capabilities: 10T is used to collect service
data, while analytics, Al, cloud-edge systems and blockchain
provide monitoring, prediction, optimization and governance
support [4, 6, 25]. This answers the first research question,
that the field is oriented towards smart healthcare, smart cities,
towards logistics and digitally enabled service transformation
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and not towards one disciplinary tradition.
The key difference lies in the fact that things are claimed at a

higher level than they would be when evidence is provided
in many service industries. The most advanced architec-

Figure 8. Co-citation or bibliographic coupling network

tures come from the healthcare sector and from smart-city
studies, while in the tourism, hospital and education sectors,
researchers are shifting from smart tools towards smart ser-
vice ecosystems involving users, institutions and stakeholders




Journal of Intelligent Systems and Internet of Things (JISIoT)

Vol. 19, No. 01 - 2027

[2, 8, 34]. However, many papers still explain what digital
systems could enable rather than measuring long-term sus-
tainability effects in organizations or communities. Therefore,
the conceptual contribution of this review is to treat [ocT-BDA
sustainability as a layered socio-technical capability rather
than as a technology adoption issue. Future research should
test these layers in sector-specific settings and examine which
combinations of sensing, analytics, governance and readiness
generate measurable environmental, economic and social
value [9, 29].

5.2 Sectoral applications in tertiary industries

Evidence is not consistent across sectors. Healthcare is the
most mature domain because studies link IoT sensors, wear-
ables and analytics with patient monitoring, routing, sleep
monitoring, chronic disease support, prediction and decision
support [23, 24, 48, 51]. Some healthcare studies measure
technical performance, such as energy-aware routing or de-
tection accuracy, but fewer show sustained clinical, organi-
zational or social sustainability impacts [4, 25]. In tourism
and hospitality, the evidence is more mixed and often more
expectation-based. Studies describe how big data, IoT, Al and
smart platforms can improve visitor experience, destination
management, accessibility and resource use [2, 34, 52]. Most
of these outcomes are conceptual, survey-based or model-
based, and more longitudinal evidence is required to investi-
gate whether smart tourism can lead to a reduction in ecolog-
ical pressure, and to increased inclusion and competitiveness.

Education is not so prominent in the corpus but it is an impor-
tant aspect for social sustainability. Existing studies connect
AL IoT, blockchain and digital platforms to transversal skills,
ethical awareness, digital readiness and institutional transfor-
mation [8, 53]. The gap is the limited evidence on measured
learning inclusion, long-term skills development and insti-
tutional sustainability. Moreover, the dominant themes in
logistics, transport, finance and smart-city services are visibil-
ity, prediction, optimization and efficiency. Although some
studies report or model improvements in travel time, energy
metrics, supply-chain efficiency and cost reduction, the re-
alized effect is dependent on organizational readiness, data
integration and governance capacity [1, 3, 29]. Future re-
search should be based on common sustainability indicators
for comparison between sectors.

5.3 Integrated loT-BDA mechanisms and enabling architec-
tures

The second main finding is that sustainability depends less on
the presence of [oT devices than on the conversion of data into
accountable decisions. The common mechanism in all the
studies reviewed is sensing, data transmission, cloud-edge-
fog processing, analytics, secure governance and decision
support [30, 54]. This mechanism offers an understanding
of how value can be generated by [oT-BDA systems, but
it does not itself prove sustainability impact. However, the
mechanism is best exemplified in the healthcare industry. The
use of sensors for monitoring, cloud analytics, Al diagnosis,
secure transmission and alerts can enhance reliability, security
and energy efficiency and reduce latency [55, 56, 57]. Most
of these are technical or system-performance outcomes and
need further empirical verification to translate into lower cost,
better access and sustainable healthcare [4, 57].

The difference between measured and expected value is also
shown for privacy preserving and low power architectures.
Federated learning, blockchain and energy-aware clustering
can help to reduce the communication load, improve access
control and auditability [58, 59, 60, 61, 62]. However, their
broader sustainability contribution remains conditional on
implementation cost, regulatory fit and user trust. In addition
to healthcare, the same sensing-and-analytics mechanism is
used in smart tourism and logistics, where connected data
can support service monitoring, traceability and decision sup-
port [2, 3, 34, 63]. Future research should therefore separate
technical accuracy, operational efficiency and verified sustain-
ability outcomes.

5.4 Sustainability outcomes: environmental, economic and
social value

The third key finding is that the sustainability outcomes vary
between the types of evidence. Measured outcomes are sup-
ported by empirical, experimental, quasi-experimental or per-
formance data, such as energy use, carbon-emission intensity,
material-recognition accuracy, travel-time improvement or
system latency. Other outcomes are expected or conceptual
and are based on frameworks, simulations, models or percep-
tions. This is important given that many of the publications
are about potential value, not proven sustainability impact.
Measured environmental evidence appears in selected studies.
Duhirwe et al. [7] present a measurable environmental re-
sult in terms of ventilation-energy savings while maintaining
acceptable indoor CO2 levels. In contrast, studies on smart-
mobility and ice-snow-tourism tend to offer conceptual or
model-based expectations of the environment [3, 20, 64].

Economic outcomes are also uneven. Industry 4.0, Al, BI
and predictive analytics are connected to efficiency, competi-
tiveness and cost reduction in supply-chain finance, studies
in hotel management and logistics [1, 2, 29]. These findings
are more robust if derived from organizational data, but less
so if derived from only perceptions or proposed frameworks.
Future studies should include base costs and changes and
sector-specific productivity measures after implementation.
The majority of the reporting about social sustainability is
through access, safety, inclusion, digital learning, and service
quality and user experience. Healthcare studies relate IoT and
analytics to remote monitoring and early warning and person-
alized care, and education and tourism studies to digital skills,
accessibility and inclusive service design [4, 8, 25, 34, 51].
However, many of these are expected outcomes. Over time,
more nuanced evidence is needed regarding health equity,
learning outcomes and accessibility use and service quality.

5.5 Drivers, barriers, risks and governance conditions

The fourth key finding is that governance and readiness make
the difference between digital capability and sustainability
value. Implementation relies on infrastructure, skills, leader-
ship, data governance, acceptance and policy support [1, 29].
This explains why technically feasible systems may fail to
produce measurable sustainability gains when organizations
lack data quality, staff capability or decision routines [4, 29].
Digital readiness is thus a driver and research gap. Previous
studies in supply chain show that the performance of ana-
lytics is influenced by the capacity of the organization, data
quality and data integration [1, 29]. Future research should
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include an analysis of the extent of adoption maturity as a me-
diator between technology investment and the sustainability
outcomes measured.

In healthcare and other critical sectors, barriers to interoper-
ability, cyber security and privacy continue to be key obsta-
cles. Access control can be improved by means of blockchain,
federated learning and intrusion-detection approaches, which
also improve auditability and decentralized data handling
[58, 59, 61, 65]. Their sustainability value should not be as-
sumed based on technical security but should be assessed in
conjunction with energy demand, cost, regulatory compliance,
and user trust. Human acceptance is another gap. Hospitality
service robots, educational Al and smart tourism platforms
can improve service efficiency and accessibility, but their ben-
efits depend on employee trust, self-efficacy, fairness, ethical
oversight and inclusive design [2, 8, 34]. Future studies are
needed to relate user acceptance to the service performance
and social sustainability indicators. Energy awareness should
also be considered a governance condition. Battery saving,
latency, processing requirements and security are all technical
options that must be considered in real-time healthcare 10T;
they are also sustainability constraints [57, 61]. Without these
safeguards, IoT and BDA may increase complexity, cost and
vulnerability rather than sustainable value.

5.6 Sustainability Outcomes and Service Performance

Figure 11 integrates the focused discussion into a layered
framework. The framework is a roadmap from service pres-
sures to sustainability outcomes and not evidence that technol-
ogy is a path to sustainability. The policy pressure, resources,
leadership, organizational preparedness and digital skills are
included at the beginning as these factors influence whether
tertiary-sector organizations transform from simple digitiza-
tion to data-intensive transformation [1, 29].

The evidence distinction is also clarified in the framework.
Prediction, optimization, personalization, anomaly detection
and risk insights are intermediate capabilities that can be
derived from IoT data capture and BDA-AI intelligence, but
are not final sustainability capabilities [2, 4, 9, 25]. Only
claim sustainability where such capabilities are connected to
measurable environmental, economic or social indicators.

The final layer therefore separates verified and expected value.
Verified value is the value that is found to be correct with
the help of experiments, e.g. reported energy savings or
monitored transport performance [7, 20]. Expected value
incorporates modeled, simulated or perception-based claims
that need to be validated. The feedback loop shows a research
trajectory for the future: learning from the performance of
IoT-BDA systems and updating analytics models, governance
rules, cybersecurity practices and interoperability standards to
make [oT-BDA systems adaptive, accountable and evidence-
based.

6. CONCLUSIONS, LIMITATIONS AND FUTURE RE-
SEARCH AGENDA

6.1 Conclusions

In this review, the influence of IoT and BDA on the sustain-
ability of tertiary industries was examined through a system-
atic literature review (SLR) and bibliometric analysis. The

results reveal the shift from individual studies on technol-
ogy to integrated digital sustainability systems in the field.
Earlier studies often treated IoT as the sensing and connectiv-
ity layer and BDA as a separate analytical capability, while
more recent work presents IoT, Al, analytics, blockchain,
cloud-edge architectures and organizational readiness as in-
terconnected elements of service transformation [6, 48]. This
change reflects the focus of the study, which was to gain an
understanding of the where and how of these technologies and
to understand how these technologies are mutually supporting
in the service-dominant sectors in relation to sustainability.

According to bibliometric and synthesis results, the most vis-
ible knowledge areas are healthcare, smart cities, tourism,
logistics and transport and supply chains. The healthcare
industry is the most advanced, especially regarding remote
monitoring, predictive diagnosis, patient security, privacy
and personalized care [48]. Smart destinations, service au-
tomation, visitor experience and resource management are
becoming more important in the field of tourism and hospi-
tality studies. Logistics and supply-chains are more about
predictive analytics and cost reduction, competitiveness and
resilience. Research on education is underrepresented, al-
though it is a vital point of contact for digital sustainability
and skills, ethics, institutional readiness and long-term learn-
ing capacity.

The review further illustrates sustainability outcomes can
be thought of as environmental, economic and social value.
Environmental effects comprise energy saving, emissions re-
duction, ecological monitoring and waste recovery. Economic
impacts include efficiency, cost reduction, competitiveness
and resilience. Social outcomes include access to healthcare,
safety, inclusion, quality and user experience of digital learn-
ing and services. There is a mix of evidence strength. Some
studies report measured energy or system-performance out-
comes [7, 20]whereas others rely on simulations, conceptual
frameworks, or perception-based surveys. Prior research on
Industry 4.0 and BDA in supply chains indicates that digital
tools can support performance, but organizational readiness
and data capabilities remain necessary to translate investment
into tangible results [1, 29].

6.2 Limitations

This study has a number of limitations. Firstly, the review is
dependent on the databases selected, search terms selected
and inclusion criteria adopted and may not capture some
relevant studies that use different search terms. Secondly,
the literature is different in tertiary sectors; the research on
healthcare and smart city are more advanced than in education
or some professional service sectors and finance. Third, there
is a methodologically mixed evidence base. Technical and
simulation studies can help to identify mechanisms, but do
not necessarily show sustainability impact in practice. Fourth,
the Al IoT, blockchain, federated learning and cybersecurity
technologies are progressing so rapidly that some results may
need to be updated regularly.

6.3 Future research agenda

Future studies should not only be technically possible, but
also be aimed at quantifiable sustainability effects throughout
the course of time. Longitudinal and comparative studies will
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Figure 11. Conceptual framework for sustainability through IoT and Big Data Analytics in tertiary industries
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be needed to confirm whether or not [oT-BDA systems lead
to sustainable energy savings, as well as to a reduction in
emissions, waste, cost, and/or inequality in various service
sectors. Additionally, more research is needed on governance
issues, including privacy, cybersecurity, interoperability, data
quality, algorithmic accountability and the ethical application
of Al Future studies on digital skills and learning inclusion
and sustainable institutional transformation are needed in the
field of higher education research. In the field of energy and
sustainability research, the research areas of future studies
should focus on energy-aware architectures, circular econ-
omy applications, emissions monitoring and solid technology
assessment. In general, IoT and BDA need to be understood
as socio-technical systems that can only be sustainable when
integrated, governed, and placed in a sectoral context.
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