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ABSTRACT

This article is part of an exhaustive study that aspired to determine the relationship between cybercrime and digital
competence in sixth-cycle undergraduate students at a public university in Lima. The hypothesis was a sincere
relationship between the two variables. The methodology applied is a quantitative, basic, correlational approach with
a non-experimental cross-sectional design. The results reflected a medium positive correlation between cybercrime
and digital competence, with a Kendall’s Tau-b coefficient of 0.585 and a significance level of 0.000 (p < 0.05). In
conclusion, it was evident that greater digital competence is associated with greater exposure to cybercrime risks,
suggesting the need to implement educational strategies aimed at strengthening digital security in the university
environment.
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1. INTRODUCTION

In Peru, cybercrime has experienced alarming growth, high-
lighting the increasing vulnerability of users to digital threats
[1]. University students are particularly exposed to risks such
as phishing, identity theft, online fraud, malware attacks, and
privacy breaches on social media platforms. These threats are
intensified in a context where rapid digitalization has not been
accompanied by a proportional development of cybersecurity
awareness and protective practices.

At the same time, studies on digital skills among Peruvian
university students reveal worryingly low levels. Cerron et
al. [2] found that only 37.92% of social science students
achieved an adequate level of digital skills, especially in areas
such as security and problem-solving. This gap is especially
critical in fields such as Communication Sciences, where the
use of digital platforms is inherent to professional training.
Digital competence should not be understood solely as the
ability to use technological tools, but also as the capacity to

identify risks, protect personal data, and engage in safe online
behavior.

This research stems from a master’s thesis whose main ob-
jective was to determine the relationship between cybercrime
and digital competence among sixth-semester undergraduate
students in the Faculty of Social Sciences at a public uni-
versity in Lima in 2024. The general hypothesis proposes
a significant relationship between these two variables. The
concern underlying this study arises from the excessive trust
often exhibited by digital natives, who frequently lack a solid
culture of digital security. As a result, they are more vulner-
able to identity theft, intellectual property violations, online
harassment, cyber fraud, and unauthorized access to digital
systems. Despite advances in digital security tools, cyber-
criminals continue to exploit users’ weaknesses, adapting
their strategies to technological progress [3].

Therefore, this study seeks to contribute to the understanding
of how digital competence is associated with exposure to
cybercrime risks in the university context. By identifying this
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relationship, the research aims to provide evidence to sup-
port the development of more effective cybersecurity training
strategies tailored to the current digital environment in Peru.

2. RELATED WORK

Soylu et al. [4] identified the level of knowledge about cy-
bercrime among undergraduate and postgraduate students in
Kazakhstan. The results showed that participants’ knowledge
of cybercrime was moderate and required further improve-
ment. In Colombia, Peña [5] analysed cybercrimes related
to financial clients and highlighted the need to improve user
trust and strengthen digital transaction security.

Al Kurdi et al. [6] examined the effect of digital education
on cybersecurity competencies and found a statistically sig-
nificant relationship between digital education dimensions
and cybersecurity skills. Lopez et al. [7] showed that many
students were concerned about data protection but lacked the
knowledge required to recognize and prevent threats. Flores
et al. [8] assessed computer security and problem-solving
knowledge among Mexican university students, while Lopez
[9] analysed digital competencies and learning strategies dur-
ing the COVID-19 context.

In Peru, Chavarria [10] and Anicama [11] addressed cyber-
crime from legal and technological perspectives, identifying
identity theft and computer fraud as relevant threats. Nuñez et
al. [12] reported medium self-perceived digital competence
among Peruvian university students, and Huaman et al. [13]
studied digital competencies in post-pandemic environments.
Together, these studies show that digital skill development
does not automatically guarantee safe digital behavior.

The theoretical basis of the study draws on research method-
ology, general systems theory, and social learning theory
[14–19]. Recent work on digital and media competence [20],
regional digital competence policies [21], and cybersecurity
knowledge in Mexico, Colombia, and Peru [22] supports the
need to integrate technical competence with applied cyberse-
curity awareness.

3. METHOD AND RESULTS

3.1 Design of the Research

The methodology applied followed a quantitative approach,
as it focused on studying what undergraduate students re-
ported that they actually do, yielding numerical results that
were statistically verified. The research is basic in nature and
correlational in level, since it related, linked, and examined
the variables that measure the probable relationship between
them. The design is non-experimental and cross-sectional be-
cause no experiments were conducted; instead, the variables
were observed without manipulation.

For this study, the population consisted of 97 students aged
between 17 and 26 years enrolled in the sixth academic cycle
of the Communications program. The sample was selected
through proportional stratified probabilistic sampling to en-
sure adequate representation of relevant subgroups. Forty-
three students were selected, preserving proportional distri-
bution by gender and other program characteristics. The
questionnaire was evaluated by three experts in cybercrime
and digital competencies. After a pilot test and Cronbach’s

alpha calculation, the instrument was reduced from 28 to 24
questions, divided into 11 and 13 items.

Figure 1. Research Process Flowchart.

3.2 Evidence and Findings

This section presents the results obtained from the administra-
tion of questionnaires to the selected sample during the 2024-I
semester. The data were analysed using IBM SPSS Statistics
25 for frequency tables, contingency tables, bar charts, and
scatter plots. The procedures included database construction,
reliability testing, descriptive analysis by dimensions, infer-
ential analysis for each hypothesis, and preparation of tables
and figures.

3.2.1 Variable 1: Cybercrime

Table 1. Descriptive Statistics.

Table 2. Frequency Table of the Cybercrime Variable by Scale Levels.

The cybercrime variable shows that Never represents 30.2%,
Sometimes represents 53.5%, and Always represents 16.3%.

3.2.2 Security Dimension: Electronic Fraud

Table 3. Descriptive Statistics.
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Figure 2. Frequencies of the Cybercrime Variable by Scale Levels.
Table 4. Frequency Table of the Security Dimension (Electronic Fraud) by
Scale Levels.

Figure 3. Frequencies of the security dimension (electronic fraud) according
to scales.

For the security dimension associated with electronic fraud,
Never represents 46.5%, Sometimes represents 44.2%, and
Always represents 9.3%.

3.2.3 Technical Problem-Solving Dimension

Table 5. Descriptive Statistics.

Table 6. Frequency Table of the Technical Problem-Solving Dimension by
Scale Levels.

Figure 4. Frequencies of technical problem resolution according to scales.

The technical problem-solving dimension indicates that Never
represents 27.9%, Sometimes 53.5%, and Always 18.6%.

3.2.4 Information Dimension

Table 7. Descriptive Statistics.

The information dimension shows Never 27.9%, Sometimes
46.5%, and Always 25.6%.

Table 8. Frequency Table of the Information Dimension by Scale Levels.

Figure 5. Frequencies of the Information Dimension According to Scales.

3.2.5 Variable 2: Digital Competence

Table 9. Descriptive Statistics.

Table 10. Frequency Table of the Digital Competence Variable by Scale
Levels.

Figure 6. Frequencies of the Digital Competence Variable According to
Scales.

The digital competence variable shows 23.3% at the low level,
55.8% at the medium level, and 20.9% at the high level.

3.2.6 Security Dimension: Levels of Knowledge

Table 11. Descriptive Statistics.

Table 12. Frequency Table of the Security Dimension (Levels of Knowledge)
by Scale Levels.

The security knowledge dimension shows 25.6% at the low
level, 58.1% at the medium level, and 16.3% at the high level.

3.2.7 Problem-Solving Dimension: Levels of Knowledge

Table 13. Descriptive Statistics.
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Figure 7. Frequencies of the security dimension (levels of knowledge)
according to scales.

Table 14. Frequency Table of the Problem-Solving Dimension (Levels of
Knowledge) by Scale Levels.

Figure 8. Frequencies of the Problem-Solving Dimension (Levels of Knowl-
edge) by Scale.

For the problem-solving knowledge dimension, 27.9% are at
the low level, 51.2% at the medium level, and 20.9% at the
high level.

3.2.8 Information Dimension: Levels of Knowledge

Table 15. Descriptive Statistics.

Table 16. Frequency Table of the Information Dimension (Levels of Knowl-
edge) by Scale Levels.

Figure 9. Frequencies of the Information Dimension (Levels of Knowledge)
According to Scales.

The information knowledge dimension shows 14.0% at the
low level, 53.5% at the medium level, and 32.6% at the high
level.

3.3 Hypothesis Testing

Hypotheses were tested using Kendall’s Tau-b correlation,
a non-parametric statistic appropriate for ordinal variables.
The study examined the relationship between cybercrime and
digital competence and its dimensions.

Table 17. Summary of Hypothesis Testing Results.

Table 18. Interpretation of the Correlation Coefficient.

3.3.1 General Hypothesis

The general hypothesis states that there is a significant rela-
tionship between cybercrime and digital competence among
sixth-semester undergraduate students at a public university
in Lima, 2024. The significance value of 0.000 is lower than
Table 19. Contingency Table Corresponding to the General Hypothesis Test.

0.05; therefore, the null hypothesis is rejected and the alterna-
tive hypothesis is accepted. The Kendall’s Tau-b coefficient
of 0.585 indicates a moderate positive correlation.

Figure 10. Scatter Plot Corresponding to the General Hypothesis Test.

3.3.2 Derived Hypothesis 1

The first derived hypothesis examined the relationship be-
tween cybercrime and digital security competence. The sig-

Table 20. Contingency Table Corresponding to Derived Hypothesis 1.

nificance value of 0.220 is greater than 0.05; therefore, the
null hypothesis is accepted. The coefficient of 0.173 indicates
a very weak positive correlation without statistical signifi-
cance.
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Figure 11. Scatter Plot Corresponding to Derived Hypothesis 1.

3.3.3 Derived Hypothesis 2

The second derived hypothesis examined the relationship
between cybercrime and the problem-solving dimension of
digital competence. The significance value of 0.001 is lower
Table 21. Contingency Table Corresponding to the Derived Hypothesis 2
Test.

than 0.05; therefore, the null hypothesis is rejected and the
alternative hypothesis is accepted. The coefficient of 0.477
indicates a weak positive correlation.

Figure 12. Scatter plot corresponding to the derived hypothesis test 2.

3.3.4 Derived Hypothesis 3

The third derived hypothesis examined the relationship be-
tween cybercrime and the information dimension of digital
competence. The significance value of 0.041 is lower than
Table 22. Contingency Table Corresponding to the Derived Hypothesis 3
Test.

0.05; therefore, the null hypothesis is rejected and the alterna-
tive hypothesis is accepted. The coefficient of 0.285 indicates

a weak positive correlation.

Figure 13. Scatter plot corresponding to the derived hypothesis test 3.

4. INFORMATION MANAGEMENT AND CYBERSE-
CURITY MODEL

Based on the findings, a practical information management
and cybersecurity protocol is proposed for universities. The
model responds to the paradox that higher digital competence
may coexist with higher exposure to cybercrime because
students with stronger digital skills often spend more time
online and may develop overconfidence in their abilities.

The first component is risk awareness and behavioural train-
ing. Universities should implement continuous cybersecurity
education that addresses phishing, identity theft, privacy risks,
safe authentication, and responsible use of social media. The
second component is data protection and secure digital prac-
tices, including password management, multi-factor authen-
tication, secure storage of personal information, and critical
evaluation of digital content. The third component is insti-
tutional cybersecurity protocols and monitoring, including
reporting channels, preventive campaigns, incident response,
and coordination among academic and technical units.

5. DISCUSSION

The results confirm the general hypothesis and show a statis-
tically significant positive relationship between cybercrime
and digital competence. This finding should not be inter-
preted as evidence that digital competence directly causes
cybercrime risk. Rather, it suggests that students with higher
digital engagement may face more opportunities for exposure
and may underestimate risks because of overconfidence in
their technological ability.

The non-significant result for the security dimension suggests
that knowledge about security alone is insufficient to reduce
vulnerability. By contrast, the weak positive correlations
observed for problem solving and information dimensions
indicate that interaction with digital tools and information
environments may increase exposure if not accompanied by
risk awareness and responsible online behaviour.

These findings align with regional evidence showing that
Latin American students often show moderate digital com-
petence while remaining vulnerable to cybercrime. The ex-
pansion of digital access has not always been accompanied
by proportional development of cybersecurity competencies.
Therefore, universities should redesign digital education poli-
cies so that technological proficiency is integrated with pre-
vention, ethics, critical thinking, and practical cybersecurity
management.

The study has limitations. The data were collected through
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self-reported questionnaires, which may introduce response
bias. The sample was relatively small and limited to sixth-
semester students from a single public university in Lima.
The cross-sectional design does not allow causal relation-
ships to be established. Future research should use larger and
more diverse samples, comparative regional designs, longi-
tudinal approaches, and objective measures of cybersecurity
behaviour.

6. CONCLUSION

When addressing the general research objective, the results
showed a statistically significant relationship between cyber-
crime and digital competence, with a Kendall’s Tau-b coef-
ficient of 0.585 and a significance level of 0.000 (p < 0.05),
indicating a moderate positive correlation. This finding sug-
gests that higher levels of digital competence are associated
with greater exposure to cybercrime among university stu-
dents.

However, this relationship should be interpreted with caution.
The results do not necessarily imply that digital competence
directly causes higher risk; rather, they may reflect two com-
plementary factors. Students with higher digital competence
tend to spend more time in online environments, increasing
exposure to potential threats, while overconfidence in techno-
logical skills may lead them to underestimate risks and adopt
less cautious behaviours.

Overall, these findings reinforce the idea that digital compe-
tence must be understood as a multidimensional construct that
goes beyond technical skills, incorporating risk awareness,
critical thinking, and responsible online behavior. Universi-
ties should not only promote digital skills but also implement
structured training programs and institutional protocols aimed
at reducing risky behaviours and strengthening safe naviga-
tion of digital environments.
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