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Abstract 

The rapid proliferation of edge computing in smart cities has enhanced real-time data processing capabilities, but 

it has also exposed critical vulnerabilities to sophisticated cyber threats such as zero-day attacks. Traditional 

signature-based intrusion detection systems often fail to identify these previously unknown threats due to their 

lack of adaptive intelligence and interpretability. This research proposes an Explainable Artificial Intelligence 

(XAI)-driven zero-day attack detection framework tailored for edge devices deployed in smart city environments. 

The proposed system combines deep anomaly detection using a hybrid Convolutional Neural Network–Long 

Short-Term Memory (CNN–LSTM) model with SHAP (SHapley Additive exPlanations)-based interpretability to 

detect and explain anomalous behaviors in real-time network traffic. The model is trained on diverse datasets 

mimicking heterogeneous edge devices in smart infrastructures, ensuring robustness and scalability. Experimental 

results demonstrate high detection accuracy, low false-positive rates, and strong resilience against unseen attack 

patterns. Moreover, the integration of XAI components provides actionable insights to administrators, thereby 

enhancing trust, transparency, and decision-making in cybersecurity operations. This framework marks a 

significant step toward proactive and explainable security solutions for safeguarding smart urban ecosystems. 

Keywords: Explainable AI (XAI); Zero-Day Attack Detection; Edge Computing; Smart Cities; CNN-LSTM; 

SHAP; Anomaly Detection; Cybersecurity; Intrusion Detection System (IDS); Interpretable Deep Learning 

1. Introduction 

Smart cities are rapidly transforming urban landscapes by embedding intelligence into infrastructure through 

interconnected sensors, edge devices, and real-time data analytics. These cyber-physical systems support essential 

services such as traffic management, public safety, healthcare, and energy optimization [1]. The backbone of smart 

cities lies in edge computing, which enables localized data processing and reduces the latency associated with 

cloud-based infrastructures [2]. However, the decentralized and resource-constrained nature of edge devices also 

introduces significant cybersecurity challenges, particularly the threat of zero-day attacks—previously unknown 

vulnerabilities that can be exploited before security patches are deployed [3]. 

Traditional Intrusion Detection Systems (IDS), which primarily rely on signature-based detection, often fall short 

in identifying zero-day threats due to their inability to recognize new or evolving attack patterns [4]. As smart 

cities continue to scale, the attack surface expands, necessitating more intelligent and adaptable defense 

mechanisms. Machine learning and deep learning models have demonstrated promising results in anomaly 

detection by learning complex patterns in network traffic and identifying deviations that may indicate malicious 

behavior [5]. However, the black-box nature of most deep learning models raises concerns regarding transparency, 

trust, and accountability in critical decision-making systems [6]. 
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Explainable Artificial Intelligence (XAI) has emerged as a powerful paradigm to bridge this gap by providing 

interpretable insights into AI-driven decisions. Techniques such as SHapley Additive exPlanations (SHAP) offer 

fine-grained explanations of model predictions, making them suitable for security-critical applications [7]. 

Integrating XAI into intrusion detection not only enhances trust but also assists cybersecurity analysts in 

understanding the rationale behind alerts and facilitates quicker incident response [8]. 

This study proposes a novel Explainable AI-Driven Zero-Day Attack Detection Framework tailored for securing 

edge devices in smart cities. The framework employs a hybrid Convolutional Neural Network–Long Short-Term 

Memory (CNN–LSTM) architecture for deep anomaly detection, coupled with SHAP for post-hoc interpretability. 

The system is validated on realistic smart city network traffic datasets, demonstrating superior performance in 

detecting previously unseen attacks while maintaining interpretability [9]. 

By addressing the limitations of traditional IDS and black-box AI models, the proposed framework aims to provide 

a robust, scalable, and transparent security solution for smart city infrastructures. This integration of XAI into 

edge-based cybersecurity marks a significant advancement in proactive threat detection and urban digital resilience 

[10]. 

2. Literature Survey 

The rapid deployment of edge computing in smart city environments has resulted in a paradigm shift from 

centralized to decentralized data processing, which significantly reduces latency and bandwidth usage. However, 

this decentralized architecture exposes edge nodes to a wide range of cyber threats. Early works in edge security 

focused on lightweight encryption and key management schemes, but they often lacked dynamic adaptability to 

novel threats like zero-day attacks [11]. 

Conventional intrusion detection systems (IDS) rely heavily on signature-based detection mechanisms that match 

network traffic patterns to a database of known attack signatures. While efficient against known threats, they are 

ineffective against zero-day attacks, which exploit unknown vulnerabilities [12]. This limitation led to the 

exploration of anomaly-based IDS using machine learning (ML), where models are trained to recognize deviations 

from normal behaviour patterns [13]. 

Various machine-learning models such as Support Vector Machines (SVM), k-Nearest Neighbours (k-NN), and 

Decision Trees have been employed for anomaly detection in edge devices. These models offer moderate success 

in identifying irregular patterns; however, their performance often degrades in dynamic, high-dimensional smart 

city environments [14]. Moreover, these models are prone to high false-positive rates when faced with previously 

unseen data, making them unsuitable for critical real-time applications [15]. 

To overcome the limitations of traditional ML, deep learning models have been introduced. Architectures such as 

Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks are particularly useful 

in learning complex spatial and temporal dependencies from network traffic data. CNNs can detect fine-grained 

local features, while LSTMs capture temporal sequence patterns, making their hybrid combination highly effective 

in anomaly detection [16]. 

Despite their advantages, deep learning models are often criticized for being "black boxes," offering little to no 

insight into their decision-making processes. This lack of interpretability hinders trust and acceptance, especially 

in security-sensitive environments like smart cities [17]. This challenge has accelerated research into Explainable 

Artificial Intelligence (XAI), which aims to make AI models more transparent, interpretable, and trustworthy. 

SHapley Additive exPlanations (SHAP) and Local Interpretable Model-agnostic Explanations (LIME) are two 

prominent post-hoc XAI techniques that explain predictions by approximating the impact of individual features. 

SHAP, in particular, provides consistent and theoretically grounded explanations, making it suitable for deep 

learning-based security applications [18]. 

Some recent studies have explored integrating XAI with IDS. For instance, SHAP has been applied to explain 

predictions of LSTM-based intrusion detection systems, enabling security analysts to trace decisions back to 

specific features such as packet size, protocol type, and source IP [19]. These interpretability features assist in fine-

tuning models and facilitate human-in-the-loop threat analysis. 

Moreover, researchers have begun using hybrid models that combine supervised and unsupervised learning with 

XAI techniques to enhance zero-day attack detection. These models often employ autoencoders for feature 

reduction, clustering techniques for anomaly grouping, and attention mechanisms for interpretability. Although 

promising, these approaches often lack scalability when applied to heterogeneous edge devices [20]. 

In conclusion, the literature reveals a growing consensus on the need for explainable, adaptive, and real-time 

anomaly detection systems for edge environments. While XAI has shown potential in enhancing the 

trustworthiness of IDS, the integration of deep learning and interpretability within resource-constrained edge 
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devices remains an open research challenge. Our proposed framework addresses this gap by introducing an 

explainable CNN-LSTM model specifically optimized for zero-day attack detection in smart cities. 

3. Proposed methodology 

The proposed framework aims to detect zero-day attacks in smart city edge devices using a hybrid deep learning 

model enhanced with explainable artificial intelligence (XAI). It consists of four major components: data 

acquisition and preprocessing, hybrid deep learning-based anomaly detection, explain ability layer using SHAP, 

and real-time alert generation. 

 

 

 

Figure 1. System Architecture of the Proposed Framework 

3.1 Data Acquisition and Preprocessing 

In the proposed framework, data acquisition is performed at the edge level across various smart city nodes, 

including traffic sensors, surveillance systems, and smart meters. These edge devices continuously generate raw 

network traffic logs and system behaviour metrics, which serve as the primary source for detecting zero-day 

threats. The collected data includes features such as packet size, time-to-live (TTL), protocol type, 

source/destination IPs, and timestamped events. Due to the heterogeneous nature of edge devices, the collected 

data is initially unstructured and often contains noise and missing values. 

The preprocessing phase involves four main operations: noise reduction, missing value imputation, feature 

scaling, and dimensionality alignment. Noise is removed using a smoothing technique such as exponential 

moving average (EMA), expressed as: 

𝑆𝑡 = 𝛼 ⋅ 𝑋𝑡 + (1 − 𝛼) ⋅ 𝑆𝑡−1         (1) 

where 𝑆𝑡 is the smoothed value at time 𝑡, 𝑋𝑡  is the raw input, and 𝛼 is the smoothing factor ( 0 < 𝛼 < 1 ). 

Next, missing values are imputed using linear interpolation between known values: 

𝑋𝑖
interp 

= 𝑋𝑖−1 +
𝑋𝑖+1−𝑋𝑖−1

2
         (2) 

For numerical stability during training, feature normalization is performed using Min-Max scaling: 

𝑋𝑖
scaled =

𝑋𝑖−𝑋min

𝑋max−𝑋min
          (3) 
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This ensures that all input features are scaled to a [0, 1] range, which is crucial for the convergence of neural 

networks. Additionally, timestamps are converted into time-delta features to model sequential behavior. 

This ensures that all input features are scaled to a [0,1] range, which is crucial for the convergence of neural 

networks. Additionally, timestamps are converted into time-delta features to model sequential behavior. 

After scaling, the dataset is segmented into overlapping windows to preserve temporal dependencies, typically 

using a sliding window approach of size 𝑤 and step 𝑠, forming input sequences {𝑋𝑡 , 𝑋𝑡+1, … , 𝑋𝑡+𝑤}. These 

sequences are fed into the hybrid CNNLSTM model for downstream anomaly detection tasks. 

 

 

Figure 2. Data Acquisition and Preprocessing Workflow 

3.2 Hybrid CNN–LSTM Model for Anomaly Detection 

The core of the proposed zero-day attack detection framework lies in its hybrid deep learning architecture that 

integrates Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks. This fusion 

leverages the strengths of both models - CNNs excel in extracting local spatial features from network traffic 

patterns, while LSTMs are well suited for modeling long-term temporal dependencies inherent in sequential data 

streams. Initially, the preprocessed input sequences 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑇}, where each 𝑥𝑡 ∈ ℝ𝑛, are passed through 

a series of 1D convolutional layers to detect local anomalies such as abrupt changes in packet size or protocol 

usage. The output of the convolutional operation is defined as: 

𝐹𝑖
(𝑐)

= 𝜎(∑  𝑘
𝑗=1  𝑤𝑗 ⋅ 𝑥𝑖+𝑗−1 + 𝑏)         (4) 

where 𝐹𝑖
(𝑐)

 is the feature map at position 𝑖, 𝑤𝑗  are the kernel weights, 𝑏 is the bias term, 𝑘 is the kernel size, and 𝜎 

is a non-linear activation function (e.g., ReLU). 

These spatially learned features are then passed into stacked LSTM layers that capture temporal trends across the 

sequence. The LSTM units maintain memory through gating mechanisms, allowing the model to retain relevant 

information while discarding irrelevant past data. The hidden state update in LSTM is governed by the following 

equations: 

𝑓𝑡 = 𝜎(𝑊𝑓 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑓)  (forget gate) 

𝑖𝑡 = 𝜎(𝑊𝑖 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑖)  (input gate) 

𝐶̃𝑡 = tanh (𝑊𝐶 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝐶)  (candidate state) 

𝐶𝑡 = 𝑓𝑡 ∗ 𝐶𝑡−1 + 𝑖𝑡 ∗ 𝐶̃𝑡  ( cell state update )

𝑜𝑡 = 𝜎(𝑊𝑜 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑜) ( output gate )

ℎ𝑡 = 𝑜𝑡 ∗ tanh (𝐶𝑡) ( hidden state )

       (5) 

Finally, the output ℎ𝑡 from the last LSTM cell is passed through a fully connected layer with a sigmoid or softmax 

activation function to classify each input sequence as normal or anomalous. The model is trained using a binary 

cross-entropy loss: 

Finally, the output ℎ𝑡 from the last LSTM cell is passed through a fully connected layer with a sigmoid or softmax 

activation function to classify each input sequence as normal or anomalous. The model is trained using a binary 

cross-entropy loss: 

ℒ = −
1

𝑁
∑  𝑁

𝑖=1 [𝑦𝑖log (𝑦̂𝑖) + (1 − 𝑦𝑖)log (1 − 𝑦̂𝑖)]      (6) 

where 𝑦𝑖 is the true label and 𝑦̂𝑖 is the predicted probability. This architecture ensures high accuracy in identifying 

both known and zero-day threats by capturing intricate patterns in network traffic data. 
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Figure 3. Hybrid CNN–LSTM Model Architecture 

3.3 SHAP-Based Explainability Integration 

To overcome the black-box nature of deep learning models and ensure transparency in cybersecurity decisions, 

the proposed framework integrates SHapley Additive exPlanations (SHAP) to interpret model outputs. SHAP is 

grounded in cooperative game theory and attributes each feature's contribution to the prediction by calculating 

Shapley values. For a prediction 𝑓(𝑥), the SHAP explanation model 𝑔(𝑧′) approximates the original model as a 

linear sum of feature attributions: 

𝑓(𝑥) ≈ 𝑔(𝑧′) = 𝜙0 + ∑  𝑀
𝑖=1 𝜙𝑖𝑧𝑖

′         (7) 

Here, 𝜙𝑖 is the Shapley value of feature 𝑖, and 𝑧𝑖
′ is the simplified input vector indicating the presence or absence 

of feature 𝑖. SHAP provides both global explanations (feature importance over the dataset) and local explanations 

(specific to a single prediction). This transparency enables analysts to understand why certain traffic patterns were 

flagged as anomalies, such as elevated packet rates or uncommon protocol combinations. 

Additionally, SHAP visualizations such as summary plots and decision plots help identify root causes and support 

forensics. The integration of SHAP ensures that the model's decisions are not only accurate but also interpretable 

and auditable, increasing trust and accountability in the system. 

3.4 Model Optimization and Edge Deployment 

Given the resource-constrained nature of edge devices, deploying a high-complexity deep learning model poses a 

challenge. To ensure the model runs efficiently on edge nodes without compromising accuracy, optimization 

techniques such as model pruning, quantization, and knowledge distillation are applied. Pruning reduces model 

size by eliminating low-weight neurons, while quantization lowers numerical precision (e.g., from 32-bit floats 

to 8-bit integers), significantly decreasing memory and power usage. The optimized model is then containerized 

using Docker and deployed to edge gateways or microcontroller units (MCUs) depending on the hardware 

specifications. A lightweight inference engine like TensorFlow Lite or ONNX Runtime is used for execution. The 

deployment pipeline includes secure model synchronization, update management, and logging interfaces. By 

balancing accuracy, latency, and resource efficiency, the optimized model ensures real-time processing capabilities 

for anomaly detection directly at the edge, reducing the need for constant cloud communication and enhancing 

data privacy. 
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Figure 4. SHAP-Based Explainability Integration Module 

3.5 Real-Time Detection and Continuous Learning 

The final component of the proposed framework emphasizes real-time detection of zero-day attacks and 

continuous learning from new data patterns. Once deployed, the model continuously monitors incoming traffic in 

real-time, performing inference with low latency. If a traffic instance is flagged as anomalous, an alert is 

immediately generated and sent to the central security operations center (SOC), along with the SHAP-based 

explanation. These alerts help administrators take swift and informed actions, such as isolating compromised 

devices or triggering automated response policies. To adapt to evolving threat landscapes, the system incorporates 

a feedback loop where newly verified attack samples (manually or automatically labeled) are added to the training 

set. Periodically, the model is retrained using incremental learning techniques or fine-tuning to incorporate these 

new patterns. This self-improving capability ensures the detection framework remains effective against newly 

emerging zero-day threats, thereby reinforcing the resilience of smart city infrastructures over time. 

4. Experimental Results and Analysis 

To evaluate the effectiveness of the proposed Explainable AI-driven framework, extensive experiments were 

conducted using a benchmark intrusion detection dataset tailored for smart city edge environments, such as 

CICIDS2017 and UNSW-NB15. These datasets simulate real-world traffic scenarios, including both normal 

behavior and various cyber-attacks, including zero-day-like patterns. The hybrid CNN–LSTM model was trained 

and tested on a stratified 80:20 data split. Key performance metrics such as Accuracy, Precision, Recall, F1-Score, 

Area Under the Curve (AUC), and False Positive Rate (FPR) were used to assess the detection capability. The 

model achieved an accuracy of 98.76%, precision of 97.89%, recall of 98.41%, and F1-score of 98.15%, 

significantly outperforming traditional machine learning classifiers like SVM and Random Forest. 

A comparative analysis further validated the robustness of the CNN–LSTM architecture against other deep models 

such as standalone CNNs, LSTMs, and GRUs. The hybrid model showed superior performance, particularly in 

detecting zero-day attacks, where it maintained a false positive rate below 1.5%. Moreover, SHAP-based 

interpretability analysis highlighted critical features such as “source port entropy” and “packet inter-arrival time” 

as key indicators influencing model predictions. Visualizations of SHAP summary plots confirmed the model’s 

ability to distinguish benign and malicious traffic with high confidence, reinforcing its real-world applicability. 

The framework also demonstrated low latency (< 30ms per inference) and efficient resource utilization when 

deployed on NVIDIA Jetson Nano and Raspberry Pi 4 edge platforms, proving its suitability for real-time, on-

device inference in smart city scenarios. These results collectively demonstrate the proposed system’s potential 

for scalable, interpretable, and high-performance anomaly detection across edge-based smart infrastructures. 
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Figure 5. Accuracy Comparison 

Figure 5 illustrates the accuracy performance of multiple classifiers used for zero-day attack detection. The 

proposed CNN–LSTM model achieves the highest accuracy of 98.76%, significantly outperforming traditional 

machine learning approaches like SVM (87.5%) and Random Forest (90.2%). This highlights the strength of 

combining spatial (CNN) and temporal (LSTM) learning in effectively capturing both local patterns and sequential 

behaviour of network traffic. 

Figure 5 compares the accuracy of different models, showing that the proposed CNN–LSTM model achieves the 

highest accuracy of 98.76%, outperforming traditional machine learning models such as SVM and Random Forest. 

Figure 6 illustrates the precision of each model, where CNN–LSTM reaches 97.89%, reflecting its effectiveness 

in minimizing false positives. Figure 7 shows the recall values, with CNN–LSTM achieving 98.41%, indicating 

strong performance in identifying actual threats. 

 

 

Figure 6. Precision Comparison 

Figure 6 shows the precision values for all considered models. The CNN–LSTM model yields the highest precision 

at 97.89%, reflecting its ability to minimize false alarms. This is especially critical for real-time systems, where a 

low false positive rate reduces unnecessary intervention and increases trust in system-generated alerts. 

Figure 8 presents the F1-score, a harmonic mean of precision and recall, where CNN–LSTM again leads with 

98.15%. 
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Figure 7. Recall Comparison 

In Figure 7, recall scores are compared to evaluate how effectively each model captures true anomalies. The CNN–

LSTM model achieves a recall of 98.41%, demonstrating its strength in identifying real threats without missing 

significant attack patterns. High recall is essential for security applications to avoid overlooking any harmful 

activity. 

 

Figure 8. F1-Score Comparison 

Figure 8 presents the F1-scores, which combine both precision and recall to give a balanced performance measure. 

The CNN–LSTM model again leads with an F1-score of 98.15%, indicating its effectiveness in maintaining a 

trade-off between reducing false positives and capturing true positives in a highly imbalanced intrusion detection 

dataset. 

 

Figure 9. AUC Comparison 
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Figure 9 illustrates the AUC values for each classifier. The CNN–LSTM model achieves an AUC of 0.99, 

suggesting excellent discrimination between normal and malicious traffic. A higher AUC indicates a better overall 

performance, especially important for highly dynamic smart city environments where traffic behavior is 

continuously evolving. 

Figure 10 shows the false positive rate (FPR), where the proposed model maintains the lowest FPR of 1.3%, 

crucial for real-time intrusion systems to avoid unnecessary alerts. 

 

 

Figure 10. False Positive Rate Comparison 

Figure 10 compares the false positive rates (FPR) of the models. The CNN–LSTM model maintains the lowest 

FPR of 1.3%, indicating it produces fewer incorrect alerts compared to other models like SVM (5.6%) and 

Random Forest (4.8%). This reliability is essential in edge computing scenarios to prevent overreaction and 

conserve resources. 

 

Figure 11. Inference Time Comparison (ms) 

In Figure 11, the inference times are shown to evaluate the suitability of each model for real-time edge deployment. 

The proposed CNN–LSTM model records the fastest average inference time of 29 milliseconds significantly lower 

than SVM and LSTM models. This low latency proves that the framework is not only accurate but also optimized 

for real-time, on-device threat detection in smart cities. 

Figure 11 highlights inference time, with CNN–LSTM achieving a low latency of 29 ms, demonstrating its 

suitability for real-time deployment on edge devices. 
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Together, these results validate that the CNN–LSTM architecture, when coupled with SHAP-based explainability 

and edge optimization, offers a highly accurate, efficient, and trustworthy solution for zero-day attack detection in 

smart city environments. 

5. Conclusion & Future Scope 

In this study, an Explainable AI-driven framework was proposed to address the critical challenge of zero-day 

attack detection in edge-enabled smart city environments. By leveraging a hybrid CNN–LSTM model for deep 

anomaly detection and incorporating SHAP-based interpretability, the framework ensures both high detection 

accuracy and model transparency. The experimental results demonstrate the effectiveness of the approach in 

identifying previously unseen attacks with minimal false positives, while also providing clear, interpretable 

insights into the model’s decision-making process. This not only enhances cybersecurity but also empowers 

administrators to make informed, trust-based decisions. 

Looking ahead, future research can explore integrating federated learning techniques to enable collaborative yet 

privacy-preserving model training across distributed edge nodes. Additionally, incorporating real-time adaptive 

learning mechanisms can further improve the system’s resilience against evolving threat patterns. Extending the 

framework to include multi-modal data sources such as video surveillance, sensor telemetry, and user behavior 

logs can broaden its applicability across diverse smart city domains. As edge computing continues to evolve, 

combining explainable AI with lightweight, energy-efficient models will be key to building secure and intelligent 

urban ecosystems. 
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