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Abstract

Generative Al has made significant strides over the past few years, and this progress has accelerated the
development of deepfake techniques, which can unfortunately be used for harmful purposes. It is essential to stay
up-to-date with this advancement. In this paper, we present an explainable weighted average fusion deepfake
detection system that combines Vision Transformer (ViT) and InceptionResNetV1 to improve classification
accuracy. We also employed LIME and GradCAM++ to provide interpretability for the model decision. ViT
utilizes self-attention modules to extract features, whereas InceptionResNetV1 employs convolutional layers to
extract spatial features. Grad-CAM++ highlights the important regions influencing classification, and LIME
examines the regional contributions. Together, these tools offer a deeper understanding of the model's decision-
making process. Our fusion technique combines the outputs of both models by assigning specific weights that
users can adjust interactively through the user interface. The use of these tools gives a better understanding of how
the model classifies, which improves transparency and reliability in the models. The performance of the fusion
strategy is tested with accuracy, precision, recall, and F1-score. Our proposed model achieves a classification
accuracy of 99.19%, surpassing both ViT and InceptionResNetV1 when we evaluated them individually. To the
best of our knowledge, this work represents the first deepfake detection model that combines Vision Transformer
(VIiT) and InceptionResNetV1 using a weighted averaging fusion approach with dual explainability techniques.

Keywords: Deepfake Detection; Machine Learning; Deep Learning; Detection Framework; Explainable Artificial
Intelligence (XAI)

1. Introduction

Over the past few years, the rapid progress in artificial intelligence (Al) has introduced deepfake technology, which
allows people to generate highly convincing but fabricated images and videos [1]. Deepfakes utilize sophisticated
deep learning techniques to manipulate media in a manner that is often indistinguishable from the original. Though
there are benefits to using technology, and it could be used in applications and fields such as entertainment,
education, and graphics, there are many risks [2]. The ability to make fabricated visual media that is very close to
the original one raises questions over what harmful things it could be used for. For example, misinformation,
identity theft, and privacy breaches make detection of deepfakes an important discourse area [3].

One of the biggest challenges in detecting deepfakes is their sophistication, causing them to become widely
adopted [4]. The earliest detection techniques were used to identify overt distortions or discrepancies in artificial
media. However, as generative adversarial networks (GANS) and other deep learning methods continue to improve,
deepfakes have become increasingly difficult to distinguish from authentic images [3]. This has rendered many
traditional detection methods unsuccessful, which has created the need to come up with more complex techniques
to detect tiny artifacts that might not be directly detectable by the human eye.
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Machine learning models, particularly Convolutional Neural Networks (CNNs), have also made significant
contributions to deepfake detection. CNN-based methods have the ability to extract features automatically from
images and learn to identify patterns that distinguish real from manipulated media [5]. Yet, these models are prone
to overfitting and poor generalization among various deepfake datasets, as well as ineffectiveness in interpreting
their decision-making process. Insufficient explainability in deepfake detection is a major concern, as black-box
models offer no insight into how or why an instance is classified as authentic or artificial. The opacity is limiting
their credibility and applicability in practice, particularly in sensitive domains such as cybersecurity and digital
forensics.

The latest advancements in computer vision have introduced alternative deep network architectures, such as ViT,
which have surpassed other performance levels in image classification [6]. What makes ViT different from CNNs
is that it takes an image in patches as a sequence to capture long-distance dependencies and spatial relationships
in an image. For this reason, VIiT is more effective in recognizing faint deepfake features that can be scattered
across various regions [7]. Hybrid models that combine various neural network architectures have also emerged
as popular due to their capacity to leverage strengths from multiple methods to offer higher overall performance

[8].

Another important factor in handling deepfakes is transparency and interpretability. Techniques such as
Explainable Al (XAI) have emerged to provide insight into how models make their decisions, thereby bolstering
user confidence in them and enabling their use in real-world applications [9]. Techniques such as Grad-CAM++
and LIME provide visual and interpretive explanations to highlight the most important features contributing to a
model's classification decision [10]. Implementing these techniques in deepfake detection is important for
increasing accuracy, in addition to interpretability.

Due to the increasing realism in deepfake content, alongside the current limitations in most deepfake detectors,
there will always be a need for more effective and more interpretable solutions, and to advance the detection of
deepfakes, superior deep learning architectures, fusion techniques, and explainability methodologies need to be
examined. This work will aid in overcoming these challenges by introducing a resilient fusion approach to
counteract the dangers associated with synthetic media.

2. Related Work

Deepfake detection field has also seen major breakthroughs with various combinations of deep learning
frameworks, especially with convolutional neural networks (CNNs) and Vision Transformers (ViTs) [11].
Although these fusion methods have significantly improved classification performance, interpretability in deep
models remains a long-standing issue. To overcome this problem, various studies have employed explainable Al
(XAI) methods, which include Grad-CAM++ and LIME.

Kaddar et al. [12] was one of the first attempts to combine CCNs and ViTs for deepfake detection. They used a
feature-level fusion method, merging Xception with ViT to combine CNNs’ spatial feature extraction with
transformers’ long contextual modeling. The model performed on FaceForensics++ and DFDC with an accuracy
of 89.7% on DFDC. One of the main limitations of their work is the lack of explainability, which makes it hard to
understand the model decision-making and the process of the model, nor can you identify the important facial
features determining classification results. The other limitation, in my opinion, is that the model used frame-based
datasets to train, and upon being tested on unseen deepfake variations, their generalizability was lower. In
comparison to this work, the lack of use of Grad-CAM++ or LIME in their work is one of their major shortcomings
in terms of interpretability, which we address in this research work.

Similarly, using the CNN-transformers fusion, Khan et al. [13] presented an early fusion technique that combines
three models, Xception, EfficientNet, and ViT, to enhance feature representation of their approach. They followed
this method because they wanted to combine several feature extraction layers before passing the learned
representations to the ViT backbone. They achieved an accuracy of 98.2% using DFDC, outperforming those who
used CNN alone. However, the use of multiple CNN architectures requires high computational resources, which
makes such an approach less desirable in applications that demand real-time. Furthermore, their work did not
incorporate any XAl techniques, making decisions in their model unclear, while in this work, we apply weighted
averaging fusion, which weighs contributions from both InceptionResNetV1 and ViT, with the use of Grad-
CAM++ and LIME as explainable methods. This work fills in the interpretability gap in their work.

In a further effort to improve deepfake detection, Wang et al. [14] presented a multi-scale feature fusion framework
that combines EfficientNet with ViT to enhance the detection performance in various resolutions of images. Their
method achieved an accuracy of 97.6% when evaluated on FaceForensics++, and they utilized Grad-CAM++ as
an XAl method on both models, providing insights into how manipulated facial pixels are detected by the model.
However, with all that is good about its performance, they used a small dataset, which was one of the weaknesses
that limited the generalization of their model to various forms of deepfake manipulations. Compared to this, our
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approach, using both LIME and Grad-CAM++ in this work, means there is more thorough interpretability, with
possibilities for both spatial heat map visualization as well as instance-centric feature importance analysis. Using
the weighted averaging fusion technique in this work has also led to improved classification accuracy (99.19%)
compared to Wang et al.’s.

Different from studies based mainly on fusion, Hasan Abir et al. [15] investigated explainability in deepfake
detection without using fusion models. They utilized ResNet and DenseNet architectures and employed LIME to
examine how models identified manipulated features in deepfake images. The research demonstrated that
techniques based on XAl were capable of revealing inconsistencies on which deep learning models depend,
thereby enhancing their interpretability. The performance, however, of their work lacked optimality since, in the
absence of fusion models, they had a classification accuracy of 92.3%. The results of Hasan Abir et al. underscore
the importance of explainability in deepfake detection, which is also the primary objective of this work.

Far from these traditional methods, this paper aims to achieve classification performance through an optimal
weighted averaging fusion of ViT and InceptionResNetV1, with added interpretability via the use of Grad-CAM++
and LIME. In contrast to feature- and decision-level fusion methods, weighted averaging prevents overdependence
on a single network. Additionally, the use of dual explainability methods provides thorough insight into decision-
making by models, which makes this method especially suitable for forensic and security applications that are
highly reliant upon transparency.

Some latest research has established the hybrid architecture by connecting CNNs and Vision Transformers (ViTs)
for the detection of deepfakes. Soudy et al. [16] proposed the fusion architecture of Vision Transformers-CNNs as
a detection model with nearly 97% performance on benchmark datasets such as FaceForensics++ and DFDC. The
architecture combines the spatial and contextual features in a well-balanced way but does not incorporate
explainability methods.

Bar Cavia et al. [17] proposed an enhanced real-time detection system for unconstrained settings, which achieved
approximately 95% on different video datasets. Making computational speed the priority, their system also does
not have built-in explainable Al techniques; hence, high interpretability is not achieved.

Wodajo et al. [18] presented the Generative Convolutional Vision Transformer (GenConViT), wherein they
combined the generative convolutional layer and ViT layer for video deepfake detection. The model achieved
approximately 96.5% in accuracy when tested against baseline standards, with efficient detection but without the
use of the dual XAl methods for further interpretability.

Unlike these prior works, our research uniquely combines ViT with InceptionResNetV1 through weighted average
fusion, complemented by dual explainability techniques, Grad-CAM++ and LIME. The fusion enhances the
classification capability while providing a deeper insight into the model's decision-making process, thereby filling
the transparency gap in most current approaches.

3. Problem Visualization and Solution Concept

The core challenge of this paper is identifying deepfakes, which are becoming increasingly widespread and
sophisticated. Even though traditional detection models are highly accurate in specific circumstances, they have
one major drawback (i.e., poor interpretability of their predictions). Such models are "black box" in nature, giving
predictions with no insight into their decision-making [19]. The opacity of such models restricts their usability in
actual applications, as experts and users cannot have trust in the system if they don't know how it comes to its
conclusions.

In deepfake detection, this non-interpretable nature of model predictions is particularly risky. Threat actors can
exploit this vulnerability by creating highly realistic deepfakes that can evade detection by automated systems
[20]. Therefore, there is a critical need for detection models that are not only accurate in making the right
predictions but also interpretable, allowing experts to validate and refine the models.

To meet this challenge, we recommend the incorporation of XAl approaches in a two-model architecture for
detecting deepfakes consisting of VisionTransformer (ViT) for feature extraction in general and
InceptionResNetV1 for the analysis of local characteristics, where ViT and the local outliers by
InceptionResNetV1, thereby providing a balanced and accurate detection process, retain the global structure
pattern.

To increase interpretability, LIME is also included, as well as Grad-CAM++. Grad-CAM++ denotes the salient
face regions in the output of InceptionResNetV1 in heatmaps, while LIME perturbs regions in the images in order
to comprehend the contribution to the outcome of VIT in providing complementary visual as well as textual
explanations. The explainability framework helps experts in the validation and improvement of model reliability.
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The research problem is therefore focused on both the improvement in accuracy as well as clear visualization in
deepfake detection frameworks. The description of the problem along with the methodology for the solution is
given in Figure 1.

Problem Impact Solution
Improved
Deepfake » 3 Trust and
Image Misinformation Accuracy

Lack of
interpretability in

spread, Limited ViT+InceptionReznet

Expert Validation,

deepfake detection Attackers bypass GradCAM+LIME

models

Figure 1. Conceptual Framework of the problem and solution

In the solution framework proposed in this paper, we consider both the problem of improving deepfake detection
precision and extending model transparency. The lack of interpretability in modern deep learning models restricts
both the scope of their usage and the level of trust in them since humans are unable to trust the system's outcome
or adjust its performance. To circumvent these problems, we employ a two-model architecture in conjunction with
explainable artificial intelligence methods.

These models incorporate the Vision Transformer (ViT) and the InceptionResNetV1, with both models having
discernible strengths in detection. The Vision Transformer employs a transformer architecture with self-attention
to capture holistic image characteristics and detect complex relations and patterns across the entire image. The
InceptionResNetVV1 addresses local characteristics and face distortions by utilizing convolutional layers to
examine smaller regions in the image in-depth. The interplay between the two models enables extensive detection
of the deepfake artifacts at the micro and macro levels.

For easier interpretability, the system incorporates Grad-CAM++ and LIME as XAl methods. The heatmaps from
Grad-CAM++ indicate the regions of significance that impact the model's decision-making process, allowing one
to comprehend how the InceptionResNetV1l model recognizes tampered attributes. Similarly, LIME perturbs
localized patch areas of the input image to break down the ViT model's response, generating textual explanations
for each prediction. The combined techniques provide an overall view of the decision-making processes of the
models, assisting both technical and non-technical personnel in confirming the system's outputs.

This solution supports the research goals in terms of not only increased accuracy from leveraging dual models but
also increased explainability. Such additions are crucial for facilitating adoption in practice, as they contribute to
developing user trust in the detection. The use of both models, along with XAl techniques, addresses the issue of
poor interpretability in Al-based detection models and establishes a robust framework for deepfake detection. The
connection between problem identification and solution is presented in Table 1.

Table 1: Problem and Solution Concept

Problem Description Proposed Solution

Integration of XAl techniques (Grad-CAM++,

Lack of interpretability in Al models LIME)

Use of dual-model system (VIT &

Difficulty in analyzing global and local features InceptionResNetV1)

Enhanced transparency through interpretable

Reduced trust in model predictions
outputs

With such an organization of the solution, the research strikes a balance between performance and interpretability,
satisfying both technical and user-oriented demands.
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4. Implementation Steps of the Proposed XAl Fusion-Based Model

The implementation process is conducted in three major steps to build the deepfake detection system. It begins
with data pre-processing and preparation to ensure that the data is correctly formatted for feeding into the model.
Then, we configure the ViT and InceptionResNetV1 models and combine them through a fusion technique to
improve classification performance. The second step is to implement explainable artificial intelligence as indicated
in Figure 2.

Data preparation Building the XAl Implementation
detection model

Figure 2. Overview of the implementation steps

4.1 Data Preparation

In this research, we employ two independent datasets for training and testing deepfake detection models. The first
dataset used to test and train the InceptionResNetV1 model, as well as fine-tune the ViT model, is downloaded
from Kaggle [21] and contains 140,000 images, divided equally between real and fake categories. The real images
are drawn from Nvidia's Flickr dataset, while the fake images are generated using StyleGAN. The second database
is used to test the pre-trained ViT model, maintaining the original framework of the dataset as designed by the
model's creator. The database downloaded from Kaggle [22] comprises 190,335 images in the OpenForensics
dataset, organized into training, validation, and test subsets. Each database is preprocessed separately to ensure
compatibility with its respective model.

4.1.1 Dataset for InceptionResNetV1 Model

For training and evaluation of the InceptionResNetVV1 model, we use three subsets of this dataset: 100,000 for
training, 20,000 for validation, and another 20,000 for testing. Each of these subsets has an even split between real
and fake images to ensure that the training is based on equally weighted data. Table 2 presents the structure of the
dataset, and Figure 3 provides a visualization of the distribution of real and fake images in the InceptionResNetV1
dataset.

Table 2: Dataset structure for the InceptionResNetVV1 model.

Subset Real Images Fake Images Total
Training 50000 50000 100000
Validation 10000 10000 20000
Testing 10000 10000 20000

Before feeding the images to the InceptionResNetV1 model, a sequence of preprocessing operations is applied to
ensure compatibility and conformity to the model's requirements. The first step is to resize all images to 256 x 256
pixels to normalize the input dimensions. Data augmentation operations are also performed in the form of random
horizontal flipping, rotation of up to 15 degrees, and color jittering, which applies random variations in brightness,
contrast, and saturation. Such operations are necessary to enhance the model's robustness concerning various face
orientations and lighting variations. The images are also normalized, with a mean of (0.485, 0.456, 0.406) and a
standard deviation of (0.229, 0.224, 0.225), to ensure pixel intensity values conform to the expected input format
of the model.
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Distribution of Real and Fake Images in the Dataset used for InceptionResNetVl
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Figure 3. Distribution images for the InceptionResNetV1 dataset

The InceptionResNetV1 is trained with this dataset with a batch size of 32, an initial learning rate of 0.001, and
for a total of 50 epochs. The Adam optimizer is employed for enhanced weight update, and cross-entropy loss is
used as the binary classification objective function. For the training process, we used a local workstation with an
RTX 2080 GPU, an Intel i9-9900K CPU, and 48 GB of system RAM. The Conda environment is used for training
the model, utilizing the TensorFlow and PyTorch frameworks optimized for GPU use.

4.1.2 Dataset for Vision Transformer (ViT) Model

Unlike InceptionResNetV1, this VIiT model is first assessed as pre-trained to facilitate comparison with the fine-
tuned one later. A pretrained model assessment will be carried out using the original dataset presented by the
developer of the original model, which is available in another Kaggle repository. This dataset follows the original
author's experimental setup and is used solely for pretrained model assessment in this study. The dataset contains
190,335 images derived from OpenForensics, with 140,002 used for training, 39,428 for validation, and 10,905
for testing. The structure and distribution of the dataset for the ViT model are presented in Table 3, while Figure
4 illustrates, visually, how the actual versus fake images are distributed in the pre-trained ViT set.

Table 3: Dataset structure for pretrained ViT model.

Subset Real Images Fake Images Total
Training 70001 70001 140002
Validation 9787 19641 39428
Testing 5413 5492 10905

Because ViT is based on transformer architecture, we need to use a different preprocessing pipeline from that used
by convolutional models. The images are all resized to 224 x 224 pixels, as this is the default receptive size of the
original ViT-Base-Patch16-224 model [23]. Images are also normalized using a mean of (0.5, 0.5, 0.5) and a
standard deviation of (0.5, 0.5, 0.5) to ensure that the input distribution is compatible with the pretrained model.
Pretrained ViT is only tested on the test set to maintain consistency with its original baseline. This is done to have
a direct test of how ViT can perform before fine-tuning.

In the present paper, we fine-tuned the ViT model using the same deepfake data as the InceptionResNetVV1 model,
which was explained earlier, to compare and test both models on a single dataset. The data set, as explained earlier,
contains 100,000 training images, 20,000 for validation, and 20,000 test images, with an even split between real
and fake images.
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Distribution of Real and Fake Images in the Dataset used for pretrained ViT
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Figure 4. Distribution images for pretrained ViT dataset

4.2 Building the Detection Models

The deepfake detection system used in this work is founded upon a fusion strategy that combines two different
models: InceptionResNetV1 and Vision Transformer (ViT). The two models bring complementary strengths to
bear upon the task of classification, with InceptionResNetV1 emphasizing fine-grained feature extraction from
faces and ViT taking advantage of its transformer structure to learn global image dependencies. This section
describes the architecture components of each of these models and their respective configurations, as well as their
function in the overall detection system.

4.2.1 InceptionResNetV1 Model

InceptionResNetV1 is a network specifically dedicated to face recognition, combining Inception modules with
block connections for effective multi-scale feature extraction from images. Three inception blocks (A, B, and C)
with different kernel sizes (1x1, 3x3, and 5x5) for convolutional filters are present in this network's architecture.
Inception-like layers of the network enable it to extract fine details at different spatial resolutions, making it highly
effective for fine-grained inconsistency detection in deepfakes.

We trained InceptionResNetV1 on data described in Section 4.1.1. The final classification layer was modified to
enable its use in a binary classification task, where real and fake images need to be distinguished. Training was
done with a batch size of 32, a learning rate of 0.001, and with an Adam optimizer for effective convergence.
Optimization of classification accuracy was done based on cross-entropy loss as an objective function, for which
the network was trained for 50 epochs. Training was monitored based on performance indicators, such as accuracy
and loss, using a validation set.

After being trained, we tested the model using the test set, employing standard performance metrics such as
accuracy, precision, recall, and the F1-score to assess its classification performance. The performance results from
this evaluation gave insight into how well such a model could discriminate based on localized facial features to
identify whether an image is real or not.

4.2.2 Vision Transformer (ViT) Model

The Vision Transformer (ViT) used in this work is based on a self-attention architecture, which enables it to
process images in terms of fixed-size patches rather than through standard convolutional operations. This enables
the model to extract long-distance relationships among regions in images, making it highly suitable for identifying
deepfakes based on discrepancies in images.

The pretrained ViT model in this paper was evaluated in its pretrained state before fine-tuning it. The model was
originally obtained from Hugging Face and was initially trained on ImageNet-21k, a large-scale dataset comprising
over 14 million images across 21,843 classes. The model creator later fine-tuned it on ImageNet-1Kk, which includes
1,000 image categories [20].

Input to ViT is an array of non-overlapping patches of size 16x16, which are embedded in a higher-dimensional
space before being processed by multi-head self-attention. The model comprises various transformer encoder
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layers, which are composed of self-attention and feed-forward network elements. The prediction is made using the
[CLS] token, which aggregates global feature representations from all patches.

To evaluate the pretrained ViT model, it was tested using test data from its dataset in Section 4.1.2, based on the
same preprocessing pipeline as its original training. No extra fine-tuning was performed at this point to ensure that
the test results demonstrate the model's ability to identify deepfakes based on its pre-training knowledge, for
comparison with the subsequent fine-tuned model.

Pretrained ViT is fine-tuned over the same InceptionResNetV1 training data to maintain comparability in the
evaluation. In contrast to the setup in which only ViT would be evaluated, this work trains ViT for 10 epochs with
a learning rate of 0.0001, a batch size of 32, and the Adam optimizer. The training, validation, and test data are all
drawn from the same distribution with an equal number of real and generated images.

Figure 5 illustrates the architecture of both models, with their respective key components being convolutional
layers, inception modules, and a final classification layer in the case of the InceptionResNetV1 model, as well as
key processing stages of patch embedding, transformer encoders, and a final classification layer in the case of the
ViT model.

Vision Transformer InceptionResNetV1

Figure 5. The architecture of Vision Transformer and InceptionResNetv1

4.2.3 Fusion Mechanism in the Proposed Model

After developing and training individual models, the next essential aspect of this research is to combine the outputs
of the models to establish a reliable decision-making process. We developed the integration process to use the
complementary merits of VIiT and InceptionResNetV1, aiming to provide improved reliability in detecting
deepfakes.

The fusion technique presented in this paper is based on weighted averaging, where we combine the results from
both models (i.e., ViT and InceptionResNetV1) using a mathematical equation rather than complex rule-based
guidelines. This technique provides contributions from both models without adding extra decision rules. This helps
maintain interpretability and simplicity in the model.

Each model separately processes the distinct input image and produces a probability score indicating the level of
confidence in classifying the picture as real or fake. Since we used different architectures and optimization
strategies in training the models, the raw measures of confidence had to be normalized for interoperability before
fusion. The resultant decision score was calculated as a weighted sum of the output by individual models as
depicted in Equation (1):
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P final — W1 P ViT + W, P Inception

where: Py;r represents the classification probability given by the ViT model, Py,cepionand represents the output
classification probability given by the InceptionResNetV1 model, and w1l and w2 are the weights assigned to
each model’s output. Figure 6 on the following page illustrates the fusion mechanism in the proposed model.

Vision Transformer InceptionResNetV1

Final prediction
Real/Fake

Figure 6. An overview of the fusion mechanism in the proposed model

4.3 Implementation of XAl Techniques in the Proposed Model

In addition to improving the interpretability of the deepfake detection system, this paper combines Explainable Al
techniques, namely Grad-CAM++ and LIME. Both techniques provide both visual and textual interpretations of
the model's decision, offering insight into which regions of an image contributed to the classification. The use of
XAl is also crucial in deepfake detection, as understanding how models work is essential in identifying
manipulated content. The implementation of Grad-CAM++ and LIME is presented in this section, along with a
discussion of how both contribute to the model's explainability.

4.3.1 Grad-CAM++ for Convolutional Neural Networks

Grad-CAM++ is another gradient-based visualization technique that highlights the important regions in an image
that contribute most to a model's decision-making [24]. It is an extension of Grad-CAM, refining weight allocations
for activation maps to generate more detailed heatmaps. We utilized Grad-CAM++ with the InceptionResNetV1
model to leverage its capability to localize discriminative features in deepfakes.

The process to implement Grad-CAM++ is systematic. The model first takes an input image to produce feature
maps from its convolutional layers. The gradients of the predicted class concerning these feature maps are
calculated, and then a weighted aggregate of the activations is used to generate a heat map. The heat map is then
overlaid on the original picture to highlight the regions that contributed to the classification.

Figure 7 shows the visualization of Grad-CAM++ over an example deepfake image, with red-colored zones
indicating highly important regions for the model's prediction.
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Figure 7. Grad-CAM++ visualization

Adding Grad-CAM++ to the deepfake detection system offers two significant advantages. It first allows for
qualitative analysis of model choices, so researchers can check whether the network is concentrating on appropriate
regions of the face. It also assists in identifying spurious correlations or imbalances in the network's behaviour,
which may occur due to data imbalances.

4.3.2 LIME for Transformer-based Models

Although Grad-CAM++ is effective at handling convolutional networks, its usability is limited in Vision
Transformers (ViT) because they lack traditional convolutional layers. Alternatively, we used LIME (Local
Interpretable Model-agnostic Explanations) to explain ViT's prediction. LIME modifies images, creates several
variations with minimal differences, and then measures how the model's prediction is altered accordingly [22].
After analyzing these variations, LIME detects the influential patches in an image, which are responsible for
determining the classification decision.

Several steps are involved in implementing LIME with ViT. It starts by segmenting an input image into
superpixels—these are meaningful regions, not just tiny individual pixels. Then, we test the ViT model multiple
times using slightly different versions of the image where specific superpixels are masked. By watching how the
model's predictions change, LIME assigns an importance score to each region. This process ultimately generates
a heatmap that clearly shows us the most critical areas of an image.

An example of how LIME interprets a deepfake image is is in Figure 8. That figure highlights the key regions in
the image that genuinely influenced the model's classification.

The use of LIME increases the interpretability of the ViT model, allowing for the identification of the contribution
of self-attention to classification, in addition to providing an alternative explanation to Grad-CAM++ for
comparing localized (CNN-based) features with overall (transformer-based) features.

Figure 8. LIME visualization

4.3.3 Integration of XAl Techniques into the Detection Pipeline

To introduce explainability to the deepfake detection system, we employed Grad-CAM++ and LIME as post-hoc
analysis methods, which do not disrupt the original classification process but are used to interpret model
classification upon prediction. Upon processing an image through the detection pipeline, the system initially
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classifies it as real or fake based on the ViT-InceptionResNetV/1 fusion. After classification, the respective XAl
technique is used:

- When the classification is based on InceptionResNetV1, Grad-CAM++ generates heatmaps of which parts of a
face contributed to the prediction.

- When ViT makes the classification, LIME then highlights the most critical patches that led to the confidence of
the model.

The inclusion of XAl techniques enhances transparency in the system, making it more interpretable and reliable.
The visualization of how a decision is made adds another layer of verification and validation, confirming that what
the model predicts matches human expectations. This is especially pertinent to scenarios in real-world applications,
where knowing how and why an image is classified as fake by a model can help forensic investigators and security
experts evaluate the authenticity of digital content.

4.3.4 MTCNN for Facial Landmark Detection

To further enhance the interpretability of the system, we implemented Multi-Task Cascaded Convolutional
Networks (MTCNN) as a pre-processor for both ViT and InceptionResNetV1. The MTCNN is a specialized deep
neural network used explicitly in face detection and landmarks’ location in faces, which enables the detection of
major face regions, such as the eyes, nose, and mouth [26]. We use the landmarks as reference points for
explanation methods to guarantee that the results from both Grad-CAM++ and LIME are in accurate
correspondence with meaningful face features. Its architecture consists of three cascaded neural networks: the
Proposal Network (P-Net) for generating candidate face regions, the Refinement Network (R-Net) for eliminating
false positives, and the Output Network (O-Net) for effectively detecting landmarks. Using MTCNN pre-
processing, the system enhances robustness in deepfake detection by mitigating face alignment variations that
could influence classification outcomes.

4.4 System Implementation and Experimental Setup

This section outlines the experimental setup, including the hardware specifications and software dependencies
used for training and evaluation environments for both InceptionResNetV1 and Vision Transformer (ViT) models.

4.4.1 Hardware Specifications

Our workstation enabled efficient handling of deep learning training along with evaluation and explainability
calculations. The Intel Core i9-9900K processor, featuring 8 cores and 16 threads, operates within the system at
3.6 GHz. Our deep learning computations utilized the NVIDIA RTX 2080 featuring 8GB GDDR6 memory. The
system features 48GB DDR4 RAM, which enables simultaneous handling of large datasets and multiple model
inferences without encountering performance limitations.

4.4.2 Software and Environment Setup

We used Windows 10 Pro OS with Python 3.8 to work with the deep learning packages. For explainability
techniques, we employed Grad-CAM (version 1.5.2) for visualization of model decision-making in convolutional
networks and LIME (version 0.2.0.1) for generating explainable interpretations for the Vision Transformer model.
We also used Timm (1.0.9) for extracting the pre-trained ViT model and OpenCV (4.5.1) for image processing.
For visualization, we installed Matplotlib (3.4.3). Additionally, we incorporated the Gradio (3.9) library to provide
an interactive user interface for model prediction and visualization of explainability.

We coded and exercised the deepfake detection framework in the Anaconda environment using Jupyter Notebook,
which provided a modular and interactive development environment for effective debugging, visualization, and
analysis of the model. To tap into the acceleration offered by the GPU and maximize performance in training and
inference tasks, we employed CUDA toolkit version 11.3.

4.5 Proposed Model

As demonstrated in Figure 9 below, the detection system follows a structured pipeline. First, the model resizes the
input image at the preprocessing level to the ViT (224x224) and InceptionResNetV1 (160x160) input sizes before
passing it through both models separately to generate independent classification probabilities. The model takes
these two predictions and then averages them using a weighted mechanism. Finally, the model gives its final class
decision—real or Fake—based on the calculated score.

This work emphasizes the merging of explainability techniques to ensure that model predictions achieve both
precision and transparency. InceptionResNetV1 utilizes Grad-CAM++ to reveal critical facial regions used during
classification, while LIME generates superpixel-based importance maps for the ViT model. The implementation
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of these techniques enhances model transparency by enabling end-users to comprehend the reasoning behind
predictions.

The structure developed here for the model is designed to address some key weaknesses in existing methods for
detecting deepfakes, including false positives, overfitting on specific datasets, and the non-interpretability of the
models. By combining two architecturally disparate models and extending them with XAl approaches, the method
offers a balanced trade-off between performance and interpretability.

We chose this approach because it is simple and effective. More complex fusion mechanisms, such as attention-
based mechanisms, can potentially capture the dynamic importance of each model output. However, they usually
require additional parameters and extensive training, which can increase the risk of overfitting, especially when
the training data is limited. We believe our approach enables direct integration from both models, allowing you to
control and adjust the weights manually. This method makes the decision balanced without the complexity when
learning extra fusion layers. At the same time, it reduces the computational requirements, making it practical for
real-world applications.
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Figure 9. Proposed model pipeline
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5. Results and discussions

We employed various evaluation measures, including accuracy, precision, recall, and F1-score, to assess the
models underlying this paper. In this section, we present and discuss the significant findings of this experiment,
which can be divided into four sections: classification outcomes of ViT and InceptionResNetV1 models, the effect
of late fusion on detection performance, and the contribution of explainability techniques (Grad-CAM++ and
LIME) to promoting the transparency of models.

5.1 Classification Results of ViT and InceptionResNetV1 Models

In this subsection, we present the results of deepfake detection using VIiT and InceptionResNetV1 models. In
earlier studies, deepfake detection has been explored using CNN-based architectures such as Xception and
EfficientNet. Recently, Transformers-based models have garnered increased attention due to their capabilities in
feature extraction. In this paper, we compare ViT and InceptionResNetV1 separately before applying late fusion,
using experiments conducted with the deepfake detection dataset employed in this work. The results of the
evaluation are presented in Table 4, including accuracy, precision, recall, and F1-score for both models.

Table 4: Evaluation of ViT and InceptionResNetV1 Models

InceptionResNetV1 Vision Transformer (ViT)

Real Fake Real Fake
Accuracy 97.5% 97.0%
Precision 98.3% 96.7% 97.0% 98.0%
Recall 96.6% 98.3% 98.0% 96.0%
F1 Score 97.5% 97%

5.2 InceptionResNetV1 Model

As indicated in Table 4, both models achieved high classification accuracy in distinguishing between deepfakes
and genuine content. The InceptionResNetV1 shows slightly better accuracy than ViT with an accuracy of 97.5%
compared to ViT's 97.0%. InceptionResNetV1's performance is because of its deeper convolutional layers, which
are more adept at capturing local spatial features and hence more attuned to fine-grained artifacts contained in
deepfakes.

Figure 9 displays the training loss and accuracy curves for InceptionResNetV1 over 50 epochs, whereas Figure 10
shows its confusion matrix, which emphasizes classification accuracy.
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Figure 9. Accuracy and Train vs Test Loss of InceptionResNetV1 Model
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Figure 10. Confusion Matrix of InceptionResNetV1 Model

Results, as shown in Figure 9, demonstrate that training accuracy consistently improves, reaching high values
throughout the epochs. At the same time, the loss function demonstrated decreasing values, indicating that the
model successfully learned deepfake patterns. Figure 10 also validates, through performance in the area of the
confusion matrix, that the model has good classification capacity, as precision, along with recall values, exceeds
96% in classifying images as real or fake.

5.3 Vision Transformer (ViT) Model

We tested and evaluated the pretrained VIiT model before starting the fine-tuning process, so at this stage, its
performance reflects its original feature extraction capability. Although it scored lower in accuracy compared to
InceptionResNetV1, ViT still demonstrated good detection ability, especially in recognizing long-range
relationships among facial features. The Transformer-based architecture of ViT is highly resistant to occlusions
and illumination variations, which are central to deepfake detection.

We then fine-tuned the Vision Transformer (ViT) for fusion purposes on the dataset used to train the
InceptionResNetV1, as described in Section 4.1.1. The model began with pre-trained parameters and was then
fine-tuned to assist with binary classification, identifying real and fake images.

During the training process, we set the batch size to 16, the learning rate to 0.0001, and used an Adam optimizer
to ensure stable convergence. We trained it for 10 epochs using the cross-entropy loss as the objective function to
optimize classification. In the fine-tuning process, we monitored accuracy and loss performance metrics using the
validation set. Figure 11 depicts a confusion matrix of the fine-tuned ViT, which attained similar, but slightly
reduced, accuracy compared to InceptionResNetV1.
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Figure 11. Confusion Matrix of ViT Model
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After completing the fine-tuning, we test the model on the test set to examine its performance in classification. We
calculate standard evaluation metrics, such as accuracy, precision, recall, and F1 score, to measure the model's
performance in distinguishing between real and fake images. The analysis results provided insight into how
effectively the model performed in detecting deepfakes, leveraging its transformer-based architecture for feature
extraction and classification.

5.4 Comparative Analysis of Pretrained and Fine-Tuned ViT Models

This section compares the performance differences between pre-trained and fine-tuned ViT models. The analysis
investigates how generalizable the pre-trained model is to novel datasets, as well as the improvements that can be
acquired through fine-tuning. Through a comparison of classification results, this work demonstrates how adapting
affects deepfake detection performance.

5.4.1 Model Performance Evaluation

We tested the ViT model in three configurations to examine how fine-tuning affects classification performance,
as well as how the pre-trained model performs on unseen datasets. The results show that there is a noticeable
improvement in classification accuracy with fine-tuning; however, in zero-shot evaluation, inherent biases in the
model are revealed when it is applied to new datasets.

5.4.2 Classification Metrics Comparison

The comparative analysis across different configurations of VIiT models in Table 5 shows the improvements
achieved through fine-tuning and evaluates the pretrained model’s ability to classify images from different
datasets.

When we assessed the pretrained ViT model on the Flickr dataset, it showed poor classification ability with only
52% accuracy. Interestingly enough, recall for real images was particularly low at 24% with a corresponding level
of significant misclassification rate, with many real images misclassified as fake. Our analysis is that a pretrained
model, when we applied it to an unseen data set, failed to generalize, and that led to poor deepfake classifying
ability. But when we fine-tuned the pretrained ViT model on the OpenForensics dataset, the model performed
better with 93% accuracy. But a closer examination of recall measures demonstrates a bias for fake images, with
98% for fake images compared to a paltry 88% for real images. This signals toward a result that even though a
pretrained model adapted much better for OpenForensics than for Flickr, it still demonstrated a level of bias toward
mislabeling a real image as a fake image due to the intrinsic distribution of data or the original training bias level
of a model. Fine-tuning a ViT model on Flickr data allowed for appreciable gains, with accuracy rising to a level
of 97%. Recall measures for both fake images and real images are balanced equally, with 98% for fake images
and and 96% for real images, indicating a balanced calibrated level with minimal bias level. This indicates a strong
role for fine-tuning while moving a pretrained model to a fresh set of data with notable error reduction in the
classification aspect as well as more stable behavior with different types of images.

Table 5: Performance Metrics Comparison of ViT Models

Precision Recall F1 Score
Model Dataset Accuracy
Real Fake | Real Fake Real | Fake
. . Kaggle
PreTrained ViT ; 52% 55% | 51% | 24% | 62% 34% | 62%
(Flicker)
. . Kaggle
PreTrained ViT . 93% 98% | 90% 88% 98% 98% | 93%
(Openforensics)
FineTuned viT | <agdle 97% 97% | 98% | 98% | 97% | 96% | 97%
(Flicker)

When we tested the pretrained ViT with the dataset used for Inception, it showed better classification ability than
its original zero-shot result. Unlike its weaker performance on Flickr, the model showed strong classification
accuracy in differentiating between real and fake images. This means that the dataset used to train Inception
provided a structured training setting, allowing the ViT model to exploit more stable features for classifying
deepfakes. However, with unseen datasets, the pre-trained ViT continued to show classification biases, further
confirming that fine-tuning is necessary for enhancing flexibility.
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Overall, these comparisons between pre-trained and fine-tuned ViT models illustrate that fine-tuning significantly
improves classification accuracy while reducing dataset-specific bias. Although pre-trained models show some
degree of generalizability and rely extensively on the testing set to which they are applied, fine-tuning provides
more accurate deepfake detection when fine-tuned on a different set from that on which they were pre-trained.

5.5 Fusion-Based Classification Approach

The fusion-based classification technique combines the outputs of both models for advanced deepfake
identification. Both models process the input separately and according to their corresponding architectural
strengths before combining their outputs using an average weighing mechanism. This method makes the decision
process more trustworthy based on information from both models combined.

5.5.1 Individual Model Contributions

InceptionResNetV1 is a class of convolutional neural network (CNN) architecture that focuses on extracting local
features. It can detect fine-grained details in an image, which is crucial for distinguishing between fake and real
images. Not to mention its ability to include spatial hierarchies, which makes it highlight disparities in pixel
distributions alongside textures that you can find in fabricated images.

Unlike InceptionResNetV1, the Vision Transformer Network (ViT) captures long-range relationships and global
interactions within each image. While CNNs are inherently biased towards spatial locality, ViT considers the entire
image, which makes it highly effective in detecting structurally inconsistent and fake feature alignments in
deepfakes.

5.5.2 Fusion Mechanism and Weighted Averaging

The fusion approach used in this study is based on the average weighting applied to both models’ scores for
predictions. Instead of relying on one model's class choice decision, the final decision of InceptionResNetV1 and
ViT is determined as the mean of each respective confidence score from both. We believe that this strategy enables
both models to contribute in a balanced manner, taking advantage of their complementary strengths.

In this setup, each model processes an input image and outputs a score for the real or fake class individually. The
model then combines the results from each model and calculates their average, with a final decision based on the
highest value. This approach is flexible, as the user can manually adjust the weight if needed, with more emphasis
placed on a single model’s output. By combining both models, the system leverages InceptionResNetV1’s
hierarchical feature extraction and ViT’s global feature learning capabilities to develop a more robust deepfake
detector structure. To illustrate the benefit of this fusion approach, we provide three visualization samples. Figure
12 presents the InceptionResNetV1 model; Figure 13 presents the ViT model, while Figure 14 presents the fusion
model.

Explainable Al for Deepfake Detection

This tool predicts whether an image is real or fake and provides visual explanations using Grad-CAM++, LIME, and MTCNN for detailed analysis. You can process a single image or perform batch processing by specifying input and output folder paths

ViT Model © InceptionResnetV1 Model Combined

The model is 100.0% confident that the image is REAL. The facial regions (mouth) appear consistent and authentic

Clear Flag

Figure 12. Visualization examples of the InceptionResNetV1 model with Grad-CAM++
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As indicated in Figure 12, the InceptionResNetV1 model predicts the image to be real with a confidence value of
1.00. The exact figure also displays the respective Grad-CAM++ explanation, which highlights critical areas that
contributed to the decision. The textual description is also present at the bottom of the figure, providing the detected

anomalies in brief: “The model is 99.8% confident that the image is REAL. The facial features, including forehead,
eyes, nose, and mouth, appear natural”.

Explainable Al for Deepfake Detection

P

This tool predicts whether an image is real or fake and provides visual explanations using Grad-CAM#+, LIME, and MTCNN for detailed analy

You can process a single image or perform batch by specifying input and output folder paths.

Prediction Result

Prediction (ViT Model): real, Confidence: 1.00

Input Folder Path (for Batch Processis
ME Bl
Outp Batch
for Grad-CAM

None -

Model

Combined Explanation

© Vit Model InceptionResnetv1 Model Combined

del Weight (for Combined os o

onRes 05 o

o “

Textual Explanation

The model is 99.8% confident that the image is REAL. The facial features, including the forehead, eyes, nose, mouth,
appear natural and consistent

Figure 13. Visualization examples of ViT model with LIME

As indicated by Figure 13, which is for the ViT model, it also classifies the photo as counterfeit, with a confidence
level of 1.00. Figure 13 presents an explanation based on LIME, illustrating regions of importance that contribute

to classification. There is also a textual explanation at the bottom, elaborating on the inconsistencies that have been
detected.

Explainable Al for Deepfake Detection

This tool predicts whether an image is real or fake and provides visual explanations using Grad-CAMé+, LIME, and MTCNN for detailed analysis. You can process a single image or perform batch processing by specifying input and output folder paths.

Prediction (Combined): real, Confidence: 1.00

blocks.branchL.0.conv

ViT Model InceptionResnetvl Model @ Combined

The model is 99.9% confident that the image is REAL. The facial regions (mouth) appear consistent and authentic.
Clear

Flag

Figure 14. Visualization examples of the fusion model with Grad-CAM++ and LIME
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As indicated in Figure 14, the average fusion method is. The model calculates the prediction based on the average
prediction scores of both models. The figure also illustrates the Grad-CAM++ and LIME explanations of both
models separately, as well as a combined visualization that combines both interpretability methods in a single
result picture. The justification for the fused model's conclusion is presented in textual form at the bottom of the
figure.

5.5.3 Evaluation of the Fusion-Based Approach

We evaluated this fusion-based deepfake detection framework to gain insight into its capabilities compared to ViT
and InceptionResNetV1 models when they run individually. Using confidence-weighted decision-making, the
fusion combines the complementary strengths of both models to improve classification accuracy.

The fusion model outperformed both ViT (96.2%) and InceptionResNetV1 (97.5%) in terms of performance based
on key evaluation metrics, with an accuracy of 99.19%. The precision, recall, and F1-score all improved in the
case of fusion. Table 7 below gives a comparative performance analysis of ViT, InceptionResNetV1, and the
fusion models.

Table 7: Comparison of Model Performance

Model Accuracy | Precision Recall F1 Score
Vision Transformer (Real\Fake) | 96.2 0.98/0.94 0.94/0.98 0.962
InceptionResNetV1 (Real\Fake) | 97.5 0.98/0.96 0.96/0.98 0.975
Fusion Approach (Real\Fake) 99.19 0.98/0.99 0.99/0.988 | 0.991

Moreover, Figure 15 illustrates the confusion matrix of the fusion-based approach, confirming its effectiveness in
reducing misclassification errors. Compared to the individual models, the false negative rate (i.e., real images
misclassified as fake) has been significantly reduced, further demonstrating the robustness of the fusion strategy.

Confusion Matrix - Fusion Model
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Figure 15. Confusion Matrix of the Fusion-Based Model

5.5.4 The Role of XAl in Deepfake Detection

In this section, we present the application of Grad-CAM++ on InceptionResNetV1 and LIME on ViT-based
predictions, aiming to understand how both methods perceive deepfake objects. We compare both methods to
evaluate how both perform in different scenarios.

5.5.4.1 Grad-CAM++ for Explaining InceptionResNetV1 Decisions

Grad-CAM++ calculates the gradient of the target class from the feature maps of a convolutional layer and weights
each neuron’s input for the final prediction. This allows for a more accurate visualization of the actual regions that
contributed to the class decision. In deepfake detection, this approach is effective, especially in highlighting the
presence of the artifacts caused by manipulation methods involving StyleGAN-generated faces or face swaps with
autoencoders.

5.5.4.2 Visualizing Deepfake Detection Using Grad-CAM++
Figure 16 illustrates how Grad-CAM++ highlights the critical regions in both real and fake images classified by
InceptionResNetV1.
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Figure 16. Grad-CAM++ Explanation for Fake and Real Images

From the above heatmaps, we see that Grad-CAM++ concentrates on facial areas, especially the areas around the
eyes, mouth, and forehead. On fake images, the model identifies regions of interest based on the artifacts caused
by the deepfake generation methods, i.e., the inconsistencies in the textures and the abnormal color changes. On
real images, the areas of activation tend to be more uniformly distributed, suggesting confidence in genuine facial
characteristics.

5.5.4.3 LIME for Explaining ViT-based Decisions

LIME works by perturbing regions of an input image and observing the model prediction variations in order to
understand which regions are most accountable for classifying the image. The technique is particularly well
adapted for ViTs, which lack the luxury of convolutional feature maps but do apply attention mechanism-driven
extraction of image global dependencies.
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Figure 17. LIME Explanation for Fake and real Images

5.5.4.4 Visualizing Deepfake Detection Using LIME

As shown in Figure 17 above, LIME identifies specific areas of interest using Grad-CAM++. In contrast to direct
facial feature detection, LIME identifies distortions in specific patches of skin texture, lighting, and abnormal
transitions at boundaries. The model is more fascinated with regions that have distortions highlighted, which is
parallel to the inclination for distortion in deepfakes, specifically in selective areas rather than the entire face.
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5.2.2.4 Comparing Grad-CAM++ and LIME for Deepfake Detection

To dig deeper into the comparison between the two methods, Grad-CAM++ and LIME, as shown in Figures 18
and 19, are implemented on the same image and compared to understand how both methods interpret deepfake
content.

Figure 19. Comparison of Grad-CAM++ and LIME on a Real Image

The heatmap results show that Grad-CAM++ produces more localized and compact heatmaps than LIME, with
larger areas of influence. It suggests that Grad-CAM++ performs better in indicating clear areas that impact a
decision of a CNN, while LIME tends to show a broader scope of an image's impact on the Transformer model.

The incorporation of XAl methodologies, including Grad-CAM++ and LIME, does not affect the performance of
detection in a direct way but greatly facilitates increased interpretable deepfake detection models and decision
reasoning. Grad-CAM++ particularly identifies salient face areas used by InceptionResNetV1, and LIME
identifies patch-level feature influence in ViT classification. With both methodologies' incorporation, more
explainable deepfake tools result with increased confidence in Al-based tools for media tampering identification.
The future work potential area might include the incorporation of additional XAl methodologies for additional
interpretability for deepfake detection models.

6. Conclusion

This paper proposes a deepfake detection system that combines Vision Transformer (ViT) and InceptionResNetV1
models through weighted averaging fusion. The synergistic collaboration of ViT's ability to learn global
dependencies with the local feature extraction strengths of InceptionResNetV1 results in high classification
accuracy with interpretability. The use of Explainable Al (XAl) techniques such as Grad-CAM++ and LIME
increases transparency through the provision of visual and analytical explanations of model choices. Experimental
results prove the fusion-based technique outperforms standalone models with an accuracy of 99.19%. This
validates the fusion of convolutional and transformer-based models for enhancing deepfake detection performance.
The use of an explainability framework ensures interpretability of predictions by the model, hence suitability of
the system for use in security and forensic analysis.

7. Limitations and Future work

The proposed technique is promising in accuracy and interpretability but can be enhanced in subsequent work by
increasing training as well as evaluation datasets to cover various forms of deepfakes to improve robustness to
evolving forms of manipulations. Computationally efficient optimization will also be important in enabling
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deepfake detection in real-time, especially in use in video streaming and social media tracking. Addressing these
will make deepfake detection more reliable and efficient, as well as suitable for use in real-world applications.

Another limitation of our study is that it accepts only static images. While our models perform well on individual
frames, we recognize the importance of analysing video data for real-world applications. Video-based deepfake
detection presents additional challenges, such as capturing temporal dependencies and managing varying frame
quality, which our current approach does not address.

Regarding the scalability of our model to video data, the weighted average fusion method can be applied either
frame-by-frame or on aggregated frame-level features; this allows direct extension to temporal data. This
simplicity avoids the computational overhead and complexity found in attention-based or other learned fusion
methods that include temporal modelling components. We plan to explore temporal fusion techniques in future
work to enhance video deepfake detection performance.
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