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Abstract 

The significance of the Intrusion Detection System (IDS) is due to its capability in detecting attacks over the 

network. The current paper proposes a new feature selection method for misuse intrusion detection systems based 

on RNA encoding, where the proposed method includes five steps. Firstly, the KDD-Cup99 dataset is used and 

then select random records are used for both training and testing. Secondly, RNA encoding to encode each possible 

value in the dataset into RNA characters. Thirdly, the keys and their locations are extracted by dividing the 

achieved RNA sequences from previous steps into blocks with different sizes, then finding the most repeated 

blocks, choosing them as keys, and storing their location. The next step is the proposed feature selection method 

based on the extracted keys and their locations, depending on the place of the key within the feature number. 

Finally, the Raita algorithm for matching to search for keys before and after the applied features selection method. 

In terms of IDS performance evaluation, experimental outcomes of the proposed feature selection method show 

the capability of optimizing the time complexity and metrics. 

Keywords: Features Selection; Intrusion Detection; Misuse; RNA encoding; Matching algorithm 

1. Introduction 

The Internet dominates our modern world and provides major convenience to clients in different areas, such as 

banking, e-commerce, education, and social media [1]. The high use of computer networks led to the "Information 

security" problem. Information security aims to control access and protect information security, integrity, and 

personal information. The main objectives of attackers are compromising computer systems, stealing personal 

information, and destroying part of the system. Companies apply different security techniques to overcome data 

breaches as well as to protect private information, consequently guaranteeing system services availability [2,3]; 

where these techniques include encryption, authentication, firewalls, etc., that have been applied. However, the 

attackers try to penetrate the network systems to find weak spots that may lead to stealing sensitive information. 

As a result, these attacks pose a threat to the network system. In general, IDS can identify malicious patterns [4]. 

An IDS is an important part of cybersecurity that looks for and reacts to unauthorized or harmful activities on a 

network. Because cyber threats are growing more advanced and common, IDSs serve to detect them and notify 

administrators. These tools scan network activity, log data and other digital signs to detect things like infections 

by malware, theft of confidential data or break of security policies. The primary types of IDSs are NIDS, which 

watch network traffic, and HIDS, which watch over individual devices or hosts. An IDS is effective if it is very 

https://doi.org/10.54216/FPA.210106
mailto:dunia.alawi@uoanbar.edu.iq
mailto:omar.f@sc.uobaghdad.edu.iq
mailto:mohadmath87@uoanbar.edu.iq
mailto:Shaymaa.e.alqaissi@uoanbar.edu.iq
mailto:hind.moutaz@ihcoedu.uobaghdad.edu.iq
mailto:maythem.abbas@apu.edu.my


 

Fusion: Practice and Applications (FPA)                                                           Vol. 21, No. 01. PP. 79-88, 2026     

80 
DOI: https://doi.org/10.54216/FPA.210106        
Received: March 23, 2025 Revised: June 02, 2025 Accepted: July 08, 2025 

accurate at telling whether a pattern is normal or abnormal. Modern IDSs depend on both known attack patterns 

and the use of machine learning to find any unusual behaviour. Signature-based systems focus on known dangers, 

but it is the anomaly-based systems that are best at discovering new threats. Nevertheless, there are issues with 

each approach, including the chance of false positives and the high cost of running the analysis in real time. Since 

new cyber threats keep appearing, it is important to make IDS solutions more flexible and smarter to protect digital 

infrastructure [5]. The main contributions of the proposed method are: 

 A new feature selection method is proposed based on RNA encoding and the Raita algorithm to make feature 

selection more effective for misuse-based intrusion detection systems. 

 RNA encoding is used as a new technique to represent network traffic because it mimics the way biological 

sequences are used for better data analysis. 

 The data was simplified, so now the IDS can train quickly and use less computing power. 

 Proved that the method is capable of filtering out features that do not add value and in fact lower the IDS’s 

performance. 

 A flexible and extendable framework was provided that can be built upon or merged with advanced detection 

systems. 

 

2. Related Work 

In order to evolve the IDS performance, the feature selection of network data is currently a modern research subject 

[6]. Various feature selection methods for IDS have been proposed in different publications. Mohy-Eddie et al. [7] 

developed a new IDS using the K-Nearest Neighbours (K-NN) algorithm. They used different feature selection 

techniques such as principal component analysis, genetic algorithm, and univariate statistical tests. A new IDS is 

proposed by [8] based on the machine learning method, and then enhances the performance of the proposed method 

by using modified Singular value decomposition to extract features. A new IDS is suggested by [9] by using Fuzzy 

Rough sets that are applied for attribute selection and Allen’s interval algebra, then applied features selection 

method that led to a decrease in the false alarm rate results and, at the same time, increased the accuracy result. A 

new features selection technique is proposed by [10] using DNA encoding and DNA key positions, where the 

outcomes of the suggested method showed that the proposed method has a fast detection time compared with other 

systems. A novel feature selection technique proposed in [11] merges statistical importance, deploying standard 

deviation besides mean and median differences. Zorarpaci [12] proposed a swift wrapper feature selection method 

and fast ensemble classifier for IDS; the proposed technique led to enhanced runtime performance. A data-driven 

IDS was proposed by [13] using feature selection and deep learning, where the standard deviation besides the 

association rule of data mining is applied to remove the redundant features, decrease the computational load, and 

enhance the accuracy. Fang et al. [14] built a feature selection method for industrial control systems by using a 

genetic algorithm, and the proposed method decreased the classification complexity and enhanced the accuracy 

rate. 

Al-Bakaa and Al-Musawi [15] proposed a novel anomaly IDS method by using a recurrence quantification analysis 

to recognize abnormal behaviour in an individual feature extracted, and this led to finding the minimum number 

of features. [16] suggest a novel feature selection procedure, where the proposed method is based on a genetic 

algorithm used to determine the optimal feature subsets. A hybrid classification was accomplished using both 

logistic regression and decision trees. A new IDS technique for the Internet of Things is proposed by [17] based 

on Linear SVMs, where four feature selection techniques are applied to find the best features; these four methods 

are Importance Coefficient-, Forward- and Backward-Sequential-, and Correlation Coefficient.  

A new DNA encoding idea is proposed by [18] for misuse IDS using the UNSW-NB15 dataset, where the achieved 

results showed that the suggested DNA encoding led to high DR values for all nine attack types. [19] propose a 

novel IDS, where this system is generated by the combination of genetic algorithm-based feature selection and 

multiple support vector machine classifiers, where this system can select features of each attack category rather 

than for all the attacks. An IDS technique is presented by [20] by using convolutional neural networks and the new 

UNSW-NB15 dataset, then using a synthetic minority oversampling algorithm and Bayesian Gaussian mixture 

model to decrease bias toward the majority dataset class. Wei et al. [21] proposition improvement for feature 

selection in IDS based on a multi-objective immune algorithm then used the neural network method to train the 

classification model based on the selected feature, and the classification results considered as the target fitness 

value for each individual. The DNA sequence is used for IDS [22]; the proposed misuse IDS has three stages, 

which are DNA encoding, shortest tandem repeat extraction, and finally, a matching algorithm based on the 

Horspool algorithm.  
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3. Materials and methods 

A new feature selection method for the misuse of IDS is proposed. The proposed method consists of five steps: 

dataset selection, RNA encoding, keys and their locations extraction, features selection, and matching algorithm. 

Figure 1 depicts the steps of the proposed method. 

 

Figure 1. The proposed method (framework) 

The framework uses the KDD-CUP99 dataset as a source for the training dataset and then chooses 2000 random 

records for training purposes. These records are divided into two datasets: one contains only normal records, and 

the other one contains attack records. The attack records are of types: Denial of Service (DoS) attacks, Probe 

attacks, Remote to Local (R2L) attacks, and User to Root (U2R) attacks. The next step of the proposed method is 

to apply RNA encoding to the training datasets. The main goal of this step is to convert all records to RNA 

characters, and each record has 41 features. These features are listed in Figure 2. 

 

Figure 2. Features of KDDCUP 99 

Where the example of RNA encoding is as follows: 

Example of a record and its 41 features: 
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When applying the RNA encoding method for the previous record, it produces the following RNA characters. The 

RNA encoding for the previous example 

 

The third step of the proposed method is to extract the keys and their locations; this method starts by dividing the 

achieved RNA characters into blocks, and each block is formed from different letter sizes, where tried blocks with 

sizes from 2 characters to 10 characters. The symbols for these blocks are given, such as for the block with two 

letters length is represented by UA, for block with three letters length is represented by UAG, for block with four 

letters length is represented by UAGG, and so on for the rest of blocks with different sizes. The main rule that 

obtained after trying different sizes is the blocks with small sizes can be found easily in both normal and attack 

records and cannot used as a classification key. In contrast, when using blocks with large sizes, we cannot find 

common keys that can used as classification keys. Therefore, from initial trial experiments a block formed from 

five characters is chosen. After selecting the appropriate length, the next step is to search for the most repeated 

blocks, select them as classification keys, and store their locations, where location refers to the position of the first 

character in the key from the whole RNA characters. The selected keys and their locations are listed in Table 1. 

Table 1: Extracted keys and their locations 

No. Keys Locations 

1 UUGGU 7 

2 GCGGC 19 

3 CUCCU 10 

4 UGGCG 17 

5 CUUUA 2, 6, 10 

6 ACCCC 6, 14 

7 UUUAC 7, 11 

After selecting the keys and their locations, the next step is to choose features; where this method depends on the 

location of keys, i.e., the place of the key within which the feature number is. To understand the procedure of 

feature selection, the following examples present the feature selection procedure using the first two keys, and the 

feature selection for the rest of the keys is applied using the same method. The 1st key is equal to “UUGGU at 

position 7; the 2nd key is equal to “GCGGC” at position 19, and so on for the rest of the keys. 

 

Figure 3. The proposed feature selection method 

CUUCCUAUCCUUCCGCCUUCCUUCGAAUUAUCCACCGGGCAUGACUAUCUAUCU

AUCUAUCUAUCUUCCUAUCUAUCUAUCUAUCUAUCUAUCUAUCUAUCUAUCUA

UCUUCCUUCCUAUUUCUCUAUCUAUCUAUUUCUCUAUCUAUCUAUUUCUCUAU

CUAUCUAUUUCUCUAUCUAUCUUCUUCUCUAUCUAUCUAUUUCUCUAUCUAUC

UAUUUCUCUAUCUAUUAUCUGACUGACGUAGCUAUUUCUCUAUUAUCCUAUUU

CUGGGCUGACCUAUUUCUCUAUCUAUCUAUUUCUCUAUCUAUCUAUUUCUCUA

UCUUCCUAUUUCUCUUCAUGACUAUUUCUGUAGCACCCUAUUUCUGGGCGGGC 
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From previous examples, it found that key 1 is obtained from features number 1 & 2, and key 2 is obtained from 

features number 4 and 5. The selected features by using all extracted keys and their locations are listed in Table 2. 

Table 2: Extracted keys and their locations 

Feature number Name 

1 duration 

2 protocol_type 

3 service 

4 flag 

5 src_bytes 

6 dst_bytes 

After selecting the best six features instead of all 41 features, the Raita algorithm is used to classify the records as 

either normal records or attack records based on extracted keys. Where this algorithm is applied twice, once for 

records with 41 features and the second run for records with selected features. The flowchart for the application of 

the Raita algorithm is shown in Figure 4. 

 

Figure 4. The application of the Raita algorithm 

 

4. Results and discussions 

The performance evaluation of the proposed features selection method is computed based on five factors: detection 

rate (DR), false alarm rate (FAR), accuracy, RNA encoding time, and classification time. The formulae used to 

calculate these measures are given in the following equations. A new feature selection method for the misuse of 

IDS is proposed. The proposed method consists of five steps: dataset selection, RNA encoding, keys and their 

locations extraction, features selection, and matching algorithm. Figure 1 depicts the steps of the proposed method. 
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       𝐷𝑅 =   𝑇𝑃/(𝑇𝑃 + 𝐹𝑁)                                                                          (1)                                                                     

      𝐹𝐴𝑅 =   𝐹𝑃/(𝑇𝑁 + 𝐹𝑃)                                                                        (2)                                                                      

      𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =   (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁)                        (3)               

The performance is calculated by using a laptop with the following specifications: the OS is Microsoft Windows 

10 Professional, the CPU is Intel 2.50GHz, and the memory is 4.00 GB. KDD-Cup99 dataset is used for testing, 

where 8000 random records are used for this purpose. Firstly, the DR, FAR, and accuracy for all testing dataset 

records with all features (41 features) are shown in Table 3 and Figure 5. 

Table 3: The achieved results before applying the features selection method 

Factor Results 

DR 93.31% 

FAR 0.002% 

Accuracy 94.93% 

 

 

Figure 5. The achieved results before applying the features selection method 

The RNA encoding time and classification time for all testing dataset records with all features (41 features) (Table 

4 and Figure 6).  

Table 4: The obtained time before applied features selection method 

Process Time (seconds) 

Encoding Time for 8000 records 1114 

Classification Time for 8000 records 27 

Encoding Time for 1 record 0.139 

Classification Time for 1 record 0.0033 
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Figure 6. The obtained time before the applied features selection method 

As mentioned in Tables 3 and 4, the achieved DR, FAR, accuracy, RNA encoding time, and classification time for 

all dataset records with all features are equal to 93.31%, 0.002%, 94.93%, 1114 seconds, and 27 seconds 

respectively. 

Secondly, the achieved DR, FAR, and accuracy for all testing dataset records after applying the features selection 

method are shown in Table 5 and Figure 7. 

Table 5: The achieved results after the application of the features selection method 

Factor Results 

DR 93.03% 

FAR 0.003 % 

Accuracy 94.73% 

 

 

Figure 7. The obtained time after the applied features selection method 

On the other hand, the time needed for RNA encoding and classification for all testing dataset records with specific 

features (6 features) is shown in Table 6 and Figure 8. 
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Table 6: The obtained time after the application of the features selection method 

Process Time (seconds) 

Encoding Time for 8000 records 5 

Classification Time for 8000 records 3 

Encoding Time per record 0.000625 

Classification Time per record 0.000375 

 

 

Figure 8. The obtained time after the applied features selection method 

Tables 5 and 6 showed the achieved DR, FAR, accuracy, RNA encoding time, and classification time for all dataset 

records with all features equal to 93.03%, 0.003%, 94.73%, 5 seconds, and 3 seconds respectively. The achieved 

results show that the DR, FAR, and accuracy results are not affected within the features selection, where the results 

are approximately the same. Still, the time for a system based on feature selection is faster than time with full 

features number, where the RNA encoding time is enhanced from 1114 seconds to 5 seconds only. The 

classification time becomes 3 seconds instead of 27 seconds. 

Table 7 represents the obtained results compared to other IDS methods to evaluate the results obtained by the 

proposed system. 

Table 7: Comparison between the achieved results of proposed methods with published results 

Method Method Dataset DR FAR Accuracy 

Proposed Method 
RNA keys and 

locations 
KDDCup99 93.03% 0.003 % 94.73% 

Pervez and Farid 

[23] 

Support Vector 

Machine 
KDDCup99 83.4% 9.0% 89.0% 

Hooda et al. [24] Random Forest KDDCup99 78.5% 9.8% 88.6% 

Sheikhi & 

Kostakos [25] 
Genetic Algorithm KDDCup99 86% - 94.2% 

Sharmila & 

Nagapadma [26] 
Naive Bayes KDDCup99 81.2% 9.3% 88.4% 

Shokeen et al. [27] Machine Learning KDDCup99 82.1% 5.3% 87.2% 
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As mentioned in Table 7, the proposed method achieved the highest DR and Accuracy results over other methods, 

and these results are equal to 93.03 % and 94.73% respectively. In addition, the obtained FAR by the proposed 

method is the lowest and equal to 0.003%. 

6. Conclusion  

This study proposed a new feature selection method using key locations, where this method starts by selecting 

random records that are used for training and testing, then uses RNA encoding to convert dataset values into RNA 

characters, and then divides it into blocks. After that, extract the most repeated blocks as classification keys and 

keep their location. The fourth step is to propose the features selection method, which is done by searching for key 

locations within which feature numbers are available and then applying the Raita algorithm to perform matching 

based on extracted keys. For future work, the same procedure can be applied using different datasets, such as the 

NSL-KDD dataset or the CICIDS2017 dataset. In addition, the proposed method can be enhanced by applying 

various techniques instead of using a matching algorithm. 
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