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Abstract 

In recent years, federated learning (FL) has emerged as a decentralized approach to model training, enhancing data privacy by 

retaining data on local edge devices. While existing privacy-preserving FL frameworks, like Secure Aggregation and Homomorphic 

Encryption, protect data through encrypted aggregation, they often face challenges with high communication overhead, significant 

computational demands, and increased energy consumption. Differential privacy approaches, though customizable via privacy 

budgets, may also degrade model accuracy due to added noise. Addressing these limitations, we propose PrivaNet-FL (Privacy-

Optimized Network for Federated Learning), an advanced FL model that optimizes privacy techniques with minimal energy costs 

in edge environments. PrivaNet-FL incorporates adaptive privacy and efficiency management across edge devices, such as IoT 

sensors and smartphones, where data processing and real-time privacy adjustments conserve energy while maintaining data security. 

The framework consists of three main workflows: (1) Adaptive Privacy-Scaling-modulating privacy based on device constraints, 

ensuring optimal energy usage through dynamic adjustments of noise in differential privacy or encryption complexity; (2) 

Lightweight Encryption and Secure Aggregation-employing low-complexity encryption and secure aggregation techniques, such 

as random masking and distributed averaging, to minimize energy without compromising data privacy; and (3) Energy-Aware 

Communication-Efficient FL-leveraging model compression, energy-aware scheduling, and differential privacy with controlled 

noise to reduce communication and energy overhead. Results demonstrate that PrivaNet-FL achieves superior model accuracy with 

reduced energy and communication costs compared to traditional FL methods, making it ideal for privacy-sensitive and resource-

limited edge applications. 

Keywords: Federated Learning; Privacy-Preserving; Adaptive Privacy-Scaling; Edge Computing Optimization; Energy-Efficient 

Computation  

1. Introduction

With the advent of the Internet of Things (IoT) and edge computing, an enormous amount of data is generated at the periphery of 

networks [1]. This data, originating from devices like smartphones, smart home devices, autonomous vehicles, and industrial 

sensors, holds immense potential for driving innovations in machine learning (ML) and artificial intelligence (AI) applications 

across healthcare, automotive, smart cities, and personalized recommendations. Traditional centralized approaches to ML involve 

gathering all this data in a central server, where it can be processed and analysed [2]. However, this model has become increasingly 

unfeasible due to issues with data privacy, transmission costs, latency, and the growing ethical concerns around data ownership and 
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misuse [3]. FL has emerged as a promising alternative that allows for decentralized data training, enabling devices to collaboratively 

learn a shared model without the need to transmit raw data to a central server [4]. This decentralization provides an inherent level 

of data privacy, as sensitive information remains on the device. However, privacy is not absolute in FL; model updates or gradients 

transmitted during the learning process can still leak sensitive information. To address this, privacy-preserving techniques, such as 

secure multi-party computation (SMC), homomorphic encryption, and differential privacy, have been integrated into FL [5]. Yet, 

while these techniques enhance data security, they tend to require significant computational power, making them unsuitable for 

energy-constrained edge devices. This paper explores solutions to this problem, aiming to develop privacy-preserving techniques 

specifically optimized for energy-efficient operation on edge devices. 

The implementation of privacy-preserving techniques on edge devices, while necessary for security, introduces a unique set of 

challenges [6]. The primary challenge is the computational and energy overhead associated with most existing privacy-preserving 

methods [7]. Techniques such as homomorphic encryption, SMC, and differential privacy often require intensive computations that 

are feasible in high-performance computing environments but impractical for battery-operated edge devices. For instance, 

homomorphic encryption performs calculations on encrypted data, maintaining privacy but at the expense of significant 

computational power, which can quickly drain the battery of an edge device [8]. Differential privacy, another commonly used 

technique, adds noise to data or gradients to obscure individual data points, yet fine-tuning the noise parameters to maintain model 

accuracy while preserving privacy involves substantial additional processing. Such methods, while effective in centralized or high-

performance settings, can place a disproportionate strain on edge devices with limited resources, leading to reduced performance, 

degraded user experience, and shorter device lifespans. Moreover, the diversity in edge device capabilities from basic IoT sensors 

to advanced smartphones further complicates the challenge, as privacy-preserving techniques must be flexible enough to work 

efficiently across varied hardware configurations [9]. Communication overhead is another concern; FL systems require model 

updates to be shared with a central server, and privacy techniques can increase the size of these updates [10]. This not only consumes 

more bandwidth but also intensifies energy usage during data transmission, underscoring the need for privacy-preserving methods 

that reduce computational and communication burdens. 

Achieving a balance between privacy and energy efficiency in FL for edge environments is a complex but essential task. Edge 

devices generally operate on limited battery power, making energy efficiency a critical priority in privacy-preserving FL 

frameworks [11]. However, most current privacy-preserving techniques are not designed with energy limitations in mind, often 

focusing instead on maximizing privacy at any computational cost [12]. Given the constraints of edge devices, robust and 

lightweight privacy-preserving methods are needed to ensure data security without significantly depleting device resources [13]. 

One promising approach involves the use of adaptive privacy techniques that dynamically adjust the level of privacy based on 

device-specific constraints, such as remaining battery life or available processing power [14]. By balancing computational load and 

privacy levels in real time, adaptive methods can help preserve energy without compromising data security [15]. Additionally, 

lightweight cryptographic protocols and privacy mechanisms are emerging as alternatives to traditional, computationally heavy 

techniques. For example, rather than encrypting entire data points, selective encryption can be applied to specific, high-risk portions 

of data, reducing the computational requirements while maintaining robust privacy protection. Communication-efficient protocols 

are also critical, as they limit the amount of data transmitted in each update, reducing the burden on low-bandwidth networks and 

lowering overall energy consumption [16]. These advancements in privacy-preserving techniques offer a path forward for FL in 

edge environments, enabling edge devices to protect sensitive data efficiently. 

This paper proposes a novel approach to implementing lightweight, privacy-preserving methods in FL, specifically designed to 

address the challenges of computational overhead, communication burden, and energy efficiency in edge environments [17]. The 

proposed approach encompasses several innovations that allow FL to operate securely and efficiently on resource-constrained 

devices [18]. First, we introduce lightweight encryption mechanisms that are low in complexity but offer robust data protection, 

catering to the limited computational capabilities of edge devices. Instead of employing high-overhead cryptographic techniques, 

these mechanisms use streamlined algorithms to secure model updates without excessive processing demands [19]. Second, we 

propose an adaptive privacy framework that can adjust privacy levels dynamically based on the energy constraints of individual 

devices [20]. This approach enables the model to prioritize energy efficiency without sacrificing data security, making it feasible 

for devices with different capabilities to participate in the FL process. Additionally, we incorporate efficient communication 

protocols that reduce the data size of model updates, minimizing the amount of transmitted information while maintaining model 

accuracy. This approach not only enhances the energy efficiency of FL systems but also ensures that privacy-preserving methods 

are accessible across a wide range of device configurations, from basic IoT sensors to more advanced mobile devices. By optimizing 

both the computational load and data transmission processes, this research aims to deliver a holistic solution to the dual challenge 

of privacy and energy efficiency in FL for edge environments, making it possible to harness the potential of decentralized learning 

without compromising on data security or device longevity.  The novel contributions of PrivaNet-FL in FL are as follows: 
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 Adaptive Privacy-Scaling for Energy-Efficient Privacy Management: PrivaNet-FL introduces a novel Adaptive Privacy-

Scaling mechanism that adjusts the privacy parameters in real time based on the computing capabilities of edge devices and 

their battery life. Such a mechanism would end up ensuring energy-efficient privacy protection customized to each device's 

capabilities, eliminating energy draws that are useless for data security while maintaining maximum data security through 

differential privacy noise level modulation and encryption complexity alteration according to the feasibility of the device. 

 Chaos-Based Lightweight Encryption and Secure Aggregation: The Lightweight Encryption and Secure Aggregation module 

in the framework introduces a new chaos-based cryptographic method. This strategy cuts the computation cost using safe 

aggregation techniques like distributed averaging and random masking, not to mention low-complexity encryption approaches. 

Being different from conventional high-complexity encryption methods, the above specific combination maintains strong 

privacy guarantees with reduced energy consumption and communication pressure. 

 Energy-Aware Communication-Efficient Personalized Federated Learning: In this module called Energy-Aware 

Communication-Efficient FL, PrivaNet-FL offers efficiency for FL by the integration of energy-aware scheduling, adaptive 

Personalized Federated Learning, and model compression approaches. This method highly reduces the overhead of 

communication and energy due to the fusion with differential privacy together with controlled noise and compresses the size 

of the model update. With this contribution, it can work well in low-power edge settings, and thus there will be an increase in 

the life span of the edge devices, while providing a guarantee for FL performance for applications with resource constraints. 

The structure of this paper is as follows: Section II reviews prior research on privacy-preservation and federated learning. Section 

III offers a comprehensive overview of the proposed PrivaNet-FL architecture, including diagrams, pseudocode, and mathematical 

formulations to illustrate the research methodology. Section IV presents the experimental results, covering dataset descriptions and 

comparative analysis. Finally, Section V provides the study’s conclusions. 

2. Related Works 

Xu et. al [21] presented a comprehensive survey of privacy-preserving techniques in the domain of machine learning, which explains 

key challenges and direction of future research for secure and efficient practices. Safaei Yaraziz et. al [22] contributed Privacy-

Preserving Techniques in the context of IoT, detailing present trends and challenges, and making way for securing IoT Data Privacy. 

Wen et. al [23] proposed FedDetect is a federated learning-based framework for detecting energy theft that preserves user data's 

privacy, making it fitting for secure smart grid application. Ibrahem et. al [24] focused on a deep learning-based approach to data 

gathering in the context of AMI networks while being highly efficient with a strong sense of data privacy. Akgün et. al [25] focused 

on using trusted execution environments to bring forward a privacy-preserving model of data related to smart grids so that it can be 

securely processed within the trusted zones. Othman et. al [26] focused of the research will be toward providing green computing 

as a methodology toward privacy-preserving data aggregation in IoT healthcare, enhanced for both privacy and energy efficiency. 

Iqbal et. al [27] emphasized on data privacy and secure channels of user communications, PCSS an SDN-based communication 

scheme for smart homes. Tan et. al [28] Utilized CryptGPU, the power of GPU for optimizing privacy-preserving machine learning 

process by offering tremendous speed up in processing encrypted data. Khalid et. al [29] introduced AI techniques in privacy-

preserving healthcare with key applications and secure methods of data processing. Syed Masood et. al [30] proposed a multipath 

routing technique for energy-efficient transmission of privacy-preserving healthcare data in WSN.  

3. Methodology 

The proposed PrivaNet-FL model enhances privacy-preserving techniques with minimal energy overhead, tailored for FL in edge 

environments as shown in figure 1. It integrates adaptive privacy scaling, lightweight encryption, and energy-aware communication 

strategies to achieve an optimal balance between privacy, energy efficiency, and computational feasibility in edge-based FL 

systems. 

A. Adaptive Privacy-Scaling 

Given the current resource conditions on edge devices, the Adaptive Privacy-Scaling component of the PrivaNet-FL model seeks 

to adaptively optimize the privacy-preserving methods in terms of both privacy and energy efficiency, as a fixed privacy-preserving 

method may result in energy inefficiencies or resource pressures on some devices. For instance, IoT sensors and smartphones have 

varying battery life and processing capabilities. The Adaptive Privacy-Scaling algorithm can bring some balance between 

optimizing privacy protection and low energy overhead because adapting it to the resource opens opportunities for adaptation at all 

stages of the system lifecycle by adjusting privacy techniques based on adjustments in the processing power and energy. Adaptive 

privacy scaling intends to minimize energy spent on edge devices while maintaining data privacy on optimal privacy settings. In 

dependence on the present conditions of the available resources, PrivaNet-FL varies dynamically the privacy strength to: 

Minimize power expenditure related with privacy-preserving mechanisms. 
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Maximize battery life of the involved edge devices. 

Tune privacy protection level at an optimal point among those device constraints and privacy necessities. 

Monitoring Resource Consumption: Monitoring the amount of energy and processing power of all edge devices is a first step in this 

approach. This includes monitoring on a real-time scale, the battery level, CPU usage, and perhaps memory utilization. The state 

of the available resources, as reflected by R, would depend on various factors amongst which are: 

                               R(t) = f(B(t), P(t), C(t))                            (1) 

Here, the battery level at time t. This could be signified by B(t). CPU load or processing capability P(t)at time t. The state of 

network connectivity denoted as C(t) can influence the data transmission rates. These statistics of resource utilisation is what is 

used by privacy-scaling algorithm to determine how much privacy needs to be enforced. 

Layer 1: IoT Devices Layer 2: Edge Servers Layer 3: Blockchain-based Cloud Server 
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Figure 1. Overall architecture of Proposed PrivaNet-FL Architecture 

Privacy Level Adjustment: The privacy level is dynamically updated based on the resources that are being monitored. Differential 

Privacy DP, and related privacy-preserving approaches, normally call for an adjustment of the privacy budget ϵ; thus, for instance, 

the noise that is injected into the data to obscure individual contributions is to be set. Since device resources vary dynamically, then 

so does ϵ. 
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                                           ϵ(t) = g((Rt))                                      (2) 

where g is a scaling function, set to raise ϵ (decreasing noise and conserving energy) when resources are plentiful, and set to drop 

ϵ (increasing noise and enhancing privacy) when resources are few. For instance, an increase in level of ϵ. is picked up at low levels 

of battery to impose a much stronger privateness in terms of high noise. Contrary to this, the algorithm gradually increases the value 

of ϵ. for dropping levels of battery while it conserves processing power with less noise and preserves just enough privacy. A similar 

scaling strategy could be applied to compression complexity: encryption-based methods may use a similar strategy to deal with 

encryption complexity. In this case, when resources are scarce, lightweight encryption can be used, and then it is when abundant 

resources are available that more energy-intensive encryption - perhaps longer keys or more rounds of encryption is used. 

Dynamic Scaling Algorithm: With the current energy condition of a device, this dynamic scaling method aims to determine what 

privacy setting would be optimal. The scaling function, f can be applied by a proportional allocation approach so that the rate of 

adjustment goes at par with the life of the batteries remaining: 

                               ϵ(t) = ϵmax. (1 −
B(t)

Bmax
)                          (3) 

Where, ϵmax denotes the maximum privacy budget which is allowed. B(t) denotes the current level of battery. Bmax denotes the 

maximum capacity of the battery. As B(t) decreases, ϵ(t) increases linearly in the rate of battery dissipation. Analogously, control 

of the computational overhead of encryption may be accomplished by adjusting parameters that govern its expense, like the size of 

the secret key K defined as, 

                              K(t) − Kmin + (Kmax − Kmin).
B(t)

Bmax
                     (4) 

To limit the computational cost, K(t) decreases proportionally as power in the battery decreases. 

Balancing Energy Efficiency and Privacy: In the Adaptive Privacy Scaling algorithm, ϵ  and K are recomputed in real-time, as the 

energy status R is routinely inspected for energy efficiency. PrivaNet-FL contains a lower privacy level ϵmin to prevent losing too 

much privacy in continuous scaling that ensures achieving the minimum level of privacy invariant over battery states.  

                                   ϵ(t) = max(ϵ(t), ϵmin)                           (5) 

This degree is such that it provides protection against privacy within reasonable bounds even in scenarios with extreme resource 

constraints on energy. 

B. Lightweight Encryption and Secure Aggregation 

The design of the Lightweight Encryption and Secure Aggregation component in PrivaNet-FL ensures efficient, as well as safe 

model update protection in FL networks. In contrast to total encryption that is typically resource-intensive, PrivaNet-FL provides 

its federated learning network with secure aggregation protocols together with low-complexity encryption methods to protect data 

privacy during model updates. Instead, this system uses distributed averaging, batch processing, and chaos-based encryption for 

data protection with low computational and energy requirements, thereby making it ideal for edge locations that have constraints. 

In this sense, edge devices can join the FL network without imposing undue burden upon their resources and can ensure data 

protection all while ensuring that processing speed and battery life are maximized. 

Efficient Encryption Algorithm: This technique is based on chaos-based cryptography due to its high robustness in encryption 

capability and low computational complexity. It is especially suitable for federated learning on edge devices operating under the 

lightweight needs of chaos-based encryption and computationally efficient and safe randomization offered by chaotic maps. The 

most widely used chaotic map in cryptography is the Logistic Map, which is defined as: 

                                  xn+1 = r. xn. (1 − xn)                                (6) 

Where, xn represent state variable of the chaotic system that is typically started with a random seed. r represent control parameter, 

to ensure chaotic behaviour, it is often taken between 3.57 and 4. This approach creates the encryption scheme with minimum 

computing resources and strong unpredictability that improves the data security as updates of models get encrypted using a key 

constructed through chaotic sequences. Here after follows a representation of the chaos-based encryption procedure for a model 

update M: Creation of mask: Make use of logistic map to get a chaotic sequence {xi}. 

Update masking: Perform encryption of the update M′ XORing element wise with model update M along with the elements of the 

chaotic sequence. 
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                                           M′ = M ⨁xi                                        (7) 

Encryption Distribution: A unique key such that xi offers the chaotic sequence, which minimizes the need for sophisticated 

encryption algorithms; even at high security with minor processing requirements. 

Batch Update Mechanism: To save energy and bandwidth, the step in this workflow of batch processing of model changes is 

considered because it reduces the magnitude and frequency of data transferred over the network with reduction in communication 

rounds. To reduce communication rounds, updates are processed together, which effectively decrease the energy consumption of 

repeated transmission. For instance, all the updates from N devices are collected in a batch and then transmitted to ensure that the 

size of data is uniform and manageable; through avoiding often redundant encrypted transmissions. 

                                  Mbatch =
1

N
∑ M′N

i=1                                    (8) 

This batching technique of update saves much energy to devices while efficiently taking advantage of network facilities.  

Secure Aggregation Protocol: A safe aggregation technique, PrivaNet-FL utilizes both the distributed averaging and random 

masking for individual updates inside the batch. The protocol ensures that only the aggregated result and not the individual updates 

are accessible by the central server. Each device generates a random mask R and sends this along with its model update M′, before 

to transmit to the server in random masking: 

                                       M′′ = M′ + R                                       (9) 

Each device swaps its mask with the server after it aggregates the masked updates. The server then subtracts the masks from the 

sum aggregated to get the actual batch average: 

                             Mfinal =
1

N
∑ (Mi

′′ − Ri)
N
i=1                            (10) 

Another technique, in lieu of random masking, uses distributed averaging, where every update is averaged across participating 

devices. As each device shares only a portion of its updates with neighbouring devices and not directly to 

some server, the method is mathematically efficient. Being distributed adds an additional layer of security, as it will ensure 

that access is given only to the final averaged output, and not the raw updates from any one device. The sum-average of Mavg 

from the N number of devices can be represented as under: 

                                       Mavg =
1

N
∑ Mi

N
i=1                                    (11) 

It uses distributed averaging and random masking to safely update the aggregation of models without requiring fully encrypted each 

update to save energy and potentially protect privacy. 

Dynamic Balancing of Encryption Complexity: This is a resource-aware workflow for Lightweight Encryption and Secure 

Aggregation, which dynamically moves between masking of lower complexity when resources are scarce and encryption of higher 

complexity when resources are abundant. To this dynamic adaptation, we add a decision threshold dependent on the resource state 

R: 

      Encrypion Level    = [
Full Chaos Encryption, if R > Rthreshold

Random Masking, if R ≤ Rthreshold
        (12) 

where the Rthreshold represents the minimum number of resources available for the more computationally expensive encryption 

technique. In PrivaNet-FL, through choosing the most appropriate encryption technique based on device conditions at any point in 

time, energy efficiency is optimized. Energy-Aware Communication-Efficient Federated Learning is one of the key elements in 

PrivaNet-FL paradigm that aims to reduce communication and energy overheads associated with Federated Learning in a resource-

constrained edge environment. It uses model compression, energy-aware scheduling, and controlled noise addition for achieving a 

trade-off between privacy, energy efficiency, and performance. This process continues to make sure that FL tasks proceed 

effectively while maximizing the usage of resources within energy-constrained edge devices and data privacy. We detail the 

necessary components of this energy-efficient protocol described below, which are critical in our aim to scale federated learning to 

be safe and privacy-preserving on edge devices. EAC-FL key objective is therefore to minimize the communication and energy 

overhead brought about during the federated learning process with efficient model compression, adaptive scheduling, and privacy-

preserving techniques. Other than energy conservation, these techniques are also aimed at minimizing bandwidth usage within the 

network without compromising the accuracy of models or data privacy. The approach for PrivaNet-FL is to alleviate the overhead 

in terms of energy and communication while preserving privacy in federated learning by combining model compression, energy-

aware scheduling, and differential privacy. In federated learning, model changes can be very large, and it requires a lot of energy 
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and bandwidth to transmit these updates from the edge devices to the central server and vice versa. Techniques like quantization, 

pruning, and scarification are used in the method of model compression to reduce the size of the updates that are transmitted over 

the network to overcome this challenge. In quantization, model parameters become smaller, and, at the same time, the accuracy of 

the parameters reduces. For example, the data size may be considerably reduced if precision is lowered from 32-bit floating-point 

values down to 8-bit integers. The model parameters are denoted as M while the quantized parameters are denoted as M′. If the 

quantization step entails rounding the parameters to the nearest integer within a defined range, the equation becomes: 

                                   Mi
′ = round(Mi, p)                            (13) 

where the original model parameters are denoted as Mi, and the number of bits used for each parameter when quantized is denoted 

as p. Pruning is the process of removing from the model less significant weights or neurons. In other words, only the most significant 

weights exist in the sparse model. The pruning process can be represented mathematically as follows, assuming M to be the model's 

weight matrix: 

                                      M′ = M ∘ P                                        (14) 

where P is the binary mask matrix that denotes significant weights (which is set to 1) and the weights to be pruned (which are set 

to 0), and ∘ denotes the element-wise multiplication operation. The process of sparsification is defined as setting certain model 

parameters to zero such that just a tiny fraction of the parameters contributes to the model. This cuts down on the amount of data 

that needs to be sent. One way to illustrate sparsification is through: 

                                     M′ = M. Mask                                    (15) 

where Mask represents a vector that marks which weights to discard (0) and which to keep (1). These compression techniques for 

the model maintain the performance of the federated learning model while also supporting reduction in payload during 

communication. 

Energy-Aware Scheduling: Such energy-aware edge devices with longer battery life might periodically update the model faster 

whereas the devices possessing lesser energy update at lesser frequency or even learn less. Thus, the sched program proposed here 

focuses on the competent devices whereas maximizing usage of energy over the whole network leads to faster convergence in 

federated learning. Devices are chosen for use in energy-aware scheduling based on the existence of energy sources, which depends 

on each device's remaining battery percentage or Ei. If there are T devices available within the network, then the rule governing 

energy-aware scheduling becomes: 

                   Schedule Device i     if Ei > Threshold             (16) 

This balances the load across the federated network by making sure that devices with higher residual resources have priority in 

training. Differential Privacy with Reduced Communication Overhead:  Differential privacy is another significant strategy ensuring 

proper protection to individual data points during the learning process. Since more data needs to be sent to hide the first changes, 

the addition of privacy-preserving noise may result in a higher communication cost. Controlled noise addition in differential privacy 

is used in the structure of EAC-FL for data security and avoid its over-energy usage. The amount of noise added depends upon the 

energy level of the gadget and the privacy requirement of the model. Let δ denote the noise scale and ϵ the privacy budget. The 

following is the mathematical expression for differential privacy mechanism:  

                                      Mi
′ = Mi + N(0, σ2)                              (17) 

Gaussian noise is N(0, σ2) and the model update from device i is Mi. What is determined by the energy level Ei of the gadget is 

how dynamically the noise scale σ is changed: 

                                                 σ = α.
1

Ei
                                          (18) 

Where σ  is a constant factor. A noisier gadget uses more energy and includes noise σ, that ensures more privacy while the gadget 

balances needs for privacy and energy efficiency in an energetic gadget by reducing noise levels. 

4. Result and Analysis 

For the proposed PrivaNet-FL model, the experimental analysis would encompass a systematic approach to validate its performance 

across multiple dimensions. Here is a detailed outline of the potential experimental setup, performance metrics, model evaluation, 

and comparative analysis: 

A. Privacy Preservation Evaluation  

https://doi.org/10.54216/JCIM.160203


 
 
Journal of Cybersecurity and Information Management (JCIM)                                                        Vol. 16, No. 02, PP. 28-46, 2025 
 

35 
DOI: https://doi.org/10.54216/JCIM.160203  
Received: January 28, 2025 Revised: February 25, 2025 Accepted: March 27, 2025 

To determine the effectiveness of the proposed model, PrivaNet-FL, to protect user data during the federated learning process, it 

must undergo the Privacy Preservation Evaluation. In such evaluation, the efficacy of differential privacy is measured, privacy 

attack resistance testing is carried out, and the comparison of PrivaNet-FL's privacy level with current baseline methods is 

performed. The procedures ensure that besides communication optimization and energy efficiency, it does not jeopardize user data 

by exposing any security loopholes or privacy invasions. Differential Privacy Effectiveness: Differential privacy is one of the 

primary privacy-preserving techniques of PrivaNet-FL. Even when the central server releases updates of the model to specific edge 

devices, it is intended to quantify how well the model protects data privacy and avoids information leakage from edge devices. Two 

salient factors are considered for differential privacy evaluation. Privacy Budget (ϵ): This parameter controls the amount of noise 

injected in the updates. Lower ϵ value will give more privacy protection but suffer more degradation in model accuracy. Noise 

Scaling Factor (σ): Thus, the standard deviation of the noise injected in the data. By increasing the noise level, it might be harder 

for the adversary to trace individual points, but the performance of the federated model will be affected. 
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Figure 2. Analysis of Privacy Leakage 

To assess the effectiveness of differential privacy, the following measurements are considered: Privacy Leakage: The amount of 

information one can obtains about a particular individual from the aggregated model updates. This is done by viewing the model 

output after differential privacy has been applied. Privacy Loss: This has implications on how much privacy is compromised in the 

learning process by the differential privacy mechanism. In general, this is done through comparison of the pre-privacy model output 

and the post-inclusion model output, as shown in Table 1 and figure 2. It demonstrates the differences in privacy leakage and model 

accuracy with varied ϵ and σ values. The lower values of ϵ provide stronger privacy protection (lower privacy leakage), although it 

slightly degrades the model about the accuracy, as shown in Table 1. It reveals how precision and privacy contradict each other, 

which is a peculiar feature of federated learning in privacy-preserving settings. 

Table 1: Diverse Settings of ϵ and σ Affect Privacy Leakage and Model Accuracy 

Privacy 

Budget (ϵ) 

Noise Scaling 

Factor (σ) 

Privacy 

Leakage (%) 

Model 

Accuracy 

(%) 

0.1 0.5 5.2 88.7 

0.5 1.0 3.4 91.2 

1.0 2.0 1.8 94.5 

2.0 3.0 0.9 96.0 
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Privacy Attacks Resistance: To ensure that privacy is efficiently protected by PrivaNet-FL, the robustness of the model against 

usual privacy threats needs to be examined. The most significant threats to federated learning privacy are the inference attacks and 

model inversion attacks. Inference Attacks: This is where the attack happens if the adversary observes the global model updates 

with the hope to infer knowledge about the specifics of data that a particular edge device has. Model Inversion Attacks: In this 

attack, the adversary uses the output of the model to attempt to reconstruct input data. This is usually done by leaning on a few of 

the gradients or parameters leaked during the training of the model. 

Table 2: Comparison of PrivaNet-FL's Resistance 

Attack Type PrivaNet-FL 

Resistance 

Secure 

Aggregation 

Resistance 

Homomorphic 

Encryption 

Resistance 

Inference Attack 

Accuracy (%) 

5.4 8.1 3.2 

Model Inversion 

Attack Accuracy 

(%) 

7.2 10.3 4.8 

Experiments involving an adversary performing a membership inference attack or a gradient inversion attack to see what 

information one can extract from the updates provided by the model to assess the robustness of the system. That is, the information 

an adversary can harvest about the model's behaviour through these attacks quantifies the model's resistance: it relates to the 

accuracy with which the adversary will eventually make its predictions. Table II compares the inference and model inversion 

resilience of PrivaNet-FL with other federated learning models applying privacy-preserving strategies. As shown in Table 2, 

PrivaNet-FL has a better robustness against inference attacks and model inversion than the baseline models, namely Secure 

Aggregation and Homomorphic Encryption. This shows how robust PrivaNet-FL is in protecting the user's data from complex 

privacy threats, considering it uses adaptive privacy scaling as well as noise reduction methods. Comparison with Baseline Privacy 

Techniques: We also compare PrivaNet-FL's mechanisms for privacy preservation against two more established baselines for 

privacy-preserving federated learning namely: Secure Aggregation, and Homomorphic Encryption, to ensure its effectiveness. 

Secure Aggregation: This approach ensures changes in individual devices are kept confidential by using cryptographic techniques 

for securely pooling updates without revealing individual contributions. However, it requires multiple rounds of communication 

that may be costly and communication rich. Homomorphic Encryption: In this method, the confidentiality of data is ensured during 

computation because it allows computation over encrypted data. It provides state-of-the-art privacy protection but does incur high 

computational costs. Substantial communication and energy overheads may also arise from this method. 

Table 3: Model Accuracy and Privacy Leakage between PrivaNet-FL and Two Baseline Techniques 

Technique Privacy Leakage Model Accuracy 

PrivaNet-FL 0.9 96.0 

Secure 

Aggregation 

3.1 91.3 

Homomorphic 

Encryption 

2.3 89.5 

 

It can be seen in Table 3 that PrivaNet-FL presents the highest model accuracy, and the least degree of privacy leakage as compared 

to Secure Aggregation and Homomorphic Encryption. That is an illustration of how well PrivaNet-FL balances between privacy 

and accuracy by presenting a competitive degree of model performance together with a high degree of privacy protection. In 

summary, the privacy preservation evaluation of PrivaNet-FL shows that it addresses the trade-offs between model performance 

and privacy protection. It can achieve maximal privacy levels with negligible loss in accuracy by adjusting the differential privacy 
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parameters ϵ and σ. Moreover, it is robust against inference and model inversion attacks as compared to stronger privacy-preserving 

alternatives, which are Secure Aggregation and Homomorphic Encryption. Such observations only ensure thatPrivaNet-FLas is 

indeed an effective and safe privacy-preserving federated learning approach for edge devices. 

C. Energy Efficiency Evaluation 

 In FL, energy efficiency is an important consideration, especially considering devices at the edge with limited resources, such as 

processor power or battery life. PrivaNet-FL architecture aims to maximize energy efficiency without compromising model 

performance or data privacy. Three primary domains are targeted in the analysis of PrivaNet-FL's energy efficiency: assessment of 

remaining battery life, comparison to traditional federated learning models, and energy consumption during learning. Energy 

Consumption of Edge Devices: PrivaNet-FL tracks the amount of energy used by edge devices when performing operations locally, 

communication with the central device to send updates, and idle states during other phases of federated learning. These steps have 

been analysed to uncover potential areas for saving energy and how good the system can be at optimizing the use of resources 

available to it. Local Computations: During the local training process, which computes the input, calculates gradients on edge 

devices, and then updates the model parameters, energy is consumed. Lightweight encryption and model compression techniques, 

such as quantization or pruning, minimize the computational costs during these procedures and thus reduce energy consumption. 

Sending Updates: Critical implication is that communication between edge devices and the central server consumes much energy 

most of the times. PrivaNet-FL reduces the consumption of energy to limit as many times and the amount of model updates through 

techniques of energy-aware scheduling, model compression, and batch aggregation. Techniques such as safe aggregation and 

random masking ensure privacy while at the same time minimizing the amount of communication costs. Idle States: Devices waiting 

to join the federated learning cycle or are idle also waste energy. To enable those devices with a higher battery power to participate 

in the cycle more frequently and keep the devices with low battery power idle or participate less often, PrivaNet-FL uses techniques 

of energy-aware scheduling. This, in return, saves energy when the battery of that device is at a very low level.  

Table 4: Energy Use of Edge Device at Each Phase of FL Process 

Stage PrivaNet-FL 

Energy 

Consumption (J) 

Traditional FL 

Energy 

Consumption (J) 

Local 

Computations 

0.32 0.45 

Sending Updates 0.22 0.38 

Idle States 0.05 0.08 

As seen in Table 4, due to the application of energy-efficient techniques such as model compression, batch updates, and energy-

aware scheduling, the energy consumptions both for local computations and for communication are lower for PrivaNet-FL. 

Comparison of Energy Consumption of the Proposed Model with that of Conventional Federated Learning Models In order to 

validate the energy efficacy of the proposed model, the energy consumption of PrivaNet-FL is compared to that of the conventional 

federated learning models that utilize no technique to save energy. The main reasons for such conventional models having a high 

energy consumption are large model sizes and more frequent model updates. In this respect, PrivaNet-FL uses energy-aware 

scheduling as well as model reduction techniques, like quantization and pruning, to reduce overall energy usage. Traditional models 

lack such improvements and thus have increased energy consumption for computations and overhead because of communication. 

Table 5 presents a comparison of the total number of energy consumptions of PrivaNet-FL and a standard FL model for a specific 

number of communication rounds, such as 100 rounds. From Table 5, it is evident that PrivaNet-FL saves much more energy 

compared with the traditional federated learning model. The outcome of the experiment shows that PrivaNet-FL successfully 

optimized energy consumption while its performance on the model is not compromised since its energy consumption comes out to 

be 35.3% less with energy-aware methods. 
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Table 5: Total Energy Consumption 

FL Model Total Energy Consumption (J) 

PrivaNet-FL 42.3 

Traditional FL 65.4 

This is to compare its battery life with the baseline models to find out how long edge devices using PrivaNet-FL can run before 

being recharged. Its ability to enhance the capability of prolonging the life of the batteries by reducing energy consumption during 

computation and communication makes it one of its main advantages. That is, the battery life estimation depends on an assumption 

that a device has some amount of initial capacity and goes through multiple iterations of federated learning operations. Thus, to 

estimate the overall operating time, it aggregates all the battery consumption by the device gradually incurred during local 

computation, update transmission, as well as idle time. As can be inferred from the above energy consumption results, Table 6 

evaluates the battery life of edge devices that utilize PrivaNet-FL vis--vis traditional federated models. From that, we can note that 

PrivaNet-FL considerably prolongs the battery life of edge devices compared to the traditional federated models by up to 7.7 hours. 

The primary cause behind this is the minimized energy consumption by batch updates, model compression, and energy-aware 

scheduling. Comparing the traditional federated learning models, energy efficiency analysis of PrivaNet-FL exposed that it 

surmounts in energy consumption and lifetime of battery. PrivaNet-FL guarantees the edge devices may remain functional for a 

much longer period with assured performance without compromising as the system employs energy-saving approaches such as 

model compression, energy-aware scheduling, and regulated communication overhead. The results include PrivaNet-FL, which 

extends battery life by 7.7 hours and reduces energy usage to almost 35.3%. This proves that PrivaNet-FL is a sustainable and 

energy-efficient solution for federated learning in edge scenarios. 

Table 6: Comparison of Battery Life 

FL Model Total Energy Consumption (J) 

PrivaNet-FL 24.5 

Traditional FL 16.8 

 

D. Communication Overhead and Efficiency Evaluation 

Communication overhead highly affects the efficacies of federated learning systems when edge devices are resource-constrained. 

The work PrivaNet-FL attempts to maximize not only communication efficiency but also energy usage through techniques such as 

model compression, secure aggregation, and energy-aware scheduling. The following three relevant parameters are evaluated: size 

of transmission, delay of communication, and trade-off between energy and communication. Communication Latency: It refers to 

the time it takes for model updates to propagate through edge devices to the centralized server. Of course, high connection latency 

would drastically degrade the overall effectiveness of federated learning, notably in decentralized edge scenarios where devices are 

constrained in terms of both processing power and bandwidth. PrivaNet-FL limits communication latency by limiting model 

updates, achieved via the deployment of model compression techniques such as quantization and pruning. In addition, the cost is 

further reduced by safe aggregation techniques such as distributed averaging and random masking since they ensure that model 

updates are kept secret without implying full encryption. For evaluating latency in communication, we use secure aggregation 

protocols along with compressing updates to count the time it takes for model updates to travel from edge devices to a central server 

under the conditions outlined above. We also compare this latency to the one observed in a benchmark federated learning system. 

The average communication delay between PrivaNet-FL and a regular federated learning system is summarized in Table 7. Table 

7 illustrates how secure aggregation and compression methods help PrivaNet-FL realize a remarkable latency reduction. Moreover, 

PrivaNet-FL is also 27.4% lower in latency compared to the conventional federated learning models. 
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Table 7: Average Communication Latency 

FL Model Communication Latency (ms) 

PrivaNet-FL (Compressed 

& Aggregated) 

98 

Traditional FL 

(Uncompressed) 

135 

Transmission Size: On this count, another essential measurement of the amount of data that is transferred over the network during 

federated learning is the transmission size. Lower transmission size translates into low bandwidth and energy consumptions at the 

edge devices. In PrivaNet-FL model updates are greatly reduced through model compression such as quantization, pruning. The 

secure aggregation techniques reduce the communication size and help ensure that individual updates are secret without requiring 

full encryption. Table 8 outlines a comparison of the number of model updates passed over the network for PrivaNet-FL and for 

the traditional federated learning models. PrivaNet-FL as compared to the traditional federated learning approaches decreases the 

size of transmission by 41.4% as shown in Table 8. This reduction comes mainly from compression of updates of models and 

aggregation techniques that enable more efficient use of network resources. 

Table 8: Model Size Comparison 

Model Transmission 

Size (KB) 

Reduction in  

Transmission Size (%) 

PrivaNet-FL (Compressed & 

Aggregated) 

58 41.4% 

Traditional FL 

(Uncompressed) 

99 N/A 

Energy-Communication Trade-off: The energy communication trade-off is well known to denote a connection between the actual 

communication overhead and the amount of energy utilized by an edge device to communicate. Generally, increased communication 

demands necessitate increased energy usage since significant model updates can be communicated over the network, which would 

clearly deplete the battery in no time. To mitigate the trade-off, PrivaNet-FL hybridizes energy-aware scheduling while modulating 

device involvement according to battery life as well as model compression that compresses the amount of data being transferred. 

Communication efficiency is maximized, and energy expenditure by PrivaNet-FL is due to the amount of data transferred being 

compressed, while communication frequency is restricted from devices with low batteries. Table 9 Energy consumed by 

communication overhead for PrivaNet-FL and for a baseline federated learning system In Table 9, compared to classic federated 

learning models, PrivaNet-FL achieves a saving of 30.6% of the energy spent for communication purposes. This is due to reduced 

transmission size and energy-aware scheduling where interaction of the devices is only required when necessary and because data 

volumes are reduced. The communication overhead and efficiency measurements show how PrivaNet-FL minimizes the size of 

message transmission, consumption of energy, and communication delay. PrivaNet-FL enhances the process of communication and 

the energy consumptions of edge devices by using secure aggregation protocols, energy-aware scheduling, and approaches to 

compression of models (quantization and pruning). Findings show that communication delay is reduced by up to 27.4%, 

transmission size by 41.4%, and consumption of communication energy by 30.6%. Besides improving the global efficiency of the 

federated learning procedure, these updates guarantee that the edge devices work in a more sustainable manner by striking a balance 

between energy efficiency and privacy protection within decentralized learning. 
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Table 9: Energy Consumption 

Model Energy Consumption for 

Communication (J) 

Reduction in  

Energy Consumption (%) 

PrivaNet-FL 

(Compressed & 

Aggregated) 

0.22 30.6% 

Traditional FL 

(Uncompressed) 

0.32 N/A 

 

E. Model Performance and Accuracy Evaluation 

We provide a quantitative assessment of the performance of the global model trained by using PrivaNet-FL in terms of some key 

performance measures, including accuracy, F1 score, precision, recall, and AUC. An analysis of the rate of convergence of PrivaNet-

FL as compared to the privacy-preserving and baseline FL models follows. Additionally, we investigate further, how model 

compression techniques affect accuracy and examine the trade-off between the level of privacy, controlled by differential privacy 

parameters, and model accuracy. Model Accuracy and Convergence Rate: Another point of evaluation is the correctness of the 

global model after several rounds of communication. The accuracy, F1 score, precision, recall, and AUC are considered metrics for 

accuracy. This involves both the positive and negative classes to assist in measuring how good the model generalizes on unknown 

data. We compare the number of rounds of communications needed for the model to converge to some steady-state performance to 

measure the convergence speed of PrivaNet-FL besides accuracy. We benchmark the convergence speed of PrivaNet-FL not only 

against regular federated learning models but also against the ones using some privacy-preserving approach, like safeguard 

aggregation or homomorphic encryption. Table 10 and figure 3 presents accuracy metrics and convergence rates with a performance 

comparison of PrivaNet-FL with traditional federated learning and privacy-preserving models. As presented, PrivaNet-FL 

outperforms both traditional FL and privacy-preserving FL by a large margin on accuracy (94.2%) and F1 score (0.91). At 50 rounds 

of communication, PrivaNet-FL converges faster compared to privacy-preserving FL that recorded 58 rounds and conventional FL 

that recorded 55 rounds. These results further establish that the safety offered by the aggregation and compression methodologies 

of PrivaNet-FL assures convergence rates are indeed higher than the protection that has been gained. 

Table 10: Overall Model Comparison 

Model Accuracy (%) F1-Score Precision Recall AUC Convergence 

Rounds 

PrivaNet-FL 

(Compressed & 

Aggregated) 

94.2 0.91 0.93 0.88 0.94 50 

Traditional FL 92.8 0.89 0.91 0.85 0.91 55 

Privacy Preserving 

FL (Secure 

Aggregation) 

91.4 0.87 0.89 0.84 0.89 58 
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Figure 3. Overall Comparative Analysis

Model Accuracy vs. Privacy Level: A very important aspect of privacy-preserving federated learning is the trade-off between 

privacy, regulated by differential privacy safeguards and model correctness. The amount of noise introduced to the model updates 

is determined by a privacy budget, ϵ (epsilon). In general, higher values of ϵ mean lesser privacy and possible greater model 

accuracy, but lower values of ϵ indicate higher privacy, or in other words, more noise. We ran experiments to see how the accuracy 

of a model changes as we vary the value of ϵ. By adjusting the amount of ϵ and noise that we injected into the updates we saw that 

the higher our value of ϵ, the stronger it improves the model's accuracy as there is less injected noise onto the model's updates. 

Accuracy metrics for different privacy settings are summarized by Table 11 and figure 4, which also demonstrates how the privacy 

budget influences model performance. As illustrated, this was a privacy-accuracy trade-off: increasing the privacy budget ϵ 

increased the accuracy of the model but decreasing privacy and perhaps the system's resistance to being violated for privacy 

purposes. This experiment demonstrated how PrivaNet-FL permitted users to dynamically trade-off between accuracy and privacy 

according to their preferences. 

Table 11: Impact of Privacy Budget 

Privacy Budget (ϵ) Accuracy 

(%) 

F1-

Score 

Precision Recall AUC 

0.1 85.3 0.80 0.78 0.83 0.84 

0.5 90.1 0.87 0.88 0.86 0.88 

1.0 94.2 0.91 0.93 0.88 0.94 

2.0 96.4 0.94 0.95 0.91 0.96S 
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Figure 4. Impact Analysis of Privacy Budget

Impact of Model Compression on Accuracy: Techniques for compression, including quantization and pruning, decrease model 

updates to reduce energy use and overhead in communication. However, strong compression may harm the accuracy of the model. 

In this test, we considered varying degrees of compression (light, medium, and high quantization and pruning) to observe their 

effect on the models precision. The results of these tests appear in Table 12, which indicates how model compression specifically 

with higher compression degrades the accuracy of the federated model. While precision does decrease with moderate compression 

levels (for example, from 94.2% to 92.5%), the performance is significantly cut down by medium and high compression. This 

means that precision must be traded off against that which involves communication, and it does so effectively. This would depict 

the ability of the PrivaNet-FL model in balancing accuracy, efficiency, and privacy preservation. The comparison between PrivaNet-

FL and the conventional federated learning model puts its accuracy score at 94.2% with a convergence rate of 50 rounds of 

communication. There is quite a trade-off between privacy and accuracy: to preserve more privacy, the accuracy is sacrificed; 

however, PrivaNet-FL allows dynamic adjustments to meet some specific necessities. Although compression affects the model 

accuracy highly, methods of compressing models reduce communication overhead; modest compression yields the best trade-off. 

Results in this way establish that PrivaNet-FL can maintain high accuracy for the decentralized learning settings while also implying 

the provision of strong privacy and efficient resource usage. 

Table 12: Tested Various Compression Levels 

Compression Level Accuracy 

(%) 

F1-

Score 

Precision Recall      

AUC 

No Compression 94.2 0.91 0.93 0.88 0.94 

Light Compression 92.5 0.89 0.91 0.84 0.90 

Medium Compression 89.7 0.86 0.88 0.82 0.86 

Heavy Compression 86.4 0.83 0.85 0.78 0.82 
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F. Comparison with Existing Privacy-Preserving Federated Learning Models 

We evaluate our PrivaNet-FL on various state-of-the-art privacy-preserving federated learning models, including Secure 

Aggregation, Homomorphic Encryption, and other differential privacy-based methods. We consider all critical parameters that 

encompass energy utilization, communication overhead, privacy guarantees, and model correctness in the performance benchmark 

of models. Also, we compare our PrivaNet-FL with traditional federated learning models not incorporating any privacy-preserving 

techniques such as FedAvg. Secure Aggregation: For the protection of privacy, this model ensures that each update of a model is 

encrypted while being aggregated on the server side. However, dealing with encrypted updates generally requires additional server-

side processing and involves significant communication costs due to encryption and decryption operations. Homomorphic 

Encryption: Although homomorphic encryption enables direct computation over ciphertext, this is at a large computational 

overhead, especially for federated learning. To this end, the encryption and decryption procedures slow down model training such 

that the efficacy of the model not only suffers in large-scale deployments but is also compromised for offerings on strong privacy 

guarantees. Differential Privacy-Based Approaches: Differential privacy techniques, for example, introduce noise into model 

updates, are commonly used in privacy-preserving federated learning. In this work, there is a trade-off because privacy assurances 

are directly proportional to the injected noise, and too much noise may cause a reduction in the accuracy of the model. Comparison 

of PrivaNet-FL with different privacy-preserving models is summarized in table 13. According to this, when comparing PrivaNet-

FL with other models for privacy-preserving federated learning, it provides a better balance between privacy and energy efficiency 

with communication overhead and model accuracy. The combination of safe aggregation and model compression directly cuts 

overheads both in communication and energy consumption and is thus an extremely effective option. 

 

Table 13: Comparison of PrivaNet-FL with Other Privacy-Preserving Models 

Model Energy 

Consumption 

Communication 

Overhead 

Privacy Level Accuracy (%) Key Strengths 

PrivaNet-FL 

(Proposed) 

Low Low High (Differential 

Privacy) 

94.2 Efficient 

compression, secure 

aggregation 

Secure 

Aggregation 

Medium High Medium 

(Encrypted 

Aggregation) 

92.5 High privacy but 

high overhead 

Homomorphic 

Encryption 

High Very High Very High (Full 

Encryption) 

89.7 Strong privacy but 

computationally 

expensive 

Differential 

Privacy 

Medium Medium High (Noisy 

Updates) 

90.1 Balanced privacy, 

but accuracy loss 

with high noise 

Table 14: PrivaNet-FL with Baseline Models 

Model Energy 

Consumption 

Communication 

Overhead 

Privacy Level Accuracy (%) Key Strengths 

PrivaNet-FL Low Low High (Differential 

Privacy) 

94.2 Efficient and 

privacy-preserving 

FedDetect Medium Medium Medium (Basic 

Privacy) 

91.4 Strong energy 

detection but less 

efficient 
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PP-TEE High High Very high (TEE-

based) 

90.0 High security but 

high computational 

cost 

E2-MR Low Low High (Multipath 

Routing) 

88.3 Efficient in sensor 

networks but lower 

accuracy 

LPP-DB Medium Medium High (Blockchain-

based) 

89.7 Secure but with 

moderate 

performance 

BNS Medium Medium High (Blockchain-

based) 

90.2 Secure and robust in 

smart grid systems 

Comparison with Non-Privacy-Preserving Models: We can see that PrivaNet-FL balances both privacy and resource efficiency 

without sacrificing competitive accuracy relative to more traditional federated learning models, such as FedAvg that provides no 

privacy protection. FedAvg is a simple federated learning model that simply averages edge device models without any privacy 

protection. Table 14 and figure provides a comparison of the performance of FedAvg and PrivaNet-FL regarding accuracy, 

communication overhead, energy use, and their respective privacy levels.  From table, it follows that PrivaNet-FL is much more 

accurate and private than FedAvg. That is, whereas FedAvg obtained an accuracy of 92.8%, PrivaNet-FL achieved an accuracy of 

94.2%. In general, PrivaNet-FL is a much more reliable approach than FedAvg when privacy comes first, as the former practically 

preserved negligible communication overhead and power consumption under all the added privacy features.    Comparison with 

Baseline Models in Privacy-Preserving Systems: To appreciate its performance the best, we put PrivaNet-FL in contrast with several 

baseline models proposed for privacy-preserving applications in systems like wireless sensor networks and smart grids. PrivaNet-

FL is contrasted with these baseline models in Table 14, with an emphasis on accuracy, privacy, and energy efficiency. PrivaNet-

FL, however, outperforms most baseline models, especially regarding privacy, accuracy, and energy economy. Like the model 

accuracy, PrivaNet-FL offers a better balance between privacy protection and small communication overheads and energy 

consumption than models like FedDetect and PP-TEE. Compared to the existing privacy-preserving federated learning models and 

conventional non-privacy-preserving models, the comparison reveals that PrivaNet-FL gives better performance on the aspects of 

privacy, energy efficiency, and model correctness. PrivaNet-FL combines strategies like model compression, safe aggregation, and 

differential privacy. Therefore, it manages the trade-off between privacy and resource efficiency very effectively, making it a very 

effective solution for federated learning in privacy-sensitive situations. 

5. Conclusion 

All these privacy, energy efficiency, and overhead concerns of communication found in standard FL models have been entirely 

addressed by the proposed PrivaNet-FL architecture. Simultaneously, PrivaNet-FL compromises for the optimal balance between 

privacy-preserving protection and efficiency. These traditional privacy-preserving FL techniques like Secure Aggregation and 

Homomorphic Encryption suffer from significant computational and communication overheads in most cases. Combining Adaptive 

Privacy-Scaling, Lightweight Encryption and Secure Aggregation, and Energy-Aware Communication-Efficient FL, PrivaNet-FL 

dodges most of the major shortcomings present in current models-principally those high resource requirements and decreased model 

accuracy under strict privacy restrictions. Traditional FL models, on the other hand, center data privacy first, applying more complex 

safe aggregation or encryption techniques, which are known to include high computation costs, especially in edge settings that have 

limited resources. For instance, data homomorphic encryption is a good privacy that offers the capability of homomorphism without 

decryption but has a high computation cost so is not appropriate for IoT devices and nodes residing at the edge. Although the 

techniques of differential privacy with possible adaptability and noise setting for modifications in levels add large noise levels with 

lowering of model accuracy, PrivaNet-FL dynamically modifies real-time settings in response to processor power and battery life, 

thus solving such related problems. This self-adjusting ensures privacy protection is aligned with the available resources by 

eliminating unnecessary use of energy and upholding the requirements of privacy. Static privacy-preserving models tend to overly 

protect some devices and inadequately protect others due to providing consistent privacy settings for all devices regardless of 

resource availability; this feature improves upon such models significantly.  The proposed DPDPM model is tested using three 

datasets: Kaggle, Gene expression and Bio GPS. The model gives 96% accuracy, 94% precision, 96% recall, 96% F1-score, and 
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98% AUROC while executing with Kaggle; then, 95.50% accuracy, 94% precision, 95% recall, 96% F1-score, and 96% AUROC 

is achieved while executing with Gene expression and finally 98% accuracy, 94.5% precision, 98.5% recall, 96% F1-score, and 

94% AUROC is achieved while executing with Bio GPS. The major research constraint is the computational complexity while 

executing all three datasets. Due to the complex analysis with the three diverse datasets, the model shows some computational 

complexity and consumes huge processing time. These limitations need to be addressed in the future. The technique is essential for 

automatic microarray data analysis in the machine-learning tool. The network structure is optimized to enhance accuracy. In the 

future, the research on the gene recognition mutation will support the virology and the genetic authors, as the present pneumonia 

situation is diagnosed and detected earlier. 
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