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Abstract  

Blockchain technology provides reliable data storage and secures transactions, however, is not suitable for devices 

with low resources because of its high computational and resource requirements. As quantum computing develops, 

it poses concerns regarding a cryptographic integrity of blockchain, making them more vulnerable to attacks. 

Blockchain technology is being used to enhance security and performance. The application of the post-quantum 

Ascon algorithm in a blockchain setting is presented in this paper. The Ascon hashing algorithm offers a 

lightweight, efficient architecture for resource-constrained applications, including mobile devices or Internet of 

Things-based blockchains. By providing high-speed hashing, authentication features, and defense against quantum 

attacks, it enhances performance and guarantees strong security without putting a strain on network infrastructure. 

The experimental results show using the Ascon algorithm in a blockchain environment is successful in reducing 

resource usage and execution time and significantly increasing randomness and unpredictability. Post-quantum 

Ascon algorithms overcome the drawbacks of traditional technologies and ensure that blockchain systems continue 

to withstand the new risks posed by quantum computing while increasing overall efficiency. 

Keywords: Keywords- Lightweight Blockchain; Merkle tree; post-quantum algorithms; Metric measure; Ascon 

1. Introduction 

Recently, blockchain has become one of the most innovative technologies in the world. From the time it was 

proposed by Nakamoto in 2008 [1,2], it has evolved into an important technology that enhances the security, 

scalability, and adaptability of many systems [3,4]. Blockchain, which was originally designed for Bitcoin, is a 

peer-to-peer electronic cash system that eliminates intermediaries for conducting secure payments based on 

cryptographic algorithms and decentralized data sharing   [5-7]. A state machine processes these transactions and 

programs the blockchain to perform other tasks, such as executing smart contracts [8, 9]. Many different industries 

have shown interest in blockchain technology due to its unique qualities and potential integration into IoT 

ecosystems. [10, 11]. Multiple blocks of transactions are stored in a decentralized database called a blockchain. 

Each block has a unique identifier, a block hash, and the previous block's hash because they contain the hash of 

previous blocks, these blocks must be linked. Any illegal changes invalidate subsequent blocks [12, 13]. SHA256 

is a secure and reliable algorithm in blockchain technology that produces unique keys for transactions. Its functions 

ensure a secure and permanent hash. The SHA-256 hash algorithm in blockchain technology is susceptible to 

quantum computing [14].  

Attacks pose a significant risk because quantum algorithms like Shor's can efficiently solve mathematical problems 

[15, 16]. Quantum computers and need a lot of processing power, so they can’t be used in places with limited 

hardware, like Internet of Things devices [17], could attack Blockchain systems, which use the SHA-256 hash 
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method. Blockchain networks could experience slower processing due to SHA-256 processing needs, potentially 

affecting transaction verification and cryptographic systems' security given by quantum computing development 

[14]. Quantum computing threatens the security of hash functions a public key encryption, which are essential, 

parts of blockchains, as Shor's algorithm compromises their cryptographic foundations [18], which is capable of 

factoring integers rapidly. In Grover's method, the blockchain community explores post-quantum encryption as a 

potential solution to counter quantum computer attacks that threaten the hash functions that connect the blockchain 

blocks [19-21]. The current paper proposes a lightweight hash algorithm designed specifically for blockchain 

applications. It methodically contrasts two hashing algorithms to determine which best fits the particular needs of 

the blockchain. The paper assesses performance measures like throughput, elapsed time, and memory. Utilization 

and time complexity. Many reviews studies on the significance of hashing algorithms in blockchain technology, 

focusing on SHA-256, a robust cryptographic property, and its challenges, particularly in resource-constrained 

environments.as discuss below: 

In [22], the researcher discussed the growing need for secure data management in blockchain systems, focusing 

on the SHA256 hashing algorithm. The algorithm improves data integrity, confidentiality, and authentication, 

ensuring tamper-resistant storage and retrieval. The paper quantifies improvements in security percentages and 

metrics, offering insights for researchers, developers, and practitioners seeking to enhance data layers in 

blockchain networks. Although the paper addresses practical consequences, it skips over potential difficulties 

especially when using the SHA256 algorithm in actual blockchain systems. Crucial issues like processing 

overhead, scalability, and integration with current systems may affect the viability of the suggested method. 

The research in [23] highlighted the growing demand for security and privacy when managing personal 

information. To address these concerns, blockchain technology can be used for its potential. Blockchain operates 

by linking data blocks using cryptography, ensuring integrity and security. This research used the SHA256 

algorithm to secure each block. The paper mentions the SHA256 algorithm in passing as a method for creating 

blockchains. It did not, however, examine the algorithm's technological complexities or constraints, such as its 

processing demands or any susceptibilities to quantum computing. 

In [24] the usage of hash functions in cryptographic applications and protocols, including digital signatures and 

message authentication codes, is covered in the paper. SHA (Secure Hash Algorithm) and MD (Message Digest) 

are the two hash function kinds that are highlighted; SHA-256 was selected because to its efficiency and security. 

To improve the verification of data integrity, the Merkle-Damgård building approach is presented. One-way 

cryptographic hash functions ensure secure authentication without storing passwords by transforming input data 

into a fixed-length output. 

In [25] discuss the integration of blockchain technology with robust hashing algorithms, namely SHA-256, is the 

focus of this study. Because blockchain systems depend on hashing algorithms to preserve the integrity and 

confidentiality of data, this focus is essential. The primary objective is to produce and evaluate techniques, which 

improve the precision and trustworthiness of blockchain-based transactions. For businesses that depend on these 

networks for financial transactions, this is especially important. The study focuses on SHA (Secure Hash 

Algorithm) and MD (Message Digest) and, two hash function types frequently employed in certificate data 

security. 

In [26] the significance of security in blockchain technology is emphasized throughout this study, especially when 

it comes to transactional record storage. Recent assaults have shown that the SHA256 algorithm is susceptible, 

underscoring the necessity for more robust hash functions. The authors suggest SHA288, a new hash function that 

cuts down processing rounds from 64 to 44 and produces a 288-bit message digest. It is challenging to reverse-

engineer input with SHA288 since it maintains important cryptographic characteristics including collision and 

preimage resistance. According to the research, SHA288. Performs exceptionally well in random tests and is 

resilient to attacks. 

In order to address security and privacy concerns, this work [27] suggests implementing the most popular 

blockchain hash algorithm, SHA-256, on a field-programmable gate array (FPGA) to increase processing speed 

and reduce power consumption in Internet of Things (IoT) devices. This method differs from previous papers in 

the literature in that it runs the SHA-256 algorithm in parallel using clustered cores. An examination of the FPGA's 

resource usage and specifics of the suggested architecture are provided. 

In [28], the research presented a lightweight and scalable blockchain, known as the Light Block. A key purpose of 

the study is to enable the use of blockchain's technique in the context of the Internet of Things. We achieve Light 

Block by optimizing the components of an efficient and lightweight blockchain. Several parameters have been 

taken into account to evaluate the method—throughput, memory usage, time of execution, latency, and security 

robustness. However, the selected quantities may not include all significant performance characteristics for use in 

practical applications. For instance, there is a lack of information on such factors as operating energy consumption.  
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In this work, a quantum algorithm that won the Best Lightweight Hashing and Encryption Algorithm award in the 

NIST 2023 competition is implemented. This research introduces the use of the algorithm for the first time as a 

hashing algorithm within a blockchain environment, although it was previously used as an encryption algorithm 

in the same environment. This research aims to provide a lightweight environment for the blockchain environment 

suitable for resource-constrained applications. In comparison with previous works, most of the hashing algorithms 

used in it, such SHA 256 are primarily based on computationally intensive operations, making them unsuitable for 

resource-constrained systems. This research contributes to bridging this gap by presenting an innovative model 

that combines lightweight and security, adapting it to a range of uses, including the Internet of Things, 

Micropayments over blockchain and smart Supply Chains as the proposed system is highly efficient in terms of 

resource consumption. The primary differences between the suggested work and the previous studies are listed in 

Table 1: 

Table 1: Related work summary 

study Area of Focus Utilizing 

Hashing 

Algorithm 

Criteria for 

Evaluation 

Consideration of a 

Lightweight Blockchain 

[22] Blockchain data 

security and integrity 

SHA-256 Authentication and 

security metrics 

No particular emphasis on 

lightweight blockchain 

[23] Privacy and security in 

the handling of personal 

data 

SHA-256 Security of the 

blockchain in 

general 

Processing overhead and 

quantum vulnerabilities were 

not examined. 

[24]  Applications for 

cryptography (MACs, 

digital signatures) 

 MD, SHA-

256 

Security, Efficiency, Absence of lightweight 

blockchain optimization 

[25]  Combining secure 

hashing techniques with 

blockchain technology 

MD, SHA-

256 

Accuracy and 

reliability in 

financial dealings 

overall emphasis on security 

as opposed to low-power 

performance 

[26] SHA-288 for enhancing 

blockchain security 

SHA-288, 

SHA-256, 

Processing round 

reduction and 

security resiliency 

Not made especially for 

lightweight blockchain 

[27] FPGA implementation 

for blockchain 

applications in the 

Internet of Things 

SHA-256 Power usage and 

processing speed 

IoT-optimized, although 

memory use and elapsed time 

were not thoroughly 

examined 

[28] Lightweight blockchain 

for IoT 

Custom 

(Light 

Block) 

Memory utilization, 

security robustness, 

throughput, and 

latency 

Lightweight features were 

taken into account, although 

energy usage information 

was lacking. 

Proposed 

work 

Lightweight blockchain 

optimization 

Ascon  Time, throughput, 

memory usage, and 

elapsed time 

Specifically created for 

lightweight blockchain 

settings, it addresses resource 

and efficiency limitations. 

2. Background   

A.  SHA-256 Construction   

A hash algorithm known as SHA-2 [29]. There are six hashing algorithms in the SHA2 category: SHA512/256, 

SHA512/224, SHA384 SHA224, SHA512, and SHA256. Although the word lengths, constant parameters, and 

initial values are different, the overall procedure is similar. For instance, SHA256, a SHA2 family’s member that is 

extensively used. Decentralized blockchain technology, along with HMAC and DSA for data protection, are the 

subjects of this publication. To compute the hash value of a message with a length of 512, a SHA256 used. If the 

message is long, it is divided into blocks. Each with a length of 512, and if the length of the final block is less than 

512 bits, its hash value is then determined. Stuffing is included. 
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A hash is calculated for a message with a large length. For each data block, The SHA-256 technique is used to 

obtain an intermediate hash value for it, and to calculate the hash of the following data blocks, the hash value of the 

previous block is used to calculate the first hash value.  The message's entire hash value data is used to compute the 

final block result, a summary of all the operations of the SHA-256 algorithm where its operations include 

compressor operations (MC) and message expansion operations (ME). The 512-bit input message is expanded by 

the ME process into 64 32-bit data Wj chunks, where j is between 0 and 63.  During the first 16 cycles, the ME 

breaks up the 512-bit message into 16 32-bit data chunks, called Wj, where j = 0 to 15.  In the last 48 cycles, the 

ME employs equation (1) to determine 48 pieces of 32-bit data, Wj (16 ≤ j ≤ 63). Three 32-bit adders and two logical 

functions, σ0(x) and σ10(x), are used to compute Wj (16 ≤ j ≤ 63).  σ0(x) and σ1(x) are computed using equations 

(2) and (3).  It should be noted that Sn(x) and the Rn(x) signal are both rotations and that the data n bits successively 

alter x as follows:  

 𝑤𝑗 = 𝜎1 (𝑤𝑗 − 2) + 𝑤𝑗 − 7 + 𝜎(𝑤𝑗 − 15) + 𝑊          (1)  

 𝜎0(𝑥) =  𝑆7(𝑥) ⨁ 𝑆18 ⨁𝑅3(𝑥)                                       (2) 

  𝜎1(𝑥 ) = 𝑆17(𝑥) ⨁ 𝑆19 (𝑥) ⨁𝑅10                                   (3) 

The 64 chunks of Wj (0 ≤ j ≤ 63) output by the ME process are used by the message compression (MC) process to 

calculate the hash value in 256 bits. The process includes two primary steps: hash updates and loops. The step in 

the loop initializes 8 loop values of hash a , b , c , d , e , f, g ,h  using the values of hash at first H0, H1..., H7. It then 

computes and updates. The number of loops used is 64, whose fragmentation values are as mentioned above, and 

equations 4 to 9 are used to express each loops [30, 31] as follows: 

 𝑇1 = ∑ 1(𝑒) + 𝑤𝑗  + h + Ch (e,f,g) + kj                         (4) 

𝑇2 = ∑ 0(𝑎) + 𝑀𝑎𝑗 (𝑎, 𝑏, 𝑐)                                            (5) 

 𝑎 = 𝑇1 + 𝑇2                                                                     (6)                                                                                                                                                                                               

 𝑒 = 𝑑 + 𝑇1                                                                       (7)                                                                                              

𝑏 = 𝑎; 𝑐 = 𝑏; 𝑑 = 𝑐; 𝑓 = 𝑒; 𝑔 = 𝑓; ℎ = 𝑔                       (8)   

The equations below are used to calculate logical functions, including: Maj (x, y, z), Ch (x, y, z), 0(x), 1(x). 

∑ 0 (𝑥) = 𝑆13 (𝑥)⨁𝑆(𝑥) ⨁S^22 (x)                                (9) 

∑  1 (𝑥) = 𝑆6(𝑥)⨁𝑆11(𝑥)⨁𝑆25(𝑥)                                 (10) 

𝑐ℎ(𝑥, 𝑦, 𝑧) = (𝑥 ∧ 𝑦)⨁(∼ 𝑥 ∧ 𝑧)                                     (11) 

𝑀𝑎𝑗( 𝑥 , 𝑦 , 𝑧 ) = (𝑦 ∧ 𝑧) ⨁ (𝑥 ∧ 𝑧) ⨁ ( x ∧ y)             (12) 

The step of updating the hash computes, A 256-bit final hash value will be divided into 8 pieces of 32-bit data: H0, 

H1..., H7, with the original hashes added  H0, H1..., H7 .Equation (13) illustrates how to hash a, b, c, d, e, f, g, and h 

to the loop: 

𝐻𝑂0 = 𝐻0 + 𝑎; … ; 𝐻07 = 𝐻7 + ℎ                               (13). 

B. Post – Quantum Ascon Construction Algorithm 

A competition of CAESAR, which sought to develop encryption techniques that are authenticated and appropriate 

for lightweight devices, gave rise to ASCON. A finalist in the competition garnered praise for its versatility, security, 

and performance. ASCON also attracted attention as a potential standardizing contender during the NIST 

competition, winning the rivalry in the lightweight sector [32]. The sponge construction is the hashing mode of 

operation. Ascon-Hash, which has a fixed output size, internally uses the same hashing mechanism X h, r, a (see 

Table I). 

                            

 

Table 2: Recommendation for hashing algorithm parameter [32] 
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Name Algorithm Bit size of Round 

 

ASCON 

 

 

X256, 64, with ℓ   =  256 

 

 

Hash Data 

block 

P2 

256 64 12 

The Ascon algorithm consists of many steps:  

Step 1: A constant IV is created to initialize the starting state of the 320-bit Ascon-Hash. The algorithm parameters, 

similar to those of Ascon, are described by this constant. These variables consist of round number b and a are equal 

to zero., each of which is an integer with eight bits, k = 0, and a rate r. The h bit is the maximum output length of 

32 bits and integer number (for Ascon-Hash, h = 256), is after a 256-bit zero. The state S is initialized using a par 

round permutation: 

     𝐼𝑉ℎ,𝑟,𝑎 ←  𝑟 ∥ 08 ∥ 𝑎 ∥ 08 ∥  ℎ = {00400𝑐0000000100  𝑓𝑜𝑟   𝑎𝑠𝑐𝑜𝑛 − ℎ𝑎𝑠ℎ } 

    S← Pa (IV( h ,r ,a ) || 0^256) 

    Recalculating each instance's original 320-bit state S would provide the Ascon-Hash.. 

 S←ee9398aadb67fo3d  

 8bb21831c6of1oo2 

 b48a92db98d5da62 

 43189921b8fe3e8 

 348fa5cd525e140 

Step 2: Absorbing the message 

Blocks of r bits are used by Ascon-Hash to process message M.  To make the padded message longer than r bits, 

the padding process adds a single 1 and the fewest feasible 0s to M, just like it does with Ascon's plaintext. We 

separate the generated padded text into s blocks, with r bits in each block. 

  𝑀1 ∥ ⋯ ∥ 𝑀𝑠 

𝑀1,…,𝑀𝑠 ← 𝑟 − 𝑏𝑖𝑡 𝑏𝑙𝑜𝑐𝑘 𝑜𝑓 𝑀 ∥ 1 ∥ 0𝑟−1−(\𝑀\𝑚𝑜𝑑 𝑟) 

When processing the message blocks Mi with i = 1..., s, the a-round permutation pa is applied to S, and each block 

Mi is then XOR to state S's first r bits, Sr.  

 𝑆 ← 𝑃𝑎((𝑆𝑟  ⨁ 𝑀𝑖) ∥  𝑆𝑐        1 ≤ 𝑖 ≤ 𝑆 

Step 3: Squeezing 

Squeezing until the desired output length is reached, the state generates the hash output in r-bit blocks.  The 

completion of blocks t = [ℓ/r] occurs after ℓ ≤ h.  The a-round permutation pa modifies the internal state S following 

each extraction: 

     𝐻𝑖 ←  𝑆𝑟    

     𝑆 ←  𝑃𝑎  (𝑆)                1 ≤ 𝑖 ≤ 𝑡 = [ ℓ/𝑟] 

H = H1ll …ll H't is returned, unless r divides ℓ, it is minimized to ℓ mod r bit in the last output block: 

   𝐻𝑡 ← [𝐻𝑡]ℓ 𝑚𝑜𝑑 𝑟 

    The Ascon method's primary components are the two 320-bit permutations, pa and pb. The SPN based round 

transformation p, which has three stages, is applied iteratively by the permutations: PC, PS, and PL: 

   𝑃 = 𝑃𝐿 ∘   𝑃𝑆 ∘ 𝑃𝐶 

The only distinction between Pb and Pa is the number of rounds.  Two security factors that can be altered to define 

and execute the round are the number of rounds (a) and (b).  

 

                                               Table 3: Specification for hashing algorithm [32]  
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P12 P8 P6 Constant Cr P12 P
8 

P
6 

Constant Cr 

0   00000000000000f0 6 2 0 0000000000000096 

1   00000000000000e1 7 3 1 0000000000000087 

2   00000000000000d2 8 4 2 0000000000000078 

3     00000000000000c3 9 5 3 0000000000000069 

4 0  00000000000000b4 10 6 4 000000000000005a 

5 1  000000000000000a5 11 7 5  

Including constants, in round I, the state S's register word X2 receives a round constant Cr from the constant addition 

step PC. We utilize For Pb, r = i + a - b, while for Pa, r = i.  Both the r and i indices begin at zero, per Table2: 

𝑋2  ← 𝑋2  ⨁ 𝐶𝑟 

The 64 concurrent applications of the 5-bit S-box S(x) are used to carry out the replacement layer.  The substitution 

layer Ps updates the state S for each bit-slice of the five registers x0...x4.  Typically, operations are performed on 

the entire 64-bit words in this bit-sliced form, as seen in the sample code.  modifications, the 320-bit state S is 

divided into five 64-bit registers, or words xi: 

𝑆 = 𝑋0  ∥  𝑋1  ∥  𝑋2 ∥  𝑋3  ∥ 𝑋4 

Constants are added in round I; the round constant Cr is added by the constant addition step PC to the register word 

x2 of the state S. The indices r and i both begin at zero, and for pa and pb, we utilize r = i and r = a − b, respectively 

(see Table 2) [32]. 

 The PL layer provides a layer of linear diffusion for every 64-bit register word Xi.  We use the linear function i 

(Xi) for every word Xi [33][34]: 

𝑋𝑖 ←  ∑ 𝑖(𝑥𝑖),    0 ≤ 𝑖 ≤ 4 

C. Comparison the Performance of the Ascon and SHA256 Algorithms 

The SHA-256 and ASCON hashing algorithms are thoroughly compared in this section. The comparison was made 

using the data and analysis from the preceding section. 

Table 4: Compilation of the main performance indicators of SHA-256 with Ascon 

Measure SHA-256 ASCON observation 

Size Moderate Small 

(lightweight) 

Faster processing, especially for lower 

input sizes, is made possible by ASCON's 

lightweight design. 

Strength Equivalent Equivalent ASCON can withstand threats from 

quantum technology. 

Energy Use Baseline 20% less 

expensive than 

SHA-256 

Because ASCON uses less energy, it is 

better for battery-operated and Internet of 

Things systems. 

Memory Usage 32 16 KB ASCON uses less memory, making it 

suitable for resource-constrained 

environments. 

Each Hash 

Round 

64 12 Its reduced number of rounds enhances the 

computational efficiency of ASCON. 
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Time of Access 

 

0.8 ms   0.5 ms  ASCON shows reduced latency in single-

operation hashing. 

Rate of Transfer 900 MB/s 1.1 GB/s Higher throughput due to fewer 

computational steps in ASCON's 

algorithm. 

Speed of 

Hashing 

850 MB/s 1.2 GB/s Faster processing is made possible by 

ASCON's lightweight design, especially for 

smaller input sizes. 

Table 4 show that Ascon performs better than SHA-256 in terms of resource usage, energy consumption, and 

efficiency. Its design is lightweight, its energy consumption is 20% lower, its memory requirements are 16 KB, 

and its latency is 0.5 ms. It is also perfect for modern applications and systems with limited resources because it 

provides greater transfer rates (1.1 GB/s) and hashing speeds (1.2 GB/s) 

3. Proposed system  

A. Light weight proposed system model 

Blockchain technology provides reliable data storage and secure transactions; however, traditional hashing 

algorithms, such as SHA-256, limit it. Excessive usage of memory and other resources characterize these 

algorithms, which compromises privacy and security. The proposed system uses lightweight post-quantum hashing 

in the blockchain as an alternative to traditional hashing algorithms; this is the primary phase in the suggested 

blockchain construction scheme.  The suggested lightweight blockchain is mostly made up of multiple stages, as 

seen in Figure 1. 

 

Figure 1. Lightweight blockchain proposed system. 

Phase 1: Creation of the transaction 

A user (or node) starts a blockchain transaction that transfers data. Sender and recipient information, as well as the 

transaction amount, are frequently broadcast to the network as part of the transaction data. 

Phase 2: Transaction Verification 

Each transaction is hashed during creation to generate a unique transaction identifier, thus making it easily 

recognizable, similar to a “fingerprint.”. This is a hash of the transaction, and since nodes check these hashes to 

validate the integrity of the data, it is often used to prove that data has not been changed. 

In the proposed system case, In order to meet the needs of a blockchain that is lightweight and provides protection 

against quantum computing attack techniques, the Ascon algorithm is used in the hashing process, creating a future-

proof blockchain. 

Phase 3: Transaction grouping into a block 

A blockchain data structure called a Merkle Tree addresses the grouping of transactional records through blocks. It 

involves transaction hashing whereby each transaction is assigned as a digital fingerprint. The process of pairing 

and hashing upwards is repeated until a Merkle root is reached. This efficient verification system keeps the block 

header updated securely and efficiently.  
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Phase 4: Mechanism of Consensus 

The proposed system's structure uses POW, a blockchain consensus technique, to validate blocks. Miners need to 

solve a cryptographic issue; it requires computational effort for security hashing efforts and involves locating a 

value of the block header whose hash is smaller than a specific predefined number. 

Phase 5: Block Adding to the Blockchain  

After being validated, the block is appended to the series of blocks that have already been verified, creating an 

unchangeable, continuous ledger. To ensure the chain's integrity, the new block is cryptographically hashed to the 

prior block. 

Phase 6: Updates to ledger  

All the updates are sent to every node to reach the consistency of ledger files. The most recent version of the ledger 

that distributed will be available on every node. The transactions in block are regarded as final once they are 

uploaded to the blockchain. Multiple confirmations, or fresh blocks put on top of the block, further protect the 

transaction in the majority of blockchains. 

B. Data set  

The system utilizes the medical data [35], hashed using the Ascon algorithm and stored within the blockchain. 

The medical datasets consist of electronically generated medical records for a group of hypothetical patients. The 

records include patient IDs, names, dates of birth, genders, medical problems, prescriptions, and allergies, last 

names, and dates of the appointments. Dataset It is essential to test the selected algorithms on the dataset to assess 

their performance in a scenario and data distributions. It assesses the extent of generalizing the results and identifies 

if there are any biases or limitations. [36] In a practical scenario, the system employing such an algorithm is made 

more reliable because it does not focus on specific features of data. Therefore, using a dataset helps to get a more 

or less accurate understanding of the system’s advantages, flaws, and potential. 

4. Expert result and decision  

The suggested system refers to an energy-efficient blockchain that is lightweight and secure. This method improves 

certain features that characterize the functionality of a blockchain, such as the processing speed, memory usage, 

Throughput, Latency, Elapsed time by combining the original blockchain with Ascon's lightweight hashing 

algorithm. Table 5 compares the traditional blockchain system with the novel lightweight blockchain based on 

Ascon's algorithm. 

Table 5 Evaluation of the original system versus the suggested system based on medical datasets 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Evaluation of the original system versus the suggested system based on medical datasets. 

Metric measure  Traditional block chain 

(SHA256) 

Lightweight block chain 

(ASCON)  

 

Time  

Memory usage  

Throughput 

Latency  

Elapsed time 

0:00:26.739767 

22067 

60.184506 

0.00830 

26.742763 

0:00:23.306198 

9432 

69.0590 

0.007240  

23.6590 
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Table 5 and Figure 2 highlight the following observations: 

 By cutting down the time of creating blocks and enhancing system effectiveness, Ascon enhances the speed of 

blockchains by 13% greater than SHA-256. Due to the lightweight, it can be effectively used in environments with 

limited memory, which is the case for mobile applications and blockchains based on the Internet of Things. Ascon 

outperforms SHA-256 in the high-load use of blockchain applications with more transactions or data 

simultaneously, with a throughput that is greater by 14.7%. Furthermore, it ensures lower latency for quicker 

responses, which is essential for real-time applications like micropayments and high frequency trading. Ascon 

provides notable timesavings with an estimated 11.5% reduction in the total amount of time spent on extended 

blockchain activities. Because of these improvements, Ascon is a better option for high-demand blockchain 

scenarios, allowing for the effective management of growing transaction and data volumes.  

The proposed system employs a variety of criteria to assess the efficacy of two hashing algorithms within a 

blockchain setting. These criteria, which address distribution, dependency, sensitivity to change, and similarity of 

the overall output, provide a multi-faceted evaluation of hashing algorithms. As evidenced in Table V below, when 

combined, they can help determine the best algorithm for a given application, ensuring maximum performance in 

areas such as data integrity, collision resistance, and cryptographic security.  

Table 6: Demonstrating the correlation coefficient, mean square error based on medical dataset 

Metric measures Result  

Correlation coefficient  0.00167 

Mean Square Error distance  1046.0920 

Levenshtein -Distance 168644 

RMSE-Coefficient _determination 32.3443 

Hamming- distance  543413 

Bray -Curtis-Dissimilarity   0.16880 

Table6 shows how the correlation coefficient is used to measure the linear relationship between the hash outputs 

of two algorithms. Its value of 0.00167, which is near zero and indicates nearly no linear connection, improves 

security by preventing the results of one algorithm from being predicted from those of the other. To reduce 

collisions in cryptographic hashing, the MSE—, which represents the average squared differences between the 

methods' comparable outputs—highlights notable numerical variances. Significant character-level variations and 

the algorithms' sensitivity to input changes are highlighted by the high value of 168644 for the Levenshtein 

distance, which counts the number of single-character changes required to change one hash output into another. 

This ensures that hash outputs are both unique and long lasting. With a value of 32.3443, RMSE, a scaled version 

of MSE, provides output deviation in the same units as the original data. The combination of high MSE and 

moderate RMSE confirms the uniqueness and consistency of the outputs within a quantifiable range, bolstering 

the algorithms' dependability. The algorithms' hash output distributions are similar due to the low Bray-Curtis 

dissimilarity. The distributed values are evenly located in the hash space, which minimizes the possibility of 

collisions and ensures maximum distribution throughout the chain, which is a great quality while avoiding 

bottlenecks in blockchain or hash-based solutions. 

5. Conclusion and future scope     

Blockchain systems rely on cryptographic hash functions to guarantee data integrity and security. In this work, a 

hash function is utilized within a blockchain environment for the first time despite being used as a cryptographic 

algorithm in the environment itself, which is one of the quantum algorithms (ASCON) that won the best algorithm 

award in the competitive competition organized by NIST. This approach seeks to provide a lightweight blockchain 

environment suitable for resource-constrained applications. To improve the robustness and performance of 

blockchain technology. Ascon offers several benefits over the traditional SHA-256 hash function, such as 

increased network security, long-term defense against quantum computing risks, and improved security and 

efficiency. The greater flexibility of Ascon in resource-constrained contexts is demonstrated by a comparative 

analysis between Ascon and SHA-256 that evaluates their performance across important metrics, such as time 

complexity, memory consumption, computational efficiency, throughput, and latency. Furthermore, the simplified 
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design of Ascon increases blockchain utilization by reducing memory usage and transaction times. Metrics such 

as Bray– curtis divergence, correlation coefficient, mean square error, cosine similarity, and Hamming distance 

are used in cryptographic evaluations to demonstrate that Ascon is capable of generating highly secure and 

unpredictable hash outputs, making it suitable for secure blockchain applications. This study can be expanded in 

the future by leveraging artificial intelligence to accelerate solution discovery and incorporating quantum-resistant 

technologies to enhance algorithm security and conduct more comprehensive evaluations in real-world 

environments. 
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