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ABSTRACT

deploying FRT systems.

Facial recognition technology (FRT) is acknowledged as one of the successful advancements of biometric applications
in security, surveillance, health care, and innovative solutions. The past decade has seen major improvements in
deep learning, pre-trained convolutional neural networks (CNNs), and ensemble methods, which have substantially
improved FRT accuracy and efficiency. Nonetheless, several issues remain, including facial expression variation,
illumination changes, demographic bias, adversarial attacks, and backdoor threats. These limitations require new
approaches and tools to enhance the reliability and ethical use of FRT. This review discusses state-of-the-art
algorithms, application areas, security vulnerabilities, open problems, and the ethical and social consequences of
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1. INTRODUCTION

Facial recognition technology (FRT) is widely regarded as
a revolutionary element in contemporary biometric applica-
tions, supporting progress in security, monitoring, healthcare,
smart cities, and identity management. In the last decade,
deep learning technologies, pre-trained CNN models, and
ensemble approaches have contributed to increased accuracy
and efficiency. However, the field continues to face expres-
sion bias, illumination bias, demographic shift bias, and sen-
sitivity to adversarial and backdoor attacks. These limitations
signify the need for new measures and mechanisms that can
improve reliability while also addressing ethical and social
consequences.

1.1 State-of-the-Art Algorithms and Techniques

FRT has developed rapidly through improved algorithms and
methodology. Transfer learning has become a common strat-
egy in contemporary systems, allowing established models
such as DenseNet201, ResNet152V?2, and MobileNetV?2 to re-
duce feature-extraction and learning time on large databases.
These models derive stable facial features and enhance recog-
nition performance under changing illumination and occlu-
sion. Ensemble models, including weighted-average and
hybrid models, further improve performance by combining
multiple feature predictors. Online learning also allows sys-
tems to introduce new personnel and update templates in
dynamic environments. Together with careful hyperparam-
eter tuning and data conditioning, these developments have
established new standards for FRT accuracy, speed, and re-
sponsiveness in real-life situations [1].
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1.2 Bias and Security Vulnerabilities

Modern FRT suffers from important bias and security risks
that can undermine trust. Expression bias occurs when recog-
nition performance changes with facial expression. Demo-
graphic disparities linked to age, race, gender, or ethnicity
intensify fairness concerns. Security risks include adversarial
patches and digital manipulations that exploit algorithmic
vulnerabilities. More serious backdoor attacks, such as Facial
Identity Backdoor Attacks (FIBA), involve poisoning samples
during enrollment so that attackers can bypass systems using
universal triggers. These weaknesses require diverse datasets,
fair algorithm design, and strong defense mechanisms [2].

1.3 Areas of Application and Effectiveness

The use of FRT has expanded across core infrastructure and
essential applications by enhancing security, comfort, and
governmental procedures. In surveillance, it improves public
security by assisting in identifying people in public areas
and supporting law-enforcement investigation. In authenti-
cation, it enables convenient access to devices, workplaces,
and financial transactions. In smart cities, border control,
and electronic voting, FRT supports identity management
and organizational efficiency. Nevertheless, integration into
these domains raises concerns about privacy invasion, ethical
violation, and misuse. Its practical advantages must therefore
be balanced with individual rights and public trust.

1.4 Ethical and Governance Challenges

Facial recognition technology creates major ethical and gov-
ernance risks because it captures and stores highly private bio-
metric data. Concerns include excessive surveillance, misuse,
discrimination, lack of consent, and unclear accountability.
Existing regulations often lag behind technological adoption,
making it difficult to define standards for security, consent,
and lawful deployment. Principled governance should em-
phasize transparency, fairness, accountability, and respect for
civil liberties. Legal standards and ethical norms are essential
if society is to benefit from FRT while limiting its potential
harms [13].

1.5 Future Directions and Open Problems

Future progress depends on addressing unresolved challenges
and pursuing innovative research directions. More diverse
datasets that include demographic variety, lighting conditions,
and facial expressions can reduce bias and improve algorith-
mic fairness. Robust models against adversarial attacks and
backdoor vulnerabilities remain a security priority. Explain-
able FRT algorithms can promote transparency and account-
ability, while privacy-preserving methods such as federated
learning can mitigate risks associated with data exposure.
These open problems provide opportunities to refine FRT
systems and ensure fair, reliable, and ethical applications.

2. LITERATURE REVIEW

FRT has become an important component of security and
biometric applications in surveillance, authentication, and
smart city technologies. This literature review focuses on the
progression of FRT and on difficulties such as illumination,
pose variation, and expression bias. It considers pre-trained
CNNss, novel recognition approaches, transfer learning, en-

semble learning, and resistance to adversarial and backdoor
assaults. Ethical and privacy issues are also examined as a
significant social dimension of FRT.

Artificial intelligence has become a pivotal driver of innova-
tion in video surveillance. Machine learning, deep learning,
neural networks, natural language processing, and expert sys-
tems have transformed traditional surveillance practices by
enabling intelligent analytics and improved security-system
quality [3]. A related smart-lock system based on YOLO and
a Jetson Nano board collects user images, transfers data to a
server for training through auto-labeling, adjusts brightness,
and supports Android-based authentication. Under favorable
conditions, the system achieved 99% accuracy and a recogni-
tion speed of 0.6 seconds [4].

Broad surveys describe face recognition systems, their com-
ponents, operational principles, algorithms, strengths, and
limitations [5]. Deep-learning surveys in biometrics cover
face, fingerprint, iris, palmprint, ear, voice, signature, and gait
recognition, highlighting datasets, benchmark performance,
and open challenges [6]. Recent comprehensive reviews
classify face-recognition techniques into appearance-based
and hybrid methods, emphasizing the influence of illumina-
tion, pose variation, expressions, occlusion, and aging [7].
Classical and modern approaches, including sparse models,
fuzzy set theory, and deep learning, are also analyzed across
datasets and application domains [8].

Deep-learning approaches have been explored through pre-
trained CNN models including DenseNet201, ResNet152V2,
MobileNetV2, SeResNeXt, and Xception. Weighted-average
ensemble models and grid-search optimization can improve
feature extraction and classification, with studies reporting
99.48% accuracy on the LFW dataset [9]. Robustness studies
show that face-recognition algorithms remain vulnerable to
physical presentation attacks, disguise and makeup, digital
adversarial attacks, and GAN-based morphing or tampering.
These works also reveal that age and gender differences affect
algorithm performance [2].

Backdoor threats have expanded the security landscape. FIBA
attacks operate at the enrollment stage, using a single poi-
soned example to create a universal trigger that allows at-
tackers to bypass FRS at scale [10]. Other systems combine
face detection with voice and biometrics for automated atten-
dance and access control through cascade classification and
template matching [11]. Smart-city fog and cloud systems
use transfer learning and deep CNNs to handle occlusion,
expression, illumination, and pose variation; when evaluated
on SDUMLA-HMT, 113, and CASIA datasets, such systems
reported 99.06% accuracy, 99.12% precision, 99.07% recall,
and 99.10% specificity [12].

Regulatory studies examine the tension between public se-
curity, privacy, civil liberties, and ethics. They argue that
legal frameworks must evolve to protect human rights and
guide responsible FRT implementation [13]. Expression-bias
research shows that facial expressions remain a security threat
in recognition scenarios. Experiments involving face detec-
tors, recognition models, and databases reveal significant
expression-related biases that affect performance and call for
more stable face-recognition systems [14].

Table 1 summarizes the reviewed studies, their focus areas,
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Table 1. Summary of Literature Review

Ref. Focus Area Key Contributions Evaluation Metrics

[3] Al in video surveillance systems  Examines advancements in Al-driven surveillance systems and the integra- Emphasizes trends, challenges, and impact on
tion of deep learning, neural networks, and analytical software. security-system quality.

[4] Smart lock with face recognition =~ Develops a YOLO-based smart lock on Jetson Nano with auto-labeling, ~ Achieved 99% accuracy and 0.6-second
brightness adjustment, and Android authentication. recognition under favorable conditions.

[5] Applications of FRT Reviews components, principles, algorithms, applications, occlusion, and ~ Discusses broader applications and system
expression bias. efficiency.

[6] Deep learning in biometrics Surveys over 150 works on face, iris, fingerprint, voice, gait, and other ~ Uses benchmark datasets and identifies open
biometric modalities. challenges.

[7] Advances in FR techniques Reviews appearance-based and hybrid methods and challenges such as  Classifies image- and video-based FR meth-
pose, illumination, occlusion, and expression. ods.

[8] Modern FR approaches Reviews classical and modern FR techniques including deep learning, Analyzes age, gender, and background com-
sparse models, and fuzzy set theory. plexity in FR systems.

[9] Deep learning and ensembles Introduces weighted-average ensemble models using DenseNet201, Achieved 99.48% accuracy on LFW.
ResNet152V2, MobileNetV2, and others.

[2] Robustness of FR systems Examines physical, digital, adversarial, disguise, and morphing attacks  Discusses real-world robustness without one
plus demographic bias. fixed metric.

[10] Backdoor vulnerabilities in FRS ~ Proposes FIBA, an enrollment-stage attack using poisoned examples and  Evaluates scalability, stealth, and trigger ca-
universal triggers. pability.

[11] Face detection with voice and  Develops automated attendance and access control using cascade classifi-  Highlights attendance and security effective-

biometrics cation and template matching. ness.

[12] Fog and cloud FR systems Uses transfer learning, DCNNs, DT, KNN, and SVM for adaptive recogni-  Reports 99.06% accuracy, 99.12% precision,
tion under occlusion and pose variation. 99.07% recall, and 99.10% specificity.

[13] Ethical and governance chal- Explores privacy, ethics, legal frameworks, and governance structures for ~ Focuses on legal and ethical recommenda-

lenges FRT. tions.

[14] Facial expression bias in FR Analyzes expression bias in popular datasets and its effect on face- Uses two detectors, three recognition models,
recognition accuracy. and three databases.

[10] Practical threats to FRS Investigates adversarial and backdoor threats and introduces enrollment- ~ Analyzes universal triggers and poisoned ex-

stage FIBA.

amples.

contributions, and evaluation criteria.

The reviewed works show that facial recognition systems con-
tinue to change through machine learning and deep learning.
Although accuracy and robustness have improved, problems
remain, especially bias, security threats, privacy, and gover-
nance. These gaps motivate innovations in algorithms, dataset
selection, defense strategies, and regulatory frameworks. Ad-
dressing them can promote safer, fairer, and more sustainable
FRT systems.

3. DISCUSSION

This section discusses the main arguments emerging from
the literature review, focusing on FRT progress, hurdles, and
broader implications. It formulates research priorities and
ethical principles for the development of secure, efficient, and
fair FRT systems.

3.1 FRT Technological Developments

Due to deep learning, pre-trained CNNs, and ensemble learn-
ing, FRT has made significant progress. These technologies
have increased recognition accuracy and speed, although
occlusions and variations in pose and illumination remain
difficult. Transfer learning and hyperparameter tuning enable
systems to learn from different datasets with less computing
power. However, real-time adaptation and scalability are still
not fully solved, especially in demanding applications such
as video surveillance and authentication [7, 15].

3.2 Addressing Bias in FRT

Expression, demographic, and illumination biases remain
central problems. Studies indicate performance differences
related to age, gender, and ethnicity, which raises ethical
and fairness concerns. These biases often arise from im-
balanced datasets and algorithmic constraints. To address
them, researchers must collect more diverse datasets, design
fairer algorithms, and integrate interpretability methods into

machine-learning models [16, 17].

3.3 Security Threats and Protection Techniques

FRT systems face adversarial attacks, backdoor vulnerabili-
ties, and enrollment-stage attacks such as FIBA. These attacks
target datasets, feature databases, or algorithms and may com-
promise system integrity. Defense strategies include adversar-
ial training, dataset sanitization, secure database management,
robust feature verification, and continuous monitoring of en-
rollment pipelines [18, 1].

3.4 Ethical Considerations and Governance

The rapid growth of FRT has raised concerns about privacy,
surveillance, citizenship freedoms, discrimination, and con-
sent. Governance models based on openness, responsibility,
and human-rights protection are needed. Public, private, and
civil-sector actors should collaborate so that innovation is not
driven solely by technical interests. Regulations should also
remain adaptable as technologies and threats evolve [19, 20].

3.5 Future Research Directions

Future work should develop challenging datasets, robust al-
gorithms for adversarial conditions, and real-time processing
methods. Privacy-preserving approaches such as federated
learning can reduce data-security concerns, while explainable
Al (XAI) can improve trust and accountability in decision-
making. These directions can help FRT systems achieve
higher reliability and ethical alignment [21, 22].

4. CONCLUSION

Facial recognition technology has transformed biometric sys-
tems and enabled new forms of security, surveillance, authen-
tication, and identity management across many sectors. The
literature shows strong progress in machine learning and deep
learning, particularly CNNs and ensemble models, which im-
prove accuracy and efficiency. However, dataset bias, security
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vulnerabilities, and ethical concerns remain major barriers to
responsible adoption.

The reviewed studies confirm persistent expression bias, de-
mographic disparities, and environmental variability. These
biases affect FRT effectiveness and create ethical questions
about equity and inclusivity. Security threats such as adversar-
ial attacks and FIBA-style backdoor attacks require reliable
defense mechanisms, including adversarial training, database
enhancement, and fairness-aware algorithms.

Ethics and governance frameworks are central to FRT adop-
tion. Insufficient regulation increases concerns about privacy,
surveillance, and misuse of biometric data. Future policies
must emphasize transparency, accountability, and protection
of individual rights. Collaboration among researchers, poli-
cymakers, and industry leaders is required to develop ethical
standards and legal frameworks for responsible use.

Future research must address open problems such as diverse
datasets, adversarial robustness, real-time processing, feder-
ated learning, and explainable Al. Achieving these goals will
support a more secure, fair, and ethically aligned future for
FRT applications.
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