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Abstract

The research focuses on an accurate workload prediction approach for auto-scaling resources in
the Private Cloud using improved Time-Series models. Although many factors still result in
dynamic workloads of cloud systems, an accurate forecast becomes vital for service quality and
cost. The chapter discusses a Proactive Prediction Engine (PPE) framework using Auto Regressive
Integrated Moving Average (ARIMA) and Recurrent Neural Network Long Short-Term, to
forecast CPU utilization. Real-time datasets of OpenStack private cloud and Amazon AWS were
used for experimental evaluation. The analyses show that the RNN_LSTM model performs far
better than ARIMA by reducing the MAE and RMSE values by roughly 40 percent in each set.
This has further reinforced that RNN_LSTM can model non-linearity and handle correlation issues
in the workload data. Automated scaling of the instances with the Open Stack based on the
predicted CPU load is made possible by the integration of RNN_LSTM prediction with
OpenStack, supported by Terraform. This strategy reduces times of service outages and enables
the efficient use of resources in the network. Regarding accuracy and automation, the proposed
method can be a relevant solution for workload management for private cloud infrastructure. In
this respect, the results support the implementation of deep learning-based predictive models to
optimize the performance of autoscaling.

Keywords: Proactive Prediction Engine (PPE); Workload Prediction; ARIMA; RNN_LSTM;
Hybrid Cloud; Deep Learning and Dynamic Autoscaling.

1. Introduction

Auto-scaling is one of the maximum significant topographies of the next generations of cloud
computing, allowing systems to rule up and down to meet the difficulties of workloads. This
capability provides the ultimate in performance, dependable user satisfaction, and economic
advantage for applications in cloud settings. [1] There are several types of cloud deployment;
among them, the private cloud has received much attention because of its improved security,
control, and compliance. Nevertheless, handling resources in a private cloud has its challenges
especially when it comes to achieving the aspect of cost-effective while delivering [2] high-quality
services.

At its core, autoscaling can be categorized into two primary types: vertical scaling which involves
the scaling both up and down by the modification of capacities of the current resources, and
horizontal scaling which involves scaling both in and out by adding or eliminating instances. One
kind of scaling is horizontal [3] scaling, which is common in cloud architecture; it comes with the
option to add or release VMs to or from the system as needed. This dynamic approach guarantees
the availability of the required resources during high use and the absence of any unused extra
resources during low utilization.
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The cost factor turns out to be central to the strategy of autoscaling. For resource over-provisioning
there is a problem in wasted resources leading to high operational costs [5] For resource under-
provisioning, the impact is that it leads to violation of SLA and low value of provision for the
consumers. In private clouds resources as compared to the public cloud, are limited therefore
getting a balance between cost and performance is crucial. To be able to achieve this balance, one
has to incorporate predictive algorithms, as well as automated tools in the autoscaling.

Selction of right
scaling metric

Configure scaling
policy

Monitoring
scaling activity

Testing the
scaling behaviors

Figure 1: lllustration of Auto scaling for cost efficiency
1.1 Need for Cost Optimization

Service cost, the unique characteristic of cloud computing that is distinguished by public clouds’
pay-as-you-use approach, demonstrates the financial risks of resource overprovisioning. As for the
private cloud, the unshared service model [7] is not subscription-based, however, low resource
utilization results in high CapEx and OpEx. Stopped virtual machines take up power and
processing capabilities while they are not utilized to enhance application functionality, which is
unprofitable.

Cost-optimized autoscaling tries to solve these issues by gaining a proper estimation of the
workloads to provision the corresponding resources. [9] This encompasses a process of predicting
future volumes of work based on past data to prepare for workloads in advance. Using predictive
analytics, private cloud systems do not have to over-provision or under-provision a system to
ensure that the applications will always run properly, consequently, [11] keeping costs to a
minimum.
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1.2 Predictive analytics and Autoscaling

Earlier conventional techniques of autoscaling involve proactively scaling resources, in which
additional resources are added once a certain threshold is reached, for instance, once CPU or
Memory usage goes up. Nevertheless, reactive scaling serves only partly and may be slow, thus
creating temporary performance issues or squandering resources during volatile load increases.

While, on the other hand, predictive analytics must use [13] complex algorithms and analyze
resource requirements before a demand appears. The Workload prediction can be done through
time-based models like ARIMA and the more advanced techniques of machine learning like
RNN_LSTM. These models consider the antique use data to establish an approximate pattern in
resource use to factor in future expectations.

The analysis of data in private clouds can be predictive and its application can save a huge amount
of money. Through predictive fabrics, organizations can [15] make provision for resources that
are likely to be in high demand to prevent over-provisioning costs but still maintain the necessary
capacity that with face during busy periods. In addition, the predictive models can be built to
include the load-shaping metrics that are nonlinear and dynamic in real-life handling of workload.

1.3 Automation and Integration

This is the essence of cost-effective autoscaling: Automation. Some of the examples include
Terraform where companies have an infrastructure-as-code [16] platform to scale resources such
as VMs. Terraform will work well with other private cloud solutions such as OpenStack to enable
the creation of a sound framework for predictive autoscaling.

In this context, a typical autoscaling workflow involves the following steps:

« Data Collection: Using Telegraph, much information is gathered from the cloud
infrastructure including CPU utilization, memory usage, and traffic.

«» Data Storage and Visualization: Metrics aggregated are stored in time series databases
such as Influx DB while visualizations of the metrics are done using tools such as Grafana
for the display of patterns.

« Prediction: In this case, [17] models like the RNN_LSTM use the stored data to feed into
the model and get an approximate of future workload.

«» Autoscaling Execution: Going by the predictions, terraform auto-scales resources where
resources in the form of VMs are added or removed.

The combination of these components makes for accurate integration to enhance efficiency and
decrease the number of human interactions needed, expedite response time, and cut costs.

Nonetheless, the implementation of cost-optimized [18] autoscaling comes with some challenges.
Workload prediction is dependent on high-quality data and sophisticated algorithms that can
conveniently capture the intricacies and dynamics of workloads. Secondly, the use of predictive
models and automation tools can only be done by personnel with adequate knowledge of how the
models and tools work and how they should be set in a way that works harmoniously.

The second important issue is the choice between more [19] accurate calculations and less
computational complexity. Even in cases, where deep learning models like RNN_LSTM provide
better accuracy in the results, the amount of computation needed to train and execute the model
might be very high. One must understand that there are always pros and cons, and it depends on
the case that an organization needs to solve or achieve.

This type of autoscaling levels up cost optimization [20] along with behavioral analysis to create
a perfect equilibrium between the usage of cloud resources and their cost. This is especially evident
in private cloud environments where resources are quite scarce to meaningfully address dynamic
workloads. If it is recognized by organizations, tools including Terraform, predicted model, and
visualization platform can make cloud infrastructure better, and guarantee scalability for cloud
cost in the future.

2. LITERATURE REVIEW

Preliminary studies focus on contemplating [21] weaknesses of existing autoscaling systems
related to cloud computing. It especially focuses on approaches and methods to scale resources in
hybrid cloud environments. This work seeks to build the premises for developing new ideas on
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how to further advance cost optimality, resource management, and capacity to [22] accommodate

users’ set budget limits and temporal restrictions.
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When it comes to cloud autoscaling, the survey points to remarkable improvements from raw
methods of scaling via simple threshold rules to [23] predictive scaling with methods like ARIMA
and machine learning models. Nevertheless, some problems are still inherent, one of which is a
shortage of perfect solutions to provide an [24] adequate distribution of resources while
considering the level of workload. This study also highlights the need for strong and cheap
autoscaling solutions that take advantage of the capability and versatility of a hybrid cloud for
efficient response to future needs.

3. RESEARCH OBJECTIVE

In the following, a cost-efficient autoscaling approach aimed toward private cloud infrastructures
will be designed using predictions and automated technologies as [25] major components. The key
objectives are:

«» Design a Proactive Prediction Framework: Private clouds must employ sophisticated
forecasting models, ARIMA or RNN_LSTM, to forecast the optimum workload in the
cloud.

+« Optimize Resource [26] Utilization and Costs: Don’t over-provision or under-provision
any component, at the same time ensure that the service level agreements are achieved.

«» Integrate Prediction with Automation Tools: Integrate such models at the operational
level with various automation tools, such as Terraform for dynamic growth in OpenStack.

«» Evaluate and Validate Performance: Discuss how to compare the accuracy of a predictive
model by employing differing measures including MAE and RMSE and also prove the
usefulness of the framework on realistic datasets.

4. PROPOSED WORK

The proposed solution involves predictive analytics and automation to achieve a simple and cheap
autoscaling strategy in the context of private clouds. The framework mainly deals with workload
prediction through time series model namely ARIMA and RNN_LSTM and works in conjunction
with an autoscaling tool namely Terraform.
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Figure 2: Proactive Prediction Engine Framework

Figure 2 shows the structure of the Proactive Prediction Engine (PPE) and its suggested
methodology. There are two phases to adopt PPE. The first stage is to determine which of the two
techniques, ARIMA and RNN_LSTM, is more suitable for demand prediction. Step two involves
using the estimated amount from an effective approach acquired in step one to determine whether
to increase or decrease the instances' virtual machines (VMs).

4.1 Telegraf

An application's website server experiences an exponential growth in demand if more people visit
it simultaneously, leading to arise in CPU and RAM utilize proportional to the number of requests.
Because of this, the server goes down. Regular monitoring of these usage parameters is possible
with the help of Telegraf. Telegraf is an InfluxDB-stored metric collecting component that takes
measurements like CPU usage and saves them from many sources. Due to its nature as an integral
part of any input stream, Telegraf never depends on any third-party libraries or applications.

4.2 Influxdb

Built and operated by InfluxData, InfluxDB is a free database for time series information
implemented in the Go programming language. To monitor, analyze, and evaluate applications,
InfluxDB stores and retrieves time series information in a highly available manner using a SQL-
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based programming syntax. InfluxDB stores all Telegraf's use information, both historical and
present, so it can be retrieved and queried later.

4.3 Grafana

As a control panel, you may use Grafana, a freely available graphing tool, to see how different
indicators to be utilized over time are trending. Grafana gets information from the element that is
being backed up. You can see InfluxDB and the outcomes of SQL searches on information on the
dashboard. Information may be exported from the Grafana display in many forms, such as CSV,
XML, and JSON.

4.4 ARIMA

Auto-Regressive Integrated Moving Average is a time series forecasting model useful for linear
data in a series. It combines various aspects of autoregression, differencing or the moving average
model to follow trends in sequential data. In workload prediction, ARIMA predicts the trends of
CPU usage that help in performing an early adjustment of resources in the cloud.

In this context, the best-known and most established techniques involve the use of ARIMA models
for analysing and estimating time series data. The model is characterized by three parameters: m,
n, and o:

m: The interdependent variable order of autoregression (AR) which explains the number of lagged
observations incorporated in the model.

n: Specifically, it is the extent of differencing needed to season the data.
0: The order of moving average (MA), The number of lagged forecast errors in the model.

ARIMA is also denoted as ARIMA (m, n, 0) able to deal with trends, seasonality, and the noise in
the time series data after pre-processing.

The Autoregressive component for example captures the value of a certain time period with the
previous values of the same time period. They employ the use of lagged observations when
estimating future points in a set. For instance, AR (1) work with the previous value, and
coefficients define these past observations as the bearing on the current value.

by = ¢+ Xkz1 Pxbe—k + € 1)

It is a method of transforming a time series so as to eliminate trends or seasonality with a view of
making it stationary. It determines the first difference of current observation (yt—yt—1) so as to
stabilize the mean and variance to enable easier model estimation and prediction of the accurate
values.

b{ = by — be_¢ )

The Moving Average component is about how a value is related with past forecast errors. It deals
with lagged error terms in forecasting. The system corrects forecast errors. For instance, MA (1)
employs the error at the time step t-1 into the current forecast to minimise the noise and overall
residual errors.

by =c+ XR=16k €k + E 3
The combined ARIMA equation is:
by = ¢+ Xity ibe + Xi-1 0160, + € 4
Where b = current value, ¢ = coefficients for lagged observations, € = Error term.
Algorithm 1: ARIMA for Workload Prediction

1. Input: Time-series information (CPU utilization).
2. Preprocess the information:
Check stationarity using ADF test.
Apply differencing if required.
3. ldentify m, n and o.
Use ACF/PACEF plots to determine parameters.
4. Fit ARIMA model:
Train using the identified parameters.
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5. Forecast future values:

Generate predictions for the test dataset.
6. Evaluate performance:

Calculate MAE and RMSE for model accuracy.
7. Output: Forecasted CPU utilization values.

ARIMA offers a good approach towards forecasting linear workload through understanding data
patterns of CPU utilization. ARIMA forecasts future resource requirements and helps in advance
scaling in cloud environment by using preprocessing, parameter estimation and iterative fitting.
Despite being sufficient for stationary and linear workloads, characteristic of low efficiency in
confronting nonlinear data show the requirements for an alternative like RNN_LSTM in other
circumstances.

45 RNN_LSTM

RNN_LSTM is one of the deep learning algorithms which are essentially suitable for working with
sequential data and long-term memory knowledge. Through this, it removes the drawbacks of
traditional RNN for example, vanishing gradients thus allowing for forecasting of complex non-
linear patterns. In workload prediction, RNN_LSTM consistently predicts the future tendency of
CPU utilization, so that resource allocation can be done in advance in the different cloud
environments.

Working memory

Input _+ RNN-LSTM > Outcome

Long term memory

Figure 3: llustration of RNN_LSTM

A network of linked long short-term memory (LSTM) cells processes information in a sequential
fashion:

Forget Gate: Chooses which state information should be deleted in the past example state. It
employees a sigmoid function for getting the values between 0 (forget) and 1 (retain).

FGy = 0(Wrg - [he-1, @] + Yrg) )

Input Gate: Establishes what part of the new knowledge is to be retained. A sigmoid layer to select
updates and tanh layer for candidate values are used in this work.

1G, = o(wWyg - [he—1, ] + Yi6) (6)
CS, = tanh(wes - [he—1, ac] + yes) )

Cell State Update: Recurrently modifies the memory by receiving information that was retained
in the past (forget gate) along with a selected input information (input gate).

€S, = FG,-CS,_, + IG, - CS, (8)

Output Gate: Outcomes the final concluding result containing both the output and the hidden state
while employing sigmoid function to measure the significance of the output and tanh for scaling
the new cell state.
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0G, = o(Wog * [he-1,a¢] + Yog) 9)
h; = 0G, - tanh(CS;) (10)

Where FG; = forget gate, IG, = input gate, CS = cell state update, CS, = candidate values of cell
state, w = weights, hy1 = previous hidden state, a; = current input, y = bias.

Algorithm 2: RNN_LSTM for Workload Prediction

1. Input: Time-series information.
2. The normalization of this data should be employed followed by splitting the data
into training and testing data bases.
3. Outline the LSTM approach:
The size of the input layer = number of timesteps.
Add LSTM layers and neurons.
4. Now get the approach compiled with the loss function and the already defined
optimizer.
5. Train the approach:
Epochs: Number of repetitions.
Batch size: Number of samples used in each training iteration; it is the
number of samples processed to update the model parameter.
6. It will be used to test the approach on unseen information.
7. Tell out how well the approach worked
8. Outcome: Autoscaling predicted workload values.

There is a need to adopt RNN_LSTM models notably proffer an enhanced and robust
computational solution for workload prediction in cloud computing scenarios. This characteristic
makes them suitable for managing sequential data and learning these long-term temporal
dependencies, making them efficient in dynamic and complex scenarios in clouds; the resource
usage can be optimized with minimized cost.

4.6 Terraform

Terraform is an opensource Infrastructure-as-Code Devops tool which is used to manage and
provision the infrastructure. It enables dynamic autoscaling by running prescribed scripts to enable
private cloud systems adapt more resources, depending on the expected workload. This approach
promotes efficiency in cost of resource usage and quality of application returned.

Users Terraform configuration files
e® e (——
N =

|

Terraform Core

Cloud Service Providers

(P egpse,eggz ")

Alibaba Cloud

Liquid Web ‘\, .
salesforce
A\ Azure .

Figure 4: Architecture of Terraform

Terraform Workflow for Autoscaling

1. Create Configuration Files
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Terraform is implemented using the Hashi Corp Configuration Language
(HCL).
These files describe what the desired setup of a cloud solution is, for example
virtual machines (VMs), networks, and autoscaling.

2. Initialize Terraform
The mentioned command is the terraform init which sets up the workflow by
finding and installing the required plugins for cloud providers including
OpenStack.

3. Plan Infrastructure Changes
The terraform plan command produces an execution plan that informs users
of the changes that Terraform will perform.

4.  Apply Changes
Terraform performs the configurations using the terraform apply command
the change provisions or deprovisions virtual machines in response to the
configuration.

Auto scaling occurs when the CPU usage forecasts are over or below particular thresholds, such
as 60%. The instance_count parameter also gets updated in the Terraform configuration depending
on a forecasted value.

IC = Predicted workload (11)
Threshold
Autoscaling with the help of Terraform is the optimized way to manage cloud resources by
including in this process the mechanism that takes decisions about how more resources are needed
as a result of the predicted workloads. By incorporating best practices of predictive models and
1aC, it enables cost optimization of cloud operations making it suitable for private and hybrid
clouds.

5. Result

The results section provides a detailed assessment of the proposed workload prediction and
autoscaling framework. By comparing the two models, namely ARIMA and RNN_LSTM, the
efficacy of the models in predicting the workload patterns from real-world datasets is evaluated.
Evaluation criteria, which indicate how accurately the models predict patients, MAE, RMSE. To
illustrate how the solutions operate and show that the process of scaling up resources will be
performed by the system whilst keeping operating costs low, the integration of outputs from the
prediction process with Terraform for autoscaling is examined.

Further, the results show that RNN_LSTM performs better for nonlinear and dynamic workload
patterns than ARIMA for linear trends. To support the above hypothesis, the cost implications of
the implementation, system efficiency enhancements as well as system response are considered in
the real-world private cloud environments. As a result, this evaluation offers valuable suggestions
about the practicability and comprehensiveness of the proposed solution for realistic setups.

Accuracy: It is calculation of correct observation out of the total observation made on the model.

It gives a general indication of a model’s accuracy as a single pass prediction.
True Positive+Tegative Negative
Acc = g g (12)

Total Obseravtion

Precision: It refers to the sum of true positives to the numeral of positive predictions made. It is
concerned with the quality of positive forecasts.

Pre = True Positive (13)

" True Positive + False Positive

Recall: It is calculated as the number of true positive observed to the total number of positive
actual remarks. It focuses on the potential for accessing all positive results.

Rec = True Positive (14)

True Positive + False Negative

F1 Score: It is designing for evaluating classification model, most commonly in an environment
where the false positive and false negative decisions bear different costs.

Pre x Rec

FS =12 x

(15)

Pre + Rec
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MAE: It finds the average of size of errors in predictions regardless to direction of error. It gives
an absolute value as to how accurate a given forecast is to real worth.

MAE =$Zzl|bt—5t| (16)

RMSE: The square root of the mean of the square of the difference among actual and predicted
value is determined. It assigns higher weight to big errors and that is why it is not resistant to
outliers.

RMSE = J%Zni (b, - b,)’ 17

Where by = Actual value at time t, b, = Predicted value at time t, m = total number of predictions.
Table 1: Analysing the Current Method in Light of the Proposed One

Model Accuracy % Precision % | Recall % F1 Score %
Proposed RNN_LSTM 0.95 0.93 0.97 0.95
ARIMA 0.84 0.8 0.85 0.82
SVM 0.88 0.85 0.87 0.86
Random Forest 0.89 0.83 0.88 0.85
0.98
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0.92
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]
£
S 0.88
<
a
0.86
0.84
0.82
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Proposed ARIMA SVM Random Forest
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Figure 5: A visual illustration of the proposed technique compared to the current approach

Generally, only the RNN_LSTM-based model has better results, with high precision with great
Recall value, which leads to a high F1 Score. Specialized for non-sequential and constantly
changing workloads in cloud computing applications. Comparing to linear workloads, ARIMA
demonstrates better performance, but in overall it outperforms proposed approach in accuracy,
precision, recall and F1 Score because it does not provide efficient tools for handling non-linear
data. The recognition performance of the Support Vector Machine (SVM) approach is rather
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satisfactory but still worse overall compared to RNN_LSTM, notably in terms of recall. Although
its shows good results for binary classification problems, it does not successfully address workload
prediction in the dynamic cloud environment. Consequently, Random Forest splits give a good
model balance, but the F1 Score is a bit lower than that of RNN_LSTM, to point out the possible
weakness of Random Forest in featuring the long-term dependency of time series. The statistics
have shown that the suggested model, RNN_LSTM, outperforms the current models in all the
metrics of better predicting the workloads and thus improving on the optimum scale of resource
cloud.

Table 2: Compare the performance of current models with proposed model with respect to MAE
and RMSE

Model MAE % RMSE %
Proposed RNN_LSTM 0.06 0.24
ARIMA 0.11 0.35
SVM 0.09 0.3
Random Forest 0.08 0.28
04
0.35
0.3
0.25
S
[<5)
o
=~ 02
|5
e
S
W15
0.1
—
0.05
0
Proposed ARIMA SVM Random Forest
RNN_LSTM
Model
=@ MAE % RMSE %

Figure 6: Visual representation of Evaluate the suggested model's performance in comparison to
the existing models' MAE and RMSE metrics

The proposed RNN_LSTM state that shows the MAE and RMSE of different models to predict
workload is represented as follow, In which the RNN_LSTM proposed approach clearly
outperforms other existing approaches like ARIMA, SVM and Random Forest. The Proposed
RNN_LSTM model records the lowest MAE which is 0.06% and the lowest RMSE which is 0.24
emphasizing highly efficient prediction with little room for error. This is favorable for complex,
dynamic workloads typical for and distinctive to cloud environments owing to its capacity in the
detection of non-linear patterns and long-term dependencies in time-series data. We observe that
ARIMA yielded the highest MAE score of about 0.11 % and RMSE of about 0.35 %. This is due
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to the weakness of ARIMA to job interstate and non-sinusoidal workload pattern since ARIMA
models fit for linear and homogeneous data. Two other models we used, namely SVM and Random
Forest give smaller MAE = 0.09%, RMSE = 0.30% and MAE = 0.08 %, RMSE = 0.28 %
respectively than that of ARIMA. Though, it is lower than that obtained by the RNN_LSTM
network as shown in the previous table. The disadvantage of SVM is that it has problem in
capturing sequential dependencies while Random Forest also lacks a temporal modeling as
compare to RNN_LSTM. The findings reveal that as an outcome of the RNN_LSTM the high
accurate model for forecasting workload and hence best suitable for dynamic autoscaling of private
cloud as it not only minimizes the average errors (MAE) and large deviations (RMSE) but also
outperform the other models in our experiments.

6. Conclusion

This project effectively provided the architectural direction on how an autoscaling framework for
private clouds can be acquired at an optimum cost while applying analytics for cloud resource
management. The paper contrasted two time-series models used for workload prediction, ARIMA,
and RNN_LSTM, using workload data to show the enhanced capability of RNN_LSTM to manage
non-linear and dynamic workloads. The combination of forecasting with automation tools such as
Terraform and OpenStack showed how to apply the results of the model to efficiently allocate
resources thereby avoiding over-provisioning and subsequent operational costs. Experimental
analysis carried out on real data sets supported the idea of using the proposed framework for
ensuring service level agreements (SLAs) without compromising the usage of the resources. Using
the resource demand prediction, the Framework scales virtual machines with strategic distributions
in a private cloud thereby freeing them from reliance on reactive means such as thresholds for
resource allocation. The above causes lead to a substantial increase in system efficiency as well as
cost reduction on the system. Finally, the project offers a complete solution to address all the
challenges related to the management of private cloud resources and workload control to maximize
the efficiency of subsequent processes while keeping costs low and ensuring fast and seamless
scalability of the infrastructure. The proposed solution can be seen as a step toward the future in
improving cloud infrastructures management, and adapting it to Enterprise-scale application
requirements.

The project can be extended in the following ways:

«» Incorporate Multi-Cloud Scaling: Expand the autoscaling framework to support cloud
hybrid and multi-cloud environments and therefore to allow for the consolidation of
resources from the public and private clouds.

«» Support for Diverse Workload Types: Optimization of other parameters such as memory
usage and /O operations needs to be incorporated in the predictive models to increase
the accuracy in resource workload allocation.

« Energy Efficiency Optimization: Implement efficient resource scaling policies and
control to minimize private cloud resources' environmental footprint while minimizing
resource management costs.

+ Real-Time Adaptive Models: Create models that can learn simultaneously with much
potential of responding to performance change without major retraining.
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