Journal of Cybersecurity and Information Management (JCIM) 1ol 15, No. 02, PP. 244-259, 2025

ASPG

American Scientific Publishing Group

A Digital Forensic Investigation of the Presence of Personally
Identifiable Information (PI11) in Refurbished Hard Drives

Robinson Tombari Sibe®”, Blossom U. Idigho?
IRivers State University, Nigeria / Digital Footprints Ltd, Nigeria
2Digital Footprints Ltd, Nigeria
Emails: robinson.sibe@ust.edu.ng; blossom.idigbo@digitalfootprints.ng

Abstract

The last decade has seen a massive explosion of data, with a lot of Personally Identifiable Information (PII)
flooding devices and the cyberspace. This has necessitated the growing call and global awareness for data
protection, to ensure the responsible use of data, protect the privacy of data subjects, and prevent crimes such as
identity theft and cybercrime. This paper investigated the presence of residual data and Personally Identifiable
Information (PII) in refurbished hard drives bought from a retail shop. The study leveraged digital forensic tools
to perform data recovery on refurbished hard drives, and analyses for presence of PI1. The study adopted a modified
form of the steps in Digital Investigation outlined by NIST IR 8354. Result of this study showed that one out of
the 3 hard drives that were reportedly formatted and sanitized by the vendors had residual data with PlI. Data
recovered includes 28691 files with size on disk as 152.20GB, including PII and sensitive data. Digital Forensic
tools used for this study includes EaseUS Data Recovery Wizard and Autopsy. The findings of this study are quite
relevant to current studies in privacy and data protection, including recent legislations such as Nigeria Data
Protection Act (NDPA), General Data Protection Regulation (GDPR), and others. The paper also presents a
comprehensive and forensically sound software-based methodology focused on the recovery of deleted data from
hard drives.

Keywords: Data Recovery; Privacy; Data Protection; NDPA; NDPR; GDPR; PII; Digital Forensics; Information
Governance; Data Governance

1. Introduction

The last few decades have seen a massive explosion of data, including Personally Identifiable Information (PII).
This has necessitated growing calls for responsible use of data and data protection. Across the globe, different
jurisdictions have come up with different legislations. For instance, the EU released the General Data Protection
Regulation (GDPR) in 2018. Nigeria released the Nigeria Data Protection Regulation (NDPR) in 2019, and only
recently the Nigeria Data Protection Act in 2023 [23]. In Egypt, the Data Protection Law (law no. 151 of 2020)
was passed [38]. These legislations all put greater responsibility on data processors and data administrators for
data protection [39]. This study was designed to investigate the presence of PIl and sensitive information on hard
drives bought from a retail computer shop. The research leveraged data recovery tools to recover deleted data from
the hard drives.

In an era dominated by digital information, the significance of data recovery cannot be overemphasized. Hard
drives, ubiquitous in both personal and professional realms, serve as the repositories of our digital lives. The
researchers embarked on a comprehensive journey into the intricate realm of data recovery in a forensically sound
manner. The high cost of brand-new hard drives has meant many now resort to sales and purchase of refurbished
hard drives. As the reliance on refurbished drives continues to soar, the accidental loss of crucial files poses a
constant threat. Acknowledging this reality, this research unraveled the complexities of data recovery
methodologies, offering insights, best practices, and solutions to navigate the challenges of recovering lost,
deleted, or corrupted data. The study explored the intricacies of file systems and dissected the functionalities of
specialized recovery tools.
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Data recovery is the process of restoring data that has been lost, deleted, corrupted or damaged from a storage
medium. It can be performed on different types of storage media, such as hard disks, flash drives, memory cards,
optical discs, and cloud services. Data recovery is a complex and specialized field that requires advanced tools,
techniques, and expertise to achieve successful results depending on the cause and extent of data loss. Some
common scenarios that require data recovery are accidental deletion, formatting, malware infection, physical
damage, logical errors, and encryption [45].

Refurbished hard drives are previously used storage devices that have been reportedly worked upon and sanitized
and can be purchased from retail stores or online. Following the rising cost of brand-new hard drives, most users
are turning to refurbished hard drives. However, this is not without challenges. Apart from the challenge of
durability - since they are not bought brand new - a major challenge with this is the fact that while it is common
for the vendors to claim that the hard drives were sanitized, there are concerns that sensitive personal information,
previously deleted, could be recovered from these hard drives. Using expert tools and skillset, deleted data can be
recovered, thus leading to a potential breach of privacy, and criminal schemes such as identity theft [31].

Identity theft can have a wide range of consequences. These consequences can include gaining employment,
obtaining credit card information and bank accounts, creating new ones, collecting loans, and exploiting the
victim's name to buy prescription drugs and health insurance. Experts have noted that every year there are more
than 50,000 individual personal data breaches in the US alone and this is because 87% of people leave personal
information exposed. Research conducted by IBM showed that inappropriate disposal plays a role in 58% of data
breaches [27]. This covers both electronic and physical disposals. For example, a user might dispose a computer
that contains sensitive data or only erase files without permanently deleting them. This study investigated this, to
show the extent of P11 found in hard drives that have been reportedly refurbished and formatted for resale.

2. Literature Review
A. Data Storage and Lifespan

Recent research suggests that SSDs are primarily replacing secondary storage. However, HDDs still offer longer
lifespan and are more reliable for storing data over an extended period [26]. As hard drives become more
expensive, particularly, in economies with challenging macroeconomic indices, many users (individuals and
SMEs) are turning to refurbished hard drives — either by selling used hard drives or buying refurbished hard drives.
Refurbished hard drives (HDDs) are characterized by their affordability, large storage capacity, and relatively
reliable data access within a 1-3year timeframe. Their ubiquity is further amplified by the growing emphasis on
electronic device recycling, often leading to used computers and their HDDs entering secondary markets.
However, in certain usage environments, HDD lifespan can exceed 1-3 years, increasing the likelihood of multiple
ownership changes and raising concerns about data security and potential residual information leaks.

The reliability of hard disk drives (HDDs) is dependent on the drive construction, as well as the operational and
environmental conditions in which the drive is used. Self-monitoring, analysis, and reporting technology
(SMART) continuously provides attribute information on HDD usage and degradation characteristics [34].
Advanced data analysis techniques using artificial intelligence and machine learning algorithms have been
developed to predict hard drive failures and classify remaining lifetimes based on S.M.A.R.T. features, with
Random Forest Classifier achieving up to 94% accuracy [48].

Despite the environmental merits of device reuse, particularly for hard drives, concerns regarding data privacy
remain paramount. Investigations have revealed an alarming prevalence of secondhand computers harboring
sensitive information such as social security numbers, credit card data, trade secrets, medical records, and financial
transactions. For instance, a researcher documented an abandoned HDD from an ATM, still containing complete
transaction histories [24]. The data retrieval employed readily available tools, highlighting the vulnerability of
such devices.

A pervasive misconception among users is that formatting a drive using standard Operating System tools (e.g.,
Microsoft Windows) effectively erases data. Contrary to this belief, secure data deletion necessitates overwriting
each bit with a "0," or a “1,” mimicking the write process in duration. Alternatively, flagging the space as free
allows new data to overwrite it eventually. The latter method, preferred for its speed and convenience by users
solely seeking additional storage space, leaves data vulnerable to recovery. There are several software programs
capable of data recovery through methods such as scanning unallocated space (slack space) [13]. Techniques that
are more sophisticated involve platter removal and specialized hardware scans for data remnants.

B. Data Recovery Methods

Data recovery methods encompass both physical and logical approaches to salvage inaccessible data from storage
media. These techniques range from simple backup and restoration to advanced forensic methods, addressing
various causes of data loss [14]. Data recovery is an important skill set in digital forensics. It is a common practice
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that cybercriminals may deliberately delete evidence as an anti-forensic practice. It is also possible that data may
have been accidentally deleted, or the disk drive itself may have been damaged. Therefore, the need to recover
deleted or damaged data has driven researchers to develop tools and methods for the data recovery process.

When a file or data is deleted using regular methods (for example through logical deletes in the Windows Operating
System), such files may still be recovered even after the recycle bins have been emptied. Deleted files could still
be found in slack space or unallocated space, and this could be extracted in a forensically sound manner. The
factors affecting the success of the data recovery process may include the data type, the condition of data, the
Operating System, type of hardware and software, and the configurations [20].

Multiple approaches exist for data recovery from hard drives, with disk imaging representing a significant method
wherein bit-by-bit copies of disks are generated, even when physical damage is present. Disk imaging proves
beneficial by restoring retrievable data from the disk while bypassing commands that could otherwise trigger a
complete process restart upon error detection. It is best practice to conduct forensic analysis on the forensic copy
of the evidence item, instead of directly examining the original, to avoid evidence contamination [41]. Forensic
copies can be created through disk imaging, using specialist tools. This is an important step to ensure the integrity
of the evidence item.

In a situation where a file system is damaged or deleted, retrieving a specific file becomes exceedingly challenging.
To address this, file carving, also known as "carving," is a forensic technique utilized for data recovery [40]. File
carving, a software technique crucial in digital forensics, has become increasingly important due to the
proliferation of digital devices and storage types. File carving involves extracting structured data from raw data
based on format-specific characteristics inherent in the structured data. It proves invaluable for recovering files
and file fragments in scenarios where directory entries are corrupt or missing file metadata, particularly in forensic
investigations involving criminal cases for evidence recovery. To effectively use file carving, knowledge of file
headers and footers is necessary [18]. For instance, JPEG files have hexadecimal file header of FF D8, GIF has
hexadecimal header of 47 49, EXE has a hexadecimal file header of 47 49, respectively.

A related study conducted a comparative analysis of file carving directly from the hard drive versus from a drive
image, employing open-source tools like PhotoRec for file carving and disk imaging tools like gddrescue and
Safecopy [3]. The research revealed a marked enhancement in data recovery efficiency when employing file
carving from a disk image compared to directly from the HDD, concluding that file carving from a disk image
represents a more effective and secure approach for recovering data from damaged or corrupted HDDs.

C. Permanent Deletion of Data

Data removal from computer disks could be quite challenging due to the lack of effective tools and misconceptions
about data deletion [30]. While the format command shows graphically in the interface that a deletion or erasure
has taken place, in truth, the data can be recovered. This poses a challenge in situations where there is a real need
to erase data irreversibly. This is even more so today, with increasing awareness for data security and information
governance [10]. In addressing this, the United States Department of Defense specified a standard (DoD 5220.22-
M standard) in the National Industry Security Program Operating Manual, outlining the process to overwriting
hard disk with ones and zeros. These involved three stages of overwriting passes verification [43].

The three stages are [22]:

Pass 1: Writes a zero and verify write

Pass 2: Write a one and verify write

Pass 3: Write a random character and verify write

In 2001, the Department of Defense issued an extended standard, providing for additional overwriting and
verification method. The DoD 5220.22-M ECE method is a 7-Pass version of the DoD 5220.22-M, which runs the
DoD 5220.22-M twice, with an extra pass (DoD 5220.22-M (C) Standard) in between [43]. However, despite this
updated standard, DoD 5220.22-M standard remains the more popular, and widely accepted as the industry
standard for secure and permanent erasure of data.

While DoD 5220.22-M remains a standard guide, however there are other sanitization standards, such NIST 800-
88 Clear and NIST 800-88 Purge (Guidelines for Media Sanitization), which has showed remarkable advantages
over the DoD standard. For instance, it is noted that the DoD 5220.22-M is more resource demanding and less
economical than the other standards, and even the DoD has stopped referring to it [43].

The NIST Special Publication 800-88, “Guidelines for Media Sanitization” offers a methodical guideline for
permanent erasure of data from electronic storage media. Originally released in 2006 as NIST 800-88, it was
updated in 2014 as “NIST Special Publication 800-88 Rev. 1” (“NIST SP 800-88, Rev.1”). NIST 800-88 is
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renowned for its three data sanitization categories of Clear, Purge, and Destroy. Unlike the DoD 5220.22-M, NIST
800-88 applies to all electronic storage media types [12]. While it was published for government use, the popularity
has grown in both government and private sector.

D. Privacy and Data Protection laws

The proliferation of digital data has made data protection a critical issue globally. Several jurisdictions have come
up with regulations and/or legislation to protect citizen data. Recent data privacy regulations like the EU General
Deta Protection Regulation (EU-GDPR) and California Consumer Privacy AAct (CCPA) have introduced new
requirements for timely and persistent deletion of user data [5]. For instance, the EU-GDPR is a landmark set of
data protection rules, which became law on May 25th, 2018. It seeks to minimize the quantity of personal data
collected by companies and enforce penalties for violation. GDPR increases the requirements for Data Privacy and
Cyber Security operations in businesses and organizations [28]. Following this regulation, organizations that are
in breach have been made to pay fines for non-compliance. Assessed fines are based on the organization’s annual
revenue. Such risk of hefty fines underscores the high premium on compliance and serves as a deterrent to erring
institutions.

In Nigeria, the Nigeria Data Protection Regulation (NDPR) was released in 2019. The Nigerian Information
Technology Development Agency (NITDA) [7] released the regulation. This regulation was pursuant to the
NITDA Act 2007, which gave the organization the mandate to develop “guidelines for electronic governance”. It
is noteworthy to mention that NITDA’s first attempt at releasing a data protection regulation in 2013 was fraught
with challenges, and deficiencies in content, and was largely unenforceable [25]. The NDPR seeks to enforce the
principle of data protection for data belonging to Nigerians both within and outside Nigeria; this includes data
belonging to a suspect of a case.

The NDPR aligns with global data protection standards, such as the GDPR, emphasizing accountability,
transparency, and the rights of data subjects. However, following greater calls to strengthen the enforcement
mechanism, this resulted in the Nigeria Data Protection Act, passed in 2023 [39]. The Nigeria Data Protection Act
of 2023 further strengthened the legal framework, addressing some gaps in the NDPR [2]. The NDPA serves as a
legal framework to safeguard the personal information of Nigerian Data subjects. The Act was designed to protect
the privacy rights of individuals by regulating the collection, storage, processing, and dissemination of personal
data. The Act mandates that organizations handling personal data must implement appropriate security measures
to prevent unauthorized access, alteration, disclosure, or destruction of personal data [33].

E. NDPA and Privacy Concerns with Refurbished Hard Drives

The Nigeria Data Protection Act [39] outlines specific obligations for data controllers and processors regarding
data security and the disposal of personal data. Section 2.5.3 of the NDPR states that data controllers must ensure
the secure disposal of personal data when it is no longer needed for the purpose it was collected. This includes
implementing measures such as data anonymization, encryption, and secure data destruction methods [8]. In
addition, Section 39 of the Nigeria Data Protection Act, 2023 also outlines the responsibilities of data controllers
and data processors in implementing necessary technical and operational safeguards to ensure the security,
confidentiality, and integrity of personal data in its possession.

Refurbished hard drives are often resold in secondary markets without adequate measures to ensure that all data
from previous users are completely erased. In a bid to cut costs and perhaps as part of the organization’s green
policy, some organizations resell used computers and hard drives. While this may be well-intentioned, however,
there is the risk of the computers and hard drives retaining sensitive corporate and personal information. Studies
have shown that many refurbished drives sold online contain recoverable data, indicating insufficient data erasure
practices [29]. This raises significant concerns about the effectiveness of existing data protection measures.
Inadequate data-wiping practices can lead to the exposure of Personally Identifiable Information (PII), posing
significant privacy risks to individuals. P11 includes information such as names, addresses, social security numbers,
and financial details, which can be exploited for identity theft, fraud, and other malicious activities. Forensic
wiping involves the complete erasure of data from a storage device, making it unrecoverable even with advanced
data recovery tools. This process is essential for protecting PIl and other sensitive information when disposing or
reselling hard drives.

F. Recent Studies and Recurring Issues

Data privacy and security breaches resulting from improper disposal or resale of used hard drives can have
significant implications for individuals and organizations. One effect of ruminant information on hard drives is
identity theft [13]. The effects of identity theft could range from taking bank loans to registering a social media
account, using the victim’s identification for the purchase of goods, which could be illegal, and collecting social
benefits and medical insurance. In 2021, the Federal Trade Commission received 1.4 million reports of identity
theft, making it one of the most common categories of consumer complaints [21]. The consequences of data theft
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can be severe, ranging from financial loss and identity theft to reputational damage and legal penalties. As
technology continues to advance, the importance of safeguarding data and combatting data theft remains a critical
aspect of modern cybersecurity [47]. Since many individuals choose to donate - and there certainly is a need for
these computers - it becomes even more imperative that individuals are made aware of the actions needed to
completely erase their hard drives.

Kaspersky’s Global Research and Analysis Team (GReAT) examined security in secondhand devices and found
that 74% of used hard drives sold online contained residual data, including sensitive personal information. The
study highlighted the significant risk posed by improper data sanitization practices, revealing that most secondhand
devices still contained recoverable data, potentially exposing previous owners to data breaches and identity theft
[35]. Another investigation by Blancco Technology Group revealed that 67% of the used hard disk drives and
solid-state drives hold personally identifiable information and 11% contain sensitive corporate data [9].

The improper disposal of electronic devices poses a significant threat to data privacy and security, particularly in
the healthcare sector. These breaches not only pose a financial and operational threat to hospitals but also present
significant challenges to healthcare providers and clients. Numerous instances of data breaches have been
attributed to this issue, exposing sensitive personal and medical information. There is a case of data breach in a
healthcare institution in Waterville, Maine, where improper hard drive disposal potentially compromised close to
600,000 records [16]. Similarly, researchers reported a case where photocopiers used to process sensitive medical
information were resold without data wiping, exposing patient data during storage [17]. This incident resulted in
a $1,215,780 settlement with the U.S. Department of Health and Human Services. These incidents highlight the
widespread nature of the problem.

A recent study found that 70% of individuals in India are vulnerable to data breaches and privacy risks when
disposing off used devices [42]. Similarly, investigations of second-hand storage devices in Thailand found that
most contained personal identifiable information (PI1) from previous owners [23]. The potential consequences of
such leaks are dire, ranging from identity theft and financial fraud to reputational damage and legal repercussions
for organizations. The ubiquity of electronic devices, coupled with the increasing volume of sensitive data stored
on them, necessitates a reevaluation of disposal practices. Secure data deletion protocols and responsible recycling
initiatives are crucial to mitigating the risks associated with improper electronic waste management.

Several recent research have shown that the issue of the challenge of residual data in secondhand storage device
[24]. For instance, in another study, the researchers procured second-hand memory cards from the Australian eBay
site, and the results indicated that resold memory cards were disposed of insecurely, with personal or business
confidential data either undeleted or easily recoverable [44]. In another study involving researchers from Avast,
20 Android devices were procured from eBay, and the researchers found considerable amounts of sensitive data
on them including pictures, contacts, chat logs, search history, and location history, among others [6]. Another
study found 36,136 recoverable files including a range of data detailing private information of previous owners,
and confidential corporate data, with 20% of the purchased USB devices securely wiped before sale. This research
showed that Personally Identifiable Information such as user credentials, product recipes, and customer credit card
data could be recovered from the employees’ USB flash drives [46]. This could potentially have a high-risk impact
on the company, such as reputational damage and sabotage of products by competitors.

3. Materials and Methods

The primary purpose of this research is to establish the presence of residual data and Personally Identifiable
Information on refurbished hard drives due to improper sanitization. Understanding the complexities of data
recovery is critical in a digital landscape dominated by consumer-grade storage devices. This section presents the
methodology, tools, and considerations required to successfully recover erased/deleted data from routinely used
off-the-shelf drives.

There is not a single universally accepted digital investigation framework or model out there. However, there are
consistent steps that appear common to most. For this study, we shall adopt the steps in Digital Investigation
outlined by NIST IR 8354 [32]. The NIST IR 8354 is reproduced in figure 1 below. For this study, this was slightly
modified to reflect the realities of the study (hard drives were procured from a wholesale shop) and placed emphasis
on specifics of the preparation stage. The modified model is shown in figure 2, showing the addition of the
preparation stage.
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Figure 1. Steps in a digital investigation (NIST IR 8354, 2022).
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Figure 2. Steps in adopted in this study (Modified NIST IR 8354)
A Procurement of Refurbished Hard Drives

This study investigated the presence of residual data, and very importantly Personally Identifiable Information, in
refurbished hard drives sold in the market. For this study, the researchers bought 5 hard drives (500 GB each),
randomly selected from a popular retail computer and accessories shop in Abuja, Nigeria. Three of these hard
drives were examined and analyzed for the presence of residual data and Pll. The other two were sanitized
forensically and used to store forensic copies of the evidence on hard drives. In line with industry best practice,
the forensic copies (and not the original copies) were analyzed.

B. Prepare

Given the significance of the “preparation” phase in a forensic investigation, this research incorporated it as a
distinct step. Digital forensics is a meticulous discipline that demands careful planning and precision. During this
stage, the researchers ensured that all necessary tools were available in the laboratory. The data recovery exercise
was conducted at the Digital Forensic Laboratory of Digital Footprints Nigeria Limited, Abuja, Nigeria.
Additionally, the researchers verified the validity of the software licenses to ensure they were up to date. They also
confirmed with the laboratory manager when the tools were last independently validated. Documentation indicated
that the tools had been validated eight days prior to the study's commencement. Further records revealed that the
forensic tools were routinely validated every three months.

In the preparation stage, the two hard drives meant to store the forensic copies of the hard drive were forensically
sanitized to ensure any data on it was permanently erased. Using Media Clone Super imager, this study adopted
the DoD 5220.22-M standard also known as the National Industrial Security Program Operating Manual
(NISPOM) [15], for data sanitization of HDD-1 and HDD-2 (the analysis hard drives). This standard ensured
drives were over-written 3 times to permanently erase any residual data. Images were taken of these processes for
proper documentation. Table 1 below shows information about the software and hardware tools used.
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Table 1: Software and hardware tools used.

SIN Type Name Description

1. Software MediaClone Superlmager | It is a top-performance Field Computer
Forensic Imaging tool and a Complete
Digital Forensic Investigation platform.
Allows for full forensic analysis, data
extraction, and triage data collection. It
also performs hard drive sanitization
and secure wiping, using different

standards.
2. Software EaseUS Data Recovery | EaseUS data recovery software helps
Tool users to recover Documents, Graphics,

Video, Audio, Email, and Other Files. It
offers solutions for recovery of lost files
from hard drive, disk, partition and
other storage devices.

3. Hardware External Hard Drives | Five 500GB external hard drive were
(Seagate) procured from retail computer shop
4, Hardware FRED-L Forensic Laptop | A FRED-L is a high end digital forensic
laptop used for analyzing the evidence
item.
5. Hardware Anti-static Mat The hard drives were placed on the anti-

static mat as a protective measure
against anti-static discharge.

6. Software Autopsy Autopsy is a digital forensics tool used
for investigating and analyzing
computer systems and digital storage

devices.
7. Hardware Tableau Forensic USB | This is a write blocker that was used to
3.0 Bridge protect the integrity of the hard drives.

C. Protect

In line with best practices for conducting a forensic investigation, the researchers took steps to protect the integrity
of the hard drives under investigation. To achieve this, the functionality of the write-protect tool on the Media
Clone Super Imager was confirmed, ensuring that evidence remained uncontaminated, unmodified, and
undamaged. This tool safeguards the drive by preventing any data from being written to or deleted from it. The
researchers also used the Tableau Forensic USB 3.0 Bridge, a write-blocker that protects data from being written
to the hard drives. Additionally, the hard drives were securely placed on an anti-static mat to protect them from
electrostatic discharge.

D. Acquire

In digital forensics, minimizing the direct handling of original evidence is a standard best practice. To adhere to
this, the researchers forensically duplicated the three hard drives purchased; ensuring that the analysis was
conducted on forensic images rather than the original drives [18]. The Media Clone Super Imager was utilized for
this duplication process, enabling the analysis to focus exclusively on the forensic copies. Before duplication, as
outlined in the preparatory phase, the destination hard drives were forensically sanitized to ensure they were free
of any residual data. Subsequently, forensic copies of the three hard drives were created and securely stored on the
sanitized drives.

E. Ensure
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The researchers ensured the integrity of the hard drives. To achieve this, the forensic duplication process created
an MD5 AND SHA256 hash of both source and destination hard drives to verify the integrity of the data. Hashing
is a technique of collecting a group of data and compressing it into a certain length of alphanumeric characters,
which is usually shorter than the original data [11]. It uniquely identifies a file or drive in its current state, such
that if anything changes, the hash will change. This is a scientific way of determining the integrity of the drive. To
ensure the research conforms to digital forensic process, all investigative details and steps were recorded in the
chain of custody form.

F. Recover

For this study, the EaseUS Data Recovery Wizard was employed, as the research focuses on a software-based
recovery method. EaseUS Data Recovery Wizard is a widely recognized tool for data recovery, extensively tested
and validated in both industry applications and scholarly research [36]. In line with digital forensics best practices,
all preparatory steps taken in this study were documented.

G. Navigate

After recovering data, the next step is to navigate and examine it [32]. This process is primarily carried out using
specialized data recovery tools. In this study, EaseUS Data Recovery Wizard and Autopsy were employed to
effectively parse the recovered data structures and associated metadata. These tools ensured that the data was
navigable and accurately displayed in its original context, facilitating a thorough examination of the recovered
information.

H. ldentify/Extract

This step involves identifying and extracting data of interest. In this study, there were two levels of interest. First
was to generally look out for residual data. To achieve this, the study aggregated all the data recovered by the
EaseUS Data Recovery tool. The next level was to look out for PII from the recovered data. Since this study did
not have any background knowledge of the previous owner of the drives, there are no specific keywords known.
However, since our target is PlI, there are wide possibilities, such as searching for all picture files, documents, and
spreadsheets, semblance of credit cards, email addresses, phone numbers, and text files. For a focused search, the
forensic image was loaded on Autopsy tool. Autopsy is an opensource tool that is widely respected [1, 37]. The
tool automatically groups similar data types and flags suspicious files as well as PII such as credit card, phone
numbers, EXIF metadata, and others.

l. Analyze

The recovered data were further analyzed and classified in terms of data types. Personally, Identifiable Information
were spotted and flagged. In deference to the privacy of the affected, all PIl were redacted in this paper. The
researchers leveraged the analytical capability of both EaseUS Recovery Wizard and Autopsy forensic tool to
analyze and recreate events.

J.  Result Documentation

The documentation stage, following the comprehensive analysis of the data recovery process, served as the
conclusive phase of the study. This stage in the methodology involves meticulous record keeping of every step,
configuration setting, and observation during data recovery. This ensures reproducibility and reliability of results,
contributing to the credibility of research findings and forensic practices, and serves as a valuable resource for
subsequent analyses.

4. Result and Findings

This session presents the results of this study. Five hard drives were procured from a retail computer shop. Two
(HDD-A1 and HDD-A2) were forensically sanitized, to serve as the analysis drive. The other three hard drives
(HDD-1, HDD-2, and HDD-3 were forensically imaged, with HDD-AL1 as destination for the forensic image of
HDD-1 and HDD-2, while HDD-A2 served as the destination for the forensic image of HDD-3. Table 2 below
shows the time taken for wiping and cloning the hard drives.

Table 1: Hard Drives and Summary of Processing Time

Hard-drive Storage Capacity Description Duration

HDD-A1 500GB Hard drive was forensically sanitized and used | 4hrs
as destination for forensic image of HDD-3
and HDD-4, respectively, following the DoD
5220.22-M standard.
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HDD-A2 500GB Hard drive was forensically sanitized and used | 4hrs
as destination for forensic image of HDD-5,
following the DoD 5220.22-M standard.

HDD-1 500GB Original hard drive that was cloned 2hrs
HDD-2 500GB Original hard drive that was cloned 2hrs
HDD-3 500GB Original hard drive that was cloned 2hrs

As seen in the table 2 above, there is a huge time difference between wiping the first two hard drives and mirroring
the other three hard drives. This is because the first two hard drives were over written following DoD 5220.22-M
standard which is using at least 3 iterations to completely erase data from the hard drives, using the super imager.
Table 3 below shows the specifications of the system used for analysis.

Table 2: System specifications

Forensic Laptop FRED-L

Processor AMDD Ryzen 7 3700X 8-Core Processor 3.59GHz
Operating System Windows 10 Pro

RAM 64GB

Software Used EaseUS Data Recovery Wizard (v17.0.0.0)

A. Sanitization of the Hard Drives

HDD-A1 and HDD-A2 were forensically wiped using Super Imager, a renowned tool in digital forensics. The
sanitization process followed the DoD 5220.22-M standard. This three-iteration process ensures irreversible data
removal, setting the stage for a detailed examination of the data recovery methodology and its efficacy.

B. Forensic Imaging of the Hard Drives

A forensic image of HDD-1, 2, 3 was made using the Super Imager. This process ensured a bit-by-bit copy of the
data from the source to the target drives and generated MD5 and SHA256 hash values, acting as digital fingerprints,
verifying data integrity and authenticity, and reinforcing forensic procedures.

C. Hash Verification of the Hard Drives

Figure 3, 4, and 5 below show the MD5 and SHA256 hash verification of the three hard drives respectively. The
hash of both “source” and “target” hard drives verified the integrity of the forensic images.
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2024-01-29T00:4

2024-01-29763:3
2024-01-29T763:3

2024-01-29703:3
2024-01-29T703:3

2024-01-29T703:3

(@ MedizClone
2024-01-29T00:48:06.291 Supports SMART feature set. SMART status is PASSED.

2024-01-29T700:48:06.338 The following drives will be used in this operation:
2024-01-29T00:48:06.338 Source drive: Suspect-1

8:06.338 Target drive: Evidence-1

2024-01-29T00:48:06.338 Running Mirror Copy...

2024-01-29T02:20:47.494 Suspect-1, MD5: B3E8889B331D0A222FF09104DA5CA185
2024-01-29T02:20:47.494 Suspect-1, SHA256:

2024-01-29T02:20:47.494 (6594D28FE65CC7E2F1F2BFBDOAB438222241BF18CAF994F617D6E2DFF40E5BO
2024-01-29T02:20:47.494 Erasing Remainder...

2024-01-29T02:20:47.497 Evidence-1: no remainder to erase

2024-01-29T02:20:47.497 Hashing Copy...

3:11.979 Evidence-1, MD5: B3E8889B331D0A222FF09104DASCA185
3:11.979 Evidence-1: MD5 matched

2024-01-29T03:33:11.979 Evidence-1, SHA256:
2024-01-29T63:33:11.979 C6594D28FE65CC7E2F1F2BFBDOAB438222241BF18CAF994F617D6E2DFF40E5BO

3:11.979 Evidence-1: SHA256 matched
3:14.217 Session Capture-Mirror has succeeded

2024-01-29T03:33:14.217 Drive Suspect-1 PASSED
2024-01-29T03:33:14.217 Drive Evidence-1 PASSED
2024-01-29T03:33:14.217 Operation ran for 02:45:08

3:14.217 Average Speed: 6.1GB/min

2024-01-29T03:33:14.217 Operation Capture ended on Mon Jan 29 03:33:14 2024

Figure 3. Imaging showing the hash verification of HDD-3

(@ MediaClone

2024-01-31T00:
2024-01-31T00:
2024-01-31T00:
2024-01-31T00:
2024-01-31T00:
2024-01-31T01:
2024-01-31T01:
2024-01-31T01:
2024-01-31T01:
2024-01-31T01:
2024-01-31T01:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:
2024-01-31T03:

13:40.743 Supports SMART feature set. SMART status is PASSED.
13:40.750 The following drives will be used in this operation:
13:40,750 Source drive: Suspect-1

13:40.751 Target drive: Evidence-1

13:40.751 Running Mirror Copy...

45:40.251 Suspect-1, MD5: E3EECOE350ABOBA14224BFCD3065046E
45:40.251 Suspect-1, SHA256:

45:40.251 F535F796BE193321F36C48D24E6CE32CCD14EA2AAES850D54DA93821E9910BD0
45:40.251 Erasing Remainder...

45:40.251 Evidence-1: no remainder to erase

45:40,254 Hashing Copy...

19:27.306 Evidence-1, MD5: E3EECOE350ABOBA14224BFCD3065046E
19:27.306 Evidence-1: MD5 matched

19:27.306 Evidence-1, SHA256:

19:27.306 F535F796BE193321F36C48D24E6CE32CCD14EA2AAES850D54DA93821E9910BDG
19:27.306 Evidence-1: SHA256 matched

19:29.504 Session Capture-Mirror has succeeded

19:29.504 Drive Suspect-1 PASSED

19:29.504 Drive Evidence-1 PASSED

19:29.504 Operation ran for 03:05:48

19:29.504 Average Speed: 5.4GB/min

19:29.504 Operation Capture ended on Wed Jan 31 ©3:19:29 2024

Figure 4. Imaging showing the hash verification of HDD-4

@MediaCIone

2024-02-01T00:39:41.080 Supports SMART feature set. SMART status is PASSED.
2024-02-01T00:39:41.101 The following drives will be used in this operation:
2024-02-01T00:39:41.101 Source drive: Suspect-1l

2024-02-01T00:39:41.101 Target drive: Evidence-1

2024-02-01T00:39:41.102 Running Mirror Copy...

2024-02-01T02:11:41.520 Suspect-1, MD5: 7FOE2E3AD3AB689IBFSAOFABA2540C23E
2024-02-01T02:11:41.520 Suspect-1, SHA256:

2024-02-01702:11:41.520 38101A615BFE516F9381C5B94C597231EAC47CB7138669FDD2FA37CEFD7EASAL
2024-02-01702:11:41.520 Erasing Remainder...

2024-02-01T02:11:41.520 Evidence-1: no remainder to erase
2024-02-01T02:11:41.522 Hashing Copy...

2024-02-01T03:24:04.611 Evidence-1, MD5: 7FOE2E3AD3AB689BF5ABFAQA2540C23E
2024-02-01703:24:04.611 Evidence-1: MD5 matched

2024-02-01703:24:04.612 Evidence-1, SHA256:

2024-02-01703:24:04.612 38101A615BFE516F9381C5B94C597231EAC47CB7138669FDD2FA37CEFD7EASAL
2024-02-01703:24:04.612 Evidence-1: SHA256 matched

2024-02-01T03:24:06.848 Session Capture-Mirror has succeeded
2024-02-01703:24:06.848 Drive Suspect-1 PASSED

2024-02-01703:24:06.848 Drive Evidence-1 PASSED

2024-02-01T03:24:06.848 Operation ran for 02:44:25

2024-02-01T03:24:06.848 Average Speed: 6.1GB/min

2024-02-01T03:24:06.848 Operation Capture ended on Thu Feb 1 03:24:06 2024

Figure 5. Imaging showing the hash verification of HDD-5
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D. Analysis/Findings

The data recovery process using EaseUS Data Recovery Wizard demonstrated notable success, with HDD-1
yielding substantial results as the tool effectively recovered 28,691 files containing 152.20 GB worth of data
encompassing a diverse array of files, including Personally Identifiable Information (P11) such as pictures, sensitive
documents, videos, and audio files. HDD-2 and HDD-3 did not contain any meaningful residual data or PII.
Specifically, 5 files containing 32.27KB worth of data were recovered from HDD-2, while 0 files worth OKB were
from HDD-3. This outcome aligns closely with the research objectives, showing the presence of residual data and
PIl in refurbished hard drives bought for this study. The successful recovery from this HDD-1 also underpins the
effectiveness of the chosen data recovery methodology, highlighting the tool’s ability to recover valuable
information crucial to this research.

Analysis of the recovered files from HDD-1 shows the drive mostly had pictures, suggesting that the owner may
have used it for storage of personal and professional photographs. Specifically, 21,627 files, representing 78%
percent of all files recovered, were pictures. Most of the recovered pictures are portraits and photographs of humans
that can be easily identifiable given the clarity and quality. Quite disturbingly are many sensitive and personal
pictures. For instance, more than 400 photographs of schoolchildren in their official school uniforms were
recovered; however, the researchers excluded these images from the paper to protect privacy. Such photographs,
if obtained by malicious actors, could be exploited for criminal activities, including cybercrime, identity theft, and
even facilitating kidnappings or other harmful schemes.

Table 4 and Figure 6 below shows details (showing file count and file type) of the data recovered from the HDD-
1. Figure 6 is a pie chart showing the different file types recovered.

Table 4: Summary of recovered data from HDD-1 on EaseUS

SIN Files Found Count
1. Pictures 21627
2. Videos 199

3. Documents 1607
4. Archives 2147
5. Audio 2061

FILES FOUND

M Pictures M Videos ™ Documents Archives M Audio

Figure 6. Chart showing the files found from HDD-1.
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Autopsy forensic tool was used to cross-validate the data recovery process on HDD-1 after initially using EaseUs
to recover a significant number of files. Autopsy analysis revealed a substantial number of artifacts, including
deleted files and orphan files. Orphan files are files that have lost their directory references and are no longer
accessible through the file system's directory structure, typically due to deletion or corruption. The detailed
analysis confirmed the presence of 118,035 orphan files, providing critical insights into the data remnants on the
hard drives. Table 5 (count by file type) and 6 (count by recovery location) shows the data recovered using Autopsy
tool. Analyses of recovered files shows several PII, including pictures of schoolchildren and other sensitive
pictures, which for privacy reasons are not included in this paper. Further analysis of the metadata of the recovered
pictures showed that 2872 of the pictures were captured with a Canon Camera, while NIKON D610 camera
accounted for 2113 pictures. Sony and Apple devices both accounted for 1 picture each.

Table 5: Summary of recovered data (count) from HDD-1 on Autopsy

SIN File Found Count
1. Images 4990
2. Videos 1

3. Audios 3

4. Documents 490

5. Executables 347

6. Unknown 3992
7. Other 156

8. Not Analyzed 88,491

Table 6: Summary of recovered data (location) from HDD-1 on Autopsy

SIN File Types Count
1. Allocated File 430

2. Unallocated Files 98,040
3. Slack Files 6

4. Directories 30,131

The EaseUs tool recovered five ‘lost files’ from HDD-2. These files are suspected to be deleted files. In the lost
file directory, there are 2 folders named DIR3 and DIR4 files with the .bup and .dat file extensions. The .bup
extension is commonly associated with backup files, protecting critical data from loss or corruption, while the .dat
extension refers to generic data files, whose interpretation depends on the application.

In the analysis of HDD-2 using Autopsy, 7 files were recovered from $Extend directory, with 2 of these files
located in the $Deleted subdirectory. Additionally, the hard drive had 8 files in the SRmMetadata directory, 3 files
in the $Recycle.Bin directory, and 466 unallocated files. The metadata for the deleted files shows they were last
modified, accessed, and created on the same date, indicating they may have been systematically managed or
deleted around the same time. Despite the presence of these files, the overall volume of recoverable data on this
drive is significantly lower compared to HDD-1, suggesting either a more thorough data cleaning process or less
overall usage of the drive.
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The data recovery process using EaseUS Data Recovery Wizard on HDD-3 yielded no recoverable files. Despite
diligent efforts, the absence of any retrieved data prompts a closer examination of potential factors contributing to
this outcome. Autopsy result for HDD-3 had 0 Orphan Files, 1 Carved file, $Extend directory contained 7 files,
and 466 unallocated spaces. Table 7 summarises the results from thee three hard drives analysed in the study.

Table 7: Summary of results from all hard drive

Hard Drive Number of Files | Volume of Data Key Findings
Recovered
HDD-1 : 152.20 GB . . o
28,691 files 52.20G Majority were pictures (21,627), sensitive
pictures including images of school children,
highlighting a failure in sanitization.

HDD-2 5 files 32.27 KB Residual files included .bup and .dat extensions;
sanitization was incomplete but improved
compared to HDD-1.

HDD-3 0 files 0 KB No data recovered, demonstrating effective
sanitization.

5. Conclusion

This study was done to show the presence of residual data and particularly Personally Identifiable Information
(P11) from refurbished hard drives sold in the open market. The study explored data recovery from refurbished
hard drives, highlighting the complexity of the process and the need for a balance between technology, ethics, and
legal standards. Results from this study showed the presence of residual data, with one out of the three hard drives
containing 28,691 files, with total size of 152.20GB. These recoveries contained Personally ldentifiable
Information (PII) such as pictures, documents, videos, and audio files. Specifically, there were more than 400
pictures of schoolchildren in their school uniforms. The study identified the threat of poor sanitization protocol
and practice in organizations giving out their computers and hard drives for resale or as gifts.

The various legislations around the world, such as the GDPR, NDPR, and others, all highlight the responsibility
of data processors and administrators and the need for safe disposal of computers and hard drives. This study
showed that despite these legislations, many users are not aware of the technical responsibilities. The findings of
this study necessitate the need for a recommendation for a collective review of data recovery techniques, asking
stakeholders to prioritize the security of digital information.

The study showed that the sale of refurbished hard drives containing residual data presents significant information
governance challenges. From a legal perspective, the unauthorized retention and distribution of personal or
sensitive information on these drives may violate data protection laws, leading to potential legal consequences for
the sellers. For instance, several Pll, including sensitive pictures of children and others are a clear breach of
privacy, and the laws such as GDPR and NDPA. However, with breaches like this, this study shows much needs
to be done to drive data protection awareness amongst stakeholders. For instance, stakeholders need to be properly
informed and made aware of safe deletion and sanitization of hard drives before reselling or giving it out as gift.

In addition, with such brazen privacy violations such as this, this study points out the need for strengthening of
enforcement mechanisms. Ensuring compliance with data protection regulations and instituting robust data
sanitization practices are imperative to uphold the trust and ethical responsibility associated with the sale of
refurbished or second hand hard drives. This study showed the need for industry-wide standardization and
transparency in the refurbishing process, as residual data on off-the-shelf drives highlights the need for responsible
practices.
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