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Abstract

Spam e-mail has become a pervasive nuisance in today's digital world, posing significant challenges to efficient
communication and information dissemination. Dealing with huge amounts of data with irrelevant and redundant
features, which leads to high dimension. Nowadays, with the growth of using the internet, finding the secure E-
mail classification system for cloud computing is a very important topic. Additionally, determining the best
algorithm for choosing a subset of features has a big impact on how well automatic email classification works,
making it one of the major issues. Among these is the Differential Evolution (DE) algorithm, which is
computationally costly because of the slow convergence rate and evolutionary process. To address these issues,
this study offers an intelligent scheme called Opposition Differential Evolution (ODE), which combines the
Opposition Based Learning (OBL) and DE algorithms for effective automated feature subset selection. Its
effectiveness is assessed using the support vector machine (SVM) to present a strong performance when evaluating
the e-mail spam classification rate. Moreover, the OBL is used to accelerate and increase the convergence rate of
traditional DE. To determine which features, contribute most to the reliability of the email spam classification, the
subset features based on ODE that was used as feature subset selection are used.To assess the effectiveness of the
proposed scheme, extensive experiments are conducted on spambase” and “spamassassin” benchmark email
datasets, comprising a diverse collection of spam and non-spam emails. The results demonstrate that the
Opposition Differential Evolution (ODE) algorithm yields superior performance compared to traditional machine
learning and evolutionary techniques, displaying its robustness and efficiency in identifying spam emails
accurately. The ODE algorithm effectively handles high-dimensional feature spaces, enhancing the model's
discriminatory power while maintaining computational efficiency. Compared to the suggested ODE-SVM
technique, which yields a result of 96.79 percent, the full-feature accuracy result was 93.55 percent. Additionally,
empirical results demonstrate that our scheme may efficiently increase the number of features needed to improve
the accuracy of the email spam classification.

Keywords: Feature Selection; E-mail spam classification; Opposition Based Learning (OBL), Differential
Evolution (DE); Opposition Differential Evolution (ODE, Support Vector Machine (SVM)

1. Introduction

Due to the internet's explosive expansion and the pervasive adoption of email as a key communication tool, the
issue of spam emails has been reached concerning proportions. In addition to inundating users' inboxes, unwanted
and frequently harmful messages, or "spam," can present major security issues and impede effective
communication. As such, efficient methods for classifying spam have become essential for guaranteeing the
confidentiality and security of digital communications. Conventional approaches to spam classification, such as
rule-based systems and keyword matching, have proven to be insufficient against the constantly changing
strategies used by spammers. Because of this, scientists are using machine-learning algorithms to create spam
classification systems that are increasingly intelligent and flexible. These methods offer a more thorough and
automated method of classifying emails by attempting to detect spam using patterns and features extracted from
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the email content. In the current digital era, spam emails have grown to be a persistent and harmful problem that
compromises communication efficiency and poses major security risks [1]. To tackle this rising issue, strong and
adaptable spam classification approaches are required due to the constant growth of spamming strategies.
Conventional methods, including keyword matching and rule-based filters, have shown that they are inadequate
in effectively detecting spam since they are unable to keep up with the constantly changing tactics used by
spammers. By effectively separating spam from real emails using data-driven models, machine-learning
algorithms have emerged as a potential approach to spam detection. Machine learning for spam classification has
become a significant area of research in recent times [2]. Furthermore, machine learning techniques can extract
knowledge from a collection of emails that are supplied [3]. By employing illustrative data, machine learning (ML)
seeks to enhance computer program performance through experience, enabling smarter decision-making and
intelligent problem-solving [4]. Then, one of the most crucial problems in the categorization of email spam is to
solve the high dimensionality problem. In machine learning, two groups named feature extraction (feature
transformation) and feature selection are used to extract features and prevent the high dimensionality of
categorization [5]. The process of extracting new features from an original feature and changing arbitrary data into
a unique feature space is known as feature extraction. Additionally, several techniques for extracting features and
reducing their dimensionality. However, feature selection (FS) is a crucial method for reducing dimensionality and
a crucial subject to choose a subset of features from the entire set of features [6]. Furthermore, not every element
from an important level is equally important; some features may be redundant or useless [7]. Feature selection
(FS) reduces the dimensionality of the feature space and removes redundant and irrelevant data to increase the
effectiveness and efficiency of categorization [8]. FS differs from feature transformation in that it chooses a subset
of the original attributes rather than creating new variables. Habitually, comparing the performance of
classification algorithms before and after feature selection has been used to measure the effectiveness of feature
selection algorithms. Based on the classification algorithm, evaluation metrics for feature selection strategies are
separated into two groups: wrappers classifiers and filters. Since the filter method relies on some method of
estimating the importance of individual features or subsets of features, it is typically much faster than the wrapper
method. While wrapper depends on classification, algorithms and more accurately the using filter. However, the
effectiveness of these algorithms is largely dependent on the feature extraction process and the optimization
strategies applied to adjust the model's parameters. The capacity of nature-inspired optimization algorithms to
effectively address complicated and high-dimensional optimization problems has led to their increasing popularity
in recent years. The Opposition Differential Evolution (ODE) algorithm has become a highly effective
optimization method among them. ODE is a novel approach that leverages a biological idea of opposition to
improve the search performance of the traditional Differential Evolution (DE) method [9]. The fundamental
purpose of this research is to present a unique way to spam identification by harnessing the capabilities of the
Opposition Differential Evolution (ODE) algorithm. By leveraging the advantages of ODE in optimization, we
aim to enhance the performance of email classification models and achieve improved accuracy and efficiency in
distinguishing spam from legitimate emails. In this paper, we present a comprehensive study on the application of
ODE in the context of spam detection. We begin by discussing the challenges associated with traditional spam
filtering methods and highlight the need for more adaptive and intelligent solutions. Subsequently, we introduce
the Opposition Differential Evolution (ODE) algorithm, explaining its underlying principles and advantages over
traditional optimization algorithms. Furthermore, we outline the proposed methodology, which involves crucial
steps such as feature extraction and selection to capture relevant characteristics from email content and the
application of ODE to optimize the spam detection model's parameters. We also discuss the selection of
appropriate benchmark datasets to accurately assess our method's performance [9]. We used a variety of datasets,
including spam and non-spam emails, in our thorough trials to verify the efficacy of the suggested approach. We
show how the ODE-based spam categorization system performs in comparison to traditional machine learning and
optimization methods.

In conclusion, this paper contributes to the field of spam classification by leading an enhanced approach that
utilizes the Opposition Differential Evolution (ODE) algorithm. We anticipate that our research will shed light on
the benefits of nature-inspired optimization algorithms and inspire further investigations into the application of
ODE in addressing other challenging problems in the domain of computational intelligence and machine learning.
Ultimately, the successful application of ODE in spam detection could significantly improve email communication
security and information integrity in the digital age. The remainder of the paper is structured as follows: In Section
I1, the contributions of ODE in the field of spam classification are highlighted together with a thorough assessment
of comparable research in the field. The detailed technique for the Proposed Differential Evolution (DE) with
opposition-based learning (OBL) is expounded upon in Section I11. In Section 1V, the experimental setup, results,
and analysis are covered. Additionally, the benefits of employing ODE for spam classification are discussed.
Section V provides a summary of our contributions and suggests future avenues for research, ending the paper. In
conclusion, by presenting an improved method that makes use of the Opposition Differential Evolution (ODE)
algorithm, this work seeks to advance the subject of spam classification.
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We anticipate that our research will shed light on the benefits of nature-inspired optimization algorithms and
inspire further investigations into the application of ODE in addressing other challenging problems in the domain
of computational intelligence and machine learning. Ultimately, the successful application of ODE in spam
detection could significantly improve email communication security and information integrity in the digital age.

2. Related Work

This section mainly discusses some of recently proposed e-mail spam classification techniques such as Different
Evolution (DE) and opposition-based learning (OBL) [10]. These methods are under the category of evolutionary
computation (EC) methods, which use SVM to increase classification accuracy and lower computational
complexity in the process of classifying spam emails. For classification challenges, feature selection helps find
the best subset of features from data samples. Furthermore, the improvement of classification accuracy by reducing
the dimensionality of feature space using features selection methods or feature extraction methods to enhance the
e-mail spam classification in terms of accuracy and computational complexity. As high-dimensional data continues
to proliferate, Feature Selection (FS) has emerged as a crucial learning process activity. Important subjects in
machine learning are feature ranking and feature selection. Getting rid of features that are redundant or superfluous
might improve classification accuracy while accelerating processing. By identifying the subset of features that best
classifies the training set, it streamlines the classification process and makes it easier to understand. This enhances
the classifier's overall performance and helps it solve several issues. The goal of feature selection is to choose a
representative subset of the original features while maintaining a high enough accuracy to reflect the original
features, which contain a lot of noise, false information, and redundant and unnecessary characteristics. Then, one
of the key methods for increasing classification accuracy is evolutionary computation (EC), which is divided into
several families, including swarm intelligence (SI) and evolutionary algorithms (EA) groups [11]. Evolutionary
algorithms (EAs) are widely recognized optimization techniques utilized to address complicated and complex
issues [12]. Genetic algorithms (GA), differential evolution (DE), evolutionary programming (EP), genetic
programming (GP), and evolutionary strategies (ES) are all examples of biological evolution and are included in
the EA algorithm. Artificial intelligence techniques, or Sls, include particle swarm optimization (PSO), ant colony
optimization (ACO), and bee colony algorithm (BCA). These techniques are based on the study of collective
behavior in animal communities, such as those observed in fish, birds, and ants. In this study, we aim to enhance
DE by using two new objective functions to achieve the best chromosome with highest fitness or lower objective
function to select the optimal subset features. The best chromosome was achieved by improving the fitness function
and using the output as input for classification based on SVM. Nevertheless, a few problems impede the effective
use of emails. Email spam is one of them [2]. The more complex classifier-related problems have drawn the
attention of numerous researchers studying the classification of email spam. In the classification of email spam, a
variety of techniques and algorithms are employed to choose the significant subset features, including evolutionary
computing algorithms and statistical techniques. An evolutionary computer technique called the evolutionary
algorithm (EA) stores enough information about the population, search space, and features throughout the repeated
search process.

Machine learning (ML) techniques can be embedded to examine this data to enhance the EAs search performance
as compared to classical versions. ML extracts useful information to understand the search space behavior and
further improve the upcoming search for its global optimum. In addition, research for the improvement of EAs
through ML techniques was observed to have played an important role in literature EAs application adopting ML
techniques have proven advantages in terms of solution quality and convergence speed. The literature is rich with
different ML techniques that have been used for enhancing EA performance. In this paper opposition-based
learning (OBL) techniques are used as it is widely applied for DE and has obtained high performances. The
challenges that have arisen in enabling OBL to improve current e-mail spam classification problem are discussed
later. In his review article [11] present more information on incorporating ML techniques for enhancing
evolutionary computing (EC). The review shows that EC based application employing the ML approaches at each
stage (population initialization, crossover, mutation, selection) enhances the quality solutions that are produced.
Our literature review proposed that EAs in other domains were widely optimized using OBL to achieve better
solutions than their contemporary traditional generation, particularly the DE algorithm. OBL is a learning
technique that could prove that generating opposite solutions is optimum than random-based solutions. In other
words, OBL is used to improve EAs which initialize their populations (solutions) using a random based approach
for accessing the fittest solutions. Evolutionary algorithms (EAS) are one of evolutionary computing methods used
to obtain the optimal solution. Additionally, EAs are computer programs designed to simulate biological evolution
to solve complex problems. EA employs strategies including reproduction, mutation, recombination, and selection
that are influenced by biological evolution. In the optimization problem, candidate solutions represent people in a
population, and the environment in which the solutions "survivor" is determined by the fitness function (also see
cost function). There are multiple components to evolutionary algorithms (EASs), including representation
(individual definition), evaluation function (also known as fitness function), population, variation operators, parent
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selection mechanism, recombination and mutation, and survivor selection mechanism. Differential evolution,
genetic programming, and genetic algorithms are a few examples of evolutionary algorithms. An optimization and
search technique called a genetic algorithm (GA) is founded on genetics and natural selection principles, making
it a type of evolutionary algorithms (EA) method. DE is an effective algorithm that is straightforward and surpasses
genetic algorithms (GAs) in solving numerous numerical single-objective optimization problems[13]. The
primary distinction between DE and GA is that DE's convergence speed is faster than that of genetic algorithms
[14]. Furthermore, one of the main problems with GA is that it still takes longer than DE. Additionally, while DE
uses crossover to create a single trial vector, GA recombines two vectors to create two trail vectors. The selection
process and the mutation system that makes DE self-adaptive are the primary distinctions between GA and DE.
Regardless of their fitness value, all solutions in DE have an equal chance of being chosen as parents. The key
distinction in building superior solutions is that DE relies on mutation operation, whereas genetic algorithms rely
on crossover.

SVM is currently one of the most often used algorithms for classifying spam emails [15]. These days, handling
infinite nonlinear features in high dimensional space is one of the key components of SVM. Then, because of the
large amount of data, SVM frequently requires a lot of processing time and has a low classification accuracy rate
[16, 17] . One of SVM's main issues is that it struggles to classify high-dimensional datasets with lots of features
[8]. The result of the study by Priyanka et al. [2] on SVM for classifying large amounts of data shown that SVM
is less accurate and requires more time when the amount of data is large. The evolutionary/stochastic character of
population-based optimization methods often results in lengthy calculation durations, with DE being an exception
[12]. The fundamental concept of OBL is to obtain better approximation for the current candidate solution by
simultaneously considering an estimate and its corresponding opposite estimate (i.e., guess and opposite guess).
Indeed, it has been demonstrated mathematically that opposing numbers are generally more likely to be near the
ideal answer than merely random ones [12]. However, to explore the feature space, a search technique is required,
such as particle swarm optimization or differential evolution (DE). Feature selection has received a lot of attention
from data mining and machine learning researchers in recent years. The goal of feature selection in machine
learning is to choose the best features with the highest accuracy [18]. To reduce dimensions and increase the
classification rate of e-mail spam, this research suggested a hybrid ODE-SVM system that uses SVM as a classifier
and opposition differential evolution (ODE) as feature selection. Opposition DE is employed as a search method
because it quickly converges, yields the optimal (near-optimal) solution, and finds a useful subset of features to
increase the SVM-based classification rate. The ODE-SVM strategy was created to increase the computational
time complexity of SVM, decrease the large dimensionality of the feature space, and increase the accuracy of
email spam classification. Additionally, this research is interesting since it is the first to use a mix of SVM as a
classifier and ODE as feature selection for email databases. A comparison between the hybrid ODE-VM and SVM
for email spam categorization has been conducted. According to experimental data, this approach has a low
computing complexity and good classification accuracy. Figure 1 illustrates the suggested approach. This is how
the rest of the paper is structured. The related work is discussed in Section 2. The suggested approach is explained
in Section 3. Differential evolution (DE) is presented in Section 4. E-mail spam classification using ODE and
SVM is presented in section five. Finally, the paper describes the experiment and discussions.

3. The proposed Differential Evolution (DE) with opposition-based learning (OBL)

Many complicated real-world problems have been successfully solved by improved systems in recent years. Since
each intelligent system has its own weaknesses and an upgraded system is designed to compensate for them, the
value of a unified system cannot be understated. The binary opposition differential evolution (ODE-SVM) scheme,
which is the suggested approach, is divided into two sub-schemes: the SVM algorithm for classifying spam emails
and the opposition differential evolution (ODE) scheme for feature selection. What is meant by "Binary" is the
chromosomal arrangement that needs to be modified into binary dimension space. In the ODE-SVM schemes,
every sub scheme functions as a distinct scheme and operates separately from the others. To choose the best (or
almost best) subset of features, the ODE is trained. Then, using the SVM learning algorithm as classifiers for email
spam, the outputs of the ODE are routed as input to the second scheme. The purpose of the ODE-SVM scheme is
to evaluate the trained scheme's performance. We separated the dataset into 70% for training and 30% for testing
because of the large number of samples connected to the datasets. The general phase of our suggested design is
shown in Figure 1.
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Generate initial population randomly P (N)

v

Compute the opposite population randomly OP (N)

A 4 A 4

Evaluate the fitness of both populations {P. (N) U
OP(N)} based on fitness function.

A 4
Select N fittest from {P (N) U OP(N)} as initial
population.

A 4

ODE schemes

Selecting the optimum subset features using
ODE

Selected features?

v

Generating classification using SVM for
selected features

Spam or non-spam E-mail

Figure 1. The overall procedure for the suggested proposed

Several researchers mention that the main issues in optimization techniques are random population generation and
that the opposite values are sometimes too near to the optimal solution [12]. he majority of strategies used to
enhance optimization techniques' search performance are machine learning techniques. In this study, the search
space of DE has been improved by employing opposite numbers using OB. To choose the best subset
characteristics and boost accuracy, the opposing DE was used as a feature selection tool. The EAs begin with a
few beginning solutions (the initial population) and work their way up to one or more optimal answers. Numerous
studies have been conducted in recent decades to enhance DE's performance. The OBL was used in this work to
speed up the DE without causing stagnation or premature convergence [19]. ECs, like DE, are techniques that use
concepts from biological evolution to produce initial solutions (population) at random. When scanning space, these
algorithms typically overlook the prior knowledge about these solutions. Therefore, because the evolutionary
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process is slow, EAs are computationally costly. Most optimization methods depend on population initialization;
for optimal outcomes, intelligent initialization techniques based on machine learning techniques are needed to
choose the appropriate solution. As far as we know, this is the first time opposing numbers have been used to
enhance DE's feature selection for classifying spam emails. By utilizing random numbers and their opposites, OBL
is used to speed up DE. OBL has been used to speed up DE's rate of convergence. Without introducing any more
parameters, OBL is utilized to improve DE's performance. The impact of dimensionality has been examined using
opposite numbers. Additionally, the convergence rate of the DE algorithms is easily affected, resulting in less
precise control over their position and velocity. When starting a population and creating new populations during
the evolutionary process, ODE employs opposite numbers. The learning and search process can be sped up by
incorporating OBL into current soft computing methods. An efficient search for the intended solution resulted
from optimal initialization. It's possible that algorithms won't find the target region or converge. It employs OBL
in DE to increase fitness in terms of choosing the significant subset characteristics, accelerating convergence, and
prevent parameter convergence. The modification of the current approach is the primary distinction between the
improved DE in this study and the others. By employing opposing numbers, the pace of convergence of an
optimization method has been enhanced. To generate an initial OBL-based population, the ODE follows the
following steps see Figure 1:

1. Initialize the population P(N) randomly, N: is the population size.

2. Calculate opposites of DE Popi(N) using Popi(N) =a+b—pi(N)

3. Evaluate the fitness of both populations {P (NHu Pop(N)} based on fitness function.

4. Choose N fittest individuals from set {P N u POP(N)} as initial population based on fitness value.

5. lteration

a) Calculate mutation.

b) Calculate crossover.

c) Calculate the selection.

6. If the stopping criteria are met, output the best solution. Otherwise, jump to step (v).

7. Select the optimal (near-optimal) subset feature that has the highest fitness and highest number of the
frequency in the run times.

3.1 Differential Evolution (DE)

One of the more potent evolutionary computation techniques, evolutionary algorithms (EAS) use concepts from
biological evolution, such as mutation, crossover, and reproduction (selection), to find the answer to an
optimization issue [10, 20]. In the past ten years, several EAs have proposed methods to identify the best way to
classify spam emails. Additionally, Storm and Price developed the differential evolution (DE) method at Berkeley
between 1994 and 1996. It is an evolutionary algorithm [21]. One type of EA that was suggested as a modified
genetic algorithm (GA) is DE [19]. Comprehensive studies that are regularly published show that DE performs
better than many other optimization techniques in terms of robustness and convergence speed over widely used
benchmark functions[22]. In the commonly used benchmark issues, DE has demonstrated better performance than
particle swarm optimization (PSO) and other EAs, and it requires less parameters [23]. One of the quickest
optimization algorithms, DE is effective at resolving global optimization issues and only needs a few control
parameters (CR, F, and NP) to produce better search results [24]. It is straightforward, has a strong optimization
technique, improves convergence, and finds the actual global minimum independent of the initial values of the
parameters [6]. It is a population-based algorithm that uses crossover, mutation, and selection—similar operators
to genetic algorithms [14]. DE can handle non-differentiable, nonlinear, and multimodal objective functions and
is simple to apply for optimizing problems [25]. By attempting to enhance a potential solution with respect to a
specified quality metric, DE optimizes a problem. The individual (also known as a solution to the problem) is
generated at random and is the first of several processes to be implemented in DE.

Iterations of crossover, mutation, and selection are then carried out until the optimal solution is obtained. For a
third vector (person), known as the target vector, DE employed the differences between randomly chosen vectors
(individuals) as the source of random variations. Weighted difference vectors are added to the target vector to
provide trial solutions [26]. The target vector is altered during this procedure, which is known as the mutation
operator. To create or increase the fitness of the parent individual, a recombination or crossover (discrete
recombination) phase is used. The process of choosing individuals based on their fitness function, also known as
the objective function for evolutionary algorithms, creates a new population. The fitness function establishes which
of the solutions survival is. First, a continuous search space is used to randomly produce the individual, also known
as a solution to the problem. The mutation, crossover, and selection processes were then repeated until the
termination requirement was satisfied. With a few differences, the DE's methodology is comparable to that of
genetic algorithms. The DE has been presented as a solution to the time-consuming nature of the various genetic
algorithm variants that have been developed [14]. The mutation system that makes DE self-adaptive and the
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selection process are the primary distinctions between GA and DE. Regardless of their fitness rating, every solution
in the DE has an equal probability of being chosen as parents. Compared to genetic algorithms, DE has a higher
chance of discovering a real global optimum function. Three fundamental evolution operators are used in the DE
optimization process: mutation, crossover, and selection [23]. Creating an objective function is the first step in the
conventional approach to an optimization issue. The optimization problem is typically defined as a minimization
task by the objective function. It should be noted that DE has a few parameters, including the crossover constant
(CR=rand (0,1)) and the mutation scaling factor (F=rand (0,2)), which are chosen by the practitioner together with
the population size NP>4 (it must be at least 4). Optimization performance may be significantly impacted by the
selection of DE parameters F, CR, and NP. Greater diversity in the generated population is the result of a big value
for the F parameter, whereas faster convergence is caused by a smaller value[27]. To find the subset space in a fair
amount of time, we must employ heuristic techniques. Euclidean distance and cosine similarity are two novel
fitness functions that we utilize in this work to choose subset characteristics. This reduces the dimension of the
data, which can help algorithms run more quickly and efficiently. To get diverse findings, we also chose F=0.75,
CR=0.50, and varied population sizes (NP), iterations, and runs for this investigation. Individuals are assessed for
quality at each generation, and the best member is marked to monitor the evolution's progress. DE involves several
phases, including:

3.1.1 Initialization:

A set of d-dimensional parameter vectors makes up a population at generation G (represented as X;g)), where
each population vector denotes a potential solution to the issue (target vector). First, each person is created at
random using a uniform probability distribution. Let's say we wish to choose the population size (number of vectors
in the population) NP to optimize a function. The parameter vectors have the form:

Xic 1=1,2,...NPand G is the generation number

Establish a starting goal for the vector population. Every target vector has a unique set of design parameters. For
each parameter, a lower limit and an upper limit are defined (X} < Xic < X{"). Furthermore, randomly select the
initial parameter values uniformly on the intervals (X!, X!) and for each target vector, select other parameter
vectors randomly.

3.1.2 Mutation

Five distinct learning mechanisms exist for the mutation in DE. The version DE/best/1/ bin, which is frequently
used in various DE literatures and typically provides superior convergence, will be the one we employ in this
paper. During the mutation stage, the DE algorithm generates new vectors by adding the weighted difference of
two vectors to a third vector. For each target vector X;, i=1,2,...NP, a mutant vector for generation G+1
(denoted as,V; ;1) is generated as follows:

Vict1 = Xpeste + F(Xr16 — Xr26)
Where ry, 1, are random indices ry, 7, € {1,2, ..., NP}[28]Error! Bookmark not defined.{Choi, 2021 #3817},
r #1, #iand F € [0,2] is a scale factor which controls the amplification of the differential variation(X,, ; —
Xr3,G)-
To identify the best member of the population, several researchers began modifying the equation of mutation; this
might result in a quicker convergence and better performance. Thus, the primary goal of the mutation operator is

to increase the effective area of the search space that the algorithm takes into consideration by presenting some
convergence in the population.

3.1.3 Crossover

Uniform crossover technique is used in DE, to increase the diversity and convergence of the perturbed parameter
vectors, the trial vector U; ;.4 is developed from the elements of the mutant vector V; ;.,, and the target vector X; ;.

Uigs1 = (Uli,G+1' UziGatr e UDi,G+1)
Where
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Viigsa if (rand(j) < CR)or j = rn(i)
ljji,G+1 = X : (1)
i otherwise
j=12,...D

From Eq. (1), rand (j) is the j" evaluation of a uniform random number generator with outcome € [0,1]. CR is
crossover probabilitye [0,1]. Crossover probability controls the fraction of parameter values that are copied from
the mutant vector. A randomly chosen index (rn(i) € (1,2, ...,D) which ensures that U;;,, gets at least one
parameter fromV; ;... Therefore, the main goal of crossover is to increase the diversity in the population.

3.1.4 Selection

In selection operation, the trial vector at generation G+1 (U; ;1) is compared to the target vector at generation
G(X;¢). If the trial vector at generation G + 1 (U; ;+1) Yyields more cost value than the target vector at generation
G(X;¢) , then the trial vector replaces the target vector in the next generation (generation G + 1) (for maximization
problem. Otherwise, the old value X; ; is retained and X; ;.. is determined as follows in Eq. (2):

Xigi1 = {Ui,G+1 if f (Ui,G+1) > f(Xi_G)} -

Xic otherwise;

Where, f (.) denotes the cost function (fitness function) of the given vector.
3.2 Opposition-based learning (OBL)

Random generation is one of the primary problems with optimization techniques, according to some studies, and
occasionally the opposite values are close to the ideal answer [12]. Machine learning approaches make up most
strategies utilized to enhance the optimization techniques' search performance. This research uses opposition-based
learning (OBL) to increase the convergence rate of DE by using opposite integers. To increase performance and
choose the best subset of features, the opponent DE was using feature selection. EAs often begin with a set of
initial solutions, or the initial population, and work to refine them to arrive at one or more optimal solutions.
Starting with a random population, typically distributed uniformly throughout the whole search space, is a popular
initialization when a priori information about the solution is not available. Numerous studies have been conducted
in recent decades to enhance DE's performance. A recent development in computational intelligence, opposition-
based learning (OBL) has been shown to be a useful idea for enhancing several optimization techniques [29].
Tizoshi et al. proposed OBL, a machine learning algorithm[30], The opposition-based differential algorithm is one
of the machine learning algorithms that has included it [27] and a genetic algorithm based on antagonism. The
OBL method was recently employed by a number of researchers to enhance the quality of DE [31]. The OBL was
recently applied to different EAs. Rahnamayan et al. [12] for the first time utilized opposite numbers to speed up
the convergence rate of an optimization algorithm. Rahnamayan et al established mathematical proofs and
experimental evidence to verify the advantage of opposite points compared to additional random points [22]. The
OBL was used for population initialization in their suggested opposition DE (ODE). According to the results, ODE
outperformed DE at the maximum dimensionality. By computing the opposite value and the individual's fitness to
its opposite, the OBL can be implemented. The search process is accelerated by keeping the fitter individual in the
population. However, use the OBL to speed up the DE without causing it to stagnate or converge too quickly [19].
PSO and DE are examples of evolutionary computing (EC) techniques that use concepts from biological evolution
to produce initial solutions (population) at random. When scanning space, these algorithms typically overlook the
prior knowledge about these solutions. Because evolutionary processes are slow, evolutionary algorithms are
computationally costly. Most optimization methods depend on population initialization; therefore, intelligent
initialization techniques based on machine learning techniques are necessary for the optimal outcome since the
best solution is chosen. As far as we are aware, this is the first time that opposing numbers have been used to
enhance the DE when it comes to feature selection for the classification of spam emails. By exploiting random
numbers and their opposites, OBL uses it to speed up differential evolution (DE). OBL has been used to speed up
DE's rate of convergence. Without introducing any additional parameters, OBL was utilized to improve DE's
performance. To enhance the rate of convergence in DE and examine the impact of dimensionality, opposite
numbers have been employed. Additionally, the DE method is prone to convergence rate issues, which results in
reduced accuracy when regulating its location and velocity. When starting a population and creating new
populations during the evolutionary process, ODE employs opposite numbers.
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The learning and search process can be accelerated by incorporating opposition-based learning into already-
existing soft computing techniques. Enhanced DE with the use of OBL, which creates the opposite population
from the original population and selects the finest attributes from the combined population. An algorithm may not
find the target area or converge if it is not initialized optimally, which results in an efficient search for the intended
answer.

OBL is used in DE to increase convergence speed, prevent parameter convergence, and increase fitness while
choosing the key feature. The modification of the current approach is the primary distinction between this study's
improvement of DE and the others. An optimization algorithm's rate of convergence has been accelerated by using
opposite numbers. ODE is being used in this study to avoid parameter convergence and speed up the convergence
of DE. The DE has OBL integrated into it.

3.3 The Material Used
The next subsections discuss how DE is configured. This presents more details about DE algorithms.

3.3.1 Control Parameters for DE

The control parameters of DE are the scale factor F, crossover CR, population size NP, number of iterations,
("No.of.iteration") and number of running (“No.of.run"). They are set as follows in Table 1

Table 1:The control parameters values used in DE.

Parameter Name Parameter Value
CR 0.9

F 0.5

NP 100

No. of. Iteration 1000

No. of. Run 20

3.3.2 Fitness Function

Researchers employed the correlation coefficient (r) as the fitness function for both ODE schemes in this
work. To choose the best (or nearly best) subset characteristics and to assist the SVM learning algorithm in
increasing the email's classification accuracy, researchers utilize correlation coefficient functions as fitness
functions in ODE algorithms. To increase its convergence capabilities, researchers have refined the traditional DE
algorithms from their classical form. Our proposed function is Eq. (3).

_ > (xi _X_i)(yi _y_i)
\/(NZXZ—(?X)Z)(NZYZ_(?y)z)

Where X; is the feature value, X; is mean value for the feature column, Y; is the target value (output
value) and Y; is the target mean value. Many studies before having used the correlation coefficient to calculate the
significance between the features without considering the output. The significance between the input (features)
and the output (class label) is determined in this study using the correlation coefficient, and the significance result
is compared to other results. A better fitness function is indicated by the highest significant value. Numerous
researchers have previously employed DE algorithms with various fitness functions; however, none have examined
the relationship between the input and the output or used significance as a fitness function.

3.3.3  The Modulator

r (3)

In this paper, researchers use two different modulators. The first modulator is used for Opposition Differential
Evolution (ODE). Furthermore, the main objective of this paper is to investigate the effect of modulation formulas
on extracting optimally effective features.
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In the ODE researchers employ a binary modulation formula presented by [32] as shown in the Eq. (4):

FSi= 4

1 if rand() >> exp(-|xi|
0 if rand() <exp(—|xi }

From the above Equation FS; refers to the corresponding binary of the real value gene where |x;|, rand( ) isa
function that generates a real random number between 0 and 1, and —(|x;|) is an exponential value of the
correspondent gene|x;|. If rand( ) is greater than or equal to exp(—|x;|) then FS; = 1 else FS; = 0. On the
other hand, after transforming the value of gene |x;|, using the modulation into binary code and if the value
of FS; = 1, then the corresponding feature is selected as an optimal feature. In contrast, the corresponding feature
is not chosen and is not regarded as an ideal feature if the bit contains 0. To choose the best (near-best) subset of
features, this study uses two datasets, each of which has many features.

4, Implementation, results, and discussion

This paper implements the suggested scheme (ODE-SVM) using the opposite definition. This demonstrates how
the search space can be enhanced by the suggested OBL. To make comparisons easier, the features are arranged
in descending order. The value of each attribute indicates its significance and impact on the email. For the second
testing comparison procedure, the best (near-best) subset features were chosen as input. However, researchers
ignore traits that are redundant, useless, or have a score near “0”. Following the feature subset selection, testing
was conducted once more. Because the degree of classification depends on the number of features extracted from
emails, researchers discovered that the degree of classification accuracy has grown when compared to the initial
testing. Consequently, classification accuracy increases when the irrelevant features are reduced, and vice versa.
After calculating the similarity score, the datasets are used for crosschecking.

4.1 Results and Discussions

This paper's findings are divided into two sections. The F-measure and accuracy are calculated in the first section,
and the correlation coefficient is used in the second to evaluate the degree of correlation between the system
outcomes and others. The correlation coefficient, however, indicates that these outcomes have been statistically
enhanced. Figure 2 illustrates the Gains charts for both training and testing results after selecting the optimal (or
near-optimal) subset features based on SVM as a classifier and BDE as a feature subset selection. In the Gains
charts with a baseline, the best line is ($Best-BDESVM), and the result of SVM after using BDE as feature subset
selection is ($S- BDESVM).

100
; || $BEST-BDESYM
80! -+ $S-BDESWM

1% o

% Gain

40+

i i i i i i f i i i T
4] 20 40 680 80 100 a 20 40 80 80 100
Percentile Percentile
1_Training 2_Testing

RNDFSVM

1.0

Figure 2. Training and testing results after using BDE

In this paper, two kinds of experiment were executed: ODE as a feature subset selection and SVM as a classifier.
Figure 3 demonstrates the result example of using ODE as feature subset selection to select the optimal subset
features based on population size=50, iteration no=1000 and number of runs=20 for "spambase" dataset and
""spamassassin' dataset respectively.
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Table 2:The example result for ODE of the best values for 20 runs on spambase dataset.

Rank Features Result
1 F21 20

2 F23 19

3 F7 18

21 F15 7

22 F24 6

Table 3:The example result for ODE of the best values for 20 runs on spamassassin dataset.

Rank Features Result
1 FA6 20

2 F55 20

3 F19 20

21 F68 9

22 F12 9

The results of selecting the best subset features using ODE as feature subset selection are shown in Tables 2 and
3. Following the selection of the ideal (or nearly optimal) subset features using ODE as a feature subset selection
and SVM as a classifier, Figure 3 shows the Gains charts for both training and testing outcomes. In the Gains
charts with a baseline, the best line is ($Best-ODESVM), and the result of SVM after using ODE as feature subset
selection is ($S- ODESVM).

DOI: https:
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Figure 3. Training and testing result for SVM after using ODE.
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With this technique, all characteristics depending on ODE are reduced in quantity. The classification
accuracy results based on the SVM algorithm and ODE as FS are shown in Table 4, along with a comparison to
the results based on BDE as FS. The classification accuracy using the SVM algorithm as a classifier and ODE as
FS is 94.79%, while the accuracy using the SVM algorithm as a classifier and BDE as FS is 93.99% for testing,
as shown in Table 4. To compare our results with those of other approaches, Table 5 shows the accuracy, recall,
F-measure, and false positive outcomes.

Table 4:The classification accuracy result after using BDE and ODE with SVM as classifiers.

Classification

Accuracy %

Number of features

BDE-SVM

93.99

47

ODE-SVM

96.79

44

Table 4 demonstrates that, in comparison to the earlier findings, the accuracy result of emails classified using 44
features is improved. When compared to the findings, this accuracy shows that the majority of the emails were
successfully sent to classification classifiers for recognition. As previously mentioned, the accuracy of the reduced
feature subsets is assessed using a fitness function. This suggests that the suggested method increases the
classification accuracy of e-mail spam. The accuracy, recall, and F-measure values are shown in the column of
Table 5, while the percentages of each strategy are shown in the row. Additionally, Table 5 contrasts two types of
experiments used in this paper: binary ODE-based feature subset selection and SVM-based classification. While
the latter is in charge of classifying the chosen features for the e-mail spam classification problem, the former is
in charge of obtaining the optimal (or nearly optimal) subset feature from all features. The ODE-SVM scheme's
performance in classifying spam emails is tested and evaluated using the SVM algorithm. The ODE schemes
provide the characteristics to the SVM algorithm. The findings show that ODE-SVM, one of the two enhanced
schemes, outperforms DE-SVM and GA-SVM, two comparable optimization strategies, in terms of accuracy.
Numerous writers have improved the accuracy of email spam classification by using GA as an example.

Table 5: Comparisons of Accuracy, Recall, and F-measure using different numbers of features based on SVM.

approach Accuracy % Recall% F-measure
SVM 93.55 0.96 0.93
BDE-SVM 93.99 0.96 0.95
ODE-SVM 96.79 0.97 0.98

The classification accuracy results based on the SVM algorithm and various feature selection techniques are
compared in Table 5. The accuracy of the suggested ODE-SVM schemes is 96.79% higher than that of utilizing
SVM alone or BDE with SVM, according to the generalization of the results. The comparisons of correct results
between the ODE-SVM result and the prior result are shown in Figure 4. The y-axis in Figure 4 shows the accuracy
percentages for the suggested schemes using a column chart, while the x-axis compares the accuracy of our earlier
schemes with the most recent plan. In comparison to the BDE-SVM scheme with selected characteristics or only
utilizing SVM as a classifier with full features, Figure 4 demonstrates that the upgraded scheme (ODE-SVM) gets
the highest accuracy.

96.97

96.5
96
95.5
95
94.5
94
93.5
93

92.5
BDE-SVM ODE-SVM

Figure 4. Comparisons among our proposed schemes
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4.2 Compression with other Methods

A comparison between our suggested systems and other techniques to improve email spam classification is shown
in this section. Our improvement scheme's accuracy result is compared to the findings of (EI-Alfy et al., 2011;
Idris and Selamat. 2014; Maldonado et al., 2013). Paper 2 begins with a discussion of these techniques. Because
both approaches make use of the same datasets, researchers have chosen them for comparison. Researchers have
discovered that our outcome is superior to the results of other methods when comparing them with ours.

Table 6: Comparison of our Accuracy with others

Method Accuracy %
GMDH 91.70
PSO-NSA 91.22
BDE-SVM 93.99
ODE-SVM 96.79

The comparison between our technique and the outcomes of other approaches for classifying e-mail spam is shown
in Table 6. Researchers observe that the suggested plan produces findings that are more accurate.

Accuracy %
97
96
95
94
93
92
91
90
89
88
GMDH PSO-NSA BDE-SVM ODE-SVM

Figure 5. Comparisons among our proposed schemes

Figure 5 displays the outcomes derived from Table 6. The accuracy comparison charts for ODE-SVM results
utilizing various column chart techniques are shown in Figure 5. Additionally, Figure 5 compares ODE-SVM's
accuracy to that of other models. According to Figure 5, ODE-SVM produces more accurate results than BDE-
SVM and other models.

5. Conclusion

In this work, we introduced a spam classification method based on the Opposition Differential Evolution (ODE)
algorithm, a sophisticated optimization method modeled after biological opposition. The aim of this study was to
improve email classification systems' ability to differentiate between spam and non-spam emails, hence tackling
the increasing difficulties caused by spamming strategies. The selection of subset characteristics was the main
empbhasis of this research, and its contribution was to pick the subset features using binary opposition differential
evolution (BODE). As a result, the difficulty is in offering a subset feature and classification technique, like SVM,
for email spam categorization. One way to choose the subset characteristics to lower the higher dimension and
improve accuracy is the method we have suggested. The outcomes of the suggested method are regarded as one of
the keys/important study answers for the classification of email spam. To cut down on unsolicited messages, an
email spam classification system might be useful. Our suggested method is assessed and contrasted with a few of
the existing methods for classifying spam emails. Overall, the following benefits are provided by the suggested
method: increased the classification precision of spam emails. This research presents a novel feature selection
method based on the binary differential evolution optimization strategy. The suggested method's performance is
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contrasted with that of existing population-based feature selection methods, such as GA and PSO. It is
demonstrated that the suggested BDE used less memory than alternative techniques, resulting in a shorter
execution time. Furthermore, the suggested method outperformed both GA and PSO in terms of classification
performance when tested on an e-mail spam classification problem, with an accuracy of 93.99%. The efficiency
of the suggested BDE technique was demonstrated by all the results. In the future, the author will choose the
important traits using opposition particle swarm optimization.
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