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Abstract 

Cyber-attacks involve a large number of malicious events including phishing, malware attacks, ransomware, social 

engineering, etc. Automatic cyber-attack recognition and classification are obtained by different technologies and 

techniques, including artificial intelligence (AI), data analytics, machine learning (ML), deep learning (DL), and 

other forward-thinking approaches. As a generality of the fuzzy set (FS) and intuitionistic FS (IFS), the 

Neutrosophic set (NS) can handle incongruous, uncertain, and indeterminacy data where the indeterminate is 

explicitly measured, and the degree of truth, indeterminacy, and false functions are liberated. It may successfully 

define inconsistent, uncertain, and incomplete data and overcome certain limitations of the present techniques in 

representing uncertain decision data. The indeterministic portion of uncertain information, presented in the NS 

concept, has been instrumented in proper decision-making that is impossible by the IFS concept. Cyber threat 

detection and classification is a crucial research area that develops intelligent systems that can identify and 

categorize a variety of cyber-attacks in real time. This article develops an Integrating Machine Learning with Two-

Person Intuitionistic Neutrosophic Soft Games for Cyber threat Detection in Blockchain Environment (IMLTPIN-

CDBE) system. The main aim of the IMLTPIN-CDBE methodology lies in the automatic recognition of the cyber-

threat BC platform.  The initial phase of data normalization using a min-max scalar is conducted in the IMLTPIN-

CDBE method. Moreover, the two-person intuitionistic neutrosophic soft games (TPINSSG) technique is applied 

for cyberattack recognition. Finally, the grasshopper optimization algorithm (GOA) technique is applied for fine-

tuning the hyperparameter included in the TPINSSG classifiers. A sequence of experiments has been conducted 

on the ransomware database to exhibit the great performance of the IMLTPIN-CDBE method. The empirical 

findings show the supremacy of the IMLTPIN-CDBE method over other current approaches. 

Keywords: Cyberthreat Detection; Neutrosophic Soft Games, Grasshopper Optimization Algorithm; Fuzzy Set; 

Intuitionistic Fuzzy Sets 

1. Introduction 

The fuzzy set has been presented for dealing with unclear and undecided data. However, the fuzzy set was not the 

perfect technique, since it would be considered only truth membership and it failed to deal with the 

indeterminateness are regularly occurs in the real world [1]. Atanassov introduces an intuitionistic fuzzy set (IFS) 

as a continuation of FSs. The IFS and FSs failed to handle all kinds of uncertainty namely inconsistency and 

indeterminacy which frequently exist in the natural decision-making method [2]. According to these concepts, 

Smarandache suggested neutrosophic thinking, sets, and possibility. To promote the practicable part of the 

neutrosophic set, a single-valued neutrosophic set (SVNS) was presented [3]. In association with the developing 

scope of cyber threats, cyber-security also created a significant amount of developments to compete with opposing 

cyber offenses [4]. Cyber securities are a group of technology, technological specialists, and procedures which is 

utilized to create a safety measure for protecting cyberspace from cyber criminals [5]. Cyber-security contains two 
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major techniques such as automated cyber-security and conventional cyber-security. A cyber risk is considered to 

be an act in which somebody will attempt or try to purloin the data, disrupt the honesty guidelines, and damage 

the calculating devices or networks [6]. Cyber threats included attacks on IoT devices, malware, denial of service 

attacks, phishing, intrusion on a network or mobile devices, spam, ransomware, and financial fraud, to name a 

very few [7]. 

The following intrusions are employed to scan and detect the vulnerabilities of a computer system [8]. An intrusion 

detection system (IDS) is applied to defend against such intrusions. Blockchain (BC) presents an effective model 

for to fight against cyber risks. Because of this reason, numerous works were presented [9]. Nevertheless, as much 

as they know, they are mostly targeted for predicting various assaults. Analyzing huge information from 

hydrogenated devices could request a higher cognitive stack for improving efficient systems [10]. Additionally, 

these tasks expose the limits of ancient systems. Considering these limits and human nature, the pairing between 

AI and BC has been verified to challenge definitely with IIoT atmosphere [11]. The combination of deep learning 

(DL) models has considerably improved the effectiveness of the threat recognition system [12]. DL algorithms, 

mainly neural networks (NN), outshine mechanically in learning hierarchic demonstrations of information, 

allowing them to distinguish complicated patterns inside enormous data sets [13]. The application of recurrent 

neural network (RNN) and convolutional neural network (CNN) in tandem with behavioral scrutiny added to refine 

the precision of abnormality recognition, allowing securities systems to distinguish between usual changes and 

honestly malicious actions [14]. Considering machine learning (ML) algorithms proceed to improvement, the 

incorporation of explainability features becomes critical to improving the intelligibility of model conclusions, 

nurturing faith, and simplifying human mistakes in crucial security tasks [15]. 

This article develops an Integrating Machine Learning with Two-Person Intuitionistic Neutrosophic Soft Games 

for Cyberthreat Detection in Blockchain Environment (IMLTPIN-CDBE) model. The main aim of the IMLTPIN-

CDBE approach lies in the automatic recognition of the cyber threat BC platform.  The initial phase of data 

normalization using a min-max scalar is conducted in the IMLTPIN-CDBE method. Moreover, the two-person 

intuitionistic neutrosophic soft games (TPINSSG) technique is applied for cyberattack recognition. Finally, the 

grasshopper optimization algorithm (GOA) technique is applied for fine-tuning the hyperparameter included in 

the TPINSSG classifiers. The empirical findings show the supremacy of the IMLTPIN-CDBE method over other 

current approaches. 

2. Related Works 

Faheem and Al-Khasawneh [16] introduced big data sets achieved between the wind-power and the solar-

circulated energy system by BC-based energy network in the Smart Grid (SG). A hybrid ML algorithm that merges 

both LSTM and DL models’ features is established and useful to detect the novel design of Distributed Denial of 

Service (DDoS) and DoS cyber-attacks in the circulation method, transmission, and power generations. Jiang et 

al. [17] recommended a unique technique for threat intellect distribution named BC and Federated Learning to 

share (BFLS), a threat recognition method for Cyber Threat Intelligence (CTI) wherever BC-based CTI 

distribution bases were applied with privacy and security. Additionally, users may get highly qualified threat 

recognition models except for sending private information to the dominant servers. Zkik et al. [18] develop 

integrated artificial intelligence (AI) models for preventing anomaly detections and smart contract susceptibilities. 

Therefore, Graph Neural Networks (GNN) methods are extended for protecting BC-based crowd-funded bases 

from smart contracts-based assaults namely infinite loop attacks and re-entry. Therefore, ML techniques are 

utilized for anomaly recognition and to prevent assaults like DDoS assaults, malware, and progressive persistent 

attacks. 

Albakri et al. [19] focus on the designs of BC-aided mixed meta-heuristics with ML-based Cyberattacks detections 

and classifications (BHMML-CADC) technique. This BHMML-CADC models use Ethereum BC for violence 

recognition. Additionally, the hybrid enhanced glow-worm swarm optimizer (HEGSO) method was employed for 

feature selection. Furthermore, Cyber-attacks could be recognized by designs of the quasi-recurrent neural 

networks (QRNNs) techniques. At Last, hunter–prey optimizer (HPO) algorithms are applied toward an optimal 

choice of the QRNN factors. In [20], a BC-based model is introduced for data safety in which blockages are made 

with the RSA hash technique. Applying Differential Evolution (DE), this method initially chooses the BC-ensured 

data, and then the method splits that information into trained and trial data sets to practice for testing and training 

the models. It also allowed us to validate the methods for using DBN to forecast assaults. Khan et al. [21] proposed 

to establish a unique may-fly optimization with a Regularized Extreme Learning Machine algorithm named MFO-

RELM technique through Cyber security threat detections along with classifications with IoT and the cloud 

atmospheres. The MFO-RELM models pre-processed the real IoT and cloud information into an important form. 
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Further, the recommended model would obtain the preprocessing information and perform the classification 

methods. To boost the effectiveness of the suggested technique, the MFO algorithm has been applied to it. 

3. The Proposed Model 

In this paper, we designed a novel IMLTPIN-CDBE methodology. The main aim of the IMLTPIN-CDBE system 

lies in the automatic recognition of the cyber threat BC platform. The IMLTPIN-CDBE method comprises min-

max scalar-based normalization, TPINSSG-based cyberattack detection, and GOA-based fine-tuning processes. 

Fig. 1 depicts the workflow of the IMLTPIN-CDBE technique.  

A. Preprocessing using Min-Max Scalar 

In the initial phase, the data normalization using a min-max scalar is conducted in the IMLTPIN-CDBE method. 

Min-max scaling is an indispensable data normalization method in cyberattack recognition, which rescales the 

features into the interval of 0 and 1 [22]. This ensures uniformity across various data dimensions, improving the 

performance of ML techniques. By removing differences in feature scales, min-max scaling enables efficient 

recognition of patterns and anomalies indicative of possible cyberattacks. 

 

Figure 1. Workflow of IMLTPIN-CDBE technique 

B. Cyberattack Detection Using TPINSSG Technique 

At this phase, the classification of the Neutrosophic method deals with uncertainty and vagueness basic in illusive 

content recognition tasks [23]. In this section, we give some simple descriptions at first and next construct 

𝑇𝑝‐ 𝑖𝑛𝑠‐ 𝑔𝑎𝑚𝑒 with INS‐payoff. We extend the idea of many game theory types into the INS game. 
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Description 3.1 Assume 𝐺 as a plan set and, 𝑄 ⊆ 𝐺. next, the range of each ordered set 𝑃 × 𝑄 is called available 

action sets. 

Description 3.2 Assume 𝑈 as an alternative set and 𝐼𝑁𝑈 signifies the range of every INS over 𝑈. While, 𝐺 signifies 

a strategies sets i.e., 𝑃, 𝑄 ⊆ 𝐺. Next, the set value function 𝜌𝑃×𝑄: 𝑃 × 𝑄 → 𝑙𝑁𝑈 is called a function of INS‐payoff 

and determined as 

Description 3.3 Assume 𝑃 × 𝑄 as available action sets. The (𝑝∗, 𝑞∗) ∈ 𝑃 × 𝑄 action is called an optimal action if 

𝜌𝑃×𝑄(𝑝
∗, 𝑞∗) ⊇ 𝜌𝑃×𝑄(, 𝑞)𝑖. 𝑒. 𝜇𝑇(𝑝

∗, 𝑞∗) ≥ 𝜇𝑇(, 𝑞), 𝛿𝐼(𝑝
∗, 𝑞∗) ≥ 𝛿𝐼(𝑝, 𝑞), and 𝛾𝐹(𝑝

∗, 𝑞∗) ≤ 𝛾𝐹(𝑝, 𝑞), ∀(𝑝, 𝑞) ∈

𝑃 × 𝑄. 

Description 3.4 Assume 𝑃 × 𝑄 as an available action set and (𝑝𝑖 , 𝑞𝑗), (𝑝𝑘 , 𝑞𝑙) ∈ 𝑃 × 𝑄.  

a) When 𝜌𝑃×𝑄(𝑝𝑖 , 𝑞𝑗) ⊃ 𝜌𝑃×𝑄(𝑝𝜅 , 𝑞𝑙), a player selects (𝑝𝑖 , 𝑞𝑗) over (𝑝𝑘 , 𝑞𝑙) or is moderate between the two 

actions.  

b) When 𝜌𝑃×𝑄(𝑝𝑖 , 𝑞𝑗) ⊃ 𝜌𝑃×𝑄(𝑝𝜅 , 𝑞𝑙), then a player will select (𝑝𝑖 , 𝑞𝑗) over (𝑝𝑘 , 𝑞𝑙). 

Description 3.5 While 𝑄 and 𝑃 denote the set of strategies of players l and 2 respectively. 𝑈 represents an 

alternative set and 𝑝𝑃×𝑄: 𝑃 × 𝑄 → 𝐼𝑁𝑈 refers to a function of 𝐼𝑁𝑆‐ 𝑝𝑎𝑦𝑜𝑓𝑓 for player’s 𝑘 = 1,2. Then, 

𝑇𝑝‐ 𝑖𝑛𝑠‐ 𝑔𝑎𝑚𝑒 has been chosen and diverse by an 𝐼𝑁𝑆‐ 𝑜𝑣𝑒𝑟 𝑈 as 

𝛾𝑃×𝑄
𝑘 = {((𝑝, 𝑞)𝑡𝜌𝑃×𝑄(𝑝, 𝑞)): (𝑝, 𝑞) ∈ 𝑃 × 𝑄} 

We express 𝑇𝑝‐ 𝑖𝑛𝑠‐ 𝑔𝑎𝑚𝑒 as at a correct period, the player 1 prefers an approach 𝑝𝑖 ∈ 𝑃𝑡 simultaneously, player2 

chooses another tactic 𝑞𝑖 ∈ 𝑄. Next, each player’s 𝑘 = 1,2 holds the  

𝐼𝑁𝑆 −  𝑝𝑎𝑦𝑜𝑓𝑓 𝜌𝑃×𝑄(𝑝𝑖 , 𝑞𝑗) . 

When 𝑄 = {𝑞1, 𝑞2, ……… , 𝑞𝑠} and = {𝑝1, 𝑝2, ……… , 𝑝𝑟}, then the INS payoff 𝜌𝑃×𝑄
𝑘  is presented in the matrix 

method of 𝑟 × 𝑠.  

Instance 3.6 Assume 𝑈 = {𝑢1, 𝑢2, 𝑢3, 𝑢4, 𝑢5, 𝑢6, 𝑢7} as an alternative set and 𝐸 = {𝑎1, 𝑎2, 𝑎3, 𝑎4, 𝑎5, 𝑎6} as a set of 

strategies. While, 𝐼𝑁𝑈 indicates the set of each INS over 𝑈 and 𝐴 = {𝑎1, 𝑎32𝑎5} and 𝐵 = {𝑎3, 𝑎5} denotes a set of 

strategies of Player l and Player 2, respectively. 

If player l constructs the Tp‐ins‐game as follows, 

𝛾𝐴×𝐵
1 =

{
  
 

  
 
((𝑎1, 𝑎3), {(0.5,0.4,0.3), 𝑢1, (0.3,0.7,0.4)/𝑢3, (.2,0.6,0.4)/𝑢5}),

((𝑎1, 𝑎5), {(0.5,0.6,0.3)/𝑢2, (0.4,0.6,0.3)/𝑢3𝑡(0.5,0.1, 0.6)𝑢5
((𝑎3, 𝑎3), {(0.6,0.4,0.⋅ 4)/𝑢1, (0.1,0.6,0.3)/𝑢4, (0.5,0.5,0.6)/𝑢6}),

((𝑎3, 𝑎5), {(0.8,0.4,0.6)𝑢2, (0.3,0.9,0.5)/𝑢3, (0.8,0.5,0.4)/𝑢4})

((𝑎5, 𝑎3), {(0.3,0.7,05)/𝑢2, (0.2,0.8,0.5)/𝑢3, (0. 1𝑡0. 3𝑡0.8)𝑢5})𝑡
((𝑎5, 𝑎5), {(0.7,0.3,05)/𝑢1, (0.2,0.5,0.7)/𝑢2, (0.4,0.8,0.5)/𝑢4}) }

  
 

  
 

 

We measured some game elements. If player l selects 𝑎3 and player 2 picks 𝑎5, then the value of game will be 

{(0.8,0/, (0.3,0.9,0/, (0.8,0.5,0/}, next the access at the row intersection by 𝑎3 and column beside 𝑎5. Similarly, 

if player 2 constructs the Tp‐ins‐game as follows, 

𝑏𝐴×𝐵
2  

= {{
(, 𝑎3)𝑡  {(0.6,0.5,0.4), (0. 7𝑡0. 3𝑡0.5)/𝑢5})𝑡((𝑎12𝑎5)𝑡{(0. 6𝑡0. 4𝑡0.3)/𝑢22(0. 3𝑡0. 8𝑡0.4)/𝑢42(0. 2𝑡0. 1𝑡0.4)/𝑢5})

{
 

𝐵𝐴×𝐵
2 =

{
  
 

  
 
((𝑎1, 𝑎3), {(0.6,0.5,0.4)/𝑢3, (0.7,0.3,0.5)/}), ((𝑎1, 𝑎5), {(0.6,0.4,0.3)/𝑢2, (0.3,0.8,0.4)/𝑢4,

(0.2,0.1,0.4)/𝑢5})

((𝑎3, 𝑎3), {(0.5,0.4,0.4), (0.3,0.7,0.5)/𝑢5, (0.6,0.5,0.4)/𝑢6}), ((𝑎3, 𝑎5),

(0.4,0.8,0.4)/𝑢𝑙(0.3,0.9,0.5)/𝑢3(0.7,0.5,0.4)/𝑢5
((𝑎5, 𝑎3), {(0.2,0.6,0.5)𝑢3/𝑢2(0.2,0.6,0.5)/𝑢4, (0.2,0.8,0.4)/𝑢5}), ((𝑥5, 𝑥5),

{(0.8,0.4,0.5)/𝑢4, (0.4,0.5,0.8)/𝑢6, }) }
  
 

  
 

 

Description 3.7 The link of the players 𝐼𝑁𝑆‐ 𝑝𝑎𝑦𝑜𝑓𝑓𝑠 is an empty set. 

Definition 3.8 Assume 𝜌𝐴×𝐵
𝑘  as a function of INS‐payoff of a ‐ 𝑖𝑛𝑠‐ 𝑔𝑎𝑚𝑒 𝑦𝑋×𝑌

𝑘 , whereas 𝑘 = 1,2.  
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Instance 3.9 Assume 𝑈 = {𝑢1, 𝑢2, 𝑢3, 𝑢4, 𝑢5, 𝑢6} as a set of alternatives, 𝐴 = {𝑎1, 𝑎2, 𝑎3} and 𝐵 = {𝑏1, 𝑏2} as a set 

of strategies of Player l and Player 2 respectively.  

Now, ⋃ 𝜌𝐴×𝐵
𝑘3

𝑖=1 (𝑎𝑖 , 𝑏1) = {(0.3,0.4,0.7)/𝑢1, (0.5,0.4,0.3)/𝑢2, (0.3,0.6,0.4)/𝑢3, (0. 2𝑡0. 6𝑡0.4)/𝑢5}  

∪
𝑖=1

3
𝛽𝐴×𝐵
1

(𝑎𝑖 , 𝑏2) = {(0.7,0.4,0.5)/𝑢1, (0.5,0.6,0.3)/𝑢2, (0.4,0.9,0.3)/𝑢3, (0.8,0.8,0.4)/𝑢4, (0.3,0.6,0.3)/𝑢5} 

Similarly, 

⋂ 𝜌𝐴×𝐵
1

2

𝑗=1
(𝑎1, 𝑏𝑗) = {(0.3,0.4,0.7)/𝑢1, (0.5,0.4,0.3)/𝑢2, (0.3,0.6,0.4)/𝑢3, (0.2,0.6,0.4)/𝑢5} 

⋂ 𝜌𝐴×𝐵
1

2

𝑗=1
(𝑎2, 𝑏𝑗) = {(0.5,0.4,0.6)/𝑢2} 𝑗 = 1 ∩

2 𝜌𝐴×𝐵
1  (𝑎1, 𝑏𝑗) = {(0.3,0.3,0.7)/𝑢1} 

Since, the intersection of the first row {(0.3,00 𝑙𝑢1, (0.5,0 𝑙𝑢2, (0.3,0.6,0.4) , value of Tp‐ins‐game. So {(0.3,00/𝑢 

the Tp‐ins‐game. 

While the first-row intersection is equal to the first-column union. Therefore {(0.3,04,0.7)/, (0.5,04,0.3)/
, (0.3,06,04)/, (02,0.6,04)/} denotes a value of INS saddle point. Therefore {(0.3,04,0.7)/, (0.5,04,0.3)/
, (0.3,06,04)/, (02,0.6,04)/} refers to the value of 𝑇𝑝‐ 𝑖𝑛𝑠‐ 𝑔𝑎𝑚𝑒. For example, if we swap {(0.2,0.4,0.7)/
, (0.5,0.4,0.3)/} by {(0.2,0.4,0.7)/, (0.6,0.3,0.4)}, then a value of INS‐saddle point won't be prevalent. Hence, the 

value of the game can’t be created. 

Description 3.10 Assume 𝑦𝐴×𝐵 as a Tp‐ins‐game with its equal INS‐payoff function 𝜌𝐴×𝐵, where 𝑝𝐴×𝐵(𝑎, 𝑏) =
{(𝜇𝑇(𝑎, 𝑏), 𝛿𝐼(𝑎, 𝑏), 𝛾𝐹(𝑎, 𝑏)) ∶ ∀(𝑎, 𝑏) ∈ 𝐴 × 𝐵}. Then, 

(i) An INS‐upper value was expressed as 

𝑣∗ = {⋂ (𝑛
𝑏∈𝐵 ⋃ 𝑝𝐴×𝐵

𝑛
𝑎∈𝐴 (𝑎, 𝑏)} = {(⋂ (𝑛

𝑏∈𝐵 ⋃ 𝜇𝑇
𝑛
𝑎∈𝐴 (𝑎, 𝑏)}, ⋂ (𝑛

𝑏∈𝐵 ⋃ 𝛿𝐼
𝑛
𝑎∈𝐴 (𝑎, 𝑏)), ⋃ (𝑛

𝑏∈𝐵 ⋂ 𝛾𝐹
𝑛
𝑎∈𝐴 (𝑎, 𝑏))}𝑦  

(ii) An INS‐lower value was signified as 

𝑣∗ = {⋃ (
𝑛

𝑎∈𝐴
⋂ 𝜌𝐴×𝐵

𝑛

𝑏∈𝐵

(𝑎, 𝑏))}

= {(⋃ (
𝑛

𝑎∈𝐴
⋂ 𝜇𝑇

𝑛

𝑏∈𝐵

(𝑎, 𝑏)) ,⋃ (
𝑛

𝑎∈𝐴
⋂ 𝛿𝐼

𝑛

𝑏∈𝐵

(𝑎, 𝑏)) ,⋂ (
𝑛

𝑎∈𝐴
⋃ 𝛾𝐹

𝑛

𝑏∈𝐵
(𝑎, 𝑏))} 

(iii) When 𝑣∗ = 𝑣∗ i.e. INS‐lower and upper values of a Tp‐ins‐game are equal and called Tp-ins-game values that 

selected as 𝑣∗ = 𝑣∗ = 𝑣. 

Description 3.12 Assume 𝑦𝐴×𝐵
𝑘  as a Tp‐ins‐game with its function of INS‐payoff 𝜌𝐴×𝐵

𝑘  for 𝑘 = 1,2.  

(i) 𝜌𝐴×𝐵
1 (𝑎∗, 𝑏∗) ⊇ 𝜌𝐴×𝐵

1 (𝑎, 𝑏∗), for each 𝑎 ∈ 𝐴 

(𝑖𝑖)𝜌𝐴×𝐵
2 (𝑎∗, 𝑏∗)𝑠𝑢𝑝𝑠𝑒𝑡𝑒𝑞𝜌𝐴×𝐵

2 (𝑎∗, 𝑏) , for each 𝑏 ∈ 𝐵 

then, (𝑎∗, 𝑏∗) ∈ 𝐴 × 𝐵 is called the INS‐Nash balance of a Tp‐ins‐game. 

C. Hyperparameter Tuning employing GOA  

Finally, the GOA technique is applied for fine-tuning the hyperparameter included in the TPINSSG classifiers. 

GOA is a meta-heuristic technique, which reproduces grasshopper swarm-searching behavior [24]. Many 

grasshoppers cause catastrophic farming damage.  

Eggs inlay into nymphs. A nymph is nothing but a grasshopper without wings. Short, sluggish mobility and small 

stages mark this period of grasshopper life. The grasshopper nymph develops in several days. Different nymphs 

and adults drive fast and far. These 2 nymph and grasshopper motions signify a meta-heuristic technique of 

exploitation and exploration. It is also optimum food source hunting skills. Food‐searching behavior, grasshopper 

and nymph motions are mathematical formulated below: 

𝑋𝑖 = 𝑆𝑖 + 𝐺𝑖 + 𝐴𝑖                                                             (1) 

During this case, the grasshopper social contact is represented by 𝑆𝑖 in Eq. (2), 𝑖𝑡ℎ grasshopper location is signified 

by 𝑋𝑖, 𝑖
𝑡ℎ grasshopper’s force of gravity is denoted by 𝐺𝑖 and wind advection is 𝐴𝑖. By adjusting Eq. (1), 

randomized has been combined into the performance of 𝑔𝑟𝑎𝑠𝑠ℎ𝑜𝑝𝑝𝑒𝑟𝑠𝑋𝑖 = 𝑟𝑖𝑆𝑖 + 𝑟2𝐺𝑖 + 𝑟3𝐴𝑖, they range 

between zero and one. 
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𝑆𝑖𝑗 = ∑ 𝑠

𝑁

𝑗=1,𝑗≠𝑖

(𝑑𝑖𝑗)𝑑̂                                                    (2) 

𝑠(𝑟) = 𝑓𝑒
−𝑟
𝑙 − 𝑒−𝑟                                                             (3) 

whereas the attractive length scale is signified as 1, attraction intensity is implied as 𝑓 These 2 features define 

grasshopper repulsion, attraction, and comfort zones. Fixed 𝑙 = 1.5 and 𝑓 = 0.5. 

𝐺𝑖 = −𝑔 × 𝑒̂𝑔                                                       (4) 

𝐴𝑖 = 𝑢 × 𝑒̂𝑤                                                             (5) 

 If 𝑆, 𝐺, and 𝐴 modules of Eq. (1) are replaced, it develops: 

𝑋𝑖 = ∑ 𝑠(|𝑥𝑗 − 𝑥𝑖|)
𝑥𝑗 − 𝑥𝑖

𝑑𝑖𝑗
− 𝑔𝑒̂𝑔 + 𝑢𝑒̂𝑤

𝑗=1,𝑗≠𝑖

                         (6) 

whereas 𝑁 refers to the count of Grasshoppers. 

The swarm method was employed in free space. Eq. (6) has been utilized for simulating a connection among the 

group of grasshoppers. Figure 2 depicts the steps involved in GOA. 

 

Figure 2. Steps involved in GOA 

The selection of fitness is the significant factor manipulating the efficiency of GOA. The hyperparameter selection 

procedure includes the solution-encoded method to assess the efficiency of the candidate solution. In this paper, 

the GOA reflects accuracy as the main standard for proposal FF, which is expressed below.  

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 =  max (𝑃)                                                      (7) 

𝑃 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                                             (8) 

Where 𝑇𝑃 is the value of true positive and 𝐹𝑃 denotes the value of false positive. 

4. Experimental Validation 

The experimental validation outcomes of the IMLTPIN-CDBE method are verified utilizing the CICIDS-2017 

dataset [25]. The dataset comprises 10973 samples with five classes as shown in Table 1.  
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Table 1: Details on Dataset 

CICIDS-2017 Dataset 

Classes No. of Samples 

Benign 2500 

DDoS 2500 

DoS 2500 

Bot 1966 

Web Attack 1507 

Total Samples 10973 

In Table 2, the overall recognition outcomes of the IMLTPIN-CDBE method are inspected in several epochs. The 

IMLTPIN-CDBE technique properly recognized five distinct attacks. With 500 epochs, the IMLTPIN-CDBE 

system got an average of 𝑎𝑐𝑐𝑢𝑦 of 99.27%, 𝑝𝑟𝑒𝑐𝑛 of 98.13%, 𝑟𝑒𝑐𝑎𝑙 of 98.08%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.10%, and MCC of 

97.65%.  Besides, with 1000 epochs, the IMLTPIN-CDBE method got an average of 𝑎𝑐𝑐𝑢𝑦 of 99.91%, 𝑝𝑟𝑒𝑐𝑛 of 

99.77%, 𝑟𝑒𝑐𝑎𝑙 of 99.80%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 99.79%, and MCC of 99.73%.  Followed by, with 1500 epochs, the IMLTPIN-

CDBE method achieved an average of 𝑎𝑐𝑐𝑢𝑦 of 99.39%, 𝑝𝑟𝑒𝑐𝑛 of 98.42%, 𝑟𝑒𝑐𝑎𝑙 of 98.50%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.46%, 

and MCC of 98.08%.  Likewise, with 2000 epochs, the IMLTPIN-CDBE technique reached an average of 𝑎𝑐𝑐𝑢𝑦 

of 99.52%, 𝑝𝑟𝑒𝑐𝑛 of 98.79%, 𝑟𝑒𝑐𝑎𝑙 of 98.81%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.80%, and MCC of 98.50%.  In addition, with 2500 

epochs, the IMLTPIN-CDBE model got an average of 𝑎𝑐𝑐𝑢𝑦 of 99.42%, 𝑝𝑟𝑒𝑐𝑛 of 98.54%, 𝑟𝑒𝑐𝑎𝑙 of 98.50%, 

𝐹𝑠𝑐𝑜𝑟𝑒 of 98.52%, and MCC of 98.16%.  Lastly, with 3000 epochs, the IMLTPIN-CDBE approach reached an 

average of 𝑎𝑐𝑐𝑢𝑦 of 99.07%, 𝑝𝑟𝑒𝑐𝑛 of 97.60%, 𝑟𝑒𝑐𝑎𝑙 of 97.62%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 97.61%, and MCC of 97.02%.   

Table 2: Classifier outcome of IMLTPIN-CDBE technique under dissimilar epochs 

Classes 𝑨𝒄𝒄𝒖𝒚 𝑷𝒓𝒆𝒄𝒏 𝑹𝒆𝒄𝒂𝒍 𝑭𝒔𝒄𝒐𝒓𝒆 MCC 

Epoch - 500 

Benign 99.26 98.63 98.12 98.38 97.90 

DDoS 99.23 98.40 98.20 98.30 97.80 

DoS 99.42 98.80 98.64 98.72 98.34 

Bot 99.13 96.43 98.83 97.61 97.10 

Web Attack 99.32 98.38 96.62 97.49 97.10 

Average 99.27 98.13 98.08 98.10 97.65 

Epoch - 1000 

Benign 99.93 99.96 99.72 99.84 99.79 

DDoS 99.94 99.84 99.88 99.86 99.82 

DoS 99.85 99.84 99.52 99.68 99.59 

Bot 99.86 99.34 99.90 99.62 99.54 

Web Attack 99.98 99.87 100.00 99.93 99.92 

Average 99.91 99.77 99.80 99.79 99.73 

Epoch - 1500 

Benign 99.44 98.96 98.60 98.78 98.42 

DDoS 99.21 97.78 98.76 98.27 97.76 

DoS 99.40 99.27 98.08 98.67 98.29 

Bot 99.43 98.47 98.32 98.40 98.05 

Web Attack 99.50 97.64 98.74 98.19 97.90 

Average 99.39 98.42 98.50 98.46 98.08 

Epoch - 2000 

Benign 99.46 98.53 99.12 98.82 98.48 

DDoS 99.37 99.23 98.00 98.61 98.21 

DoS 99.50 98.84 98.96 98.90 98.58 

Bot 99.59 98.44 99.29 98.86 98.61 

Web Attack 99.67 98.94 98.67 98.80 98.61 
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Average 99.52 98.79 98.81 98.80 98.50 

Epoch - 2500 

Benign 99.43 98.60 98.88 98.74 98.37 

DDoS 99.37 98.64 98.60 98.62 98.21 

DoS 99.35 98.68 98.48 98.58 98.16 

Bot 99.43 98.13 98.73 98.43 98.08 

Web Attack 99.52 98.66 97.81 98.23 97.96 

Average 99.42 98.54 98.50 98.52 98.16 

Epoch - 3000 

Benign 99.07 97.96 97.96 97.96 97.36 

DDoS 98.98 97.91 97.60 97.76 97.10 

DoS 98.98 97.87 97.64 97.76 97.10 

Bot 99.13 97.22 97.97 97.59 97.07 

Web Attack 99.17 97.01 96.95 96.98 96.50 

Average 99.07 97.60 97.62 97.61 97.02 

In Figure 3, the training and validation accuracy outcomes of the IMLTPIN-CDBE technique are established. The 

accuracy values are calculated over a range of 0-25 epochs. The outcome highlighted that the training and 

validation accuracy values display a rising tendency which reported the skill of the IMLTPIN-CDBE technique 

with enhanced performance over several iterations. Additionally, the training accuracy and validation accuracy 

remain closer over the epochs, which indicates low minimal overfitting and exhibits improved performance of the 

IMLTPIN-CDBE method, guaranteeing consistent prediction on hidden samples. 

 

Figure 3. 𝐴𝑐𝑐𝑢𝑦 curve of IMLTPIN-CDBE technique (a-f) Epochs 500-3000 
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In Figure 4, the training and validation loss graph of the IMLTPIN-CDBE system is displayed. The loss values are 

calculated over a range of 0-25 epochs. It is signified that the training and validation accuracy values demonstrate 

a declining tendency, alerting the ability of the IMLTPIN-CDBE technique to balance a trade-off between data 

fitting and generalization.  The continual decrease in loss values as well as assurances the heightened performance 

of the IMLTPIN-CDBE technique and tune the prediction outcomes over time. 

 

Figure 4.  Loss curve of IMLTPIN-CDBE technique (a-f) Epochs 500-3000 

To demonstrate the better performance of the IMLTPIN-CDBE method, a brief comparison study is prepared in 

Table 3 and Figure 5. The outcomes exemplified that the LightGBM and XGBoost models have shown lower 

classification results with 𝑎𝑐𝑐𝑢𝑦 of 99.11% and 99.39%. In the meantime, the DT, RF, and Extra Tree models 

have tried to accomplish somewhat closer classification outcomes with 𝑎𝑐𝑐𝑐𝑢𝑦 of 99.48%, 99.39%, and 99.58%. 

Furthermore, the AdaBoost M and CIDH-ODLIDS models have exhibited reasonable performance with 𝑎𝑐𝑐𝑢𝑦 of 

99.65% and 99.77%. However, the IMLTPIN-CDBE technique demonstrates promising performance with 𝑎𝑐𝑐𝑢𝑦 

of 99.91%. 

Table 3: Comparative analysis of IMLTPIN-CDBE method with other models 

CICIDS-2017 Dataset 

Models  𝑨𝒄𝒄𝒖𝒚 (%) 

IMLTPIN-CDBE 99.91 

CIDH-ODLIDS 99.77 

DT 99.48 

RF 99.39 
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Extra Tree 99.58 

AdaBoost M 99.65 

LightGBM  99.11 

XGBoost  99.39 

 

Figure 5. 𝐴𝑐𝑐𝑢𝑦 outcome of IMLTPIN-CDBE system with other approaches 

5. Conclusion  

In this paper, we have developed a novel IMLTPIN-CDBE model. The objective of IMLTPIN-CDBE method lies 

in the automatic detection of the cyber threat BC platform.  The initial phase of data normalization using a min-

max scalar is conducted in the IMLTPIN-CDBE method. Moreover, the TPINSSG technique is applied for 

cyberattack recognition. Finally, the GOA system was applied for fine-tuning the hyperparameter included in the 

TPINSSG classifiers. A sequence of experiments has been conducted on the ransomware database to exhibit the 

great performance of the IMLTPIN-CDBE method. The empirical findings show the supremacy of the IMLTPIN-

CDBE method over other current approaches. 
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