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Abstract 

An influx of smart spaces that are now connected to the IoT network has increased new forms of cyber threats; 

thus, a need for more effective IDS to deal with these complex cyber threats. Traditional security measures 

cannot solve the modern problem of protecting IoT devices as they are a complex and homogeneously 

distributed network. Advancements and development of Artificial intelligent (AI) and machine learning 

technologies have provided new hope to make more reliable IDS. Our study presents Particle Swarm 

Optimization integrated Light-Weight Gradient Boosting Machine, abbreviated as LGBM-PSO in which, the 

PSO algorithm is applied for hyper parameters optimization in the model training. Based on the ensemble 

methodology, a new model for network intrusion detection is proposed in this study to improve the accuracy of 

the technique proposed. As for the current study project, the “DS2OS” dataset was employed to execute the 

suggested task. All of the data obtained from the traces of the smart devices placed in a smart home environment 

are incorporated in this dataset. The IDS model comprises several stages, one of which comprises data 

preprocessing that entails data cleaning, normalization, and encoding of network traffic data. Feature selection 

and dimensionality reduction are used which leads to the optimization of the dataset in this case. The core of 

the model comprises four classifiers: The compared models are Decision Tree (DT), LGBM-PSO, Light 

Gradient Boost Machine (LGBM), and Extreme Gradient Boost (XGB). Each of these classifiers can be 

combined with a majority voting ensemble method to increase the reliability of the predictions. The suggested 

model's accuracy that is LGBM-PSO is the highest with a value of 99.89%. The corresponding figures for the 

training data are 99.79%. Stand on the testing data proving the efficiency and stability of the algorithm. The use 

of the ensemble approach is superior especially when using a complex model like LGBM-PSO in the field of 

intrusion detection. As a result, high accuracy, optimized time, and effective threat identification ensure that it 

is a useful tool in strengthening security in the different applications. 
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1. Introduction 

Thus, there was extensive networking and ease in the construction of smart environments due to the progression 

of IoT in the most exceptional way. Smart homes and cities, automated industries, and made their way into people’s 

lives and became part of the interconnected complexities like the health care system and more IoT devices. This 

technological revolution has been reported to have a lot of positives; efficiency gain, quality improvements, and 

new concepts that never existed before [1]. For example, a smart home allows people to control lights, temperature 

and security among other features, the smart city on the other hand works to minimize traffic flow, and energy 

usage and improve safety [2]. In the industrial sector, the Internet of Things (IoT) makes it possible to anticipate 
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equipment failure and monitor devices in real-time, both of which greatly improve operational efficiency and save 

operating expenses. The role of connected devices in healthcare relies on improving people’s lives by assisting 

remote care, customizing treatments, and managing scarce resources [3]. However, the increased use of this IoT 

technology has also led to a proportional rise in the cases of cybersecurity threats concerning these devices. The 

attractiveness of IoT devices – connectivity of devices [4], data exchange and often limited processing capabilities 

are the causes of IoT’s vulnerabilities to cyber threats [5]. These vulnerabilities are of course magnified by the 

heterogeneity of most IoT networks, including different makes and models of IoT devices and platforms, different 

operating systems, and different levels of security on boarded the devices. Furthermore, security is difficult to 

establish across different connected devices that are situated in various locations and different contexts. 

Traditional security solutions that have been developed to counter networks with less divergent and highly 

centralized architecture are not sufficient for coping with IoT networks [6]. These measures conventional measures 

are mostly perimeter-based with a signature-based detection method which is inadequate for an IoT environment 

that is dynamic and decentralized. Hence IoT devices have become a favourite for hackers who want to misuse the 

different loopholes in the devices for various purposes such as stealing data, gaining access to other authorized 

IoT devices, and even causing disruption of services. This is because conventional security solutions fail to 

adequately protect IoT networks; there is therefore need to come up with better and more advanced IDS [7]. These 

massive amounts of data need to be monitored and understood by these systems instantly, detect and recognize the 

existence of seemingly ‘out of the ordinary’ behaviours and activities potentially demonstrating possible threats, 

and take the necessary action immediately. More specifically, AI-based IDS [8] is a better idea for improving IoT 

security because IDS is an effective approach for detecting a wide range of attacks by monitoring the network 

traffic and providing timely alerts. These systems can learn from prior mishaps, and they will be able to evolve as 

the type of threats change, unlike the conventional methods, the detection capabilities are likely to be more accurate 

and efficient. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Traditional IDS Process Flowchart 

Figure 1 represents the detailed process of a traditional IDS. It begins with Network Traffic, where data packets 

are exchanged across the network. These packets are captured in the Data Collection phase using packet sniffing 

tools that gather network traffic data for further analysis. In the Feature Extraction stage, key attributes such as IP 

addresses, port numbers, and protocol types are analysed and extracted from the collected data. These features are 

then compared against known attack signatures in the Signature-Based Detection phase to identify potential 

threats. If any suspicious activities are detected, the system moves to the Alert Generation phase, where alerts are 

generated to notify administrators of possible threats. The Response Mechanism phase involves taking appropriate 

actions to mitigate the detected threats, such as blocking traffic, logging events, or further notifying administrators 

to ensure network security. 

Network Traffic 

Alert Generation 

Data Collection 

Feature Extraction 

Signature-Based Detection 
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Thus, a need to design a newer improved IDS in response to the current threat. All these IoT networks are on 

expansion, and they are continuously crawling into infrastructures deemed crucial for our daily functioning, which 

increases the degree and size of possible cyber threats. The popular approach of conventional IDS that focuses on 

standard set signatures, as well as rules to detect the threats, cannot meet the challenges of the neoteric and 

changing nature of contemporary cybercrimes [9]. These systems are suboptimal in understanding new threats as 

well as new classes emerging quickly in the threat space and consequently the probabilities of successful intrusions 

rise. IDS has been proven to be a critical tool in the advanced detection and threat control within a network; 

Artificial intelligence (AI) and machine learning (ML) technologies have allowed IDS to manage threats in a better 

and more effective way [10]. IDS applied by the use of artificial intelligence can be able to scan through large sets 

of data traffic in the network, recognize patterns as well as alert clients on extraordinary events that can be 

attributed to cyberattacks. Thus, this ability to learn and adapt is critical in the continually growing and changing 

IoT environment where devices and how they communicate with each other can vary greatly [11] [12]. This study 

is more concerned with the development of machine learning techniques using state-of-the-art deep learning 

algorithms to enhance IoT traffic anomalous behaviour detection using the LGBM model [11]. 

The motivation for this work derives from the increasing necessity of protecting the newly emerged and constantly 

developing Internet environments of Things. With connectivity being a core purpose of IoT devices, more 

dependencies arise in terms of privacy, safety and functionality that can be targeted by cyber-attacks as IoT devices 

find more uses in daily life. The usage of these devices has increased the exposed attack area that is occupied 

mainly by these devices as they remain at high risk from hackers because of poor security measures like improper 

user authentication and low encryption levels. Current traditional security approaches cannot adequately protect 

IoT networks because of the dynamicity of the IoT networks. Thus, this research will focus on discovering, 

evaluating and applying the modern approach encompassing the principles of AI and ML to create a flexible and 

predictive solution for modern and future security threats. IDS based on AI is capable of IS Zodiac learning from 

data, recognizing patterns, and improving over time to give far better protection than the existing conventional 

systems. 

The purpose of this research is to encourage the development of optimal IoT networks that are secure enough to 

support the growing interconnection of society. In developing our IDS, we aim to have the capability to surpass 

current standards for IDSs by having short response times to threats and low rates of false positives. In this case, 

the focus is the improvement of IoT security to gain the necessary levels of public trust in the use of such 

technologies, proper usage and integration into different spheres of human life and the subsequent development of 

technology in general. The following are this study's principal contributions: 

 The study introduces the LGBM-PSO model, leveraging Particle Swarm Optimization for hyper parameter 

tuning in a Light-Weight Gradient Boosting Machine framework. This approach significantly enhances the 

accuracy of detecting network intrusions in IoT environments, which are vulnerable to diverse and 

sophisticated cyber threats.  

 By integrating the Decision Tree, LGBM-PSO, XGBoost, and LGBM classifiers through a majority voting 

ensemble method, the model enhances prediction reliability. This approach enables robust classification of 

network traffic into categories such as Benign and various types of Attacks, thereby bolstering cybersecurity 

defences in smart environments.  

 The study provides a thorough evaluation of various performance metrics for intrusion detection. Through the 

use of criteria including recall, F1 score, specificity, accuracy, sensitivity, and precision, the study provides a 

thorough comparison of several models. The detailed analysis includes error metrics like MAE, MSE, and 

RMSE, offering a well-rounded assessment of model performance.  

 The LGBM-PSO model demonstrates practical potential in real-world scenarios by effectively distinguishing 

between normal and malicious network behaviours. 

The remainder of the document is structured as follows: The purpose of Section 2, the Literature Review, is to 

contrast artificial intelligence-based and conventional IDS methodologies. Section 3, referred to as Methodology, 

describes the data pre-processing, classifier training, and the experiment. The developed IDS's performance 

assessment and analysis are described in Section 4, Results and Discussion. Finally, Section 5, the Conclusion, 

presents the conclusions drawn from the study, the research contributions, and the potential research directions. 

2. Literature Review 

A wide range of approaches and conclusions are shown in the literature on IDS for IoT networks, highlighting 

both the advancements and existing challenges in the field. A unique intrusion detection system that uses machine 

learning (ML) to detect routing attacks against Routing Protocol for Low Power and Lossy Networks (RPL) is 

described in the article [13]. First, we simulate attacks on routing and capture traffic for many topologies. After 

processing the traffic, we provide sizable datasets for either two or more classes. For every assault, we choose a 
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subset of important features, and to train different classifiers to generate the IDS, we utilize this subset. LGBM-

PSO had the shortest fitting time, according to the results of the 5-fold cross-validation trials, while DT, LGBM-

PSO, KNN, and precision, accuracy, recall, and F1-score measures all yielded good results, with values more than 

99%. On the other hand, the Multi-Layer Perception (MLP), NL, DT, and Deep Learning (DL) models' 

performance has noticeably declined. 

In the work [14], we assess AI-powered intrusion detection systems for sensors that are wirelessly connected and 

keep an eye on vital applications. In particular, we provide a thorough examination of the techniques applied to 

machine learning-based invasive behaviour detection in the gathered traffic, reinforcement learning as well as deep 

learning. Through our simulations, we assess the suggested processes using the KDD'99 real assault dataset. 

Reinforcement learning as well as deep learning: The Q-learning-based IDS (Q-IDS) and the Clustered IDS based 

on Restricted Boltzmann Machine (RBC-IDS), and the Clustered Adaptively Supervised Hybrid IDS (ASCH-

IDS). Furthermore, we demonstrate the effectiveness of several reinforcement learning techniques, like Temporal 

Difference Learning (TD) and State-Action-Reward-State-Action Learning (SARSA). Using simulations, we 

show that Q-IDS has a detection rate of about, whereas SARSA-IDS and TD-IDS have a detection rate of around. 

The study [15] looks at cyber threat detection using artificial intelligence to safeguard today's digital ecosystems. 

Within the fields of mobile security network security, and security for the Internet of Things. The main objective 

is to assess ML-based classifiers and ensembles for anomaly-based malware detection and network intrusion 

detection, as well as how to combine those models. The presentation examines the challenges associated with 

integrating AI-enabled cybersecurity solutions into the corporate processes and IT infrastructures that are in place 

today, as well as solutions to those difficulties. To significantly enhance the resilience and security of our modern 

digital businesses, infrastructures, and ecosystems, the article concludes with research directions for the future. 

The study [16] will offer a thorough synopsis of the problems related to IoT network security, including standard 

communication protocols for Internet of Things systems, examples of recent attacks on IoT technology and the 

use of AI in IoT security. For the first time, all of the key components of IoT security are examined and discussed 

collectively, along with possible AI-based solutions. Future research aimed at creating more secure IoT 

communication protocols and artificial intelligence (AI) solutions for IoT security and privacy management will 

greatly benefit from this study's comprehension of important points of view. 

The research [17], in contrast to previous works, uses SVM for Vehicular ad hoc networks (VANET) intrusion 

detection. Numerous computational benefits come with the SVM structure, including irrelevance between 

algorithm complexity and sample dimension and specific direction at a finite sample. VANET intrusion detection 

is a combinatorial, nonconvex issue. Thus, three intelligence optimization approaches are applied to optimize the 

accuracy value of the SVM classifier. These optimization approaches include genetic algorithms (GA), particle 

swarm optimization (PSO), and ant colony optimization (ACO). Our findings show that GA performed better than 

alternative optimisation strategies. 

The study [18] explores the possibilities, limitations, and advantages of ML and DL approaches for IoT device 

security. Several solutions investigate hardware-based techniques for secure offloading, and IoT infrastructure 

security using machine learning (ML)-based methods for malware detection, access control, and authentication. 

This review seeks to shed light on the merits of different strategies for tackling IoT security in a way that is 

genuinely efficient, adaptable, and seamless. 

This paper [19] presents a comprehensive picture of "AI-driven cybersecurity," which, depending on these AI 

technologies, may be necessary for smart cybersecurity management and services. Compared to traditional security 

solutions, security intelligence modelling based on AI methodologies may make cybersecurity computing more 

automated and intelligent. 

The methodology, key conclusions, and limitations of several research on IDS for IoT networks are compiled in 

Table 1. These investigations used a variety of ML and DL methods. Study [20] performed a systematic review 

from 2014 to 2021 and incorporated ML and DL approaches for IDSs and identified IDS weaknesses such as 

scalability, network delay, IoT device limitation in resources, and the importance of semi-supervised and 

reinforcement learning. [21] applied IoT traces and attack datasets to obtain high accuracy in identifying cyber-

attacks while facing problems of small IoT resources and large computations. [22] which mainly focused on Deep 

Belief and Neural Networks, reported high precision of attack detection but they considered some problems such 

as location-dependent attacks such as ID cloning and spoofing as unknown. [23] used SVM, Decision Tree, Naive 

Bayes, ANN, and CNN for the anomaly detection that enhanced the threat detection process without expounding 

the study’s limitations. [24] employed CNN, LSTM, and GRU models and reported outstanding results on the Bot-

IoT dataset with very few false alarms, but the authors noted that they faced difficulty in multi-class classification 

and keylogging protection. [25] presented a literature review for a hybrid IoT security model, and noted that there 

are still issues with the existing models and more research is needed to examine the security issues. [26] discussed 
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ML and DL with challenges including limited availability of good datasets and challenges in the development of 

near real-time IDSs. Last of all, [27] a database search was conducted to assess DL approaches for IoT anomaly 

detection but the search was conducted in journals only and excluded other types of publications. 

Table 1: Main finding, Methodology & Limitations of related works 

Ref. Methodology Main Finding Limitations 

[20] Looked through databases 

(2014–2021) for articles 

utilizing ML and DL methods. 

IoT network IDS 

robustness 

Scalability, network latency, 

resource limits with IoT 

devices, need for semi-

supervised and RL for IoT 

IDS. 

[21] Used IoT traces and attack 

traffic dataset, utilized packet 

header fields as features 

High accuracy in 

detecting cyber 

attacks 

IoT resource constraints, 

computational limitations 

[22] Applied Deep Belief Network 

and Deep Neural Network for 

high precision in attack 

detection 

Achieved high 

precision, recall, and 

F1-scores across 

attacks 

Limited in detecting location-

dependent attacks like ID 

cloning, spoofing, sybil 

attacks 

[23] SVM, Decision Tree, Naive 

Bayes, ANN, CNN for 

anomaly detection in IoT 

networks 

Improved threat 

identification and 

mitigation 

Not explicitly stated 

[24] Employed CNN, LSTM, GRU 

for classification, trained on 

80% of data and achieved 

99.8% accuracy on the Bot-

IoT dataset 

High accuracy with 

minimal false 

alarms, especially 

for CNNs 

Challenges in FNNs for 

multi-class classification, 

protection against keylogging 

[25] Conducted literature review 

on AI-based techniques, 

proposed hybrid framework 

for efficient IoT security 

model 

Risk factor analysis 

proposed hybrid 

security model 

Due to their limitations, 

current security models need 

to be further examined in 

terms of their problems and 

difficulties. 

[26] Reviewed ML and DL 

techniques in IoT IDS, 

emphasized design decisions, 

benefits, drawbacks, and 

detecting techniques. 

Identified research 

challenges in IoT 

IDS 

Lack of high-quality datasets, 

challenges in developing 

online and real-time IDSs 

[27] Automated search of 

databases, assessed study 

quality using 3-tier schema 

Effective use of 7 

DL techniques for 

IoT anomaly 

detection 

Limited to journal articles, 

excludes books, magazines, 

conferences 

 

The literature reveals some of the major gaps in the current research on IDS for IoT networks. The existing IDS 

solutions cannot handle scalability and real-time processing as the number of IoT devices increases and they have 

limited capabilities in terms of computation. The datasets used for training IDS models are not of high quality, and 

the existing models are not effective in identifying new and advanced attacks. False positive and negative rates are 

still high, and these issues need to be addressed to increase the effectiveness of the methods. New and more 

sophisticated AI techniques such as reinforcement learning are not well researched, and the inclusion of the IDS 

with AI into current IT systems is not easy. Also, there is a need to improve the models’ performances in multi-

class classification and identifying certain kinds of attacks. Filling these gaps is essential for improving IoT 

security and readiness for various threats. 
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3. Materials and Methods 

With the use of IoTs, the present research seeks to create an intrusion detection model for smart settings. The 

DS2OS dataset is used in the suggested method for intrusion detection in Internet of Things systems, which 

includes 357,953 instances of network traffic with 13 features, separated into one benign class and seven assault 

classes. The approach begins with comprehensive data pre-processing involving data cleaning to remove irrelevant 

instances and fill missing values, data transformation to encode categorical features into numeric formats, and 

feature selection to find and keep the most pertinent characteristics for examination. The pre-processed data 

undergoes feature engineering to extract, scale, and optimize features, addressing the high-dimensional nature of 

the dataset. The approach uses some classification models such as the DT, XGB, and the LGBM as highlighted 

above, and the major LGBM-P model that combines LGBM with PSO techniques. The optimization used in the 

current work entails PSO as the parameter initialization, fitness evaluation using K-fold cross-validation, and the 

optimization of the particle position for the best parameter estimation of the model. The last model also applies 

the ensemble technique through the aggregation of classifiers where the final decision is made by a majority vote. 

The model’s reliability and efficiency can be confirmed through cross-validation, whereby K-fold and Repeated 

Strata K-fold are the best. This approach aims to achieve high accuracy and low latency in detecting various types 

of network intrusions in IoT environments. 

3.1 Dataset Description 

We used the DS2OS dataset. The "DS2OS" dataset [28] was created by employing four simulated IoT sites with 

certain service kinds to collect traces in the IoT environment. This dataset combines benign (normal) and harmful 

(malicious) traffic. The "DS2OS" dataset catalogues a novel class of threats originating from real-world traffic in 

IoT systems. Conventional network traffic attacks serve as an inspiration for the attack's features. Based on their 

behaviour, the sets of recorded network traffic samples are labelled. Among all the records that are acquired, 

feasible samples (features) are chosen, and every record that is identical to a sample is chosen. Has been given a 

classification (normal or harmful). The essential information about the "DS2OS" dataset is shown in Table 2. Here, 

connected nodes have reported two kinds of behaviour: "normal" and "malicious." Attacks of several kinds impact 

nodes exhibiting malicious behaviour. Based on 

Table 2: Essential information about the "DS2OS" dataset 

Dataset Name Total 

Feature 

Total Number 

of Cases 

Specific 

Features 

Total 

Number of 

Classes 

Anticipated Assaults 

mainSimulationAc

cessTraces (DS2OS 

network Traffic) 

13 357953 12 7 (attack 

classes) + 

1(benign 

class) 

DoSattackmalicious control, 

, data probing, malicious 

operation, scan, spying, 

wrongSetUp 

 

The characteristics of the collection of records that were sent to the dataset, these assaults have been categorised. 

By using the training approach, Numerous prominent assaults have been recognized and categorized as "scan," 

"malicious operation," "data Probing," "DoS attack," "spying," "malicious Control," and "wrong setup." 

3.2 Data Preprocessing 

The most important step in preparing a raw dataset for studies is data pre-processing. It is a crucial stage in every 

project when performance is to be increased [29]. In general, sufficient time and effort are dedicated to the 

preparation of data. Additionally, this procedure is necessary to provide a fitted labelled dataset that is intended to 

be developed to provide high-quality analytical findings while lowering complexity [30]. Models created Results 

using ML approaches can be obtained quickly and with excellent accuracy. The following actions are taken when 

the data is being pre-processed. 

At first, there's a chance the dataset isn't in the right format. Data transformation and cleaning can improve its 

usefulness. If a dataset has repeated, redundant, extraneous, or incomplete data entries, processing it might be 

expensive and time-consuming. These entries are recognised and have the option of being deleted or having new 

values added. These values can be filled in and replaced in a variety of ways. Certain strategies are used to 

transform values of inconsistent data. Data that is missing, categorised, skewed, or transformed may handle data 

that is non-alphanumeric, either as a string or in both forms. The two methods for category encoding that work 

well are label-encoder and one-hot encoder. Data de-noising and filling in null or missing information are two 

essential phases in data cleaning. 
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Data cleaning: Relevant and appropriately suited data can be used to substitute noisy data or to remove it entirely. 

The dataset contains data that can be chosen based on suitability to replace noisy data. The data. The drop () 

function has been used in Figure 8, line no. 6, to eliminate unnecessary columns from the dataset. 

3.3 Feature Engineering 

High-dimensional datasets may complicate things further in terms of space and time. It is strongly advised to use 

the feature selection strategy to get over the complexity difficulties. The process of developing a new set of features 

based on previous features in accordance with project goals is known as feature engineering. [31]. The three main 

tasks of feature engineering are feature extraction, feature scaling, and feature relationship capture. Processing the 

entire amount of data that has been gathered takes too much time. As a result, among all the characteristics in a 

dataset, the most important features or attributes are chosen for study. During processing, features that are not 

helpful for the model might be excluded [32]. It is possible to remove entries that contain null or irrelevant values. 

The analysis's complexity is decreased throughout this stage. The majority of potential features are dynamically 

chosen from the complete dataset. In machine learning and predictive modelling, dimensionality reduction is 

important for data compression as it lowers computing time and storage requirements. It describes how to create a 

set of primary examples in order to reduce the number of attributes. 

Feature selection: The basic idea behind feature choice is selecting the greatest significant characteristics (features) 

from the dataset and eliminating the less significant ones that have no bearing on the model's performance. If less 

helpful or irrelevant features are chosen, the model's performance may decline. Less overfitting (less redundancy 

also reduces noise), shorter training times (less complicated algorithms), and higher model accuracy (better results 

by minimizing misleading data) may all be achieved with optimal feature selection. Numerous techniques are 

available for feature selection, such as single-variable selection, feature significance, as well as a correlation matrix 

and heat map. 

Scaling of features: Out of the thirteen attributes, twelve have been employed in activities that include target 

variables. Replacement of unexpected values (including "false," "true," "none,” and string-type values) with the 

best float values is required. While the "label Encoder ()" method assigns an integer value of "Y," the 

"OneHotEncoder" approach modifies the category column of "X" in Label Encoding." Due to its 'iloc ()' technique, 

any column in the dataset may be handled using the Pandas module. It makes it possible to choose values from a 

certain dataset row and column. There are eight classes: one is the benign or normal class, while the other seven 

are different forms of attacks. Several sub-parameters must be adjusted to achieve the best classification. 

3.4 Classification Algorithms 

Numerous techniques for predictive machine learning and decision-tree-based classification exist, and they can be 

categorised as individual or ensemble classifiers. Three linearly separable ensemble classifiers and a single class 

classifier will be the subjects of a simulation by the writers in this work. Among the ensemble classifiers are SVM, 

KNN, and LGBM. A classification method known as an ensemble learning classifier integrates several base models 

to produce an optimal single classification model. 

3.4.1 Decision Tree 

Another ML algorithm is the decision tree. It breaks down the data into progressively smaller nodes and is a tree 

structure classifier, as its name suggests. It is made up of two components: decision leaves and nodes. The 

decision's results are leaves. It may be used for regression and classification issues. Entropy quantifies the degree 

of uncertainty or impurity in data samples. It is calculable as: 

𝐻(𝑆) = ∑ 𝑝(𝑦𝑦∈𝑋 ) log 2
1

𝑝(𝑦)
                                          (1) 

The entropy of information gain 𝐼𝐺(𝑆, 𝐴)  for a set S is altered in Eq. 2, specifically for feature A. The features on 

which to separate his nodes to come closer to the target variable's prediction are determined using entropy and IG. 

It also indicates the end of splitting. 

𝐼𝐺(𝑆, 𝐴) = 𝐻(𝑆) − ∑ 𝑃(𝑦) × 𝐻(𝑦)𝑛
𝑖=0                                (2) 

DT is often constructed using the ID3 and C4.5 algorithms. 

Figure 2 shows the overview of the Decision Tree model. 
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Figure 2. Overview of the Decision Tree Model 

3.4.2 Gradient Boosting Machine 

The gradient boosting machine, or GBM, is a technique for gradually improving inaccuracy. Freidman [17] created 

GBM and identified, 𝑦 = 𝜂(𝑠(𝑡)  as the approximation of the functional dependence. How stable the categorization 

process is is explained by the loss function. The loss function should be lowered in the direction of the gradient to 

enhance the classification model. The GBM classifier was used to train the classifier in this investigation. 𝑀 =

{𝑚𝑝, 𝑝 = 1,2, … … , 𝑁} represents the training data set, where N is the total number of patients and reflects the 

feature vector of chosen characteristics. In this paradigm, the loss function 𝜓(𝑦, 𝜂) is represented as 

𝜂̂(𝑠(𝑡)) = 𝑦̂ = arg 𝑚𝑖𝑛𝜓(𝑦, 𝜂)                                             (3) 

The function estimation,𝑦̂ = ∑ 𝑦̂𝑙
𝑀
𝑖=1  is parametrizes with 𝑦̂𝑙 it provides a lift. The approach known as greedy was 

developed, estimating. 𝑦̂𝑘 = 𝑦̂𝑘−1 + ∆𝑘. 𝜉(𝑠(𝑡)̅̅ ̅̅ ̅, 𝜃𝑘) at every recursion, where the decision tree-like base learner, 

𝜉(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ , 𝜃) 

(∆𝑘𝜃𝑘) = 𝑎𝑟𝑔 𝑚𝑖𝑛∆,𝜃 ∑ 𝜓(𝑦(1), 𝜂̂𝑘−1) + Δ.𝑁
𝑖=1 𝜉(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ , 𝜃)                        (4) 

Given that optimization poses a challenge to both the general loss function and the base learner, Together with the 

perceived data, Friedman suggested a unique function 𝜉(𝑠(𝑡𝑙))̅̅ ̅̅ ̅̅ ̅̅ ̅, 𝜃 that is the closest to being parallel to the negative 

gradient, whereby the traditional least square minimization method is applied to the optimization procedure. In 

Table 3, the GBM algorithm is displayed. 

Table 3: Machine method for gradient enhancement 

An algorithm for gradient-boosting machines 

Data: statistical features {(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ ,n observed data features T-F} feature 

Process: Determine the number of iterations M for the loss function 𝜓(𝑦, 𝜂)and the base learner 

classifier 𝜉(𝑠(𝑡)̅̅ ̅̅ ̅, 𝜃). 

1. Build the predictive classifier. 𝜂̂(𝑠(𝑡)) for  𝑠(𝑡)̅̅ ̅̅ ̅ 

2. Initialize 𝜂0̂ = 𝑎𝑟𝑔 𝑚𝑖𝑛∆𝑘
∑ 𝜓(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ , ∆𝑘)𝑁

𝑖=1  for 𝑚𝜖{1,2, … , 𝑀} 

3. Determine the gradient's negative value. 𝜁𝑘(𝑠(𝑡)) 

4. Add a new basic learning feature. 𝜉(𝑠(𝑡)̅̅ ̅̅ ̅, 𝜃𝑘) 

5. Determine which ∆𝑘 Gradient descent step size is optimal for generating a tree classifier. 

∆𝑘= 𝑎𝑟𝑔 𝑚𝑖𝑛∆𝜃 ∑ (𝑦(𝑖), 𝜂𝑘−1(𝑠(𝑡𝑙))̂ ) +
𝑁

𝑖=1
∆. 𝜉(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ , 𝜃𝑘) 

6. Update function 𝜂𝑘 = ∆𝑘𝜁𝑘(𝑠(𝑡)) and the GBM classifier 𝜂(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ ) = 𝜂𝑘 + 𝜂𝑘−1 end for. 

Return 𝜂(𝑠(𝑡𝑙)̅̅ ̅̅ ̅̅ );  

 

3.4.3 Extreme Gradient Boosting  

Extreme Gradient Boosting, or XGBoost, is a well-liked and effective gradient-boosting method that has garnered 

a lot of traction in both real-world applications and machine-learning contests. Developed by Tianqi Chen, 

XGBoost builds on the principles of gradient boosting and introduces a range of enhancements aimed at improving 

performance, scalability, and flexibility. This section delves into the key features, architecture, and advantages of 

XGBoost. Some of the key features of XGBoost are as follows: 
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 Regularization: To avoid overfitting, XGBoost incorporates L1 (Lasso) and L2 (Ridge) regularization. This 

regularization term helps in smoothing the final learned weights to avoid overly complex models.  

 Parallel Processing: Unlike traditional GBM, XGBoost can perform parallel computation, greatly accelerating 

the training procedure. This is accomplished by building decision trees in parallel.  

 Tree Pruning: XGBoost employs a novel tree pruning technique called "max depth pruning" rather than the 

traditional pre-pruning approach. This enables the algorithm to bring out trees to the required depth and then 

cut backwards to arrive at the right structure.  

 Handling Missing Values: It should also be noted that XGBoost is a method that works very well with missing 

values. It has the capability of discovering its strategies for dealing with missing data during the training phase 

and is capable of tackling sparse data.  

 Weighted Quantile Sketch: It is used by XGBoost to handle weighted data points and come up with the right 

split points for new decision trees. Cross Validation: Additionally, XGBoost has built-in cross-validation tools 

that make it simple for users to evaluate the model's performance and modify the hyper parameters. 

 

3.4.4 Light Gradient Boosting Machine 

Light GBDT or Gradient Boosting Decision Trees utilizing histograms aiming at reducing the usage of the machine 

memory and the time of execution while improving the performance of the model. It was noted that LGBM is 

significantly better optimal when compared to a few other boosting ensemble decision tree techniques that are 

currently in use [33]. It is a much enhanced, more dispersed, potent, and quicker learning algorithm. Large data 

flow can be effectively handled by LGBM [34]. LGBM employs a pre-sorted approach for generating the 

superlative split and a histogram-based algorithm for decision tree learning, similar to other more boosting 

techniques [35]. Exclusive feature bundling and gradient-based one-side sampling (GOSS) are two techniques 

used by LGBM, two new methods. (EFB). To identify a split value by dividing the data samples, GOSS down 

samples the instances based on the gradient sizes. 

 

Figure 3. Leaf-wise tree growth. 

Big gradient samples are the model's main emphasis, as tiny gradient samples are removed. Big gradient samples 

lack proper training, However, well-trained samples have moderate gradients. The accuracy of this procedure is 

higher than that of uniform random sampling. However, the drawback of conventional histogram-based algorithms 

is addressed by EFB. While conventional decision trees grow level-wise (depth-first), the LGBM method grows 

leaf-wise (best-first). Figure 3 depicts the decision tree's growth leaf by leaf. The diagram's green nodes show 

where tree growth is occurring. For leaf-wise expansion, the greatest delta value should be chosen. ML issues 

including decision-making, regression, and classification can all be solved with LGBM [36]. Compared to level-

wise tree growth, leaf-wise tree growth minimises loss or mistakes. 

3.4.5 The proposed LGBM-PSO 

In this paper, we provide a unique method for creating an enhanced intrusion detection system by fusing LGBM 

with PSO, referred to as the LGBM-PSO model. LGBM is a sophisticated gradient-boosting technique that excels 

in efficiency and effectiveness for large-scale data tasks. Its key features include leaf-wise tree growth, which 

enhances model performance by focusing on leaves with the greatest potential for improving the model’s accuracy, 

and histogram-based decision trees, which optimize computational resources and speed up the learning process. 

To improve the performance of LGBM, the LGBM-PSO model integrates PSO, which is a metaheuristic 

optimization algorithm based on the social behaviour of a flock of birds. PSO works by having a population of 

possible solutions or particles; where each particle is a potential set of hyper parameters for LGBM. These particles 

sample the hyper parameter space using iterative movement, which results from their own best solution and the 

swarm’s best solution. The essence of this process is to find the best hyper parameters for use in LGBM. The 

general working of the LGBM-PSO model mainly focuses on the incorporation of the feature of high learning 

from the LGBM with the improved optimization method of PSO. The enhancement of LGBM’s hyper parameters 

using PSO delivers the model a better performance in identifying many types of network attacks. The final model 

is then developed with the optimized parameters to create an efficient IDS for dealing with several security threats. 

Besides improving the detection performance, the combination of these two techniques also guarantees that the 

model is effective and competent in practice. 
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3.5 PSO-based Optimization 

Based on how birds behave as predators in a small search area, Particle swarm optimization (PSO) [37] belongs 

to the category of evolutionary computation. Every particle in PSO is a solution for the objective problem; it 

represents a search for a bird in its natural environment. 

You may think of each particle 𝑖 as a mixture of two characteristics. The position and velocity attributes, which 

are represented by the following vectors, respectively: the position vector. 𝑋𝑖 = 𝑥𝑖
1, 𝑥𝑖

2, … , 𝑥𝑖
𝐷 and the velocity 

vector 𝑉𝑖 = [𝑣𝑖
1, 𝑣𝑖

2, … , 𝑣𝑖
𝐷] where D denotes the search space's dimensions. Because each particle's beginning 

velocity and starting position were initially assigned at random using the PSO algorithm, the particle swarm's first 

journey across the search space is chaotic. As the iterative process moves on, each particle will communicate the 

information found during the search to other members of the population, causing the population as a whole to 

evolve towards the best possible solution to the goal issue. Particle I's optimal placement (𝑝𝑏𝑒𝑠𝑡) and the 

population's overall optimal position (𝑔𝑏𝑒𝑠𝑡), during the iteration, two additional vectors kept in the algorithm, are 

helpful to this mechanism. According to Eqs. (5) and (6), respectively, every iteration will give every particle a 

new position and velocity depending on its prior position and the two previously indicated optimum positions: 

𝑣𝑖𝑑
𝑡+1 = 𝑤𝑣𝑖𝑑

𝑡 + 𝑐1𝑟1(𝑝𝑏𝑒𝑠𝑡 𝑖𝑑
𝑡 − 𝑋𝑖𝑑

𝑡 )𝑐2𝑟2(𝑔𝑏𝑒𝑠𝑡 𝑖𝑑
𝑡 𝑋𝑖𝑑

𝑡 )                    (5) 

𝑋𝑖𝑑
𝑡+1 = 𝑋𝑖𝑑

𝑡 + 𝑣𝑖𝑑
𝑡                                                   (6) 

Where t denotes the current iteration, w is the inertia weight, the acceleration coefficients 𝑐1  and 𝑐2 determine the 

maximum distance a particle may travel in one repetition. And for the 𝑑𝑡ℎdimension, at each update, two 

independent random numbers, 𝑟1and 𝑟2, are created in the interval [0, 1]. The particle's current location and velocity 

are denoted by  𝑋𝑖𝑑 and 𝑣𝑖𝑑 respectively. 

Table 4: Setting the optimization algorithm's parameter size 

Parameter Value 

Maximum iteration count; 100 

Number of particles 10,20,30,40,50,100,150,200 

Inertia weight, 𝑤 𝑤𝑚𝑖𝑛 = 0.4; 𝑤𝑚𝑎𝑥 = 0.9 

Maximum particle velocity:  6 

n_estimators Lower bound=20; Upper bound=250 

Min_sample_split Lower bound=3; Upper bound=200 

Lower bound=2; Upper bound=100 

 

First, as shown in Table 4, establish the model's starting values for the parameters that are required. Next, produce 

a beginning particle population of a specific size. This population will serve as the basis for next iterations. Eight 

PSO-GBDT models were created in this work, each with a distinct particle count determined by the optimization 

technique, by the notion of preventing unintentional mistakes throughout the experiment. Each possible solution 

(particle) must be evaluated for quality, and the fitness function must be included. It has long been known that this 

technique may greatly increase a model's reliability and extract as much useful information as possible from the 

sparse input, this study needs cross-validation, or CV. In this study, the hybrid model's fitness function was 

determined to be the average accuracy attained during fivefold cross-validation. An input sample set can be divided 

into five groups using a fivefold CV; the four remaining groups are then utilized as training sets, with each group 

serving as a test set alternatively. The hybrid model produces the best answer when the termination condition is 

met, or when there are 100 iterations. 

3.6 The proposed Ensemble Model 

The ensemble model depicted in Figure 4 is designed for intrusion detection, comprising several integral 

components. Firstly, data pre-processing and normalization involve cleaning, transforming, and normalizing raw 

data to ensure consistent input for subsequent stages. This step is crucial for maintaining data integrity and 

uniformity. Next, feature selection and dimensionality reduction extract relevant features from the dataset, 

reducing its dimensionality to improve computational efficiency and model performance. The fundamental of this 

model is at the classifiers training component where four classifiers are developed on labelled training data that 

include; DT, XGB, LGBM, and LGBM-PSO. Every classifier tends to recognize patterns associated with non-
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nerve-racking behaviours or other types of assaults. Majority voting, in the evaluation and decision-making stage, 

is the method used to combine the predictions of these classifiers. This ensemble technique increases the efficiency 

and reliability of the model and, therefore, makes the final identification of the input as being either benign or an 

attack more accurate. Last of all, inputs are described as belonging to certain categories like ‘Benign, ‘Attack 1,’ 

‘Attack 2’ and ‘Attack n’ Some of the insights that can be elicited include the kind of intrusions that have been 

detected. Ensemble can be effective in security applications, as it performs better in terms of detection and is more 

accurate and less sensitive to variations as a result of using multiple classifiers. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. The proposed Ensemble-based intrusion detection model. 

3.7 Model Training 

The verifiability of the model can be as follows: Nevertheless, the best approaches include the stratified K-fold 

cross-validation and the simple K-fold cross-validation. The input dataset is divided into k groups or partitions of 
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equally sized samples in what is known as the k-fold cross-validation. However, this approach sometimes makes 

the model noisy while splitting the large dataset. Increasing the k-value reduces the noise level. “RepeatedK-fold” 

"K-fold repeated" Applying the k-folds n times with various random states is how CV works. This is how the 

“RepeatedStratifiedK-fold”, which is a kind of CV, works: the data is rearranged in such a way that each fold is 

representative of the whole dataset. Instead of dividing randomly, it divides in a stratified manner. It is the most 

efficient approach to managing fluctuations and prejudice. 

This skeletal overview of the proposed model should imply how one can validate the model using certain validation 

techniques, out of which the most reliable techniques include the stratified K-fold cross-validation and the other 

K-fold cross-validation. K-fold cross-validation divides the input set into k equal folds also known as subsets also 

known as iterations apart from the training set. In k-fold cross-validation, fold is regarded as the validation set and 

the remaining k-1 folds as the training set. This leaves the other k-folds of the data and uses each of them only 

once as the validation data. This kind of technique enables the user to get a good different estimate of the model 

through validation as well as training of each of the data points. Nonetheless, the use of K-fold cross-validation 

can add some level of noise when it is used with huge datasets mainly because of the randomness in the allocation 

of folds. To avoid this noise, one can be advised to raise k-value which implies that each set is split into smaller 

subsets and hence a more stable estimate of performance is attained. To advance the validation of the model, 

Repeated K-fold cross-validation can be used. This technique is performed n number of times by using different 

random seeds each time for the K-fold process. This kind of repetition aids in providing a more accurate and 

reliable estimate of the model's performance above the average. A slightly better algorithm is known as Repeated 

Stratified K-fold cross-validation, especially used when dealing with the volatility and bias in datasets with 

unbalanced classes. In this method, the given database is divided in a way that each fold has the same proportion 

of classes that is present in the whole large database. This stratified sampling is repeated n times to ensure a broad 

assessment of the model’s performance at different data splits while maintaining the class distribution. Thus, by 

applying these cross-validation techniques, it is possible to make sure that the model is tested thoroughly and 

improved for the best performance. These methods not only give an accurate and strong validation of the model 

performance but also in tuning and biassing the model to get better results when the model gets challenged with 

new data. 

4. Experimental Results 

The selected dataset has been used to test the specified model, namely “DS2OS”. To qualify the suggested model 

profoundly and to partition data into relevant categories, statistical classification is employed either on a subset of 

data or the data as a whole. First, split ratios for the training and testing sets were 80% and 20%. The train-to-test 

data ratio has been determined to be 70% and 30%, respectively, in a subsequent round. Still, there wasn't much 

of a difference in the outcomes. 

The simulation on Google Colab was performed using Python 3.3 and TensorFlow v2.13.0. The system 

configuration included an 11th Gen Intel® Core™ i5 processor, 16 GB of memory, and 145 GB of storage, 

operating on Windows 11. For graphical processing, the setup utilized an NVIDIA GTX 750 GPU. 

This section compares several ML classifiers in great detail. The model primarily focuses on prediction and 

classification using gradient-boosting methods. To evaluate the algorithms, a proper ratio of training and test data 

is used, and the resulting numbers represent several performance measures (accuracy score, speed (runtime), and 

error determination). By achieving the ideal values for the hyper-parameters, the results are achieved for each 

parametric performance. The following measures have been used to assess the prediction performance. 

4.1 Evaluation Metrics 

The efficacy of the proposed intrusion detection model is evaluated based on many factors. The results of the 

proposed model are examined at the analysis step. The ensemble classifier for the suggested IDS model is assessed 

using accuracy metrics on the "DS2OS" dataset, and the effectiveness of time, Rates of false positives (FPR) and 

true positives (TPR). Regarding the real findings, TPR and FPR are associated with the results that are categorized 

and misclassified. 

4.1.1 Accuracy 
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The accuracy of the harmful and normal indexes is shown in this study as a percentage. Equation 7 appears at the 

bottom of the next page, contains a mathematical formula that can be used to calculate accuracy. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                            (7) 

 

4.1.2 Sensitivity or Recall 

The proportion of attack samples that have been accurately identified as malicious out of all attack samples is 

known as sensitivity or recall. The mathematical formula for determining sensitivity is provided in Equation 8. 

 𝑅𝑒𝑐𝑎𝑙𝑙 𝑜𝑟 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =  
𝑇𝑃

𝑇𝑃 +𝐹𝑁
                                        (8) 

4.1.3 Specificity 

Specificity is defined as the percentage of all benign samples that have been correctly classified as benign. 

Equation 9 provides the mathematical formula for calculating sensitivity. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =  
𝑇𝑁

𝑇𝑁+ 𝐹𝑃
                                                   (9) 

4.1.4 Precision 

The percentage of correctly detected attack samples among all samples that have been classified as attacks is 

known as precision. Equation 10 provides the precision formula in mathematics. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃 

𝑇𝑃 +𝐹𝑃
                                                 (10) 

4.1.5 F1 score 

The harmonic mean of recall and accuracy is the F1 score, sometimes referred to as the F-measure. The formula 

for computing the F1 score is given by Equation 11. 

 𝐹1 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑅𝑒𝑐𝑎𝑙𝑙 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
                                     (11) 

In this case, True Positive denotes the percentage of malicious nodes that are appropriately categorized as 

dangerous. The number of benign nodes that are accurately classified as benign is represented by True Negative. 

The amount of hostile nodes that are incorrectly categorized as benign is known as False Negative (FN). False 

Positive (FP) refers to the quantity of innocuous nodes that are incorrectly categorized as malicious. 

4.1.6 ROC-AUC (TPR VS. FPR) 

The true positive rate (TPR) and false positive rate (FPR) indicate the rates at which events are discovered. Another 

name for TPR is sensitivity and recall. Equations 12 and 13 provide the formulas that are used to calculate TPR 

and FPR, respectively. While FPR shows the false alarm rate, TPR represents the true outcomes. 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 𝑜𝑟 𝑇𝑃𝑅 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                (12) 

𝐹𝑃𝑅 =  
𝐹𝑃

𝑇𝑁 +𝐹𝑃
                                                          (13) 

4.2 ROC-AUC Results 

Figure 5 illustrates the ROC-AUC scores of four models: DT, XGB, LGBM, and LGBM-PSO. The DT model has 

the lowest score at 68.98%, indicating poor performance compared to the others. The XGB and LGBM models 

both demonstrate excellent performance with scores of 99.95% and 99.92%, respectively. The LGBM-PSO model 

achieves the highest score at 99.98%, showing that optimization enhances performance. This graph highlights the 

significant performance differences, emphasizing the superiority of advanced models and optimization techniques 

in classification tasks. 
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Figure 5. ROC-AUC Scores for Different Models 

The TPR and FPR results for DT, LGBM-PSO, In Table 4, XGB and LGBM are displayed. The 

"mainSimulationAccessTraces.csv" dataset was examined. A good TPR should be close to 1, while a good FPR 

should be close to 0. 

 

Figure 6. TPR and FPR for Different Models 

Figure 6 compares the TPR and FPR for four machine learning models: DT, XGB, LGBM, and LGBM-PSO. The 

TPR indicates the proportion of actual positives correctly identified, with the LGBM-PSO model achieving the 

highest TPR of 0.9813, followed closely by XGB and LGBM with scores of 0.9768 and 0.9766, respectively. The 

DT model has a lower TPR of 0.7345. In terms of FPR, all models exhibit low values, with DT having the lowest 

at 0.0333 and LGBM-PSO the highest at 0.0386. 

Figure 7 is divided into four sections that show the ROC scores of the DT, LGBM-PSO, XGB, and LGBM 

classifiers as graphs. Here, multiclass classification using logistic regression is shown in Figure 7(a). Figure 7(b) 

illustrates the multiclass classification using the LGBM-PSO approach. Figure 7(c), displays the multiclass 

categorization using XGB. Whereas the multiclass classification using LGBM is shown in Figure 7(d). Seven 

assault classes and one normal class are predicted by these models. The curves in the aforementioned figures 

extend past the AUC limit. Other network traffic patterns include "Dos attack," "data probing," "malicious 

control," "malicious operation," "scan," "spying," and "wrong Setup" attack behaviours in addition to "normal" 

behaviour. When it comes to accuracy and error measures, XGB and LGBM are the best-performing models. 

Additionally, the LGBM classifier's TPR and FPR are rather acceptable. The LGBM will also be contrasted with 

a few additional gradient-boosting ensemble techniques for strong validation. 
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(b) 
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(d) 

Figure 7. Classification Models' Graphical Representations of TPR and FPR: (a) Using logistic regression for 

multiclass categorization; (b) Random Forest categorization with several classes; (c) Multiclass classification 

with XGBoost; (d) Several classes are classified using Light Gradient Boost Machine. 

4.3 Classification Accuracy 

To create the best possible prediction model, the most crucial factors to take into account are the test and train 

accuracy scores. Utilizing n samples for the training set and n-1 samples for the testing set, using the "DS2OS" 

dataset, the classification accuracy score was determined. 

 

Figure 8. Confusion matrix for LGBM-PSO. 

A confusion matrix can provide a clearer illustration of the threat detection rate classification. The confusion 

matrix, which is used to evaluate the classification's accuracy, is shown in Figure 8. The total number of 

observations has been divided between the number of values that were discovered and those that were predicted. 

It displays the locations of the suggested model's faults. 

Table 5 displays the test and train accuracy values for the DT, LGBM-PSO, XGB, and LGBM classifiers. You can 

adjust the train data ratio to get the best outcomes. The train and test data are often assumed to be 80% and 20%, 

respectively. Here, XGB and LGBM have good values of 99.99% for both train and test accuracy. Consequently, 

With LGBM, favourable train and test accuracy values of 99.92% are achieved. 
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Table 5: Classification accuracy score (in percent). 

Algorithm DT XGB  LGBM LGBM-PSO 

Train  96.35 98.99 99.12 99.89 

Test 96.18 98.99 99.12 99.79 

 

 

Figure 9. Classification Accuracy Scores for Train and Test Datasets across Different Models 

Four machine learning models' categorization accuracy ratings for training and testing datasets are shown in Figure 

9: DT, XGB, LGBM, and LGBM-PSO. The graph shows that the DT model has the lowest accuracy for both 

training and testing, with scores of 96.35% and 96.18%, respectively. The XGB and LGBM models demonstrate 

high and consistent accuracy, with both achieving 98.99% for training and 99.12% for testing. The proposed 

LGBM-PSO model demonstrates the best fitting, achieving a very high training accuracy of 99.89% and testing 

accuracy of 99.79%, the advanced models are in terms of high accuracy that is obtained in both training as well as 

in test runs of the models whereby LGBM-PSO has proven to be the best. 

4.4 Error-Rate Performance 

The DT, LGBM-PSO, XGB, and LGBM error-rate assessments are summarized in Table 6. The disparities 

between expected and actual values that can be expressed as mean absolute error (MAE), The mean squared error 

(MSE) is the average of the squared differences between the predicted and actual values, this is the absolute 

differences between the expected and actual values divided by the root mean square error (RMSE), this represents 

the MSE's average value. These characteristics form the basis of the error-rate analysis; a lower error rate is seen 

as improving prediction accuracy. The model, which gives the least error value, is most suitable to the data. In this 

case, it shows that the minimum and equal error rates were obtained for both the XGB and LGBM classifiers. 

Table 6: Error rate. 

Algorithm DT XGB  LGBM LGBM-PSO 

Train  96.35 98.99 99.12 99.89 

Test 96.18 98.99 99.12 99.79 

 



289 

 

 

Figure 10. Error Rates (MAE, MSE, RMSE) for Different Models 

Figure 10 illustrates the MAE, MSE, and RMSE for four machine-learning models: DT, XGB, LGBM, and 

LGBM-PSO are the four involved models. The Ma examination shows that the Decision Tree has the least MAE 

at 0.0376 but slightly higher MSE and RMSE are 0.2680 and 0. 5286, respectively. It can be seen that the XGB 

and LGBM have the same error metrics errors and both have MAE of 0.0408, MSE of 0.2861, and the RMSE of 

0.5349. Speaking of the errors, it should be noted that the LGBM-PSO model has the highest values of the MAE, 

equal to 0.0647 is the average value with an MSE of 0.3923 and an RMSE of 0.6264. The graph above effectively 

presents the errors thus we see that while the DT model has the lowest MAE, it does worst in MSE and RMSE. 

On the other hand, the LGBM-PSO even has the highest error metrics despite all the optimization work that has 

been done. 

4.5 Run Time Performance 

Efficient speed or run-time performance is another crucial criterion in choosing a classifier for model development. 

The intrusion detection system presented in this research achieves superior run-time performance when compared 

to comparable works of literature. LGBM's accuracy value is likewise excellent. But occasionally, alternative 

algorithms exhibit 100% accuracy, which might result in the overfitting problem. "DoSattack" (DoS), 

"wrongSetUp" "data probing" (Probe), "malitiousOperation" (MO), "malitiousControl" (MC), "spying" (Spy), 

"normal" "scan," (WS), and one class are among the seven malicious classes found in the dataset under 

examination. The main benefit of the suggested approach is that it sheds light on how long the suggested IDS 

would take to compute when the classification and prediction method is applied. The LGBM-PSO model executes 

a method in 6.465 seconds. 

4.6 Threat Prediction and Detection Rate 

The actual findings may be subtracted from the anticipated (P) results to get the threat detection rate for each class. 

The actual detection rate (AD) could not match the expected results. Several data samples were chosen to train 

and test the dataset. One regular class and seven threat classes in total. The percentage of actual detection (AD) 

and the average threat prediction (P) findings for each class are displayed in Table 7. The DT, LGBM-PSO, XGB, 

and LGBM algorithms were used to calculate the accuracy, f1-score, recall and support for each class. The 

detection rates of all attacks determined by LGBM and XGB are nearly identical. 
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Table 7: Detection rate (in percent). 

    

DT 

   

XGB 

  

LGBM 

 

LGBM-PSO 

 P% D% P% D% P% D% P% D% 

Dos 99% 68% 99% 89% 100% 97% 100% 98% 

probe 99% 89% 100% 99% 100% 100% 100% 100% 

MC 100% 100% 100% 99% 100% 100% 100% 100% 

MO 99% 96% 99% 97% 99% 100% 99% 100% 

Scan 99% 98% 99% 98% 99% 100% 99% 100% 

Spy 100% 100% 100% 100% 100% 100% 100% 100% 

WS 100% 100% 100% 100% 100% 100% 100% 100% 

Normal 100% 99% 100% 99% 100% 99% 100% 99% 

 

The detection rates attained by XGB and LGBM range from 99% to 100%. It is 99% in the majority of instances. 

In certain cases, DT has not been very successful in identifying dangers. But LGBM-PSO has outperformed DT 

thus far. XGB and LGBM perform better overall than the others. For XGB and LGBM, Both the true negative and 

true positive rates are elevated. These algorithms also have an extremely low false alarm rate (FAR). A threat may 

increase in value if it is present but not recognised or anticipated. 

4.7 Overall Performance of Proposed IDS 

The efficiency of the recommended IDS is shown in Table 8 concerning precision, accuracy, F1 score, recall, and 

support. A total of 357941 samples were gathered, and 71589 of them were chosen to be used in the training and 

testing of the proposed model. In more than 99% of cases, the accuracy is mediocre. 

Table 8: Overall performance of proposed IDS. 

 DoS Probe MC MO Scan Spy WS Normal Accuracy Average 

Precision 98.0 100.0 100.0 100.0 100.0 100.0 100.0 99.0   

Recall 64.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0   

F1-score 77.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 99.0 99.0 

Support 1112 58 150 171 311 108 29 69650 71589 71589 

 

The f1-score, recall, and accuracy by class are shown in Table 9. The appropriately classified attack samples are 

what matters in this case. Recall is the proportion of attack samples among all attack samples that have been 

accurately identified as malicious. The matching f1-score, recall, and accuracy rate for the DoS assault are 64, 77, 

and 98. Nonetheless, for typical class and other assaults, the f1-score, recall, precision, and f1-score are all 100. 

Figure 12 shows the obliteration of intrusion detection rate using f1-score, recall, and accuracy. The threat 

detection rate classification is displayed here as a percentage. Encouragement indicates the quantity of samples 

that genuinely corroborate the finding. 

5. Conclusion 

In this paper, we examined how suitable advanced machine-learning techniques are for enhancing IDS in Internet 

of Things environments. Our research demonstrated that incorporating ensemble methods, the LGBM-PSO 

significantly improves the accuracy and reliability of IDS models compared to traditional approaches. The LGBM-

PSO model achieved exceptional performance with a ROC-AUC score of 99.98%, outperforming other algorithms 

like DT, XGBoost, and LGBM in terms of both detection accuracy and error metrics. Our extensive evaluation 
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using the "DS2OS" dataset revealed that the LGBM-PSO model excels in identifying network traffic anomalies 

and maintaining a low false positive rate while demonstrating high true positive rates across various attack 

scenarios. These findings support the value of using Capital-Ma cutting-edge machine learning approaches to 

address IoT network security concerns, and hence, IDS setting out a solid groundwork for future innovations. 

Based on the work presented in this book, multiple directions for further research on IDS technologies for IoT are 

presented in the following sections to address novel issues in IoT networks. Another line of research might be 

dynamic IDS systems that can improve their performance through updates according to the new threat information 

and attack characteristics. Researchers can look at utilizing fresh optimization methods and compounded models 

that incorporate various machine learning approaches to enhance detection efficiency as well as minimize specific 

false alarms. 
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