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Abstract 

Credit card fraud is a huge challenge in the financial sector, causing huge losses every year. The problem is 

exacerbated by increased marketing and sophisticated fraudulent activities. This study addresses the important 

issue of accurate real-time detection of fraudulent transactions to minimize financial losses and enhance 

transactional security. The main objective of this study is to develop a comprehensive fraud detection algorithm 

using deep learning techniques, specially designed to address the complexity and volume of modern credit card 

transactions. Key contributions of this research include the presentation of a new deep learning algorithm 

optimized for credit card fraud detection, the integration of feature engineering techniques to improve the 

performance of the model, and a potential scalable solution analysis in real-time Significant improvement in 

proven rates. The results show that the proposed deep learning-based model achieves higher accuracy and lower 

false positive rate, giving financial institutions a significant advantage in protecting against fraudulent activities 

about the character. This study highlights the power of deep learning in reforming fraud detection systems, and 

lays the foundation for future developments in this important area. 

Keywords:  Credit Card Fraud Detection; Deep Learning Techniques; Neural Networks; Real-Time Analysis; 

Feature Engineering; Fraud Detection Accuracy; Financial Security 

1. Introduction 

Credit card fraud poses a substantial assignment withinside the economic industry, ensuing in full-size economic 

losses every year [1]. The hassle has been exacerbated with the aid of using the exponential boom withinside the 

extent of transactions and the growing sophistication of fraudulent schemes [2]. Traditional fraud detection 

methods, which includes rule-primarily based totally structures and classical system studying algorithms, 

frequently warfare to maintain tempo with the evolving nature of fraud and the sheer extent of facts generated with 

the aid of using current economic transactions [3]. Recent improvements in deep studying have proven excellent 

promise in addressing those demanding situations with the aid of using imparting extra correct and green fraud 

detection solutions [4]. Deep studying techniques, specifically neural networks, have the cappotential to routinely 

analyze and extract complicated styles from huge datasets, making them well-suitable for the detection of diffused 

and complicated fraudulent activities [5]. However, using deep learning models for real-time fraud detection 

presented its own set of challenges, including the need for efficient data processing, product engineering, and 

handling unbalanced data sets [6]. The objective of this study is to develop a comprehensive fraud detection 

algorithm using deep learning to increase the accuracy and efficiency of credit card fraud detection The main 

objective of this study is to develop robust deep learning algorithms for detecting credit card fraud, effective to 

improve model performance -Specialties are combining engineering techniques, creating scalable solutions 

capable of real-time analysis [7]. The proposed model uses neural networks and advanced data pre-processing 

techniques to handle the complexity and volume of modern credit card transactions [8]. In this paper, we present 

the design and implementation of the proposed deep learning-based fraud detection algorithm. We also provide a 

comprehensive evaluation of the performance of the model using a large dataset of anonymous credit card 

transactions. The results show a significant improvement in the detection accuracy and a decrease in the number 
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of false positives compared to the standard methods. Our contribution highlights the potential of deep learning to 

transform the fraud detection process and highlights the importance of continued innovation in this important area. 

This paper is organized as follows: Section 2 presents important related works on credit card fraud detection. 

Section 3 discusses the methods used in the above thesis. Section 4 presents the results and discussion. Section 5: 

Comparison of the proposed system with related works. Finally, conclusions and future work. 

2. Related Work 

Credit card fraud poses a serious threat to the economy, causing significant financial losses each year. Several 

financial institutions have invested heavily in addressing this issue and established teams of experts to develop 

effective fraud detection systems [9]. This paper investigates an improved fraud detection method using additive 

machine learning algorithms and a feedback system. In particular, the random forest (RF) classifier showed 

excellent performance on the European credit card dataset, achieving an impressive accuracy of 94.9% without 

feature selection [10]. The main objective of this research is to introduce machine learning algorithms, i.e. Logistic 

regression (LR) and K-nearest neighbor (KNN) will be used to detect credit card fraud this framework will be 

applied to the European dataset after a complete preprocessing phase. Among these, the KNN algorithm showed 

exceptional performance, with an accuracy rate of 95%, a recall rate of 72%, and an f1-score of 82. It is important 

to note that the data in this study were not generated using the equilibrium the process methodology [11]. This 

study aims to reduce the misclassification of fraudulent transaction detection by using an under-sampling method 

to balance the data, followed by developing a classification model using different machine learning techniques 

Research findings show that the RF algorithm achieved the highest accuracy of 95.19% in European credit card 

embedded dataset. However under-sampling technique introduced bias towards minority population [12]. To 

further improve the accuracy of fraud estimation, this study presents a new framework based on short-term memory 

(LSTM) deep recurrent neural networks by integrating Uniform Manifold Approximation and Projection (UMAP) 

for feature selection and SMOTE to process dataset is proposed to increase imbalance System robustness 

Experimental results show that this method achieves an accuracy of 96.7% on the European credit card dataset 

[13]. Furthermore, this paper presents a two-stage fraud detection framework. The first module consists of a fully 

integrated anomaly detection model and classifier specifically designed to identify fraudulent activities. The 

second module, the descriptive module, is responsible for obtaining predictive interpretation. The results show an 

accuracy of 90.61% on the European credit card data set, although this means that the accuracy is very low [14]. 

Further research aims to reduce undetected deceptive activities and reduce false positive alerts by combining the 

resulting scores of three deep learning models: convolutional neural networks (CNN), autoencoders ( AE), and 

recurrent neural networks (RNN). ) in tests on the European credit card data set gave an accuracy rate of 94.9%, 

without selecting the best feature [15]. This study investigates the performance and accuracy of various machine 

learning techniques such as Support Vector Machine (SVM), RF, LR, and KNN. In particular, the KNN algorithm 

emerged as an efficient classifier with an accuracy of 95.8% in the European dataset. However, the challenge of 

data imbalance remains unsolved [16]. In addition, this study investigates two preprocessing methods and uses 

ensemble classifiers such as RF, CatBoost, and XGBoost. The findings showed that the use of random under-

sampling (RUS) and conditional anti-auto-encoder (CAE) methods gave the best results in credit card fraud 

detection, yielding an average F1 score of 91.1 % in European dataset [17]. In addition, this study presents a 

framework for fraud detection using under-sampling, feature selection, and support vector data description 

(SVDD) to increase accuracy The results on the European credit card data set are presented that SVDD achieved 

an accuracy rate of 93%. However, the under-sampling method resulted in the loss of many data points, affecting 

overall accuracy [18]. 

3.           Methodology   

This section describes in detail the data collection, preprocessing, selection of relevant features, and classifier 

LSTM used to classify the data, as shown in Figure 1. 
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Figure 1. Diagram of the proposed system 

 

3.1 Dataset Description 

 

The proposed algorithm is applied on two datasets: the European credit card dataset and the IEEE dataset. 

3.1.1 European credit cards dataset 

The European credit card dataset obtained from www.kaggle.com provides valuable information on credit card 

transactions made by European cardholders over a 48-hour period in September 2013. The dataset contains 

284,807 transactions, of which only 492 were identified that it is a fraud, a small part of it. The dataset contains 

31 attributes, including usage time, transaction value, and more than 28 products labeled V1 to V28. The primary 

value label, Class, sets the attributes of each transaction, with a binary value of 1 indicating illegal transactions 

while 0 indicates legitimate transactions [19]. 

3.1.2 IEEE credit cards dataset 

The IEEE dataset retrieved from www.kaggle.com contains 531,486 transactions and 269 products, initially 

revealed an imbalance of 18,450 fraudulent and 513,036 non-fraudulent transactions Is Fraud Feature is the binary 

target feature that transactions legal ( 0) illegal (1 ) classified as f.[20]. 

 

3.2 Pre-processing stage 

 

Before applying machine learning algorithms to the data, some preprocessing is required. Model performance and 

data quality improve during this phase. The procedures followed in data preprocessing are clarified: 

3.2.1 Dataset Cleaning  

The purpose of this phase is to clean the data to fine-tune it for the classification phase of training. Data in the real 

world often exhibit some noise. Data correction helps in deletion process of missing values [15]. 

3.2.2 Dataset Normalization 

Dataset normalization is an important process in data management and analysis, aimed at improving the efficiency 

and accuracy of data processing. Training data sets with multiple dimensions requires a large amount of computing 

power [21]. Normalization methods to overcome these problems. It is denoted by the following equations. 

 

𝑆 =
𝑥− µ

ð
                                                                                 (1) 

𝑚𝑒𝑎𝑛 (µ) =
1

𝑁
∑ ( Xi  )𝑛

𝑖=1                                                                      (2)                                                                   

𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑 𝑑𝑒𝑣𝑖𝑎𝑡𝑖𝑜𝑛(ð) = √
1

𝑁
∑ (𝑥𝑖 − µ)2𝑛

𝑖=1              (3) 

Where S represents the dataset normalization, N represents the number of changes, and x represents the number 

of items. normalization is a method of storing data with mean 0 and standard deviation 1. Machine learning often 

uses this method to normalize different features or variables to increase the performance of algorithms [22].   

3.2.3 Dataset Balancing  

The term data imbalance describes a situation where the amount of data from one part is more or less than the 

amount of data from another part now the part with more data is called the majority group, while the part with data 

is called few in it as few category ignore class A [23]. To overcome this problem, the Synthetic Minority 

Oversampling Technique (SMOTE) deals with class imbalance by increasing a few classes. SMOTE provides 

artificial models to balance the data set rather than relying solely on existing models of subgroups. This is done by 
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generating nearest neighbor models using the K-Nearest Neighbors (KNN) algorithm for each model in the 

minority class and generating synthetic instances on the line segments connecting them  [24]. As shown in 

Algorithm 1 [25]. 

Algorithm 1: SMOTE 

Input: 

K: number of nearest neighbors   

 Xminor: number of minority class 

 Npercent: Quantity of synthetic to be produced n% 

 Output: Xsmote     

 Function SMOTE (Xminor, Npercent, K) 

Xsmote = {} 

For j=1 to len (Xminor) do 

    U=K Nearest Neighbor (Xj, Xminor, K)    

     C= [Npercent /100] 

     While C! =0 do 

       Xneighbor= select random (U) 

       Xsmote=Xj+rand (0,1) * |Xneighbor-Xj| 

       C=C-1 

   End while  

 End for 

     Rreturn Xsmote 

 

3.3 Feature Selection Stage 

 

Feature selection is a useful way to improve the performance of the model. Feature selection removes unnecessary 

and unnecessary features that do not provide any significant benefit to the model. The selection method reduces 

the robustness of the proposed method and the computation time [7]. We use RFE and PCA as feature selection 

methods on two different datasets. 

3.3.1 Recursive Feature Elimination 

RFE is a feature selection method that uses machine learning algorithms to select the most important features for 

fraud detection. RFE uses iterative feature resolution and cross-validation to identify features of the model that 

improve model performance [26]. RFE uses a classification machine learning algorithm to assign a score to each 

item and gradually remove items that do not improve classification accuracy Algorithm 2 describes the feature 

search method, which starts at the entire list of items and removes items that do not the increase in classification 

accuracy is removed. RFE). [27]. As shown in Algorithm 2 [28]. In this study, the European dataset contains 30 

items, of which 25 items are selected. The IEEE dataset contains 296 features, of which 150 features are selected 

to improve the accuracy of the proposed algorithm. 

 

Algorithm 2: Recursive Feature Elimination with DT 

Input:  

S: Training set  

Z: Set of n features {f1, f2…, fn} 

Ranking method DT (S, Z) 

Output: R: Final Ranks  

For x = 1 to n  

       Rank set Z using DT (S, Z) 

        F*          last ranked feature in Z 

        R (n-x+1)        F* 

         Z        Z- F* 

   End for                           

 

 

3.3.2 Principal Component Analysis   
 

Principal component analysis (PCA) is a technique for feature extraction and dimensionality reduction in machine 

learning and data analysis. Principal Component Analysis (PCA) aims to convert the original components of a 

dataset into new variables, called principal components, which are not associated These principal components are 
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designed to capture significant differences in the data, reduce dimensionality, . and preserve most important 

information The covariance matrix determines its own vectors and its own values [29], as shown in equation (4). 

It is customary to standardize features by adjusting their mean to 0, standard deviation to 1, before applying 

PCA[30]. 

𝐶𝑜𝑣(𝑌𝑖, 𝑌𝑗) =
1

𝑛−1
∑ (𝑌𝑖𝑘 − 𝑌𝑖̅)

𝑛

𝑘=1
(𝑌𝑗𝑘 − 𝑌𝑗̅̅̅)             (4) 

Where: Yik represents the standard value of attribute i for k data points, is the average of attribute i over all data 

points, and n represents the number of samples (data points). 

Eigenvectors (V) refer to the principal components, while eigenvalues(Λ) refer to the number of variations each 

principal component has. It is customary to rank them based on their own value. The eigenvector associated with 

the largest eigenvalue represents the first principal, while the subsequent eigenvalues correspond to the next 

principal to represent the second principal [30]. Interpolation involves mapping the original data to selected 

principal features and obtaining new, reduced-size data. As shown in Equation(5). 

 

𝑃𝐶𝐴 𝑃𝑟𝑜𝑗𝑒𝑐𝑡𝑖𝑜𝑛: 𝑊 = 𝑌 𝑠𝑡𝑑. 𝑉𝑟                               (5) 

Where: W is the reduced data, Y is the std standardized data, and Vr is the matrix containing the first r principal 

components. The above equations [30] . In this study, 20 features were selected for the European data, while 100 

features were selected for the IEEE data. 

3.4. The Classification Stage 

The synthesis phase is an important part of data processing, with two important steps: LSTM sampling and 

analysis. 

3.4.1 Long Short Term Memory (LSTM) Model 

LSTM is an artificial recurrent neural network (RNN) commonly used to represent time series data in deep 

learning. Unlike traditional feedforward neural networks, LSTM incorporates feedback relationships between 

hidden units. This allows the model to capture long-term sequential relationships and to predict behavioral scripts 

based on historical behavioral sequences [31]. The LSTM is a memory cell that holds information and is modulated 

by three types of gates: an input gate, a forget gate, and an output gate. Three gates control the flow of information 

into and out of the cell [32]. 

You forget the table (ft) determines the information to be retained or destroyed. The tanh function is used to 

combine the data from the previous hidden state (h_(t-1)) with the data from the current input (Xt). The sigmoid 

function maps values to a range from -1 to 1. A value close to -1 indicates a tendency to forget, while a value close 

to 1 indicates a tendency to hold. The cell position Ct-1 controls which components will them they will be forgotten 

[33]. Eq. (6) shows the statistics of the forgotten gate 

𝑓𝑡 = 𝑡𝑎𝑛ℎ(𝑊𝑓. [ht−1, 𝑥𝑡] + 𝑏𝑓)                        (6) 

where bf and Wf represented the biases and input weights of the forget gate (ft) arrays. 

    The input gate (It) specifies the relevant data to be added from the current input (Xt). It updates the cell state 

appropriately, as shown in Eq. (7) no. These gates used a function (tanh) to cut the current input and hidden state, 

producing values from -1 to 1, which helped to manage the network. 

Moreover, in order to create a new memory, the memory of the previous cell state (Ct-1) is subsequently used 

at time t-1, resulting in a new cell state (Ct) at time t [34], as described in Eq. (8,9). 

 

𝐼𝑡 = 𝑡𝑎𝑛ℎ(𝑊𝑖. [ht−1, 𝑥𝑡] + 𝑏𝑖)                                     (7)                                                         

𝑁𝑡 = 𝑡𝑎𝑛ℎ(𝑊𝑛. [ht−1, 𝑥𝑡] + 𝑏𝑛)                                 (8)                                                 

𝐶𝑡 = Ct−1 ∗ 𝑓𝑡 + 𝑁𝑡 ∗ 𝐼𝑡                                                 (9)     

                                         

where bi and Wi represented the biases and input weights of the input gate (It) arrays. 

The output gate (Ot) controls the data from the previous hidden state (h_(t-1)) by the sigmoid of the data from the 

current input (Xt). [35], as outlined in Eq.(10). The above equations [34]. 

 

𝑂𝑡 = 𝜎(𝑊𝑜. [ht−1, 𝑥𝑡] + 𝑏𝑜)                                             (10)    

 

    Where bo and Wo represented the biases and input   weights arrays of the output gate (Ot). 

         The LSTM Structure is constructed: 

  Input Layer: LSTM Layer (units=200, return sequences=True, activation='tanh'): 

  LSTM Layer (units=100, return sequences=False, activation='tanh'): 

  Dropout Layer (rate=0.3): Introduces dropout with a rate of 0.3 to mitigate overfitting. 
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  Dense Layer (units=50): Adds a densely connected layer with 50 units. 

  Output Layer (units=1, activation='sigmoid'): Produces the final output with a single unit and utilizes the 

sigmoid activation function for binary categorization. 

 The model is compiled using an A optimizer with a learning rate of 0.0001 and binary cross-entropy as the 

loss function. 

 The accuracy metric is employed for monitoring model performance during training. 

 

3.4.2 Evaluation Methodology  

Various metrics are used to evaluate performance, such as accuracy, recall, accuracy, F1-score, and Area 

under Curve, as shown in Eqs 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁)                                     (11) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑃)                                                                           (12) 

Sensitivity (Recall ) = TP/(TP + FN )                                                             (13) 

F1 score = 2 ∗ ((precision ∗ recall)/(precision + recall))                       (14) 

Specificity =  𝑇𝑁/(𝑇𝑁 + 𝐹𝑃                                                                          (15)                                           

𝐴𝑈𝐶 = (𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 + 𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦)/2                                                           (16) 

     Based on the comparison of actual and expected values in the credit card fraud detection data set. A false 

positive (FP) refers to a particular purchase being mistaken for fraud. A False Negative (FN) indicates a fraud that 

was not incorrectly classified as normal. True positives (TP) refer to cases of fraudulent transactions that are 

alleged to be very fraudulent. True Negative (TN) Legitimate transactions marked as fully valid [36].   

 

4.          Results and Discussion  

 The balanced results of the two data sets and the LSTM results will be discussed. 

4.1 Balancing Results 

The initially unbalanced European credit card dataset with 284,807 transactions (492 fraudulent and 284,315 

normal) involves synthetic minority oversampling technique (SMOTE) After SMOTE, total transactions increased 

to 568,630, giving the dataset balance effectively It starts with 531,486 transactions (18,450 deceptive and 513,036 

normal) in the IEEE dataset and extends to 1,026,072 balanced connections. 

4.2 The Result of LSTM 

The proposed algorithm is evaluated with two data sets: European and IEEE. The dataset was divided into two 

groups: 80% training data and 20% testing. 

The proposed algorithm was first applied on the European dataset without feature selection, obtaining 92% and 

90% accuracy for the IEEE dataset Table 1 shows the performance parameters of the proposed model (LSTM a 

feature selection). 

 

Table 1: Results LSTM with feature selection 

Dataset Accuracy Precision Recall F1-score AUC 

European 0. 9988 1.00 1.00 1.00 0.99 

IEEE 0.9591 0.96 0.96 0.96 0.99 

 

Figure 2 shows the confusion matrix of the European data with an accuracy of 99.8%. Both the correct fraud 

classification (TP=56533) and the correct biological interaction classification (TN=57061) are good indicators of 

the robustness of the proposed algorithm due to the basic processing function, materials for selection and change. 

The total number of misclassifications indicates (FP=129) (FN=3) that it failed to classify because some samples 

contain fraudulent classifications similar to natural variation that cannot be distinguished 
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Figure 2. Confusion matrix for test data in a European credit card dataset 

 Figure 3 shows the confusion matrix of the IEEE data with an accuracy of 95.9%. Total number of correctly 

classified fraudulent behaviors (TP=99662) and correctly classified natural behaviors (TN=97173). Mean total 

number of misclassifications (FP=2951) (FN=5429). 

 

Figure 3. Confusion matrix for test data in the IEEE Credit Cards dataset 

Figure 4 (a) shows that the loss function for training is 0.0049, and for testing is 0.0043 using 70 periods, indicating 

that the model is well trained using European credit card datasets. The loss function represents the difference 

between the actual yield and the expected yield. Figure 4 (b) shows that the loss function for training is 0.1150, 

and for testing is 0.1130 using 70 epochs, indicating that the model is well trained by the IEEE credit card dataset. 

 

 

 

 

 

 

 

Figure 4. (a) A job loss for Europeans. (b) Loss function for IEEE 
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Figure 5 (a) shows the training and testing accuracy values of 70 occasions using European credit card datasets. 

The precision for training is 0.9986, while in testing it is 0.9988. 

Figure 5 (b) shows the training and testing accuracy values of 70 seasons using IEEE credit card datasets. 

Precision for training is 0.9587, time for testing is 0.9587. 9591 square feet. 

 

 

Figure 5. (a) Accuracy for the European dataset. (b) Accuracy for the IEEE dataset. 

 

Considering that the total number of measurements (248,807) in the European data is relatively small and the 

number of items is 30, which is considered relatively simple, an accuracy of 0.998 was obtained compared to the 

IEEE data with the total number of a they are concepts. There are (531,486) interactions and the number of 

attributes is 269, which is considered highly complex. A precision of 0.9591 is considered acceptable in deceptive 

data detection because deceptive data involves normal data, and it is difficult to detect The results are good due to 

reduced loss in training and accuracy due to increased. The proposed model had good results on both data sets. 

 

5. Comparison of the Proposed System with Related Works 

Table 2 compares the fraud detection methods for credit cards by using machine learning and deep learning 

algorithms, and evaluates the effectiveness of the proposed algorithm with the same data ara in the process. The 

proposed system outperformed previous researchers who used the same dataset of accuracy, precision, recall, F1-

score, (AUC) and other classification metrics. Then, PCA was used to select features that would reduce the number 

of effects and increase computational efficiency. Secondly, the structure of the LSTM system has 5 layers which 

are efficiently used to handle big data in credit card fraud detection using accurate data. It is perfect for capturing 

temporal relationships in sequential data. The Adam optimizer can handle large data. 
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Table 2: Comparison with related works 

  

Letter 18 is closest to my work. It used two datasets (IEEE, European). In the IEEE dataset, Precision, recall, f1-

score, and AUC are 0.941%, 0.602%, 0.734%, and 0.839%, respectively. On the other hand, the European dataset 

produced Precision, recall, f1-score, and AUC values f0 974%, 0.751%, 0.848%, and 0.943%, respectively. The 

proposed model achieved maximum Precision of 0.96, recall of 0.96, f1-score of 0.96, and AUC of 0.99 on the 

IEEE dataset. In the European data set, the model achieved a precision of 100, a recall of 100, an f1-score of 100, 

and an AUC of 0.99. The observed improvements can be attributed to improved system operations and feature 

selection methods used by RFE and PCA. The proposed model has the potential to be further adapted to achieve 

higher accuracy when applied to large data sets with multiple features. 

 

6.         Conclusion and Future Works  

The aim of this study was to increase the prediction accuracy of illegal behavior detection by integrating different 

machine learning algorithms. These methods include the RFE-based feature selection method, the PCA method 

for dimensionality reduction, the synthetic minority oversampling method (SMOTE) for dealing with imbalanced 

data, and the LSTM network for sampling time length of reliance so that our proposed model can identify valuable 

patterns in consumer behavior They enable accurate distinctions between different behaviors. To verify the 

findings, we ran our model on two different credit card datasets, showing that it can achieve high sensitivity in 

fraudulent content detection, which is very important in this case and also, us the model exhibits good performance 

compared to recent research. This study contributes to our understanding of applying artificial intelligence to credit 

card security, providing valuable insights for continuing to improve fraud detection systems. Thus, opening new 

opportunities for research and innovation to ensure the survival and growth of these systems in the face of future 

challenges If the proposed system is trained in future on multiple machine learning algorithms and with voting 

algorithm used, it can increase the prediction accuracy, detect whether a transaction is fraudulent or normal and 

that we can apply the proposed algorithm in real time because our algorithm works better and more accurate. The 

proposed system can be applied in the banking system. 

 

 

 

Reference Technique Dataset 
Accurac

y 

 

Precision  

 

Recall 

 

F1 

score  

AUC 

[9] RF European 0.949% 0.959% 0.951% 0.951% - 

[10] KNN European  0.95% 0.72% 0.82% - 

[11] RF European 0.9519% 0.979% 0.922% - - 

[12] LSTM  European 0.967% 0.988% 0.919% - - 

[13] 
Anomaly detection model and 

fully connected classifier 
European 0.9061% 0.921% 0.887% 0.904% - 

[14] Ensemble (CNN, AE, RNN)  European 0.949% 0.971% 0.838% - - 

[15] KNN European 0.958% 0.967% 0.744% - - 

[16] 
Ensemble Classifiers (RF, 

CatBoost, XGBoost) 
European 0.911% - 0.802% - - 

[17] 

Fraud Detection Framework 

(FFD) with Support Vector Data 

Description SVDD 

European 0.93% 0.90% 0.97% 0.93% - 

[18] 

attentional anomaly detection-

based credit card fraud detection 

network  

IEEE - 0.941% 0.602% 0.734% 0.839% 

European - 0.975% 0.751% 0.848% 0.943% 

Proposed 

system 
LSTM with RFE and PCA 

IEEE 0.9591% 0.96% 0.96% 0.96% 0.99% 

European 0.9988% 100% 100% 100% 0.99% 
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