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Abstract

Over the last few years development of Internet of Things (I0T) devices and communication technologies have
resulted in the massive generation of health-related data. In the context of healthcare, 10T offers several advantages,
including being able to observe patients very closely and using data for analytics. A major challenging issue that
exists in the usage of 10T and big data in the medical field is security. As healthcare data is highly vulnerable and
becomes a target for attacks, there are significant privacy issues related to the usage of big data analytics. Besides,
implementing new data analysis tools and strategies for handling big data decision-making is a major issue. The
capability to examine this amount of data is a significant aspect of big data in health care. For resolving these
issues, this paper presents a new intelligent deep learning-based trust management with decision making tool
(IDLTM-DMT) for 10T healthcare big data environments, incorporating Neutrosophic Set Analysis (NSA). The
proposed IDLTM-DMT model enables 10T devices to gather healthcare data. The IDLTM-DMT model involves
a DL based bidirectional long short-term memory (BiLSTM) model for vulnerability detection and thereby
identifies the malicious traffic in the Network. Hadoop MapReduce is used for handling big data and a decision-
making tool using Deep Stacked Auto Encoder (DSAE) is used for the classification of diseases that exist in big
data. To optimize the DSAE model's hyperparameters and improve classification performance, the Sandpiper
Optimization (SPO) Algorithm is employed. Neutrosophic Set Analysis is integrated to manage the indeterminacy
and inconsistency of the data, enhancing the decision-making process. Extensive experimental analysis is
conducted on the EEG Eye State Dataset, with results analyzed using various performance measures. The findings
indicate that the proposed method achieves improved accuracy compared to existing methods, demonstrating the
effectiveness of incorporating Neutrosophic Set Analysis in 10T healthcare big data environments.

Keywords: Big data; Trust; Security; Internet of Things; Neutrosophic Set; Deep learning; Healthcare;
Vulnerability Detection

1. Introduction

Presently, the Internet of things (loT) is used in several healthcare fields to analyze real world data and
recommendations accordingly. It plays a significant part in applications specially that involves global sensor and
actuator interacting via wireless sensor network (WSN) toward the solution of several challenges. Most
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applications nowadays have high demand for processing faster of produced data [1]. Moreover, several problems
arise like data variation, volume, and velocity because of the usage of mobility, sensor, and geographic distribution
as well as necessities for security, accuracy, operation cost, and quality of service (QoS). Fig. 1 shows the trust
model of 10T system [2].

Recently, cloud computing (CC) technique was broadly implemented in 10T allowed healthcare applications for
providing reliability, scalability, and data analyses. The geographical distribution of cloud data centre process data
gathered from sensor needs communication via multi hop distance influxes the delay sensitive healthcare
application. Furthermore, healthcare application platforms are diverse in nature, hence administration the cloud of
resources allocation for uncertain and uneven data load comes in healthcare solution is a highly difficult process.
Big data is deliberated as a huge number of semi structured, unstructured, and structure data that are always
received and generated via hospitals. Based on present organization's understanding, method for handling bigdata
is to employ analysis for their big data and attain beneficial perceptions.
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Figure 1. Trust Model of 10T System

Rapid increase in information and communications technologies (ICT), the healthcare sector is utilizing several
applications, readily available technologies, infrastructure elements, and processes with organizations in other
segments [3]. The networked or Internet-connected health devices could assist communications, electronic health
records, efficient management of resources, and so on resulting in cost reductions (for example related to
treatments and monitoring). A report predicted that networked technology might save more money for healthcare
organizations in the future, viz., it could decrease the cost of hospital tools by 15 to 30% [4]. For example, the
amount of data security breaches stated by healthcare providers increased by 60 % in 2014, which is approximately
twice the rate created in other fields. As demonstrated by the current ransomware incident [5, 6], it is obvious that
the healthcare industry isn’t protected from cyber-attacks. It is because of widespread/intentional disruption (for
example because of susceptibilities/flaws in operation, design, and implementation), privacy violations (for
example compromise/leakage of sensitive medicinal records), and accidental failures. Though employing DL in
network security was developed in recent times, the concept has attained considerable attention from the study [7,
8] because of the strong auto-learning capability of DL. Moreover, the development and improved availability of
GPU processors considerably assist in speeding up matrices computation and huge scientific calculation, therefore
it straightaway helps the possibility of DL-based methods. The DL for malicious traffic recognition is commonly
classified into several kinds that are mainly dependent upon built-in network modules, for example, RNN
unsupervised learning/ CNN, like AE. Reliability in loT-enabled services rises as a critical concern since this
service may be distorted by malicious users via changed/fake sensor data [9, 10].

This paper presents a new intelligent deep learning-based trust management with a decision-making tool (IDLTM-
DMT) for healthcare big data environments using 10T. The proposed IDLTM-DMT model enables 10T devices to
acquire health-related data. The IDLTM-DMT maodel involves a DL-based bidirectional long, short-term memory
(BiLSTM) model for vulnerability finding and malicious traffic identification in the network. In addition, Hadoop
MapReduce is used for handling big data. Moreover, a decision-making tool using a deep stacked autoencoder
(DSAE) is used for the classification of diseases that exist in big data. For optimally modifying the
hyperparameters engaged in the DSAE model, the sandpiper optimization (SPO) algorithm is employed thereby
enhancing the detection performance. Neutrosophic Set Analysis is integrated to manage the indeterminacy and
inconsistency of the data, enhancing the decision-making process. To examine the enhanced outcome of the
IDLTM-DMT model, a series of simulations were performed on the EEG EyeState Dataset. The findings indicate
that the proposed method achieves improved precision compared to existing methods, demonstrating the
effectiveness of incorporating Neutrosophic Set Analysis [11] in loT healthcare big data environments.
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2. Related works

In [12], by Feng et al. a fog-based 10T healthcare architecture is proposed for minimizing the energy utilization of
fog nodes. The study result reveals that the efficiency of the presented architecture is effective based on energy
usage and network delay. Moreover, the researchers suggested and discussed vital services of big data framework
that should be existing in fog devices for analyzing healthcare big data. Manogaran et al. [13] proposed a secured
Industrial 10T framework for processing and storing scalable sensor big data for healthcare applications. Presented
Meta Cloud-Redirection (MC-R) framework with sensor data knowledge scheme for collecting and storing the big
data created from distinct sensor devices. In the presented scheme, sensor health devices are with the human body
for collecting medical measures of the patients.

The major emphasis of this study is on securing the Authorization and Authentication of entire devices, Tracking
and Identifying the devices placed in the scheme, tracking and locating mobile devices, novel things connection
and placement to the present scheme [14], transmission among the devices and data transmission amongst remote
healthcare schemes. Atitallah et al. [15] offer an analysis of the survey about the utilization of 10T and DL for
developing smart cities. Later, they introduce the distinct computing frameworks utilized for 10T big data analysis
that includes edge, cloud, and fog computing. Lastly, they summarize the present issues and challenges confronted
in the growth of smart city service. Tuli et al. [16] propose a novel architecture named HealthFog to integrate
ensemble DL in Edge computing devices and place it for real-time applications of automated heart disease
analyses. Fog-enabled cloud architecture, FogBus is utilized for deploying and testing the efficiency of the
presented module regarding network bandwidth, power consumption, jitter, latency, execution, and accuracy time.
In [17] by Sharma et al., DeTrAs: DL-based Internet of Health architecture for the Aid of Alzheimer's persons are
introduced. In [18] by Ahmad et al. an ANN, a framework of the DL method, is presented to effectively process
smaller datasets. The involvement of this study is 2-fold. Initially, they presented a new method for building the
ANN framework. This presented ANN framework contains subnets (sets of neurons) rather than layers, managed
by a central technique.

In [19] by Mahmoud M et al. Neutrosophic Sets (NS) have been widely used to manage uncertainty in decision-
making. Interval-valued Valued Neutrosophic Sets (IVNSs) are particularly effective in handling vague and
ambiguous data, making them suitable for healthcare applications. Combining IVNSs with the TOPSIS method
enhances the robustness of multi-criteria decision-making (MCDM). This study uses IVNSs and TOPSIS to
evaluate mobile healthcare products, identify performance gaps, and propose improvements. The research
contributes to the sustainable promotion of mobile healthcare by enhancing decision-making reliability and
efficiency.

Zhou et al. [20] emphasize the DL improved HAR in the IoHT platform. A semi-supervised DL architecture is
implemented and created for accurate HAR that efficiently utilizes and analyzes the weakly labeled sensor Training
data for the classification learning module. To solve the challenges of ineffectively labeled instances, a smart auto-
labeling system depending upon DQN is established with a recently implemented distance-based reward
mechanism that can improve learning performance in loT platforms. In [21] Kaur and Sharma have deliberated
primarily, on numerous psychological and neurological disorders. The part of distinct computing methods in
implementing distinct bio-medical applications was proposed. Additionally, the emphasis is on the problems and
significant regions of innovations in implementing an intelligent and smart neurological disorder diagnosis scheme
by IOT, big data, and emergent computing methods.

Varol et al. [22] introduced neutrosophic matrices and Neutrosophic Fuzzy Matrices (NFMs), which manage
uncertainty, indeterminacy, and ambiguity in complex data. NFMs extend traditional matrices with neutrosophic
logic, enhancing decision-making, image processing, Al applications, and Broumi discussed [31-32] the
neutrosophic shortest route problem also. This research encourages the development of algorithms for specific
decision-making challenges, emphasizing the significance of neutrosophic tools in advanced data analysis.

3. The Proposed Trust Management with Decision-Making Tool

The overall process involved in the proposed IDLTM-DMT model to accomplish trust management is given here.
Initially, the BiLSTM model is applied to detect the vulnerabilities that exist in the 10T network and identify the
manifestation of malicious traffic in the network. Neutrosophic set analysis is integrated to assess the trust levels
of detected events. Each event is evaluated in terms of truthiness (T), indeterminacy (1), and falsity (F), allowing
for a more nuanced determination of whether to block or allow traffic, thereby improving the model’s ability to
manage trust dynamically. Next, the DSAE model is employed to classify the existence of disease in the health-
related data. Finally, the SPO algorithm is utilized for modifying the hyperparameters involved in the DSAE model
and thereby enhance the detection performance. These processes are detailed in the succeeding subsections.
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Figure 2. Proposed IDLTM-DMT Model
3.1. Trust based BiLSTM Model for Malicious Traffic Detection

The IDLTM-DMT model involves a DL-based BiLSTM model for vulnerability detection and thereby identifies
the malicious traffic in the network. As healthcare ecosystems are more vulnerable than traditional networks,
vulnerability detection techniques can be designed using the IDLTM-DMT technique uses neutrosophic set
analysis to enhance this process, ensuring high trustworthiness and low false rates, which is critical to prevent
unexpected accidents caused by falsely blocked devices.

Neutrosophic Set Analysis: Each detected anomaly is evaluated using neutrosophic sets to assess the trust level
of the 10T devices. The trust level is quantified by:

e Truthiness (T): The degree of certainty that the detected behaviours is malicious.
e Indeterminacy (1): The uncertainty due to incomplete or ambiguous data.
e Falsity (F): The likelihood that the detected behaviours is benign.

This neutrosophic evaluation allows for more nuanced decisions regarding whether to block or allow traffic from
the respective 10T devices.

In the healthcare environment, a low false rate is most needed as any falsely prevented devices result in an event
of unexpected accident. For a trust-based IDS system, a BiLSTM model is applied to identify the malicious traffic
and then the respective 10T devices get blocked. Then, the device can set up data flow to avoid that malicious
location. The malicious data traffic is adequately conveyed by an abnormal nature. The abnormal utilization can
be treated as a vulnerability. It is not easy to detect abnormal 10T devices. Therefore, the BiLSTM model is
employed to detect malicious traffic in the network. In this way, this methodology can determine the trustworthy
level of the loT devices depending upon the long-term activity and offer high flexibility in the network.

An RNN is a different type of standard ANN that can model consecutive data with recurring links [23].
Fundamentally, it keeps a hidden state which is regarded as a memory of prior inputs. This is determined by every
neuron that represent A function estimated from all prior data. The input units {...,x,_;, x¢, Xr41,... } Where =
(xq,%3,%3,...,xy), are linked to the hidden units h; = (hq, hy, -+, hy) in the hidden layer, through links
determined with a weight matrix W,,. All hidden entities are linked to the resulting one with recurring links as
Wy . Every hidden unit is equated as follows:

he = fu (o) €Y)
Where:
or = Wiy + Wyyhe_q + by, 2

F,, denote nonlinear functions like sigmoid, tanh, ReLU and b,, indicates bias vectors. The hidden layer is linked
with the resultant layer using weights Wy,. Finally, the outputs y, = (¥, ¥,,...,yp) are determined as follows:
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Yt = fo(Wguohe + b,) 3)

In a related way the hidden layer, f, denotes activation function and b indicates bias vectors. Even though this
module continues a memory of the prior state, actually it endures from the Vanishing gradient issue, making it
impossible for long-term dependency. A distinct type of RNN named LSTM was introduced in 1997, which
addresses this problem. The LSTM cell follows a more advanced method with the outline of a difficult cell that
utilizes “forget” gate to select what to forget. Fig. 3 demonstrates the structure of LSTM.
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Figure 3. Structural design of LSTM
The state of the LSTM memory unit adapts the following numerical equation:
ir =0 Wy + Wyihe_q1 + Weco_q + by)
fi = a(foxt + thht_l + Weeep g + bf)
¢ = fi  croq + i @ tanh (Wyexy + Wychi_q + b,)
0 = T(Wyoxe + Wiohe_q + Wocr + by)
h: = 0, @ tanh(c;)

To clarify, the subscript for each matrix represents its function (Who denotes the hidden forget weight matrix).
The variables f, o, i, and ¢ correspond to the forget, output, input, and cell gate vectors, respectively. This setup
allows the LSTM network to follow the structure of the previously discussed RNN framework, but with LSTM
cells instead. An effective way to address this constraint is to use a precise replication of the LSTM network in
reverse. By combining these techniques, a Bi-directional LSTM (BiLSTM) is formed, enabling the modeling of
bidirectional dependencies.

3.2. Hadoop MapReduce

For managing Big Data, the Hadoop ecosystem and its components are extensively used [24]. Hadoop, an open-
source framework, enables stakeholders to store and process Big Data across computer clusters with simplified
programming models. This setup allows thousands of nodes on a single server to be configured, enhancing fault
tolerance and scalability. The main three components of Hadoop are YARN, HDFS, and MapReduce. Within the
MapReduce framework, the MRODC technique is employed to improve the efficiency and scalability of
classifiers. The MRODC modules encompass the following factors:

. Calculate all sentence polarity scores using N-grams.
. Execute data classification based on the polarity scores.
. Evaluate new term frequencies and words from the classified data.

Various text mining methods are applied to pre-process the main data stored in HDFS. The Map function facilitates
concurrent iteration, which is known as the Combiner function, the Reduce function, respectively.
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Figure 4. Demonstration of Map Reduce Process

Map phase

During the Map phase, each line is processed sequentially as pairs of key values, which serve as the input for the
Map function. The function evaluates the values of all data objects based on the generated corpus and calculates
scores using N-grams. The output from the Map function is then passed to the Combiner functions.

Combine phase

In the Combine phase, the Combiner function receives the data objects from the Map function and organizes them
into equivalent classes. It then integrates all data with matching class values, records the instance counts, and
transmits the results of each cluster to the Reducer functions.

Reduce phase

In the Reduce phase, the function receives all data from the Combiner function, organized into various classes. It
then calculates the total amount of data for each class label and stores the final results in HDFS. The process
prepares for the next iteration to begin.

3.3. DSAE based Classification Model

The AE is a type of unsupervised learning architecture that retains: output layer, input layer, and hidden layer. The
process of an AE training contains decoder and encoder [25]. Assumed the unlabeled input dataset {x,}\_;,
whereas x,, € R™*1, h, denotes hidden encoder vectors evaluated from %, and R represents decoding vectors of
output layer. Henceforth the encoded procedure is given by:
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hn = f(Wlxn + bl) (4)

Whereas f denotes encoded function, W, indicates weight matrix of encoded, and b, represents bias vectors. The
decoder procedure is determined by:

5\(n = g(WZhn + bz) (5)
Where g indicates decoder function, where W, denotes the weight matrix of decoder, and b, denotes bias vector.

The variables set of the AE are enhanced for minimizing reconstruction error:
1 n
¢(0) = argmin—z L(x', %) (6)
06" N

Where L refers the loss function

L(x %) = [Ix — &||%.
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Figure 5. Structure of SAE

As shown in Figure 5, the architecture of a Stacked Autoencoder (SAE) involves stacking multiple AEs to form
multiple hidden layers, using an unsupervised learning technique followed by fine-tuning with a supervised
technique. The SAE-based technique consists of three stages:

1) Train the initial AE with input data to extract learned feature vectors.

2) Use feature vectors from the preceding layer as input for the subsequent layer, iterating this process until
training concludes.

3) Finally, train the hidden layers using the backpropagation (BP) method to minimize cost function and

adjust the weights, with the labelled data fixed to achieve fine-tuning.
3.4. Hyperparameter Optimization using SPO Algorithm

To optimally adjust the hyperparameters of the DSAE model, the Sandpiper Optimization (SPO) algorithm is
employed, enhancing detection performance. Sandpipers are seabirds found globally, known for their colony living
and their behaviors in hunting and migration. Migration is a seasonal movement where sandpipers travel to locate
abundant food sources for energy. During migration, they exhibit a distinctive spiral motion when attacking, which
can be related to the optimization objective function. This study focuses on two natural behaviors of sandpipers:

Migration behavior: This involves the movement patterns of sandpipers during migration. A sandpiper must
satisfy three conditions:

Collision avoidance: Variables C, are used to calculate new positions for search agents, ensuring they avoid
collisions with neighboring sandpipers.
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Cop = C4 X Py (2) (7)

Whereas CTp denotes placement of a search agent to prevent collision with another search agents, E: determines

present search agent location, z represents existing iteration, and C, indicates movement of search agent in a search
space.

Cy = Cf - (Z X (Cf/MaXiterations))
Where,
z=0,1,2,.., MaX;terations (8)

Let Cr represents control frequency for adjusting the parameter C, that reduced linearly from C; to 0. When
variable C; is fixed to two, the variable C, is always decreased from two to zero. The value of C; is fixed to two
in this study [26].

Converge in the direction of best neighbors: After collision avoidance, search agent converges (viz movement)
to the direction of an optimum neighbor.

My, = Cp % (Pout(2) = P (2) )

Whereas MTD denotes location of search agent, E indicates optimum fittest search agent ﬂ (viz., that fitness
value is lesser). Cy represents arbitrary parameter that is in charge of an optimum exploration. The Cy is calculated
by:

Cs = 0.5 X Rypng (10)
whereas R,,; denotes arbitrary amount lies in the range of zero and one.

Updated with respect to best search agent: Finally, the search agent/sandpiper could enhance its location
equivalent to an optimum search agent.

—_ = —

Dgp = Csp + Mgy, (11)
where D_S,,’ measures the gap between search agents and the most fit search agents.
During migration, sandpipers can continuously adjust their attack angle and speed. They use their wings to increase

their altitude and create a spiral pattern when attacking prey in the air. This three-dimensional behavior can be
described as follows:

x7 = Rygins X sin(i) (12)
¥" = Ragius % cos (@) (13)
20 = Ragius X i (14)
r=uxe" (15)

Let Rg4ius denotes radius of each turn in the spiral, where i denotes the parameter lies from range of
[0 < k < 2A].uand v represent constant to determine spiral form, and e denotes base of the natural logarithm.
Noted that in this study, they consider the value of constant u and v as one.

4. Performance Validation

This section evaluates the performance of the proposed IDLTM-DMT model, enhanced with neutrosophic set
analysis, against existing techniques. The Mirai-RGU dataset from Robert Gordon University, which includes
Mirai-based DDoS traffic, is used. This dataset comprises various types of Mirai botnet traffic such as Scan, Infect,
Control, and Attack, along with normal 10T IP Camera traffic. It features ten types of malicious traffic, including
VSE flood, TCP SYN flood, UDP flood, Mirai traffic, DNS flood, GREETH flood, TCP ACK flood, HTTP flood,
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GREIP flood, and UDPPLAIN flood. The dataset attributes include Length, Time, Destination, Source, Protocol,
and overall Payload data. The model's parameter settings are as follows: a learning rate of 0.01, a dropout rate of
0.5, 64 neurons in the LSTM hidden layer, and a batch size of 64. Figure 5 illustrate the detection performance of
the proposed model on the Mirai-RGU dataset across various metrics [27]. The results indicate that the proposed
model, with neutrosophic set analysis, achieves superior detection performance under different training set ratios.

Accuracy - This crucial parameter measures the overall correctness of the model; higher accuracy indicates a more
secure model.

True Positive + True Negative

True Positive + False Positive + False Negative + True Negative

Precision - This metric represents the ratio of true positive predictions to the total predicted positive observations.

True Positive

o . . True Positive + False Positive . ]
Recall (Sensitivity) - This metric denotes the ratio of accurately predicted positive observations to all actual

positive observations.

True Positive

True Positive + False Negative

On examining the results in terms of precision, it is evident that the SVM model has reached the lowest
performance with an average precision of 97.60%. Eventually, the LSTM and MLP models have exhibited
moderately closer outcomes with an average precision of 98.22% and 97.37% respectively. However, the BiLSTM
model, enhanced with neutrosophic set analysis, demonstrates superior performance with a maximum average
precision of 99.19%.
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Figure 6. Result analysis of BilSTM Model on Mirai-RGU Dataset

Finally, on analyzing the outcomes with respect to recall, it’s stated that the SVM method has attained the least
performance with the average recall of 97.79%. Likewise, the LSTM and MLP approaches have showcased
moderately closer result with an average recall of 98.01% and 97.73% respectively. The BiLSTM method, with
neutrosophic set analysis, showcases better performance with a maximal average recall of 98.06%. Finally, on
determining the results in terms of accuracy, it is observed that the SVM technique has reached a poor performance
with an average accuracy of 96.89%. At the same time, the LSTM and MLP manners have demonstrated
moderately closer outcomes with the average accuracy of 97.37% and 98.37% respectively. The BiLSTM

algorithm, with neutrosophic set analysis, achieves higher performance with a maximal average accuracy of
98.65%.

On the other hand, the classification performance of the presented model is tested utilizing the EEG Eye Sate
dataset [28] which encompasses 14980 samples with 15 attributes. From the existing samples, 8257 samples fall
into class 1 and the rest of the 6723 samples comes under class 2. Every sample data has 14 EEG attributes with
an eye-state class (0-open and 1- closed). Table 2 and Figure. 6 shows the classification results analysis of the
presented IDLTM-DMT model with the DSAE technique. The resultant values demonstrated that the DSAE model
has offered a precision of 91.44%, recall of 90.10%, F-measure of 91.95%, and accuracy of 91.03%. The proposed
IDLTM-DMT method, enhanced with neutrosophic set analysis, achieves higher precision 96.90%, recall 97.34%,
F-measure 97.19%, and accuracy 97.28%.

Table 1: Performance Analysis of Proposed Methods for EEG EyeState Dataset

Methods Precision Recall F-Measure Accuracy

IDLTM- 96.90 97.34 97.19 97.28
DMT ) ) ' )
DSAE 91.44 90.10 91.95 91.03

[ ioLTM-DMT [ DSAE\

Premslon Recall F-l Measure Ac:uracy

Values (%)

Figure 6. Result analysis of IDLTM-DMT model with different measures
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A comprehensive comparative study of the IDLTM-DMT model alongside other existing techniques takes place
on EEG Eye State Dataset is given in Table 1 [29,30]. From the obtained values, it is apparent that the linear SVM
and HMM models have offered lowest outcome with the accuracy of 0.5512 and 0.5512. Besides, the RNN, GRU,
and LSTM approaches have accomplished slightly increased performance with the accuracy of 0.7894, 0.8065,
and 0.8178 respectively. Moreover, the SA-LSTM, DE-RNN, RS-LSTM, DE-GRU, and DE-LSTM models have
demonstrated moderately closer performance. Though the DSAE model has showcased near optimal performance
with the accuracy of 0.9103, the proposed IDLTM-DMT technique, with neutrosophic set analysis, results in a
maximal accuracy of 0.9728.

START

Load Mirai-RGU Dataset

Set Model Parameters
(Learning rate, Dropout,
LSTM neurons, Batch size)

Train Model on Mirai-
RGU Dataset

Evaluate Performance Metrics
(Accuracy, Precision, Recall)

Compare Results with Existing
Models (SWM, LSTM, MLP, BiILSTM)

Load EEG Eye State Dataset

Compare Results with Existing
Models (SWM, LSTM, MLP, BiLSTM)

Evaluate Performance
Metrics
on EEG Dataset (Precision,
Recall, F-measure, Accuracy)

Compare Results with Existing
Techniques
(SVM, HMM, RNN, GRU, LSTM,
SA-LSTM, DE-RNN, RS-LSTM,
DE-GRU, DE-LSTM, DSAE)

END

Figure 7. Flowchart of Result Performance Validation Process
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Table 2: Comparison of Proposed IDLTM-DMT with Neutrosophic Set Analysis on EEG Eye State Dataset
with Other Techniques

Methods Accuracy
,Lazla_l-;giﬂs-DMT with Neutrosophic Set 09728
DSAE 0.9103
DE-LSTM 0.8852
DE-GRU 0.8714
DE-RNN 0.8523
RS-LSTM 0.8711
SA-LSTM 0.8449
GRU 0.8065
RNN 0.7894
LSTM 0.8178
Linear SVM 0.5512
HMM 0.5512

The above-cited tables and figures ensure that the IDLTM-DMT method, with neutrosophic set analysis, is an
effective tool for achieving security in 10T and big data-based healthcare environments. It can be employed as a
reliable malicious traffic detection and disease diagnostic model in the healthcare sector, offering superior
performance metrics compared to existing techniques.

5. Conclusion

This paper has proposed a novel IDLTM-DMT model to enhance security and decision-making processes in the
healthcare sector. The IDLTM-DMT model incorporates Hadoop MapReduce for managing big data, BiLSTM for
malicious traffic detection, DSAE for disease classification, and SPO for hyperparameter tuning. The BiLSTM
model effectively detects network vulnerabilities and identifies malicious traffic, while the DSAE model classifies
diseases within the healthcare data, optimized by the SPO algorithm. Additionally, Neutrosophic Set Analysis is
integrated to handle data indeterminacy and inconsistency, further improving decision-making accuracy. Extensive
simulations conducted on the EEG EyeState Dataset reveal that the proposed method achieves improved precision
equated to existing methods, demonstrating the effectiveness of incorporating Neutrosophic Set Analysis in 10T
healthcare big data environments. Future work may focus on incorporating lightweight cryptographic techniques
to enhance security and trust management.
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