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ABSTRACT

Smart grids (SGs) can ensure continuous power supply, decreased line losses, improved renewable output and storage,
user participation in electricity markets, and demand-side responsiveness. The development of cyber-physical SG
(CPSG) systems has transformed the standard power grid by allowing bi-directional energy flow among utilities
and users. However, increased data exchange among consumers presents a major problem for firewall systems in
transmission networks at both cyber and physical planes. Intrusion Detection Systems (IDSs) play an essential
role in maintaining SG systems against cyber threats by generating a second wall of defense that complements
conventional preventive security procedures such as authorization, encryption, and authentication. Therefore, this
article concentrates on the design and development of Hybrid Metaheuristics with Deep Learning Assisted Intrusion
Detection in Cyber-Physical Smart Grid (HMDL-IDCPSG) infrastructure. The major objective of the HMDL-
IDCPSG system is effective intrusion recognition using feature selection and classification processes in CPSG
infrastructure. In the presented HMDL-IDCPSG method, a binary dragonfly algorithm with the hybrid directed
differential operator (BDA-DDO) is implemented for feature selection. Besides, an attention-based bi-directional
long short-term memory (ABiLSTM) algorithm is carried out for recognizing and classifying intrusions. Finally,
the sparrow search algorithm (SSA) is exploited to choose the hyperparameter values of the ABiLSTM algorithm,
supporting better solutions. Simulation results report the supremacy of the HMDL-IDCPSG methodology compared
with existing approaches.

Keywords: Cybersecurity Intrusion detection Feature selection Deep learning Smart grids Cyber-physical
systems

1. INTRODUCTION

An advanced power grid, extensively identified as a smart grid
(SG), includes a bi-directional interchange of data and energy
among end users [1]. It contains improved measuring and
communication technologies and control methods executed at
the cyber plane of cyber-physical smart-grid (CPSG) systems,
providing grid digitalization and robustness. Although the
standard power grid depends on supervisory control and data

acquisition (SCADA) systems to monitor and control appli-
cations, CPSG systems utilize the latest technologies such
as phasor measurement units (PMUs) for complex control
functions and higher-resolution monitoring [2].

Since network size and attack types continue to grow, commu-
nication networks can be susceptible to cyber vulnerabilities.
Users now interact directly with the grid through smart ap-
pliances, increasing the possibility of cyberattacks in CPSG
platforms [3]. Additionally, interventions occurring at cy-
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ber and physical planes may be caused by manual or natural
attacks. Therefore, differentiating power-system interven-
tions is essential for supporting cyberattack identification and
control abilities [4].

Intrusion detection systems monitor traffic data flow and iden-
tify suspicious activities or attacks by detecting unauthorized
access and generating alarms for administrators [5]. IDSs
are commonly classified into anomaly-based and signature-
based systems. Anomaly-based IDSs detect attacks based
on deviations from normal activity, whereas signature-based
IDSs compare traffic with known attack models [6]. Depend-
ing on location, IDSs can be host-based or network-based.
In smart-grid platforms, the chosen IDS architecture must
match whether the system is centralized, decentralized, or
distributed [7].

As a cyber-physical system, failure to detect interventions in
SGs may create physical effects on power systems, includ-
ing loss of control, major blackouts, and system failure [8].
Machine learning and deep learning are therefore important
tools for improving IDS efficiency, but high-dimensional data,
feature redundancy, and the requirement for optimized hy-
perparameters remain key challenges. This work proposes
the HMDL-IDCPSG method, combining BDA-DDO feature
selection, ABiLSTM intrusion detection, and SSA-based hy-
perparameter tuning.

2. RELATED WORKS

Several recent studies have investigated IDS techniques for
smart grids and industrial cyber-physical systems. Kaur et
al. [9] presented a Bayesian technique incorporated with deep
CNNs (CNN-Bayesian) to differentiate CPS intrusions from
normal activities in binary and multiclass settings. Goyel and
Swarup [10] offered optimization methods to build false data
injection attacks (FDIA) against state-prediction techniques
at the control center. Sakhnini et al. [11] introduced an intel-
ligent attack-identification and localization method based on
an ensemble of machine-learning techniques.

Bitirgen and Filik [12] presented an optimized CNN-LSTM
with particle swarm optimization (PSO) for FDIA detection
in SG systems. Mukherjee et al. [13] suggested a real-time
FDIA detection algorithm through a deep-learning-based
state-prediction method and an intrusion-detection method
using error covariance matrices. Dairi et al. [14] developed
two semi-supervised hybrid deep-learning anomaly-detection
techniques for IDS in ICS traffic of SGs: AE-GRU and GAN-
RNN.

Gupta et al. [15] recommended an Intelligent Loop Based
ANN (IL-ANN) identification method that compares abnor-
malities in the model with load profiles under architecture
nodes. Mhmood et al. [16] introduced an intelligent IDS
that combines CGAN, game theory, Aquila Optimization for
feature selection, RGB image encoding of selected features,
and optimized meta-parameters.

3. THE PROPOSED MODEL

This article concentrates on the HMDL-IDCPSG algorithm
for the SG platform. The major aim is effective recogni-
tion of intrusions using feature-selection and classification
processes in the CPSG environment. The presented method

includes three processes: BDA-DDO-based feature selec-
tion, ABiLSTM-based intrusion detection, and SSA-based
parameter tuning. Figure 1 portrays the complete procedure.

Figure 1. Overall process of the HMDL-IDCPSG method.

3.1 Feature Selection Using BDA-DDO Algorithm

The BDA-DDO method is designed for choosing an optimum
feature set. In BDA-DDO, a directed differential operator
fuses BDA-generated individuals with a differential operator,
leading to fast convergence [17]. The fitness function evalu-
ates solution quality. Mutation of the ith individual generates
the mutation vector:

Vi = Xi +F × (XFood −XEnemy) . (1)

Here, XEnemy is the position of enemies, Xi denotes the up-
dated BDA individual location, XFood characterizes the better
position, and F is the scaling factor.

The binomial crossover operator is:

Ui, j =

{
Vi, j, rand <CR or randi(1,d) = j,
Xi, j, rand >CR or randi(1,d) ̸= j.

(2)

Using transfer function T1, the resultant vector is transformed
into a discrete space:

T1 =
1

1+ e−Ud
i
, (3)

Ui, j =

{
0, rand < T1,

1, rand > T1.
(4)

Selection determines survival in the next generation:

Xi =

{
Ui, f (Ui)≤ f (Xi),

Xi, otherwise.
(5)

The time-varying differential vector is:

F =
0.5

1+(−0.5)e−0.5×iter , (6)

and the adaptive step update is:

∆X = F ×∆X . (7)

30



International Journal of Wireless and Ad Hoc Communication (IJWAC) Vol. 08, No. 02 · 2024

Feature selection is modeled as a multiobjective problem
balancing minimum subset size and maximum classification
accuracy:

f itness = α ×ERR+β × R
N
. (8)

Here, ERR denotes classifier error rate, R is the number of
selected features, N is the total number of features, and α

and β = 1−α balance classification performance and feature
subset size.

3.2 Intrusion Detection Utilizing ABiLSTM Model

The ABiLSTM model is implemented for detection and clas-
sification of intrusions. LSTM is widely employed in network
intrusion detection to resolve gradient-vanishing problems
caused by recurrent neural networks [18]. It contains for-
get, input, and output gates that preserve long-term memory.
Figure 2 depicts the ABiLSTM framework.

Figure 2. Architecture of ABiLSTM model.

The forget gate computation is:

ft = σ
(
Wf · [ht−1,xt ]+b f

)
. (9)

The input gate and candidate cell state are:

it = σ (Wi · [ht−1,xt ]+bi) , (10)

C̃t = tanh(Wc · [ht−1,xt ]+bc) . (11)

The final cell state is:

Ct = ft ×Ct−1 + it ×C̃t . (12)

The output gate and hidden state are:

Ot = σ (Wo · [ht−1,xt ]+bo) , (13)

ht = Ot × tanh(Ct). (14)

Assuming the final hidden layer of the ith BLSTM is hit , the
attention mechanism is computed as follows [19]:

hit = [h f
t ,h

b
t ], (15)

eit = tanh(Wahit +ba), (16)

ait =
exp(eit)

∑
T
j=1 exp(e j)

, (17)

vt =
T

∑
t=1

ait ·hit . (18)

3.3 Parameter Tuning Utilizing SSA

SSA is implemented to choose the hyperparameter values
of the ABiLSTM method. It is a population optimizer that
updates the positions of discoverers, followers, and vigilantes

during foraging, where the position of optimal food corre-
sponds to the optimal solution [20]. When there are n spar-
rows in the population, the population matrix and fitness
vector are:

X = [x1,x2, . . . ,xn], (19)

F = [ f (x1), f (x2), . . . , f (xn)]. (20)

The discoverer position is renewed by:

xt+1
i j =

xt
i j exp

(
− i

α × itermax

)
, R2 < ST,

xt
i j +Q ·L, R2 ≥ ST.

(21)

The follower position is updated by:

xt+1
i j =

Q · exp

(
xt

worst − xt
i j

i2

)
, i > n/2,

xt+1
p + |xi j − xt+1

p | ·Z+ ·L, i ≤ n/2.

(22)

The vigilante position is updated as:

xt+1
i j =


xt

best +β · |xi j − xt
best |, fi ̸= fg,

xt
best + k ·

xt
i j − xt

best

| fi − fw|+ ε
, fi = fg.

(23)

The optimized fitness is defined by classifier error rate:

f itness(xi) =Classi f ierErrorRate(xi) (24)

=
No. of misclassified instances

Total no. of instances
×100. (25)

4. RESULTS AND DISCUSSION

This section explains the intrusion-detection outcome of
the HMDL-IDCPSG system on the ICS dataset [21]. Ex-
periments are examined using binary-class and multiclass
datasets. From the available 129 features, the HMDL-
IDCPSG system selected 76 features for the binary-class
experiment.

Table 1. Details on binary class database.

Class No. of Instances

Normal 115
Attacks 1046
Total Instances 1161

Figure 3 illustrates classifier performance on the binary-class
database, including confusion matrices, PR curve, and ROC
curve.
Table 2. Detection outcome of HMDL-IDCPSG model at binary
class dataset.

Class Accuy Precn Recal FScore AUCScore
Training Phase (70%)

Normal 94.32 53.85 94.59 68.63 94.45
Attacks 94.32 99.35 94.29 96.75 94.45
Average 94.32 96.60 94.32 95.43 94.32

Testing Phase (30%)
Normal 89.92 39.13 93.10 55.10 91.22
Attacks 89.92 99.25 89.68 94.22 91.22
Average 89.92 95.87 89.92 92.62 89.92

The training and validation accuracy/loss behavior of the
HMDL-IDCPSG algorithm on the binary dataset is shown in
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Figure 3. Binary class dataset of (a–b) confusion matrices, (c) PR
curve, and (d) ROC.

Figure 4. Average of HMDL-IDCPSG algorithm on a binary class
dataset.

Figures 5 and 6. The curves show improvement in training
and validation accuracy with increased epochs, while loss
tends to decrease.

Figure 5. Accuracy curve of HMDL-IDCPSG algorithm on a binary
class dataset.

For the multiclass database, the dataset includes natural, at-
tack, and no-event samples, as shown in Table 4. Figure 8
presents the multiclass confusion matrices, PR curve, and
ROC curve.

Figures 10 and 11 show the training and validation behavior
for the multiclass dataset. Accuracy improves with epochs,

Figure 6. Loss curve of HMDL-IDCPSG algorithm on a binary
class dataset.

Table 3. Comparative result of HMDL-IDCPSG model with other
techniques at binary class database.

Classifier Accuy Precn Recal FScore
Vanilla-ANN 78.64 50.00 50.00 50.00
GRU 81.79 72.28 63.34 66.86
RNN 86.68 78.84 75.12 76.57
LSTM 88.39 81.95 78.70 80.08
CNN 88.68 83.44 75.79 78.63
CNN-Bayesian 89.42 87.50 73.55 77.93
HMDL-IDCPSG 89.92 95.87 89.92 92.62

Figure 7. Comparative result of HMDL-IDCPSG model on a binary
class dataset.

Table 4. Details on multi-class database.

Class No. of Instances

Natural 115
Attack 556
No Events 490
Total Instances 1161

Table 5. Detection outcome of HMDL-IDCPSG model on multi-
class dataset.

Class Accuy Precn Recal FScore AUCScore
Training Phase (70%)

Natural 96.70 84.15 93.24 88.46 96.36
Attack 96.70 96.15 97.66 96.90 96.91
No Events 96.70 99.12 96.30 97.69 96.93
Average 96.70 96.77 96.70 96.72 96.70

Testing Phase (30%)
Natural 94.49 67.50 93.10 78.26 94.74
Attack 94.49 95.04 91.62 93.30 93.61
No Events 94.49 96.88 98.58 97.72 96.32
Average 94.49 89.16 81.48 84.48 87.66
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Figure 8. Multi-class dataset of (a–b) confusion matrices, (c) PR
curve, and (d) ROC.

Figure 9. Average of HMDL-IDCPSG algorithm on multi-class
dataset.

and loss values decrease, indicating the ability of HMDL-
IDCPSG to model relationships and generate correct classifi-
cations.

Figure 10. Accuracy curve of HMDL-IDCPSG algorithm on multi-
class dataset.

These outcomes confirm the stronger solution of the HMDL-
IDCPSG technique for the intrusion-detection procedure. For
the binary dataset, the method provides average accuracy,
precision, recall, F-score, and AUC score of 89.92%, 95.87%,
89.92%, 92.62%, and 89.92%, respectively, in testing. For the
multiclass dataset, the HMDL-IDCPSG method outperforms

Figure 11. Loss curve of HMDL-IDCPSG algorithm on multi-class
dataset.

Table 6. Comparative result of HMDL-IDCPSG model with another
algorithm under multi-class database.

Classifier Accuy Precn Recal FScore
Vanilla-ANN 69.62 48.77 33.33 39.59
GRU 70.96 51.78 33.33 40.55
RNN 71.02 62.87 35.15 45.09
LSTM 72.56 63.23 35.29 45.29
CNN 73.23 67.43 38.33 48.87
CNN-Bayesian 84.76 71.97 79.74 77.84
HMDL-IDCPSG 94.49 89.16 81.48 84.48

Figure 12. Comparative result of HMDL-IDCPSG algorithm on
multi-class dataset.

other recent systems with accuracy, precision, recall, and F-
score of 94.49%, 89.16%, 81.48%, and 84.48%, respectively.

5. CONCLUSION

In this article, the HMDL-IDCPSG algorithm for the smart-
grid platform has been presented and developed. The primary
aim is efficient intrusion recognition using feature selection
and classification processes in the CPSG environment. The
presented technique includes BDA-DDO-based feature selec-
tion, ABiLSTM-based intrusion detection, and SSA-based
parameter tuning. The SSA is utilized to choose optimal
hyperparameter values of the ABiLSTM system, supporting
enhanced performance. Comprehensive simulation results re-
port the supremacy of the HMDL-IDCPSG system compared
with existing approaches.
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