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Abstract

With the exponential increase in technology use, insider threats are also growing in scale and importance,
becoming one of the biggest challenges for government and corporate information security. Recent research shows
that insider threats are more costly than external threats, making it critical for organizations to protect their
information security. Effective insider threat detection requires the use of the latest models and technologies.
Although a large number of insider threats have been discovered, the field is still limited by many issues, such as
data imbalance, false positives, and a lack of accurate data, which require further research. This survey investigates
the existing approaches and technologies for insider threat detection. It finds and summarizes relevant studies from
different databases, followed by a detailed comparison. It also examines the types of data used and the machine
learning models employed to detect these threats. It discusses the challenges researchers face in detecting insider
threats and future trends in the field.

Keywords: User event behavior analytics; machine learning; detect insider threats.

1. Introduction

As information technology continually advances, wired and wireless Internet networks have become primarily
responsible for information sharing. Information is among the most valuable concepts, but expanding information
coupled with rapid technological developments has increased information security threats. The two main
categories of known cyber threats are insider threats and external threats. Existing strategies and procedures used
to counteract external threats to businesses include denial-of-service (DoS), phishing, and hacking. Insider threats
are distinct from external threats in that they have a direct and legitimate authority to access data within a company.
Moreover, insider threats can be challenging to identify and categorize because insider attackers possess access to
or knowledge about information and may purposefully exploit it for their benefit [1].

The most recent technical report from the Computer Emergency Response Team Coordination Centre (CERT/CC)
defines an insider threat as a malicious insider who knowingly takes advantage of their privileged access to an
organizational network, system, and data to compromise the confidentiality, availability, or integrity of this
information and the ICT infrastructures of the organization [2]. Thus, the primary factors that contribute to the rise
of insider threats include increased use of end-user devices, higher volumes of data leaving the protected perimeter
of the organization during "normal" use cases, increased use of data-leaping applications (such as web emails),
and the migration of sensitive data to the cloud [3].

Insider threats can manifest themselves in various ways, including theft, sabotage, violence, espionage, and
cybercrime. Espionage refers specifically to the activities of spying on people to obtain sensitive information for
financial, political, or military gain. In contrast, violence involves actions that are intended to incite hostility or
abuse. Theft includes the unlawful stealing of funds or intellectual property, and sabotage entails intentional acts
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to damage an organization's infrastructure through both physical and virtual means. Finally, cybercrime involves
using technology, gadgets, or the internet for theft, espionage, assault, or sabotage. Although non-malicious IT
infrastructure exposure can also result in unintentional threats, purposeful threats are defined as malicious activities
that use technology to perform an attack strategy, interrupt ordinary corporate operations, or obtain confidential
information [4].

According to a global report for 2022 [5], insider threat events have increased by 44% over the last two years, and
the average cost of such incidents has increased by more than a third over the same period to $15.38 million.
Recent surveys indicate that 68% of firms consider insider threats to be becoming more frequent, and 70% of
enterprises reported having experienced at least one insider attack in the preceding year [4]. The bitglass report for
2020 [6], also revealed that 61% of the companies included in the study had suffered from inside threats in the
previous 12 months. Furthermore, Kaspersky discovered that employees were responsible for 22% of data leaks,
compared to 23% caused by cyberattacks [7]. In general, insider threats are more harmful to companies and
military organizations than threats from external systems because knowledgeable employees may exploit gaps in
system implementation and operational procedures to easily engage in behavior that compromises system security,
such as confidentiality breaches, information theft, commercial fraud, and system destruction [8].

Companies frequently invest in security defenses to fortify their network against malicious external attacks;
however, these do not implement safeguards against possible attacks by malicious insiders [9]. Therefore, offering
efficient techniques for spotting insider threats has become necessary. Insider threat detection is best achieved by
data visualization and User Event Behavior Analytics (UEBA) [10]. UEBA, a recent advancement in information
security, provides a workable way to find anomalies in user behavior by employing a range of techniques, such as
statistical analysis and machine learning (ML) [11].

One important aspect of a network is its users. Daily, users typically complete a significant volume of work and
activity [12]. As a result, the network experiences consistent usage patterns for different tasks. Consequently,
routine chores and process activities might highlight a discernible pattern to map unique types of user behavior. If
identified, irregular and aberrant activity can be intuitively discriminated from true user behavior. As such, ML
techniques are the best option for identifying insider threats based on user event behavior analysis [13].

The purpose of this survey is to gain a better understanding of potential insider threats and user event behavior
analyses. It aims to comprehend the factors contributing to the development and increase of these threats and what
expert researchers have done to help mitigate and eliminate them. The main contributions of the paper are as
follows:

= It will demonstrate that, by monitoring user behavior, we can identify most insider threats that go
undetected by firewalls, intrusion detection systems, and security software.

= It provides a thorough literature analysis of the most recent methods for using machine learning (ML) to
identify insider threats.

= Insider threats are responsible for many security incidents in both the public and private sectors.
Therefore, the frequency and severity of insider threats emphasize the significance of adopting machine
learning technologies to take proactive steps.

= There is a need to comprehend complex insider threats, recognize behavioral patterns, and employ
advanced techniques for identifying and reducing insider threats.

= The variety of insider threats and their complex appearances, such as data theft and fraud, emphasize the
need to know the many types of insider threats and their motivations.

= References the latest research (until 2023) in machine learning to detect insider threats.

= The survey presents current researchers' challenges in this area and provides suggestions for future
research that can reduce or solve these threats.

The structure of this paper is as follows: In Section 2, you will find a detailed analysis of the literature review
relevant to this research. Section 3 explains the methods used in this work. Section 4 focuses on insider threat
detection and type. Sections 5 and 6 discuss the challenges researchers face in this field and present suggestions
for future work. Finally, Section 7 concludes this paper. Figure 1 shows the sections of the paper in detail.
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Figure 1: Paper outline.
2. Literature Review

Identifying threats is a broad topic requiring various models and techniques to analyze and visualize user behavior.
Insider threats and risks posed by company employees are of particular concern. Therefore, it is necessary to
analyze different techniques used to identify insider threats and the role previous research has played in alleviating
those concerns to identify current research gaps and potential topics for future research.

Combining ML and user behavior analytics, Alshehri et al. [14] suggested a cutting-edge method for identifying
cyberattacks. User actions in a network were represented by a sequence of events termed the window design, which
enabled the model to determine the regularity of activity to characterize how the user approaches the network. The
performance of the proposed RNN-LSTM model was evaluated relative to other models. Experimental results
indicated that RNN-LSTM 1 worked most effectively, with an Area under Curve (AUC of 0.97) attained compared
to others.

Mehmood et al. [15] developed a methodical approach to recognize diverse anomalous events that could signify
irregularities and security concerns linked to privilege escalation, proposing an ML-driven system for identifying
and categorizing insider threats. Greater prediction performance and improved machine learning outcomes were
made possible by ensemble learning, which combines numerous models. To classify insider assaults, applied ML
methods using a customized dataset made out of many CERT dataset files. Analyses were conducted on this dataset
using four ML algorithms: Random Forest (RF), AdaBoost, XGBoost, and LightGBM, among which the
LightGBM algorithm exhibited the best accuracy (97%); the other accuracy figures are 86% for RF, 88% for
AdaBoost, and 88.27% for XGBoost.

Han et al. [16] applied ML to identify malicious behavior based on host process data. To categorize data as
malicious or legitimate, several ML algorithms were used, including KNN, NB, RF, AE, and MemAE.
Furthermore, the performance of the model classification was enhanced with the addition of dimension reduction
techniques, including principal components analysis (PCA) and uniform manifold approximation and projection
(UMAP), as well as the adaptive synthetic (ADASYN) and Synthetic Minority Over-sampling Technique
(SMOTE) sampling approaches. Several metrics were used to assess model performance, including accuracy,
recall, F1-Score, and area under the ROC curve (AUROC). The findings of this work showed that the preprocessed
dataset (SMOTE) enhanced model performance and that all models outperformed the original dataset in terms of
accuracy, recall, F1-Score, and AUROC. The preprocessed dataset (SMOTE) and MemAE model provided the
best performance, yielding an F1 score of 1.00 and an AUROC value of 0.9826.

Peccatiello et al. [17] presented a methodology for insider threat detection that integrates several data science
approaches, including data stream analysis, periodic retraining, and the use of supervised and semi-supervised ML
techniques. The Elliptic Envelop, Local Outlier Factor, and Isolation Forest algorithms were utilized. Finally, the
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ISOF algorithm provided the best results based on the F1-Score, precision, and recall measures, with a positive
class (malign) recall of 0.78 and a negative class (benign) recall of 0.80.

Adun and Amadin [18] created, simulated, and evaluated the hybrid supervised machine learning model for the
prediction of insider threats (HSMLM-IT), which uses the adaptive neuro-fuzzy inference system (ANFSI) for
predictive learning and a support vector machine (SVM) for label classification. The ANFIS training blocks
yielded an ANFIS accuracy of 91% and an ANFIS error of 9%, whereas the SVM blocks enabled a classification
accuracy of 92% with a precision of 93%.

Bin Sarhan and Altwaijry [19] used a deep feature synthesis algorithm to generate behavioral features from
historical data. Utilizing the 69,738 features generated for every user, PCA was applied to reduce the
dimensionality of the data. Advanced ML algorithms were then applied to detect insider threats, with the anomaly
detection and classification models achieving 91% accuracy. This was performed using the CERT insider threat
dataset. The results obtained indicate that although the SMOTE balancing technique improves recall and precision
at the expense of accuracy, it also reduces the impact of imbalanced datasets. Among all ML models, feature
extraction methods and SVM models provided excellent results, with the classification model achieving 100%
accuracy.

Hag et al. [20] suggested combining two deep-learning hybrid LSTM models with the Google Word2vec LSTM
and Global Vectors for Word Representation (GLoVe) LSTM for insider threat detection. Using a real dataset, the
models were assessed, indicating that ML-based models outperformed deep learning-based models. The models
were compared against the most recent ML models, including AdaBoost, XGBoost, RF, KNN, and LR (Logistics
Regression). XGBoost, an ML-based model, demonstrated an accuracy of 92%, whereas word2vecLSTM and
GLoVeLSTM, two deep learning-based models, demonstrated accuracy values of 73.4% and 74.00%, respectively.
The limitations of that study include the small amount of real data that is available, privacy and ethical concerns,
and the large amount of data that requires accurate computing.

Alshehari and Alsowail [21] proposed a model for detecting insider data leakage events. Several ML algorithms —
LR, DT, RF, NB, KNN, and KSVM — were trained on the CERT dataset to detect insider data leaks on unseen
data. Subsequently, several experiments were carried out to evaluate the performance of the proposed model and
determine the most suitable evaluation metrics for the optimal ML model. The results obtained showed that the
proposed model could detect insider data leakage incidents with an AUC-ROC value of 0.99.

Nasir et al. [22] provided an insider attack detection framework based on deep learning. The primary purpose of
establishing this method is to apply it to user technical data within an organization with modest processing and
memory needs. To this end, the designed system was basic and customizable to the bare minimum domain
knowledge needs. Various insider threat scenarios were applied to detect insider threats, and the 'LSTM-
Autoencoder' was used. Subsequently, the model was trained and evaluated on CMU CERT V4.2. In addition, the
performance of the suggested algorithm was compared to that of other known technologies, such as LSTM- CNN,
RF, LSTM- RNN, One Class SVM, Markov Chain Model, Multi-State LSTM-CNN, Gated Recurrent Unit, and
Skip-gram. Comparisons between these models indicated that the novel approach yielded a relatively high
precision (97%), accuracy (90.60%), and F1 score (94%).

Zhang et al. [23] proposed a supervised insider threat detection method utilizing self-supervised learning and
ensemble learning to identify malicious sessions. They employed TF-IDF feature extraction and over-bootstrap
sampling to improve detection efficacy. Obtaining best-case AUCs of 99.2% and 95.3%, the experimental results
demonstrate that the suggested method can successfully identify malicious sessions in the CERT4.2 and CERT6.2
datasets. The study also demonstrates how the TF-IDF feature extraction method, self-supervised learning, and
ensemble learning approaches can increase insider threat detection's efficacy.

Gayathri et al. [24] used deep learning methods to solve the insider threat detection problem. Their method
performs multiclass classification by combining generative models with supervised learning. To improve on the
few data samples used, they performed data resampling analysis on the CERT insider threat dataset using
generative adversarial networks (GAN). GANs were selected by applying three different resampling techniques to
four different classification methods. The GAN method was nominated for its promising results relative to other
resampling techniques.

According to Janjua et al. [25], the most significant cybersecurity challenge is preventing hostile insiders from
acting maliciously within an organizational system. Classifying emails from the Wolf of SUTD (TWOS) dataset
using a variety of ML techniques, they submitted this dataset to the following supervised learning techniques:
AdaBoost, Naive Bayes (NB), Logistic Regression (LR), KNN, LR, and SVM. Finally, after an experimental
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approach, AdaBoost exhibited the optimal classification accuracy rate (98%) for benign and harmful emails. The
original dataset was used to train the model, but with limited data; as such, a larger dataset could enhance the
performance of this model.

Zou et al. [26] developed a data processing tool to process identified user activity and produce information-use
events. Additionally, a data adjustment (DA) strategy was developed to change the weights of the majority and
minority samples. Subsequently, the XGBoost model and DA strategy were combined to create an efficient
ensemble approach for identifying anomalous behavior. Using the CERT dataset, this strategy was tested against
an insider threat. Their results showed that the operation had an accuracy rate of 99.51% and an average recall rate
of 98.16%, i.e., insider threats were successfully identified using the suggested strategy.

Tamanna [27] proposed an insider threat detection model based on user behavior and activity data, combining
CNN and LSTM. Their proposed method was tested using the CMU CERT version 4.2 public dataset. Their
experimental results indicated that the proposed model could successfully detect insider threats with a ROC of
0.914, i.e., CNN-LSMT is a practical method for identifying insider threats.

Le et al. [28] also suggested that insider threats are among the most dangerous and challenging-to-detect forms of
assault on an enterprise since insiders have access to a company's networked systems and are familiar with its
setup and security procedures. Insider malware detection faces distinct difficulties, including highly unbalanced
data, a lack of ground truth, and behavioral shifts and drifts. Their study used ML to identify harmful behavior,
particularly malicious insider threats, by analyzing data at multiple levels of detail under realistic conditions. In
most cases, RF outperformed other ML techniques, obtaining good detection performance and an F1- score with
low false-positive rates. The approach produced a false-positive rate of 0.78% and an accuracy of 85%.

Kim et al. [29] provided a framework for identifying insider threats at every stage of the user behavior modeling
process based on anomaly detection and user behavior modeling techniques. The CERT database was the
foundation for creating three datasets: email content, email communications, and user daily actions datasets. To
find inside information, the authors employed classification algorithms. Their results indicated that the suggested
framework could identify malicious insider activities with a good degree of accuracy. The dataset (CERT), which
was used to develop the system, has been carefully curated to include a range of threat scenarios. Nevertheless,
the dataset is artificially generated and simulated, which poses specific limitations to the study.

Singh et al. [30] studied user behavior profiles to monitor and analyze behavior and identify potential insider
threats. An irregularity in external strings brought into behavior patterns can be determined using a hybrid ML
approach that employs anomaly detection based on convolutional neural networks (CNN) and multistate long-term
memory (MSLSTM). An uncomplicated single-state LSTM was found to be inferior to a multistate LSTM.
Furthermore, with AUCs of 0.9047 on test data and 0.9042 on training data, the recommended LSTM multistate
approach effectively detected insider threats.

To identify malicious insiders, Le and Zincir-Heywood [31] proposed a user-centered machine learning method
with a high accuracy rate, specifically, a supervised learning ML model using popular techniques, including RF,
LR, and ANN. Although their proposed system could identify malicious insiders with minimal training, the authors
recommended employing more sophisticated data preprocessing techniques and feature analysis to improve the
accuracy of the system.

Jiang et al. [32] proposed a model for analyzing user behavior by classifying user actions in great detail, identifying
their qualities, and then detecting potential insider attacks. Using RF, SVM, and XGBoost approaches, they
showed that the XGBoost algorithm, with an F-measure score of 99.96%, was superior to both SVM and RF
algorithms for identifying insider threats. This study was based on experimental results applied to user behavior
datasets.

Table 1: Comparison between various ML and DL techniques.

Sr. | Paper Algorithms Technique Dataset Results Balancing
Ref. ML [ DL [ Hybrid
1 [14] | RNN-LSTM, SVM v A N CERT r4.2 | RNN-LSTM 1 (AUC =0.97)
SVM (AUC = 0.91)
2 [15] | RF, AdaBoost, N X X CERT LightGBM (acc = 97%)
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Sr. | Paper Algorithms Technique Dataset Results Balancing
Ref. ML | DL [ Hybrid
XGBoost,
LightGBM
3 [16] | KNN, NB, RF, AE v | x x Host MemAE (AUROC = 0.9826) SMOTE
,MemAE
4 [17] | Elliptic Envelop N X X CERT ISOF (Benign R = 0.80,
(EV), Local Outlier r4.2 Malign R = 0.78)
Factor (LOF), and
Isolation Forest
(ISOF), RF
5 [18] | SVM, ANFSI N x N CERT | SVM (acc = 92 %)
Insider ANFSI (acc =91 %)
threat
from
(Kaggle)
6 [19] | OCSVM, iForest, N o[ ox x CERT r4.2 | SVM (acc =100%) SMOTE
NN, SVM,
AdaBoost, RF
7 [20] | Word2vecLSTM, N o[ ox N Enron | XGBoost (acc = 92 %)
GLoVeLSTM, RF,
AdaBoost, LR,
XGBoost, KNN
8 [21] LR, DT, RF, KNN, N X X CERT r4.2 | KSVM (AUC-ROC =0.99) SMOTE
KSVM
9 [22] | LSTM-Autoencoder X N X CERT r4.2 | LSTM-Autoencoder (acc =
LSTM-CNN, 90%)
Random Forest,
LSTM- RNN, One
Class SVM, Markov
Chain Model, Multi-
State LSTM-CNN
10 | [23] | TF-IDF +Over N o[ x x CERT4.2 | AUCs = 99.2% and 95.3%
Booting+ Self and
Supervised CERT®6.2
11 | [24] | XGBoost, RF,MLP, | v | « x CERTr4.2 | P=83% GAN
1DCNN R =76%
12 | [25] | SVM, NB, N x x TWOS | AdaBoost (AUC = 0.983,
AdaBoost, LR, Acc = 98.3%)
KNN, LR
13 [26] RF, RF+DA, GBT, N X X CERT XGBoost+ DA (AUC =
GBT+ DT, 96.87%)
XGBoost,
XGBoost+ DA
14 | [27] | CNN-LSMT x | A v CERT r4.2 | ROC = 0.914
15 | [28] |LR,NN,RF, XG Vo[ x x CERT r5.2 | RF (acc = 85%) SMOTE
16 | [30] | Multi-State LSTM x | A N CERT | AUC =90.47%
-CNN ré.2
17 [32] | XGBoost, SVM, N X X CERT XGBoost (F-measure = 99.96%) SMOTE
RF r6.2
3. Methodology

Identifying The Survey Methodology Section explains the research process used to examine existing studies on
insider threat detection. The section covers a detailed and up-to-date collection of literature and a systematic
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approach to selecting and analyzing previous studies. We will also discuss how current research was chosen based
on particular inclusion and exclusion criteria. To achieve these objectives, a comprehensive database was used to
conduct the survey. Relevant papers were found in online digital libraries through various digital repositories such
as ScienceDirect, IEEE Xplore, and Springer. The scope of our survey is based on the following inclusion and
exclusion criteria:

1. We focused on studies that included user event behavior analysis, deep learning, and machine learning
models to detect insider threats.

2. We also emphasized that English is the selected language for reviewing the articles.

3. We focused on papers published between 2018 and 2023.

4. The emphasis was on studies whose central theme was the insider threat issue rather than articles in which
the discussion of insider threats was tangential.

5. We replaced the old articles with the new ones, except when new ones had less information.

6. To find relevant articles in various digital repositories, we used the following keywords: "insider threats"

"user event behavior analysis and insider threat" and "machine learning and deep learning".

4, Insider Threat Detection

Insider threats are among the most common and significant security threats facing various businesses,
organizations, and governmental entities. These threats entail malicious actions conducted by employees with
permission inside the organization. Insiders pose significant organizational security risks because they have access
to its networked systems and are conversant with its protocols [28]. The Centre for the Protection of National
Infrastructure (CPNI) [33], defines an insider as “a person who exploits, or has the intention to exploit, their
legitimate access to an organization's assets for unauthorized purposes”. Such threats can compromise the
availability, confidentiality, and integrity of privacy standards required of any secure defense system [34]. The
IBM 2023 Cost of a Data Breach Report [35], states that the most costly data breaches were committed by
malicious insiders, with an average cost of USD 4.90 million; this is 9.5% more than the cost of the average data
breach (USD 4.45 million).

Saxena et al. [36], proposed the division of insiders into three different types, as shown in Figure 2 These insider
types are defined as follows:

Malicious insiders Careless insiders Compromised insiders

Figure 2: Types of Insiders [37].

. Malicious insider: A person who willfully misuses their access rights to hurt the organization for their
benefit, for example, a dissatisfied worker who intentionally sells confidential information.
. Compromised insider: A person who has been the object of a malicious attack, the compromising of which

allowed third parties access to personal data that allowed them to access insider systems. Examples include a
person subjected to spear phishing, bribery, and social engineering targeting staff.

. Careless insider: Individuals who do not pay attention to or are ignorant of their company's security
policies; as a result, they make mistakes that expose data and harm the company. For example, staff members may
write down their credentials and fail to properly save them, resulting in their eventual acquisition by a third party.

The process by which external attackers breach secured networks has been the subject of numerous studies.
Safeguarding a network from behind an organization's secured walls has received increased attention recently. In
this regard, it is crucial to identify the factors that make an insider threat possible. Three elements are involved in
this consideration, namely capability, opportunity, and motive, as shown in Figure 3 These insider threat elements
involved are defined as follows: [38] :
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Insider Threat
Elements

|
l | |

Capability Opportunity Motive

Figure 3: Insider Threat Elements.

Capability: When security measures are adequate, an insider threat must advance technologically.
Technical knowledge enables sophisticated insider threats that carry out complex maneuvers and hide
their traces from auditing systems. Furthermore, skilled attackers can change their behavior to avoid
identification by detection schemes.

Opportunity: A crime cannot be committed without opportunity. A system administrator or other insider
role within the organization could present an opportunity, as could the misuse of security mechanisms
during their development, installation, or enforcement.

Motive: Given the frequency of criminal activity by insider threats, it is useful to consider the conditions
that may encourage someone to do so. A person may become an insider threat due to discontent, outside
influences, or financial hardships. In one study, four different categories of causes were identified:
personality features, emotional states at the time, mental diseases, and a propensity for hostile behavior

[39].

The CERT [40] defined three categories of criminal activity related to malicious insider threats: intellectual
property (IP) theft, fraud, and IT sabotage, which are defined as follows:

5.

Insider fraud: Approximately 61% of businesses consider insider fraud to be extremely pervasive within
their organization, making it one of the most prevalent types of attack [41]. When an insider leads a scam,
their goal is typically to make money. This accentuates how firms must devise mitigating strategies to
safeguard assets because financial gain plays a role in such attacks [39].

Insider threat sabotage: Usually carried out by insiders with highly skilled and technical positions, this
type of threat aims to compromise information systems by employing malware, such as advanced
persistent threats (APTs) and privilege escalation tactics. These attacks are motivated by the desire to
damage individual or organizational data as a result of stress, disappointment, or dissatisfaction [42].

IP Theft: Intellectual property theft includes stealing important information, such as customer lists or
source code. Technical tactics, including phishing emails and network transfers, are performed by those
with authorized access [39].

Future research directions and challenges

This review of previous studies has presented the range of models and techniques used by researchers to detect
insider threats. Many of these studies have focused on the complexities of dealing with insider threats, primarily
because they differ from other types of cyberattacks. In most cases, cyberattacks are not initiated by malicious
outsiders or software. Rather, they are conducted by insiders who have been granted access to organizational
systems, data, or assets and misuse or abuse that access for malicious purposes. Threats have the distinct advantage
of bypassing security controls and going undetected, which can cause significant damage to organizations,
including data breaches, intellectual property theft, and vandalism. As a result, insider threats are very common
and can have catastrophic effects on many organizations. Previous studies considering such threats have yielded
insightful information, yet there are still several unresolved challenges and gaps:

1. Genuine and extensive public datasets of insider threats are rare. Because these incidents are so sensitive,
organizations frequently find it challenging to provide researchers access to full information about their threat
incident cases. Although the CERT dataset has made an effort to present information that is as realistic as
possible, it is difficult to account for the inherent differences between synthetic data and real-world scenarios.

. The quantity of false alarms increases as insider information increases because there is a lack of context,
which requires considerable time, human, and material resources.

. Conventional techniques for identifying insider threats focus on rules-based strategies developed by subject
matter experts; however, their rigidity and lack of resilience limit their application.
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Datasets are commonly imbalanced because there are significantly fewer malignant cases than normal cases.
Most companies emit large amounts of data, such as logs, network traffic, and user activity. Analyzing this
data in near real-time to detect insider threats will require modern algorithms that can handle both the amount
and speed of information.

Insider threat detection techniques, such as those based on UEBA and machine learning, may have difficulties
achieving the necessary balance between the ability to detect potential threats and the prevention of false
positives and negatives. False positives can lead to unnecessary investigations and outcomes, which can
increase the workload of security professionals. On the other hand, false negatives can result in undetected
insider threats. Therefore, striking the right balance between detection accuracy and false alarm reduction is
a significant challenge for UEBA and machine learning research.

Insider threats are dynamic and change over time. UBEA techniques and machine learning frequently fail to
adapt to new and developing threat patterns. Traditional UBEA and machine learning algorithms may be
unable to detect improved insider threat techniques or novel attack vectors. Future research should focus on
developing methods for detecting new insider threats and regularly updating UBEA models to stay up with
the changing threat landscape.

False positives provide a substantial obstacle when dealing with unexpected changes in employee behavior.
Alert fatigue caused by a high amount of false alerts can desensitize security personnel, resulting in genuine
dangers being noticed or ignored. Previous research has shown that false positives have a negative impact on
the performance of insider threat detection systems, emphasizing the significance of improving detection
algorithms to reduce false alarms while retaining high detection rates [43].

One of the biggest technical challenges is distinguishing between normal user behavior and malicious actions
without invading people's privacy. Traditional ways of spotting unusual activity, like using rules or statistics,
often give many false alarms because of their inability to differentiate between normal and malicious
activities accurately.

More effort is needed to detect insider threats and make them less harmful. Here are some recommendations for
future work on insider threats:

1.

2.

6.

Future efforts should focus on more refined artificial intelligence (Al) and machine learning algorithms (big
data, deep learning, federated learning, and hybrid models) to spot and sort out the dangers of insider threats.
Threats present in textual data, such as e-mail and messaging between coworkers, may be detected by natural
language processing (NLP) using advanced neural language programming techniques, which help understand
their contents' meaning.

Future work may include increasing security awareness and annual training to minimize and eradicate insider
threats.

Future research should use innovative technology solutions such as Isolation Forests or One-Class SVMs
[17],[22] to detect insider threats without compromising employee privacy. These models can understand
user behavior patterns, detect malevolent intent deviations, and reduce false positives through continuous
learning and adaptation [43].

Future research should focus on developing more complex behavioral analytics methods to better understand
and predict insider threat behavior. Examining user activity patterns, access logs, network traffic, and other
relevant data sources can help spot anomalies and potential indicators of malicious activities.

Advanced detection methods for insider threats are needed, requiring the integration of multiple data sources,
such as user behavior, network logs, access data, content analysis, and video monitoring. This comprehensive
view aids in early detection and mitigates false positives.

Future efforts should focus on Endpoint Detection and Response (EDR) systems, which can detect and
neutralize insider threats at the endpoint level. Al-powered EDR systems can continuously monitor endpoint
activities, identifying patterns or unexpected actions that signal malware existence, enabling faster
identification and reaction in distributed and heterogeneous enterprise contexts [44].

Conclusion

In conclusion, given the ever-evolving threat landscape, insider threats are a significant concern for security
analysts. Detecting insider threats is essential to cybersecurity, particularly for companies that want to safeguard
their intellectual property and sensitive data from malicious attacks. Insider threats can arise from employees,
contractors, or anyone accessing the company's data and systems. Insider threats are detected and addressed via
technology, laws, and behavioral analysis. Preventing and identifying harmful behavior is more crucial than ever.
The fundamental purpose of surveillance is to utilize machine learning to classify user behavior as normal or
malicious based on their activity. Although the boundaries and descriptions of insider threats remain unclear, much
research is needed. Therefore, understanding and gaining insights into detecting insider threats is an important
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research direction. The survey paper provides a comprehensive overview of insider threats by examining and
classifying the available literature in digital repositories. It sheds light on the role of machine learning-based
methods in detecting these malicious threats. Also, it highlights the challenges and vulnerabilities in insider threats,
making it a valuable reference for researchers.
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