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Abstract

A heterogeneous wireless sensor network (H-WSN) comprises multiple sensor nodes having varied
abilities, like diverse processing power and sensing range. H-WSN deployment and topology control
seem to be more difficult than homogeneous WSNSs. Research on H-WSNs has increased in the last
few years to improve real-time sensor networks' reliability and deliver better networking services
than a homogenous WSN does. When it comes to H-WSN's energy consumption and security, the
major problem remains the efficient routing process. To that end, this research aims at
demonstrating how an efficient routing algorithm of hierarchical H-WSN can greatly enhance the
network's performance. It is important to note that the nodes' capabilities mostly determine the
suitability of a given routing algorithm. Hence, the H-WSN design issues for routing in a
heterogeneous environment are discussed in this paper. This research designs an Optimal Energy
Conservation and Security-aware Routing Algorithm (OECS-RA) for H-WSN using clustering and a
secure-hop selection scheme. In this proposed model, the optimal cluster head selection and routing
have been found through various computational stages based on the energy conservation of each
sensor node. It further secures the transmission by selecting the secured node with credential factor
computation and comparing each hop of the optimal route. The MATLAB simulation scenario finds
the significant performance of the routing mechanism with security compared to existing models.
The proposed OECS-RA gives highly recognizable throughput, lifetime, energy efficiency, and
reliability. With these results, this proposed algorithm is suggested for real-time implementation in
the medical industry, transportation, education, business, etc.

Keywords: Heterogeneous Wireless Sensor Network; Energy Optimization; Cluster; Security;
Routing

1. Introduction

Wireless sensor networks consist of a large number of small nodes with various features, like
conscience, broadcasting across small distances, and multi-hop routing [1]. They are tiny nodes with
numerous capabilities, including the provision of wireless transmissions, processing, and
high sensitivity and selectivity. They are deployed in remote places to acquire, monitor data, and
communicate sensitive details regarding specific processes that are intended to be monitored in that
domain. According to the purposes and goals that are being met, sensor nodes can be deployed in a
variety of ways: either in a uniform, random, or linear fashion [2-3]. Nevertheless, WSNs can be
used in a variety of ways to gather data and conduct mission-critical operations more quickly and
effectively. In this context, mission-critical activities require an extremely high number of nodes that
are responsible for information sensing, data processing, and the establishment of a communication
link between other nodes [4]. Due to a large number of sensor nodes and the need to analyze and
monitor data, WSNs often conserve more energy than other types of networks.
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In general, the batteries are used to energize WSN nodes. WSN energy consumption seems to be an
important factor to consider while designing and implementing a real-time network. Various
strategies, algorithms, and protocols have been used to reduce energy consumption and increase the
network's lifespan [5]. There are two types of WSN environments such as heterogeneous and
homogenous WSNs. When all nodes have the same starting energy and hardware capabilities, a
homogeneous mechanism has been used, while a heterogeneous mechanism can be used when all
nodes have varying degrees of energy and hardware capabilities, respectively. In recent years, low-
energy adaptive clustering algorithms, multiple heterogeneous routing protocols, and energy
management have become offered [6-7]. When it comes to sensor networks, clustering is often taken
into account since it provides for greater flexibility in routing. In addition to acting as fusion points
for data aggregation, cluster heads help minimize the quantity of data sent to the base station.
Battery life and hardware complexity are about the same among sensors in homogenous networks.
In a homogeneous network, it is obvious that the cluster head nodes will be overloaded with long-
range broadcasts to the far base station and the additional processing required for data aggregation
and protocol coordination when using static clustering only [8]. As a result, the cluster's head nodes
are the first to die. For maximum efficiency, the system should be shut down with as little lost
energy as possible, such that each node's battery runs out at around the same time.

On the other hand, the disadvantage of a homogenous network and role rotation is that all nodes
must have the hardware capabilities sufficient to operate as cluster heads. When a heterogeneous
sensor network is deployed, on the other hand, different nodes with various battery capacities and
capabilities are employed [9]. To ensure cost efficiency, just a few cluster head nodes can have the
more complicated technology and additional battery power, which can be housed in those nodes.
However, fixing the cluster head nodes prevents role rotation. Because of this, the sensor nodes that
are farthest away from the cluster heads always consume more energy than those that are nearest to
them. When nodes employ multi-hopping to reach the cluster head, the nearest nodes have the
biggest energy cost since they are repeating information back and forth [10-11]. As a result, the
network's energy drainage pattern is never consistent. WSNs are more likely to be heterogeneous
networks than homogeneous ones because of the radio communication features, random
occurrences, and failures such as short-term connection failures or the morphological characteristics
of the field. On the other hand, in homogeneous networks, the routing protocols can operate
effectively, and in heterogeneous networks, they struggle to distribute energy equally amongst
nodes, and this results in a decrease in their performance compared to protocols that work in both
circumstances [12].

Another aspect of H-WSNs is the challenge of ensuring network security for reliable
communication. Confidentiality, integrity, availability, authentication, and non-repudiation are
among the security objectives that drive the need for secure communication between heterogeneous
devices in H-WSNSs [13]. Numerous security mechanisms have to be designed and implemented to
ensure that the communication should not be harmed by any assault. These networks can allow
communication to go easy at the cost of possible hazards, however, these threats are rising in scope
as technology advances. The establishment of trust between the transmitting devices is a critical step
in initiating communication among these systems [14]. Security mechanism becomes critical in
these systems due to their diverse nature, dynamic and powerful transmission system, and lack of
dependability among the gadgets along with energy management. The trust in energy-efficient
network frameworks is the confidence or certainty that exchange points based on historical
correspondence are reliable with minimal energy consumption [15]. Before devices begin
communicating with one another or doing any computational activity inside the framework, a basic
stage seems to be the establishment of trust. Thereby, this article works contributes the following
features:

This paper includes clustering and a secure-hop selection technique to develop an OECS-RA
(Optimal Energy Conservation and Security-aware Routing Algorithm) for H-WSNs.

The ideal cluster head selection and routing have been determined in several computational phases
based on the energy conservation of each sensor node to pick the best possible path.

It uses credential factor computation which selects the secure node and compares each hop of the
best path.
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The upcoming section involves extended literature study followed by proposed work. After covering
detailed explanation of the proposed OECS-RA, this article presents the result and discussion
section. Finally, this article endsup with conclusion and the future scope.

2. Related works

The extended literature study on related works concentrated on the two major challenges to H-
WSNs such as energy efficiency and security. Some of the related works are discussed below:

To increase the energy efficiency of H-WSNs, Abdul Qawy et al., [16] suggested the Threshold-
oriented and Energy-harvesting enabled Multi-level Stable Election Protocol (TEMSEP)
implementing reactive protocols based on hierarchical clustering, energy-harvesting relay nodes, and
heterogeneous sensor nodes that provide infinite battery initial energy. In their protocol, rather than
transmitting data continuously, the network nodes in TEMSEP could adapt to changes in key
parameters or events of interest by sending their data only when necessary. Using heterogeneous
threshold values and a sliding window formulation, they presented a novel thresholding model with
a reactive behavior detection mechanism. By decreasing network traffic load by up to 53% and
saving up to 73% of the total dissipated energy, TEMSEP significantly enhanced network
performance, according to substantial simulation results.Abbas et al., [17] proposed and evaluated a
Heterogeneous Network Protocol with Energy Efficient Approach (HPEEA) delivering energy-
efficient routing protocol design solutions. They used clustering protocols to create
efficient routing for heterogeneous WSNs in this work. Their HPEEA was based on the location
data and residual energy of sensor nodes. By employing the suggested HPEEA protocol and its
ideal delays of the initial node in a heterogeneous WSN, the stability period in network lifespan was
increased using stable concentric clustering by selecting a cluster head using coupling rate and the
location of aggregate nodes, leveraging K-theorem. With this protocol, the number of dead nodes
decreases dramatically throughout 5000 rounds as the number of nodes in the network grows.
Compared to existing protocols, these two novel techniques have a longer network lifespan. WSN
clustering has been afflicted by the challenge of selecting cluster heads from a pool of network
nodes or members of an associated cluster regularly.

An enhanced energy-efficient network-integrated super-heterogeneous routing protocol (E-
BEENISH) was presented by Zhang et al., [18], which could analyze the communication energy
consumption of WSN clusters and a vast variety of energy levels. As the remaining energy and the
distance from the sink to the node were weighted, E-BEENISH calculated the probability of each
node becoming a cluster head. Furthermore, they investigated the effect of node heterogeneity on
energy consumption in the simulated H-WSN. After examining the sensitivity of their stable election
process, they discovered that the E-BEENISH had the longest stability area for the appropriate
weight and distance of the heterogeneity parameters that capture energy imbalance in the network. It
is critical for many applications that the E-BEENISH could extend the system lifespan by an order
of magnitude compared to conventional clustering procedures. When an attacker has access to a
wireless sensor network's pre-existing information, existing security measures for data sharing
among heterogeneous sensor nodes were examined by Parande, S., & Mallapur, J. D. [19]. Although
certain security vulnerabilities were observed in H-WSNSs, there is still scope for improvement in the
methods that are being used today. They incorporated several static sink nodes scattered throughout
a geographical region and mobile sensor nodes of the H-WSNSs. Analytical modeling was used to
create a lightweight encryption technique to obtain a dynamic authentication policy. Their proposal
was developed in MATLAB and the results of the model showed that it offers lower memory
reliance and cheaper cost in comparison to conventional security techniques. However, they did not
concentrate on the energy consumption of H-WSN, which is the crucial parameter for network
lifetime assurance.

Mall et al., [20] employed a drone-enabled architecture that could be utilized in an unsupervised
environment to receive information from the sensor node. They proposed a lightweight mutual
authentication and session key agreement technique for H-WSNs. They were focused on building a
security protocol using Physically Unclonable Function (PUF) technology with a hash function to
ensure lightweight features. No security vulnerabilities were found in Scyther Simulation findings
for the proposed CoMSeC++, according to their results. According to non-formal security analysis,
the suggested CoMSeC++ was impenetrable to many threats. PUF technology
could help CoMSeC++ secure itself from drone and sensor node compromise assaults, which are
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both vital and potentially damaging. So even if an attacker gets hold of the sensor node or drone,
they would not have had access to any sensitive data. In addition, their model performance aspect is
remarkable with lower computation and communication costs.

According to Bhushan, B., and Sahoo, G. [21], the efficient clustering architecture could overcome
many security issues and improve the energy efficiency and lifespan of the network. The suggested
Intelligent and Secured Fuzzy Clustering Algorithm with Balanced Load Sub-cluster Formation
(ISFC-BLS) routing protocol for WSNs and the accompanying maintenance techniques and routing
algorithms was established as a safe and energy-efficient approach. They proposed a strategy for
selecting cluster heads in hierarchical topology based on a fuzzy-based clustering technique that
promoted cooperative communication in the network, and a balanced load sub-cluster creation that
could help to identify the nodes that join the cluster. They used ant colony optimization to find the
most efficient route to the target. The authors claimed that ISFC-BLS is more effective and secure
than existing clustering strategies, such as energy-efficient heterogeneous ring clustering by
reducing the number of control messages and the node energy consumption for increasing network
lifetime and reducing energy consumption. These existing approaches were influenced by proposing
heterogeneous wireless sensor network design with optimal energy conservation and security
through efficient routing algorithms. The extended literature study helps to fix the research problem
and opens up the path to finding a research solution that improves the performance of many real-
time applications using H-WSNs with optimal energy consumption and the highest security. The
following section gives the design methodology of the proposed Optimal Energy Conservation and
Security-aware Routing Algorithm (OECS-RA) for H-WSN using clustering and a secure-hop
selection scheme.

3. Optimal Energy Conservation and Security-Aware Routing Algorithm (OECS-RA)

The proposed OECS-RA is intended for H-WSNs having a network of sensors having wireless links
with dissimilar communication ranges for example, as shown in Figure 1. The H-WSNs can have
different communication technology like IEEE 802.3, IEEE 802.11, and ZigBee. In H-WSNSs, varied
nodes with multiple sensing ranges or computing capabilities, or a WSN in which nodes are outfitted
with distinct sensors to provide different sensing services. While deploying WSNs, we can achieve
the right balance between cost and performance by mixing high-end and low-end sensors. This is
because the high-end sensors have high process throughput and long communication or sensing
range, while the low-end sensors have low process throughput and short communication or sensing
range. WSNs benefit from clustering since it increases their scalability and lifespan. Since sensors in
WSNs are battery-powered and often unattended, energy consumption must be minimized to extend
the network's lifespan in all areas. Routing protocols in H-WSNs are application-dependent, and the
goals they are designed to achieve vary depending on the applications they are used for.
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Clustering Cluster Head Selection Secure Hop Selection

Optimal Energy Conservation and Security-aware
Routing Algorithm (OECS-RA)

Heterogeneous Wireless Sensor Network

Figure 1: Architectural Model of H-WSN using OECS-RA

The H-WSN can be constructed of hundreds of sensor nodes spread randomly. To extend the life of
a sensor network, clustering has become one of the greatest techniques to reduce energy usage. The
scalability and lifespan of the network can both be improved as well through clustering. Clustering
techniques for HWSNs should be energy efficient to leverage the advantages of node heterogeneity.
The proposed OECS-RA ensures security and improved energy efficiency by integrating an
optimized clustering scheme and secure hop selection as seen in figure 1. The real-time
implementation of H-WSN with OESC-RA begins with the establishment of various sensors having
different characteristics to achieve a common goal or to assist in significant decision-making. After
implementing H-WSN, the clustering technique is applied with the assurance of minimal energy
conservation. In this scheme, the cluster nodes and cluster heads are selected based on the
probability values of communication cost and residual energy. The lesser communication cost and
residual energy of a node become the criterion for selecting a node as a cluster head.

The routing technique for the data transmission in the H-WSN using OECS-RA have minimal
distance and low power consumption for each hop. Eventually, the security scheme of the proposed
OECS-RA ensures the confidentiality, availability, and integrity of the data to be communicated
through the H-WSN. As a result of the open nature of H-WSN communication channels, they are
vulnerable to a variety of attacks, such as denial-of-service attacks, sibyl attacks, wormhole attacks,
spoofing, selective forwarding attacks, tempering attacks, and flooding attacks. The secured hope
scheme uses a hybrid evolutionary algorithm to prevent various security attacks.

Mathematical Model for Optimised Energy-Efficient Clustering and Routing

In Figure 2, the green circles indicate overlay sensors while the orange circles represent standard
sensors in a square sensing area with side lengths of M meters. All information gathered by the
sensors must be sent to a receiver/collector that is beyond the sensing area. In what follows,
"receiver" and "collector" are used synonymously. The sensing field is placed at L meters from the
collector's position of (0,—L). Assume this spot to be permanent. This work presumes that the
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sensors have pre-configured or self-configured such that they all know where the receiver is. The
number of regular sensors out there is larger than overlay sensors and denoted by S.
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Figure 2: Sample Square Sensing Area of H-WSN

It is presumed that they are dispersed evenly around the playing surface. Furthermore, there are N.p
(where N, g > 1) randomly placed overlay sensors out there. It has been shown that, on average,
only p overlay sensors are functioning at any given moment (the average number of clusters
becomes p). Overlay sensors can rotate through the role of cluster leader as detailed below. A
particularly unequal topology owing to randomization in installing these overlay sensors can lead to
quick energy depletion of a single overlay sensor, which in turn can have a negative influence on the
life span of the network, which is why redundancy is used. To "even out" the random impact of
deployment, it is possible to deploy more overlay sensors than are strictly necessary and then
randomly select a subset to be active at any one time.

The working hypothesis is that sensed data is collected at regular intervals, with each interval being
called a "round."” During this time, which this work calls a round, one packet of data is detected and
sent to the cluster head. This packet, along with the packets from each sensor in the cluster, is sent to
the collector during the circuit. When the overlay sensors are turned on, this work presumes that all
the other sensors have a continual supply of raw data to transmit. This means that in every iteration,
each sensor can have m bits of data to transmit. At the beginning of each cycle, the overlay sensors
decide in real time which nodes will serve as cluster heads. If this is the case, it announces its
presence to the regular sensors and begins gathering information from the sensors that have joined
its cluster. When deciding which cluster to join, normal sensors consider the intensity of the
broadcast signal. The fact is that the closer a head is, the stronger its signal, therefore the closest
head is the one that gets picked. Overlay sensors that opt out of becoming cluster heads for the
current round enter a sleep state during which they do not participate in any activity. Each sensor in
the cluster contributes data, which is then sent to the collector. The current round has concluded, and
the next one has begun. To guarantee that there are typically clusters in the network, this
work mandate that each overlay sensor be active exactly once each round. The following deliberates
the proposed energy model statistically. Let &, be the transmission energy, &, be the reception
energy, and &, be the sensing energy. The proposed energy model can then be represented as
follows:

g = (B xm = 1F) + (E; xm);
Emoder = & = EY *m; (1)
& = Ec *Mm;

Equation 1 gives the basic model description which describes how each node spent energy for
transmission, reception, and sensing. The energy transmission includes the dissipation of energy per
bit E; chosen as 100X10~1? and bitwise transmission energy E, chosen as 50X107°. The [ is the
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length from sender to receiver and transmits m bits with a constant 8 = 2 depending on the signal
attenuation in the sensing and transmission environment. This work has experimented with two
different aspects of having constant values of g =4 and g = 6. The E, and E.are the energy
received and spent per m bits. Apart from this, cluster formation and data processing with high
confidentiality demand more energy in the heterogeneous wireless sensor network.

Analyzing how long it can take a sensor in the network to run out of power is considered in this
research. With this in mind, this work explains how energy should be distributed between overlay
sensors and conventional sensors, and how many clusters should be used. As long as there are at
least N rounds in a row, each overlay sensor has been cluster head at least once in the selected H-
WSN. This analysis model evaluates the cluster head energy efficiency along with the normal

Sensors.
E.=C"+[C"+ (K" |E[IP])] * Den—rc (@) 2
gn =C" + [Cuu + (KH % |E[Xﬁ]|)] * DE(T/p) (3)

Equations 2 and 3 represent the energy consumption of the cluster head €. and normal cluster
&, respectively. The variables C', C",C"',C"",K' and K'' are the constant variables depending on
the number of sensors, heads, and bits in each packet, and the amount of energy consumed by the
circuitry to process each bit. The random variable X denotes the distance between the normal sensor
and the cluster head. A successful transmission from a cluster head ch to a remote collector rc can
be predicted by the number of active cluster heads and denoted by D_;,_,..(p). As a function of the
average size of the cluster, the number of transmissions required to ensure a successful transmission

is denoted by DE(T/p). The T is the total number of sensors in the chosen H-WSN.

Table 1: Constants and their Formulas

Sl. Constants Formula
No:
1 c’' ([2 * my, * E;  M?] + [my, * E,])
T
A <[5— 1] *Ey*ms) + (mg + E;)

2 Cll T

5 *mg * E;
3 c" (N *my +E,) + (N »mg = E)
4 (i N *mg + E;

! T

5 K Y e, 215,

p
6 K" N *mg + E;

Table 1 gives the computation formulas of various constants used in the energy efficiency analysis
model. The m, represents the number of bits to be transmitted in the broadcast network. The 5
should be lies in the natural numbers set, %e N. In the H-WSN, the heterogeneous sensors are
assumed to be distributed in a uniform manner (Gaussian Distribution), both in x and y axis.
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EIY] = [Ygx M/?] + M/ + (L« M) + 17 [EQ?]] wherel=x+ (y + M) (4)
EY?1 = 193550+ (D% + 7/ x (L M?) + 25/ 15 % (12« M) + 2+ L2 « M) + L% |E[14]]

where I2 = (x + (y + M)?)? ®)

Equations 4 and 5 are used to represent the sensor distribution in the H-WSN environment, where
Y = I2. For the heterogeneous scenario, the above equations can assist to estimate an appropriate
distribution of energy, as well. With diverse types of sensors and a certain cost and task in mind,
the energy should be allocated to the overlay sensors and the normal sensors. Sensors with different
life expectancies can be compared using this criterion. Sensors that are not deemed retrievable and
reusable would fall under this category.

x C’+[C”+(K’*|E[lﬁ]|)]*Dch—rc(p) . « 8

5 SR BB D () CHE B[P ID I Den—re®) | € HC + KB XEIDID (T /p)

(6)

Equation 6 gives the ratio of energy allocated to the overlay sensors to the normal sensors. The
network lifetime in terms of the round can be computed as follows:

o

No=N (C”’+[C””+(K”*|E[XB]I)]*Da(T/p)) )
Equation 7 computes the last round of the active transmission in the H-WSN and is denoted by N;.
The o represents the energy allocated to the overlay sensors, and § represents the energy allocated
to the normal sensors. These equations are challenging to conclude from because they lack a closed-
form solution in some circumstances. This work obtained some insight, though, by solving the
equations numerically under certain conditions. To keep things simple, it is assumed that flawless
scheduling is accomplished at the MAC layer and that Da(T/p) = Dgp—re(p) = 1. In other words,
the structure of the study does not change even though the MAC scheme has a different function. In
the absence of such a limit, the additional overlay sensors would raise the network's overall energy
consumption and therefore its lifespan.

1 —
Avg = T k=1Tk = Lik=1Fopt; - %
P TZT P.(ch) =XT_. P, . (ch) *(1 ”Eb b (8)

The selection of cluster after clustering has been decided based on equation 8, in which the average
probability Py,  of a node to become the cluster head is performed by computing the probability of
each sensor node P, (ch). The residual energy and its mean are used to find the cluster head and
denoted by ¢, and &, respectively. The secure routing model of the proposed OECS-RA has been
discussed as follows:

Node Selectivity
Factor
Data Source
Selection
Dynamic Trust
Value

Figure 3: Secure-Hop Selection Scheme of the Proposed OECS-RA

The hybrid evolutionary algorithm combines the security computation model and the ant colony
optimization (ACO) algorithm-based routing as seen in figure 3, to ensure secure routing in H-WSN
with minimal effort and maximum efficiency. Due to the legal identity of the malicious node, node
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capture, a common technique for a security attack in H-WSNs, isthe most difficult to defend
against. The behavior of a malicious node differs significantly from that of typical sensor nodes,
even though inside assaults are hard to protect against. As a result, it is possible to distinguish
damaged nodes apart from healthy ones based on their behavioral characteristics. By sending their
data solely through trustworthy nodes, the non-compromised nodes can subsequently steer clear of
these compromised nodes on the routing path. The source node uses the trust factor to identify the
neighboring node that is most dependable and to defend against internal assaults. The two aspects of
the above-drawn model have been discussed subsequently. The security computation model
computes the dynamic trust value and the node selectivity factor to prevent various H-WSN attacks
specifically blackhole and flooding attacks by selecting trusted data sources. These parameters are
assessed while selecting the secure transmission path for hopping from one node to another node.
For real-time event-driven applications, this securing routing mechanism is suggested in this article.
In such scenarios, the events happen at random and at irregular frequency throughout the active
region denoted by A[Ev;], implying they might happen anywhere in the monitoring area. The
active region of an event in the target field provides the context of the HWSN. The following
equation represents the computation formula of A[Ev;].

A[Evj] = {n,}wherek =123,..Tand D (nEvj,nk) <S, 9

In equation 9, the constraint D (nE,,j.nk) < S, represents the distance between the event-exhibiting
node Ny, and the other normal nodes in the active region should not exceed the sensing range S,..

The proposed detection model detects the event Ev; happening around the active region A[Evj].
This detection model presents the binary output and is denoted by,

Do - {0; n, AA[Ev;|

- 1
G m3A[Ey] (10)

The event radius Evy decides the size of the active region A[Evj] as formulated in equation 10. An
event spanning a larger region can cause a greater number of sensor nodes to notice the event Ev;,
hence the larger the value of Evy, the more sensors there are in A[Evj]. All of the sensors that are
currently picking up the event Ev; are included in A[Ev;], and A[Ev;] € Ve is required. Similar data
is gathered by the sensor nodes in set A[Evj]. These sensors pick a leader node named data source
from among themselves to prevent the transmission of redundant information and conserve energy.

The data source n; creates and sends the data packets on behalf of all the sensors observing that
event. The data source has been selected using the rule as follows,

n; = argmin(g, * D(n;,n;) * Dt,,) (11)
i€A[Evj]
_ my+mg—mp
Dt, = w, * [mmax*N + w, * [—mT+mg ] (12)

A more trustworthy node can be chosen as a data source from the result of the dynamic trust value
Dt,, computation and evaluation of the node n;.The suggested method begins with Dt, = 1, and
varies as per the node characteristics in the active region. The value of Dt, has an inverse
relationship with a node's trustworthiness, meaning that the lower the value of Dt,, the more
trustworthy the node is. The residual energy ¢, in equation 11 is considered to ensure the lifetime of
the leader node. Along with this process, the proposed security scheme ensures the maximum trusted
nodes in the H-WSN. In equation 12, the weights w, and w, represent the relative weights of
packet transmission behavior and packet dropping behavior, respectively, N represents how many
rounds the node has participated in the network. m,,,, is the maximum number of bits a node can
send using the initially available energy, where m,. is the number of bits received by a node, m,
represents the number of bits created by the node itself, m,, is the number of bits transmitted by the
node. The three objectives of minimizing total energy cost, minimizing delay, and maximizing D¢,
are combined into a single heuristic known as the node selectivity factor by assigning weights to
each of the three objectives to evaluate a sender's neighbors and identify the most appropriate
forwarding node. The node selectivity factor denoted by SF, at a sender node n; is computed as
follows.
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SF, = wg *mine! + wy * mind” + w, * max Dt,, (13)

In equation 13, the parameters w,, w4, w, are the weights associated with the total energy cost &7,
path node delay d7, and dynamic trust value Dt,. These parameters should follow the constraints
such as 0 < w,, wy, w; < land w, + wg + w, = 1. Routing in WSNs is a well-known NP-hard
problem, making it difficult for traditional optimization approaches to get a solid result quickly.
Such complex optimization problems are particularly suited for metaheuristic approaches.
Metaheuristic approaches have been widely employed to solve problems relating to WSNs and have
been demonstrated to perform better than traditional optimization strategies.

The optimal routing part of the secure-hop selection scheme uses an ant colony optimization
algorithm that performs a min-max ant system to select the shortest path for every hop. Since ACO
is a construction-based method, it is more suited for routing needs. The construction graph seems to
be a common weighted graph used to represent the solution space of ACO. Problems with
predetermined and precise sources and destinations are better suited for ACO. The main goal of
ACO is to find the best path across the building graph. To discover a solution to the issue at hand,
ACO imitates the foraging activity of ants.

The shortest route between an ant colony's nest to a source of food can be found by examining how
quickly they assemble. The ants leave behind a flammable chemical, known as a pheromone, on
their return journey from the food source, and they favor the path with the highest pheromone level.
The pheromone level on the shorter pathways rises as a result of the quicker travel times and
therefore greater frequency of visits on the shorter paths. As a result, more ants are drawn in, the
strength of the pheromone rises, and eventually, most of the ants congregate along the shortest path.

The primary element in an ant colony's collective learning behavior that determines the shortest
route from the colony's nest to a food source is thereby the pheromone. Several ants are formed at
each source node in the network, and they are tasked with finding a route to the leader node. To
update the pheromone values, or routing tables, at intermediate nodes, these ants store information
about the quality of the nodes they pass while hopping from the source to sink including energy
consumption, residual energy, bits generated, bits received, bits transmitted, and delay. Pheromone
value p, and a heuristic function @, are indeed used by the ants to choose a neighboring node. The
quality of the leader node is represented by the pheromone values. Heuristic function values @,
represent a node's local information.
SF. 1 _ _ 1

Jk a' JE ™ wermin el

+wg*min dT +w¢+max Dt (14)
The node selectivity factor is the inverse of the heuristic value for the routing problem as shown in
equation 14. The sensor nodes in the H-WSNSs keep track of their surroundings, and when anything
happens, the nodes closest to the node provide sensing reports and begin the routing mechanism.
There are X nodes formed at every source node. By selecting the following hop for data forwarding,
each of these ants creates a routing path in the network. The following describes the mathematical
formulation of the rules used in the proposed ACO algorithm with a min-max system.

Rule 1:
Pii; r>t
k=1argmax[(p;0% * (8;0%]; r<t (15)
keNP(nj)
[(ij.)a*(@jk)b] . neeN (n;)
Where Pj = Zker(nj)[(ij)a*(¢jk)b] Y k j (16)
0; Otherwise
Rule 2:
P (t*F) < [1 = C] x pjp(it) + C° * Apjy (17)
K
—; if v(j,k)is the best path
Where Apjy = {SFjk [k P (18)

0; Otherwise
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Rule 3:

. it Ch ,
Pmax (it) = ?::13;7; + q?t * Pin (it) (19)
Where p,;, (it) = ! (20)

(1-C®)*SFmin

Under the above rules, each ant at the node n; chooses one of its neighbors at the node n,. The
parameters used in these rules are described as follows,

pjx = Pheromone level of the link between n; and n,

%k = Probability of selecting neighbor node ny by n;

Nb(nj) - Set of neighbor nodes of n;

a and b — Relative significance level of pj, and @, respectively

r = Generate random number

t = Fixed Threshold value determining exploitation and exploration by ants
it - Iteration index

C®— Evaporation coef ficient due to exploration by ants

Apjx > Pheromone level variation from pyy, t0 pmax Where ppin > 0

prjk < Pmin, then Pjk = Pmin» and if Pjk = Pmax then Pjk = Pmax-

The algorithm finds a routing path that provides the least value of SF;, for each component of the
path given the H-WSN topology and other network factors. It runs through a certain number of
iterations. At the source node, a certain number of ants are created per iteration. A path to the leader
node is built by each ant in the colony using a probability distribution. The optimal path, or the one
with the lowest value of hop distance, is chosen from among all the routing pathways built by the
ants, and it is used to update the pheromone levels on the linkages between the nodes. The goal of
this is to get the ants to congregate on the most direct route from the source to the sink.

4. Numerical results and discussion

This section covers the simulation analysis and results observed in this research. The simulation for
the proposed OECS-RA was performed using MATLAB 2021 installed in the system having the
specification of an Intel i5-x86 processor with 8GB RAM, 1TB SSD, and 2GB GPU. This
simulation analysis observed energy-efficient clustering and secure transmission with minimal hop.
The simulation was carried out in a 250 x 250-meter square environment with sensors distributed at
random. The number of sensor nodes in the field varied from 50 to 250, taking into account varying
circumstances. Along with the regular nodes, the compromised nodes are evenly dispersed over the
sensor field. In this scenario, the sink node was placed near the center of the sensing field, such that,
at (125, 125). The experiment takes 1024-bit data packets and 128-bit control packets for evaluating
transmission efficiency and security. Assume that the network's overall energy is constrained to a
maximum of 30 joules in each scenario. The malicious node count was chosen in five varying ratios
of 20%, 30%, 40%, 50%, and 60%. The performance of the proposed OECS-RA was compared with
TEMSEP [16], HPEEA [17], E-BEENISH [18], CoMSeC++ [20], and ISFC-BLS [21] in terms of
throughput, lifetime, energy efficiency, and reliability. The following results give the analysis
outcomes of the proposed research.
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Figure 4: Network Throughput Analysis in Mbps

In figure 4, the network throughput of the simulated H-WSN with the proposed OECS-RA approach
shows the lowest network throughput compared to the existing model TEMSEP [16], HPEEA [17],
E-BEENISH [18], CoMSeC++ [20], and ISFC-BLS [21]. The simulation was performed with two
different aspects of having constant values of f=4 and B=6 and chosen the best result (}=6) was
noted in the above figure. It is observed that the signal attenuation in the sensing and transmission
environment was dependent on the constant B as noted in equation 1. The varying number of nodes
from 50 to 250 showed that the increase in node length also increases the network throughput. Even
though, this proposed OECS-RA gives consistent performance by giving an average throughput of
0.5658mbps which is the lowest compared to existing models.
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Figure 5: Network Lifetime Analysis in x 103 seconds

In figure 6, the network lifetime compared to other existing models discussed above was the highest
even if clustering and trust evaluation were performed in each round. The proposed OECS-RA uses
the minimum number of transmissions by obtaining an optimized and secured route from source to
destination. This characteristic of the proposed model ensures the highest network lifetime which
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proves the significant energy efficiency. The node selectivity factor and optimized cluster head
selection played a crucial role in ensuring improved performance over other models.
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Figure 6: Energy Efficiency Analysis in Percentage

The energy efficiency of the proposed OECS-RA was analyzed in terms of energy consumed by
cluster head and overlay sensors. Based on the equations 4, 5 and 6, the energy consumed by the H-
WSN implemented using OECS-RA approach had given highest energy efficiency ratio over other
existing models discussed in this article. The average energy efficiency of the proposed model was
the highest with value 98.61% and given the optimal route selection and security. The node
selectivity factor with the three objectives of minimizing total energy cost, minimizing delay, and
maximizing dynamic trust value was computed for heurisitic analysis for ACO algorithm [21] — [22]
implemented for secure hop selection.
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Figure 7: Reliability Analysis in terms of Percentage

The reliability ratio of the proposed model was observed and plotted in the above figure. In figure 7,
the comparative analysis of the OECS-RA model over existing models TEMSEP [16], HPEEA [17],
E-BEENISH [18], CoMSeC++ [20], and ISFC-BLS [21] was effectively presented. The TEMSEP
[16] and HPEEA [17] did not consider security in their implementation, however this work tried to
incorporate the secure hop selection model in the simulation. The result observed after this was
significant compared to their original performance. The min-max system of the ACO and the single
heusitic function values @, helped to find the secured node to each hop with the optmal route with
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minimal cost, energy consumption, and maximum trust. This work concludes that the proposed
OECS-RA can be implemented in the real-time H-WSN environment which ensures lowest
throughput, highest network lifetime, energy efficiency, and reliability compared to existing models
TEMSEP [16], HPEEA [17], E-BEENISH [18], CoMSeC++ [20], and ISFC-BLS [21]. Accurate
distance, forwarding direction, ideal cluster size, and numerous pathways for packet transmission
were employed to optimize routing. The proposed model choosen a node depending on how much
energy it uses for transmission to sink compared to how much energy it has left over. A node closer
to the sink could use less energy and have a higher probability of selection than a node closer to the
source node since energy usage has been dependent on the distance between communicating nodes.
As a result, there are fewer nodes on the routing path, which causes less latency.

5. Conclusion

This study used clustering and a secure-hop selection method to create the Optimal Energy
Conservation and Security-aware Routing Algorithm (OECS-RA) for H-WSN. According to the
energy conservation of each sensor node, the best cluster head selection and routing in the proposed
model have been discovered through a number of computational steps. By choosing the protected
node using credential factor computation and comparing each hop of the ideal route, it further
secures the transmission. A clock-driven or constant update sensor network was examined with the
OECS-RA approach in this article asa heterogeneous wireless sensor network. This model
explained the creation of dynamic clusters, provided a method for calculating the ideal number of
clusters for a particular set of parameters, and displayed numerical results. Similar problems would
be investigated in the future using sensor networks that are query-driven and event-driven. It is
indeed important to take into account the likelihood of many collectors spread out across the
country.
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