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Abstract 

Windows based app locker have always been there in the app market, but only provide minimal 

security with the traditional security features like PIN, password. Moreover, the locked file / folder 

would be visible to everyone which only limits the access, which doesn’t completely preserve the 

privacy of the user. Hence there is a need of a Windows application that preserves the privacy along 

with the modern-day security features. In this paper, we have proposed a Windows based file locker 

application that uses face and emotion recognition along with an interactive GIF interface and have 

discussed its features. 
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1.Introduction

Privacy and Security are the key features that are to be kept in mind while creating any application 

when targeted to reach a wide range of people [1-2]. When it comes to File Lockers, more importance 

must be given to these features. There are several windows-based file lockers available to public in 

the application market. In this research paper, with the help of Python packages like Tkiner, Deepfake 

(developed by the famous company ‘Facebook’ now known as ‘Meta’) and many more, we have 

proposed an idea to create a new age file locker application with a new interactive GIF based app 

interface [3-6]. 

We have also discussed its key features along with its merits and demerits of the application. 

Standard  Definitions 

Facial Recognition:  

Facial recognition is a technology that utilizes algorithms to identify and verify individuals by 

analyzing and comparing their unique facial features against a database of known faces [7]. It is 

commonly used for security, surveillance, and identity verification purposes [8-11]. 

Emotion Recognition: 

Emotion recognition refers to the ability of machines to detect, interpret, and respond to human 

emotions based on various physiological and behavioral cues, such as facial expressions, tone of 

voice, and body language [12-15]. It is a rapidly evolving technology that has the potential to 

revolutionize various fields, including healthcare, marketing, and human-computer interaction [16]. 

Neural Network: 

A neural network is a type of machine learning algorithm modeled after the structure and function of 

the human brain. It consists of layers of interconnected nodes that process and transmit information 

to make predictions or decisions based on input data [17-18]. 
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2.Proposed System 

The proposed system involves developing a file locker with face and emotion recognition. Also, our 

File locker makes the respective file to disappear from the location which was present, and remains 

to be until it is unlocked. Our emotion recognition system welcomes the authorized user with an 

interactive GIF which is based on the emotions. 

Output 

Below shown images are the actual screenshots of the prototype application 

Reistration Process: 

 

 

 

Figure 9.1.1 App Starting page 

 

 

 

 

 

 

 

 

Figure 9.1.2 Registration page 

The above images Figure 9.1.1 and 9.1.2, depict the starting page and the registration page of the 

application. The registration page is where the user gives the app password and registers his face 

which serves as an authentication for the application. This registration page appears only once to get 

the authentication data. 

Login Illustration: 

The below illustration shows the denial of access to the application both on typing wrong password 

and by verifying with the wrong face. 
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Figure 9.2.1 Starting page of the app 

 

 

Figure 9.2.2 User Authentication page 

 

 

 

 

 

 

 

 

Figure 9.2.3 Invalid password entered 

 

 

Figure 9.2.4 Proceed to app button shown after re-entering the password 
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The figures 9.2.3 and 9.2.4 represent denial and grant of access to the application after entering the 

incorrect and the right passwords respectively. 

 

 

 

 

 

 

 

 

Figure 9.2.5 User Authentication page 

 

 

 

 

 

 

 

 

Figure 9.2.6 GIF displayed due to denial of access after face verification 

The above figure 9.2.6 shows the denial of access to the application due to the verification of the 

unauthorized face and redirects the user to the user authentication page with the help of the proceed 

button. 

 

Figure 9.2.7 Welcoming GIF displayed based on the real time emotion captured 

The above figure 9.2.7 depicts the GIF displayed based on the emotions captured by the webcam in 

real time. By clicking on the proceed button, you can further proceed into the app. 

Complete Illustration 

The below illustration shows the working of the app right from the start to the end.  

 

https://doi.org/10.54216/JCHCI.060105


Journal of Cognitive Human-Computer Interaction (JCHCI)                                Vol. 06, No. 01, PP. 45-52, 2023 

 
 

49 
Doi : https://doi.org/10.54216/JCHCI.060105  
Received: January 25, 2023 Revised: March 19, 2023 Accepted: July 26, 2023 
 

 

 

Figure 9.3.1 Starting page of the app 

 

 

 

 

 

 

 

 

 

Figure 9.3.2 User Authentication page 

 

 

 

 

 

 

 

Figure 9.3.3 User Authentication   page with password entered 

Figure 9.3.4 GIF displayed based on emotion observed 

 

Figure 9.3.5 depicting the locking and unlocking sections of the app 
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Figure 9.3.6 depicting the selection of the file to be locked using browsing directory 

 

 

 

Figure 9.3.7 depicting the presence of the folder named ‘test file ‘before locking 

 

 

Figure 9.3.8 depicting the absence of the folder named ‘test file ‘after locking 
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Figure 9.3.9 depicting the listing of the names of those files that are locked 

           

 

 

 

 

 

 

 

 

Figure 9.3.10 depicting the entering the code name of the file that you used wile locking,  

to unlock now 

3.Research Analysis 

The main advantage of our application is the GIF interface that works based upon the real time 

emotions expressed by the user with the help of DeepFace emotion recognition framework along with 

the security enhancement provided by the DeepFace face recognition framework. 

Though the enhancements to security and the user experience act as an advantage to the app, there 

are also some drawbacks in our prototype application.  

4. Conclusion 

Thus, the developed application prototype is quite unique in its features with some enhancements in 

the user experience with the help of GIFs. Windows based File Lockers with Facial Recognition are 

in a huge demand and our application aims to seal that spot in the market. 

5.Future Works  

In future, we are about to include a personal assistant that accompanies throughout the application 

for any kind of support. The overall size of the application would be minimized. The number of 

emotions that could be recognized would also be increased. With proper Financial and technical 

support, we could bring this application into a more competitive contender in the windows based 

application market. 

 

 

 

https://doi.org/10.54216/JCHCI.060105


Journal of Cognitive Human-Computer Interaction (JCHCI)                                Vol. 06, No. 01, PP. 45-52, 2023 

 
 

52 
Doi : https://doi.org/10.54216/JCHCI.060105  
Received: January 25, 2023 Revised: March 19, 2023 Accepted: July 26, 2023 
 

References 

[1] Pream Anand S.,Manamalli D.,Vasanthi D.,Mythily M.,Naveen N. E.. "Optimization of 

Performance Attributes Using RTDA Controller for Dual CSTR." Journal of Cognitive Human-

Computer Interaction, Vol. 5, No. 1, 2023 ,PP. 08-19. 

[2]Senthamizh Selvi.R , D.Sivakumar, Sandhya.J.S , Siva Sowmiya.S, Ramya.S , Kanaga Suba and 

Raja.S , Face Recognition Using Haar - Cascade Classifier for Criminal Identification , 

International Journal of Recent Technology and Engineering (IJRTE) ISSN: 2277-3878, Volume-

7, Issue-6S5, April 2019 . 

[3]Li Cuimei , Qi Zhiliang , Jia Nan , Wu Jianhua ,Human face detection algorithm via Haar cascade 

classifier combined with three additional classifiers , 2017 IEEE 13th International Conference 

on Electronic Measurement & Instruments . 

[4]Bhavana R. Maale , Dr. Suvarna Nandya , Face Detection Using Haar Cascade Classifiers  , 

International Journal of Science and Research (IJSR) ISSN: 2319-7064 SJIF (2019) . 

[5]Phillip Ian Wilson , Dr. John Fernandez , FACIAL FEATURE DETECTION USING HAAR 

CLASSIFIERS , Journal of computing sciences in colleges, 2006 

[6] R. Jeena,Kruthika M. ,Princy A.,Tanya A.. "Earthquake Location Forecasting In Map Using 

XGBOOST Algorithm." Journal of Cognitive Human-Computer Interaction, Vol. 5, No. 

1, 2023 ,PP. 42-45. 

 [7]JiaLi Yan, Longfei Zhang, YuFeng Wu, Penghui Guo, Fuquan Zhang, Shuo Tang, Gangyi Ding 

, Fuquan Zhang , Research on Face Recognition Method Based on Deep Learning in Natural 

Environment,2017 IEEE 8th International Conference on Awareness Science and Technology 

(iCAST 2017) 

[8]Decheng Yang , Xingwei Sun  , Fengcheng Qu  , Xuelian Liu , Research on the Application of 

Face Deep Learning Technology in University Management CETCE 2021 Journal of Physics: 

Conference Series .  

[9]Surinder Kaur,Diksha Kumari,Vandana Kumari, Control of Enviornmental Parametrs in A 

Greenhouse, Journal of Fusion: Practice and Applications, Vol. 1 , No. 1 , (2020) : 14-

21 (Doi   :  https://doi.org/10.54216/FPA.010102) 

[10]D. Nagarajan,Said Broumi,J. Kavikumar. Neutrosophic Environment for Traffic Control 

Management. Journal of International Journal of Neutrosophic Science, (2020); 9 ( 1 ): 47-53. 

[11]Ajith Krishna R,Ankit Kumar,Vijay K. "An Automated Optimize Utilization of Water and Crop 

Monitoring in Agriculture Using IoT." Journal of Cognitive Human-Computer Interaction, Vol. 

1, No. 1, 2021 ,PP. 37-45. 

[12]Parvesh K,Tharun C,Prakash M. "Apparel Recommendation Engine Using Inverse Document 

Frequency and Weighted Average Word2vec." Journal of Cognitive Human-Computer 

Interaction, Vol. 1, No. 2, 2021 ,PP. 46-56. 

[13]M.Sumithra,B.Buvaneswari,S.Ahilesharan,T.Fenix Raja Singh,J. Harish. "Online Vehicle 

Rental System." Journal of Cognitive Human-Computer Interaction, Vol. 2, No. 1, 2022 ,PP. 34-

39. 

[14]Manoj. K. N ,R. Adhithya. S ,A. H. Calvin ,Heaven. R. A ,K.S. Suriya. "Smart Parking System 

with IoT." Journal of Cognitive Human-Computer Interaction, Vol. 3, No. 2, 2022 ,PP. 08-15. 

[15] S. I. Young et al., "Supervision by Denoising for Medical Image Segmentation," arXiv preprint 

arXiv:2202.02952, 2022. [Online]. Available: https://arxiv.org/abs/2202.02952 

[16] S. Naeem, A. Goktas, F. Jamal, C. Chesneau, and S. Anam, "Machine learning-based automated 

segmentation and hybrid feature analysis for diabetic retinopathy classification using fundus 

image," Entropy, vol. 22, no. 5, p. 567, 2020. [Online]. Available: 

https://doi.org/10.3390/e22050567  

[17]R. Jeena,Kruthika M. ,Princy A.,Tanya A.. "Earthquake Location Forecasting In Map Using 

XGBOOST Algorithm." Journal of Cognitive Human-Computer Interaction, Vol. 5, No. 

1, 2023 ,PP. 42-45. 

[18] Basma K. Eldrandaly. "ActivBench: Leveraging Human Activity Inference from Smartphone 

Sensors for Human Computer Interactions." Journal of Cognitive Human-Computer 

Interaction, Vol. 5, No. 2, 2023 ,PP. 45-62. 

https://doi.org/10.54216/JCHCI.060105
https://doi.org/10.54216/FPA.010102
https://arxiv.org/abs/2202.02952

