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ABSTRACT

This review examines the role of feature selection in data analytics and its growing use in data-intensive fields,
including cybersecurity, healthcare, and finance. It surveys foundational concepts and current applications, with
particular attention to reducing dimensionality and improving the interpretation of complex relationships in healthcare
data. The review covers optimization-based methods, swarm intelligence, and feature-selection approaches for
heart-disease diagnosis, intrusion detection, and other classification tasks. It also discusses hybrid Ant Colony
Optimization and Grey Wolf Optimizer methods, alongside the Improved Salp Swarm Algorithm (ISSA). The
reviewed studies illustrate that feature selection is more than a preprocessing step: it is an important component of
machine learning and data science that can improve model efficiency, interpretability, and classification performance.
Challenges and open research directions are summarized to support future work.
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1. INTRODUCTION

Reliable preprocessing is essential for data-driven analysis.
Feature selection is a central preprocessing task: it identifies
useful information in large, evolving datasets while removing
irrelevant or redundant attributes. It has been applied in finan-
cial analysis, biological data processing, intrusion detection,
and medical applications. In healthcare, reducing dimension-
ality can also help researchers interpret relationships among
variables and disease outcomes. Earlier work has examined
feature selection for intrusion detection and ensemble-based
intrusion detection, as well as DNA-microarray classifica-
tion [1, 2, 3].

The growth of high-dimensional data has motivated methods
that group features or exploit high-dimensional model repre-
sentations, as well as broader reviews of feature selection for
complex datasets [4, 5, 6]. In healthcare, optimization-based
approaches combine genetic algorithms (GA) and support
vector machines (SVMs) to identify attributes relevant to
heart-disease diagnosis. Related work has also considered
SVM-based stock-trend prediction [7, 8]. Other studies ad-
dress streaming high-dimensional data and feature selection
for IoT traffic intrusion detection [9, 10].

Ant Colony Optimization (ACO) has been applied to text clas-
sification, unsupervised feature selection, web-page classifi-
cation, relevance–redundancy analysis, and network intrusion
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detection. Hybrid ant-and-bee approaches have also been pro-
posed for feature selection and classification [11, 12, 13, 14,
15, 16, 17]. Hybrid ACO methods combine filter and wrapper
strategies; some use feature-dimension-dependent pheromone
updates and memory mechanisms to retain the best candidate
subsets. These approaches have been evaluated on microarray
data and face-emotion recognition, among other tasks. Bio-
inspired feature-selection research also includes systematic
reviews, swarm-based optimization, and applications to soft-
ware effort estimation [18, 19, 20, 21, 22, 23]. The Improved
Salp Swarm Algorithm (ISSA), for example, introduces an
inertia-weight parameter to improve the original Salp Swarm
Algorithm and has been assessed with a k-nearest-neighbor
classifier on UCI datasets. Together, these studies motivate
a comparative review of feature-selection approaches, their
application areas, and their limitations.

2. LITERATURE REVIEW

Feature selection identifies informative attributes for a partic-
ular task and can reduce computational cost while improving
model clarity. Its applications range from cybersecurity and
biological data processing to clinical analysis. The studies
summarized in Table 1 cover medical applications, ensem-
bles, swarm intelligence, optimization, intrusion detection,
and other high-dimensional classification problems.

Medical feature-selection reviews cover DNA-microarray
analysis, biomedical signals, and medical imaging, includ-
ing practical case studies with patient data [24]. Ensemble
learning combines several models and has been investigated
as a way to improve feature selection; reviews of this area
describe its foundations, recent developments, and future
directions [25]. In large datasets, the number of attributes
can greatly exceed the number of observations. Feature se-
lection addresses this “curse of dimensionality” by reducing
redundancy and noise while retaining attributes relevant to
the target class. Swarm-intelligence reviews classify and
compare methods developed for this challenge [26].

Optimization has also been applied to clinical prediction.
A GA–SVM framework selects features for heart-disease
diagnosis and is evaluated on the Cleveland heart-disease

dataset in MATLAB. The study compares its results with
methods including CFS, Relief, filtered subset, information
gain, consistency subset, chi-squared, gain ratio, and other
attribute-based filters; classifier performance is also examined
using receiver-operating-characteristic analysis [27]. A sepa-
rate wrapper method combines the Grey Wolf Optimizer with
two-phase mutation. A sigmoid function maps the continu-
ous search space to binary feature subsets; the first mutation
phase removes features, while the second can add informative
features. The method uses a k-nearest-neighbor classifier with
cross-validation and is compared across more than 35 datasets
with approaches such as flower, particle-swarm, multi-verse,
whale-optimization, and bat algorithms [28]. Broader reviews
discuss swarm-intelligence feature selection in classification,
noting that representation and search strategies remain impor-
tant and that comparative coverage of their advantages and
limitations is incomplete [29].

In cybersecurity, a filter-and-wrapper intrusion-detection ap-
proach combines Feature Grouping based on the Linear Cor-
relation Coefficient (FGLCC) with the Cuttlefish Algorithm
(CFA). A decision tree is used for classification, and evalua-
tion on the KDD Cup 99 dataset reports 95.03% accuracy, a
95.23% detection rate, and a 1.65% false-positive rate [30].
For IoT traffic, bijective soft sets and the CorrACC measure
are used to select features for machine-learning classifiers.
The wrapper-based CorrACC procedure filters candidate fea-
tures using classification accuracy, and tests with four classi-
fiers on the BoT-IoT dataset report accuracy above 95% [31].

ACO research includes a hybrid wrapper–filter design in-
tended to reduce the computational cost of subset eval-
uation. The approach uses feature-dimension-dependent
pheromone updates for multiobjective selection and a mem-
ory mechanism for retaining strong candidate solutions. Eval-
uations use k-nearest-neighbor and multilayer-perceptron
classifiers on real-world datasets, including the NIPS 2003
feature-selection challenge, and further assess face-emotion-
recognition and microarray applications [32]. The Salp
Swarm Algorithm (SSA), a bio-inspired optimizer based on
the swarming behavior of salps, has likewise been extended
with an inertia-weight parameter intended to improve con-

Table 1. Summary of related feature-selection studies.

Ref. Focus Methodology Key findings
[24] Medical applications Review of current techniques Covers DNA microarrays, medical imaging, and biomedical signal pro-

cessing, with case studies using patient data.
[25] Ensemble feature selection Review of principles and developments Surveys ensemble learning for feature selection and identifies future

research directions.
[26] Curse of dimensionality Review of swarm-intelligence techniques Categorizes and compares contemporary swarm-based feature-selection

methods.
[27] Heart-disease detection Genetic algorithm with SVM Uses GA–SVM feature selection and evaluates its performance against

existing methods.
[28] Grey Wolf Optimizer Wrapper approach with two-phase muta-

tion
Combines the optimizer and mutation strategy for feature selection and
compares results across datasets.

[29] Swarm intelligence for
classification

State-of-the-art review Examines representation and search procedures and discusses practical
considerations.

[30] Intrusion detection FGLCC feature grouping and Cuttlefish Al-
gorithm

Reports 95.03% accuracy, a 95.23% detection rate, and a 1.65% false-
positive rate on KDD Cup 99.

[31] IoT cybersecurity Bijective soft sets and CorrACC Evaluates feature selection with four classifiers on BoT-IoT and reports
accuracy above 95%.

[32] ACO feature selection Wrapper–filter hybridization Tests the method on real-world, face-emotion, and microarray datasets.
[33] Improved Salp Swarm Al-

gorithm
Inertia-weight-enhanced SSA Compares ISSA with SSA and other swarm methods on 23 UCI datasets.
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vergence and solution reliability. In the reported comparison
across 23 UCI datasets, ISSA is evaluated with a k-nearest-
neighbor classifier and improves feature reduction and classi-
fication performance relative to basic SSA and other swarm
optimizers [33].

3. FEATURE-SELECTION PROCEDURE

Feature selection is an essential preprocessing step in data
analysis. Its objective is to identify and retain a useful sub-
set of the original attributes, thereby reducing the effects of
high dimensionality, noise, and redundancy while preserv-
ing predictive information [34]. A successful selection can
also improve the interpretability of the resulting model and
reduce computational demands. Figure 1 presents the general
transition from an original dataset to a selected subset.

Figure 1. General concept of feature selection.

Feature-selection procedures generate candidate subsets, eval-
uate their suitability, and continue searching until a stopping
condition is met. The resulting subset is then passed to the
prediction model. Figure 2 illustrates this general process.
Feature-selection approaches are commonly grouped into
filter, wrapper, and embedded methods [35].

Figure 2. Illustration of the general feature-selection process.

4. FEATURE-SELECTION METHODS

Dimensionality reduction can be performed through feature
extraction or feature selection. Feature extraction constructs
new features from the original data, whereas feature selec-
tion retains a subset of the original attributes. The reviewed
methods are grouped into information-theory-based, filter,
wrapper, and embedded approaches. Figure 3 shows this
categorization.

Figure 3. Categorization of feature-selection methods.

4.1 Filter Methods

Filter methods rank variables according to statistical criteria,
such as the distance or correlation between a feature and
the output. They select high-ranked attributes before model
training and are generally computationally efficient and less
prone to overfitting. However, they may ignore dependencies
among features. The reviewed work describes their use in
prediction from technical indicators [36].

4.2 Wrapper Methods

Wrapper methods evaluate candidate feature subsets using
a learning algorithm. Approaches such as recursive feature
elimination, sequential selection, and genetic algorithms can
improve task-specific performance, but repeated training and
cross-validation make them computationally expensive, par-
ticularly on large datasets [37].

4.3 Embedded Methods

Embedded methods perform feature selection during model
training. By incorporating selection into the learning process,
they combine aspects of filter and wrapper approaches and
can be more computationally efficient than wrappers. Be-
cause they model feature interactions as part of training, they
can also capture dependencies that simple filter methods may
miss [36].

4.4 Information-Theory-Based Methods

Information-theory-based feature selection evaluates the in-
formation provided by candidate attributes. Distributed im-
plementations on platforms such as Apache Spark have been
proposed to improve the speed and scalability of established
methods. Experiments on real-world datasets report benefits
over sequential processing, including for datasets with very
high dimensionality or many observations [38].

5. FEATURE-EXTRACTION TECHNIQUES AND AP-
PLICATIONS

Feature extraction reduces the number of input dimensions
by generating new features that represent information in the
original set. The reviewed studies describe statistical and
optimization-based extraction strategies. Feature-selection
methods are also applied across domains where data are high-
dimensional and the choice of informative attributes affects
model performance.
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5.1 Application in Neuroimaging

In neuroimaging, feature selection can address the large 
number of measurements relative to the number of samples. 
Sparse-regularization approaches combine optimization and 
classification to constrain feature coefficients; coefficients 
driven to zero effectively remove the corresponding attributes 
from the classifier. Evaluations on three functional magnetic 
resonance imaging (fMRI) datasets report improved classi-
fication accuracy, particularly when the initial feature set 
is large, and highlight the role of sparse regularization in 
functional localization and generalization [39].

5.2 Application to Cancer Diagnosis

Cancer diagnosis studies use sensitivity and specificity to as-
sess classification performance. A multiobjective GA-based 
method selects genes from microarray datasets, with a sup-
port vector machine used for classification and 10-fold cross-
validation applied to randomly generated subsets. This ap-
proach seeks to select informative genes while balancing 
diagnostic performance; comparative evaluations consider 
alternatives with multiple objectives [40].

6. RESULTS AND DISCUSSION

The reviewed literature demonstrates the breadth of feature 
selection across cybersecurity, healthcare, neuroimaging, can-
cer diagnosis, and large-scale data analysis. The methods 
examined include statistical filters, wrapper searches, embed-
ded selection, information-theoretic approaches, and meta-
heuristic optimization. Across these areas, feature selection 
can reduce dimensionality and computational cost while sup-
porting model accuracy and interpretability.

The reported case studies also show that performance depends 
on the dataset, classifier, and search strategy. Optimization 
and swarm-intelligence methods provide flexible ways to 
explore large feature spaces, while hybrid approaches com-
bine selection strategies to balance search cost and predictive 
performance. At the same time, dataset bias, computational 
scalability, and the design of search and representation proce-
dures remain important considerations. Further comparative 
evaluation is needed to clarify the strengths and limitations 
of methods under consistent experimental settings.

7. CONCLUSION

This review has surveyed feature-selection concepts, meth-
ods, and applications in data science and machine learning. 
It has covered filter, wrapper, embedded, and 
information-theory-based approaches, as well as 
optimization and swarm-intelligence techniques such as 
ACO and ISSA. The cited applications demonstrate how 
selecting informative attributes can address high 
dimensionality in healthcare, cybersecu-rity, 
neuroimaging, and cancer diagnosis. Feature selection can 
contribute to more efficient and interpretable predictive 
models, but its effectiveness depends on the data and 
evalu-ation strategy. Future work should further assess 
scalability, method limitations, and robust feature-selection 
designs for complex real-world datasets.
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