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Abstract

Information technology security, or Cybersecurity, guards against hostile cyberattacks on computers, mobile devices,
servers, electronic systems, and networks. Cybersecurity risks have been a significant concern for any vital digital
infrastructure in recent years, and different online cyberattacks are also becoming a significant problem for society.
Consequently, it's critical to adopt technology created to provide cybersecurity. However, one should consider the
associated hazards while selecting among Cybersecurity systems. We have developed a multi-criteria decision-making
(MCDM) approach based on a single-valued neutrosophic set (SVNS). This allows specialists more latitude in
assessing the criteria and alternatives using language and overcoming uncertain information. The VIKOR is an
MCDM methodology used to rank the other options. The VIKOR method is integrated with the neutrosophic set.
There are 18 criteria, and 10 alternatives are used in this study. The sensitivity analysis and comparative analysis are
conducted in this study. The sensitivity analysis results show the alternatives' rank is stable under different cases. The
comparative analysis compares the suggested method with other MCDM methods. The comparative analysis shows
the suggested method was effective compared with other MCDM methods. Machine learning methods predict the type
of attack in Cybersecurity. This study uses Three machine learning methods: decision tree, random forest, and support
vector machine.
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1. Introduction

The fast advancement of technology and industry has made cybersecurity more critical. Several Cybersecurity issues
have surfaced in this context due to technological advancements. About 40% of nations see cyberattacks as possible
risks; therefore, as a consequence, global evaluation leads to the realization of Cybersecurity measures at all levels[1]-

[3].

The increased interconnection of computers via the internet has made many online applications, including online
banking, e-commerce, and m-commerce, vulnerable to cyberattacks. Aside from its many benefits, the expanding
digital world poses severe risks to a nation's defense sector and other vital government agencies. Because of the rise
in cybercrimes, cybersecurity is becoming a significant global idea. Cyberattack losses have made it imperative for
information security pioneers to build trustworthy and robust safeguards[4]-[7].

Since the phrase "Cybersecurity” is so broad, a few distinct definitions exist in the literature. The assets of an
organization or user are comprised of individuals, connected computer devices, infrastructure, applications, services,
communications networks, and information in the digital space[8]-[10].

Cybersecurity measures aim to defend against security threats in the cyber environment by maintaining and perceiving
security features. Cybersecurity is the prevention of attacks, unauthorized access, alteration, or destruction of
computers, networks, programs, and data by a collection of technologies and procedures. Network and software
security systems are included in Cybersecurity structures, and they all need to include firewalls, antivirus programs,
and intrusion detection systems (IDS). Information system unauthorized use, duplication, change, and destruction may
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all be detected and identified using IDSs. The assaults on the organization, both internal and external, constitute
security violations[5], [10].

Information security dramatically depends on the use of cybersecurity technology. There are a lot of Cybersecurity
technologies in the literature. Companies will gain significantly by prioritizing these technologies and evaluating if
they are essential. But it's also important to consider the threats these technologies pose[11], [12].

This paper used multi-criteria decision-making (MCDM) [13], [14]for the evaluation of risks of Cybersecurity under
a neutrosophic set. The neutrosophic set [15] is used to overcome uncertain information[16], [17]. Then, the machine
learning methods are used to predict the outcome of the type of attack and risk.
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Figufe 1: The steps of the suggested methodology.

2. Materials and Methods

This section introduces two parts, in the first part, the VIKOR method is introduced under a neutrosophic set to
overcome the uncertainty information[18], [19]. In the second part, machine learning methods are introduced to show
the type of attack in Cybersecurity[20]-[22]. Figure 1 shows the research framework.

The neutrosophic set is a branch of neutrosophy that studies the nature, scope, and genesis of neutralities as well as
how they interact with various ideational frameworks. It is a strong general formal framework that expands on the sets
that are offered from a philosophical perspective. The following is definition of a neutrosophic set[23]:

Definition 1[23]

Let X be a universe of discourse and Ty (x), Iy (x), and Fy, (x) refer to the truth, indeterminacy and falsity membership
degrees. Where Ty (x) -]0 =, 1+ [, I, (x) =]0 =, 1 + [ F,(x) =]0 —,1 +[
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0—<sup Ty (x) + sup Ty (x) + sup Ty(x) <3 +
Definition 2:

Single valued neutrosophic set can be defined as:
N ={<x,Ty(x), I[y(x),Fy(x) > |x€X}
Definition 3

Let a = (T, I,,F,) and b = (T}, I, F,) be two single valued neutrosophic numbers, then their operations can be
defined as

a® = (F,1—1,T,)

aub = (maX{Ta, Ty},min{la, Iy},min{Fa, Fy})

anb = (min{T,, T, }, max{l,, I}, max{F,, F, })
a@®b=T,+Ty—T, Ty, 1, xI,, F, * F)
a®b=T,*Ty,ly+ 1, —F,*F,,F, + F, —F, * F})
Aa=(1-0-T)"UD" F)M

a'=((THN1 -1 -1)N1 -1 -F)Y)

Definition 4

The score function of single valued neutrosophic numbers is:

24Ty —Ig—F,
3

S(a) =

Definition 5

The single valued neutrosophic weighted averaging operator can be computed as:

WA(ay, az, ... ay) = (1 - H?:i(l - Tj)Wj' ?=1(1j)Wj'H?=1(1:j)Wj )

Definition 6

The single valued neutrosophic weighted geometric operator can be computed as:
Wi Wi Wi

WG(ay, az, .. ay) = (=) 7 1 =T (1 - 1) 7 1 =TT, (1 - F) ™)

Definition 7

The cosine similarity degree as:

Tq
/T,§+1§+F,§

The VIKOR method is used under a neutrosophic set to rank the alternatives. The steps of the VIKOR method are
discussed as follows:

Cla) =

Step 1. Build the assessment matrix

X11 x1nl

X = (1)

Xm1 " Xmn
Where m refers to the number of alternatives and n refers to the number of criteria.
197

Dot: https://doi.org/10.54216/1JNS.230317
Received: August 16, 2023 Revised: November 22, 2023 Accepted: January 30, 2024



https://doi.org/10.54216/IJNS.230317

International Journal of Neutrosophic Science (IINS) 1ol 23, No. 03, PP. 195-207, 2024

Step 2. Identify the positive and negative ideal solution

xf = max(x;;) (2)
X = min(xl-j) (3)

Step 3. Compute the values of S; and R;

n

S = Z wi (" = xi;) / (" = %) (4)
=1
R; = mﬁx{wj(xfr —xy;)/ (4" — %)} (5)

Step 4. Compute the Q; values

Si — min Si
0= ©)

>+(1—6)( R; —minR; )

(max S; — min S;) (max R; — min R;)

Where § € [0,1]
2.1 Machine learning

A subfield of artificial intelligence called "machine learning" seeks to allow computers to learn how to carry out
specific tasks without human programming. The foundation of this method is the creation of models that, given fresh
data, may be used to learn from the data and make predictions or judgments. Deep Learning (DL) is an advancement
in machine learning (ML) that makes use of an Artificial Neural Network (ANN), which is a multi-layered structure.
Less human intervention is needed with DL algorithms since features are automatically extracted. However, DL differs
significantly from other ML approaches in that it needs a large amount of data to function successfully[24]-[26].

While machine learning (ML) and deep learning (DL) are relatively new ideas, the first computer learning program
was created in 1952 by Arthur Samuel and the first neural network was suggested in 1957 by Frank Rosenblatt. Both
machine and deep learning have advanced significantly during the 1990s, mainly due to increased processing power
and the availability of vast volumes of data. Numerous machine-learning techniques are available that may be used to
address various issues. We will only examine algorithms used for pollutant measure prediction in this section[27],
[28].

Although it may also be used to solve regression issues, the k-nearest neighbors approach is often used to solve
classification difficulties. This algorithm's concept is straightforward. The method determines the distance between
an information point and the training dataset points to choose the k closest ones and construct their average as
forecasting, given a distance (Euclidean distance, Mahalanobis distance, etc.) and a k value. The weighted k-nearest-
neighbors (WKNN) method is an enhancement of this approach. In this instance, the prediction's computation
considers a weighted arithmetic mean[29], [30].

The creation of multiple decision trees serves as the foundation for Random Forest. The forecast will be the mean of
the estimates made by the various trees. Each decision tree is built using a sample of data from the training dataset.
The decision tree error will be estimated using the remaining data. Random selection determines the subset of
independent factors that may divide each node[31], [32].

Creating a model for forecasting a quantitative variable from a group of independent factors is the goal of this
approach. The recursive partitioning is the foundation of the method. Decision nodes and leaves make up trees. When
constructing DT regression, the standard deviation reduction is often considered to decide how to divide a node into
two or more branches. The root node is the first decision node to be split based on the most significant independent
variable. The variable with the lowest sum of the squared estimate of errors (SSE) is taken into consideration as the
decision node, and nodes are separated once more. The values of the chosen variable are used to partition the dataset.
When a predetermined termination condition is met, the process is said to have ended[33], [34].

3. Results
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In the first part, the neutrosophic VIKOR method is introduced to rank the alternatives. This study used 18 criteria
and 10 alternatives. The criteria of this study are shown in Figure 2. This study used a single valued neutrosophic scale
[35]as shown in below table

Linguistic Variables Single valued neutrosophic numbers
Extremely significant (0.9,0.1,0.1)
Very High significant (0.8,0.20,0.15)
High significant (0.7,0.3,0.2)
Significant (0.6,0.4,0.3)
Significant Equal (0.5,0.5,0.5
insignificant (0.6, 0.6, 0.55)
low insignificant (0.4,0.7,0.6)
Very Low insignificant (0.3,0.8,0.7)
Very very low insignificant (0.2,0.9,0.8)
Extremely insignificant (0.1, 0.95, 0.85)
- Malware —{  Zero-Day Exploits
—  Data Exposure — SQL Injection
— Level of identification | — Social Engineening,

| Data sensitivity | Man-in-the-Middle

attack
—— Traffic Interception | Ransomware
—  Phishing Attacks | Cryptojacking

A. Distributed Denial of »
Service

Water Hole Attack

Cross-Site Attack i Drive-By Attack

Figure 2: Risk criteria of Cybersecurity.

Step 1. Build the assessment matrix by using Eq. (1). Then compute the criteria weights as shown in Figure 3.
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Figure 3: The weights of risks Cybersecurity criteria.

Step 2. Identify the positive and negative ideal solution by using Egs. (2 and 3).

Step 3. Compute the values of S; and R; by using Egs. (4 and 5) as shown in Table 1.

Table 1: The normalization decision matrix.
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Step 4. Compute the Q; values by using Eqg. (6) as shown in Figure 4.
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o

Figure 4: The values of Q;.
3.1 Machine Learning Results

The scikit-learn package's algorithms offer a binary or multiclass categorization. For this tool to be used properly,
choosing the suitable model is crucial, as is determining which sort of algorithm—supervised or unsupervised—will
best solve the issue. Next, a subset of variables is selected to train these models without making hyperparameter
adjustments. This process often results in a reduction in training time and the best metric. In this situation, performance
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measurements are crucial for several modeling processes, including choosing the model type, assessing the finished
product, and monitoring[36]-[38]. The accessible metrics that assess a classification model's performance are the F1
score, accuracy, precision, and recall. These metrics are specified by

TP+ TN

A =
CUracy = Tp fFP+ TN + FN

TP
TP+ FP
TP
TP + FN

Precision =

Recall =

Precision X Recall
X

F1=

Precision + Recall

Q)

®

€)

(10)

The dataset from Kaggle has 40000 rows and 25 columns used for prediction type of attack in this study. Two columns
in the dataset have the 20000 rows missing values. Then, we drop these columns to delete all missing values. Table 2

shows the head of the used dataset.

5/30/2023 6:33
103.216.15.12
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Data
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Server
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Windows NT ...
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Firewall
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Table 2: The head of the used dataset.
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16811
53600

UDP
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Control
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87.42
DDoS
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Figure 5 shows the number of attack types on the dataset used. The dataset has three types of attack: DDOS, malware,
and intrusion. The DDOS has 13428 rows, the malware has 13307a rows, and intrusion has 13265 rows. The biggest

number of rows is DDOS, followed by intrusion and malware.
Distribution of Altack Types

& ' e
Attack Typs
Figure 5: The types of attacks.
Figures 6, 7, and 8 show the distribution between attack type and anomaly score, source port, and packet length. These
figures show the boxplot graph. The distribution shows the number of packet lengths between three types of attack.

Figure 6: The distribution between attack type and anomaly score. Figure 7: The distribution between attack type
and source port. Figure 8: The distribution between attack type and packet length.

e T

Figure 9 shows the distribution network traffic protocol, including three protocols: UDP, TCP, and ICMP. The UDP
has 33.6% of network traffic, TCP has 33.2%, and ICMP has 33.2% of network traffic.
Distribution of Network Traffic Protocols

nEN

el

M

Figure 9: The distribution of network traffic protocol.

Figures 10 and 11 show the heatmap between years and months and month and weekday. The heatmap shows the
relations between the criteria of the dataset.
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Figure 10: Heatmap between month and weekday. Figure 11: Heatmap between year and month.

Then, we applied the machine learning algorithms to show the prediction type of attack. The random forest has the
highest accuracy, followed by the decision tree and support vector machine methods.

4. Analysis

This section introduces two parts; in the first part, the sensitivity analysis is introduced to show the results' stability.
In the second part, the comparative analysis is introduced to show the effectiveness of the neutrosophic framework.

4.1 Sensitivity Analysis

This section introduces the sensitivity analysis to show the stability of the rank of alternatives. This study changes the
VIKOR parameter value between 0 and 1. Then compute the rank of alternatives under the neutrosophic set. The
values of Q; are computed and shown in Figure 12. The ranking of the alternatives is shown in Figure 13. The results
show the rank of alternatives is stable. The all cases show that alternative 4 is the worst. Only cases 1,2 show that
alternative 3 is the best and in all other cases alternative 8 is the best.

2 12
10
1.5 3
1 6
4
- oddlad ]
il (D ool om0
P 0 T SRR SO S S U
TSI ST E Qi_)(,v SFFFFTSFFTS S @C?
MCasel mCase2 mCase3 Case 4 MCasel mCase2 mCase3 Case 4
MCase5 MCase6 HMCase7 MCase8 M Case5 MWCase6 MCase7 MCase8
M Case9 M Case1l0mCasell W Case9 M Case1l0mCasell

Figure 12: The values of Q; under sensitivity analysis. Figure 13: The rank of alternatives under sensitivity analysis.
4.2 Comparative Analysis

This part compares other MCDM methods, such as TOPSIS, EDAS, and MABAC. The results show that all methods
show that alternative 8 is the best and alternative 3 is the worst. Figure 14 shows the comparative analysis.
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12

10

RSCA1 RSCA2 RSCA3 RSCA4 RSCA5 RSCA6 RSCA7 RSCA8 RSCAS  RSCA10

oo

[e)]

N

N

B Suggested Method B TOPSIS MABAC EDAS

Figure 14: The comparison between the suggested method and other MCDM methods.
5. Conclusions

Technologies related to Cybersecurity are crucial instruments for defending networks against online threats.
Nevertheless, by keeping an eye on networks and computer devices, these technologies compromise people's privacy.
As such, businesses must consider these risks when selecting cybersecurity systems. We undertake research that
considers the hazards to evaluate the significance of Cybersecurity technologies in this article. We use an MCDM
technique to rank alternatives since the decision-making process involves several assessment criteria and
alternatives—the MCDM methodology used with the neutrosophic set to overcome uncertainty in the evaluation
process. The VIKOR method is used to rank the other options. The 18 criteria and 10 alternatives are used in this
paper. Experts and decision-makers used the neutrosophic numbers to evaluate the requirements and alternatives. The
sensitivity analysis is used to show the stability of the results. The sensitivity analysis was conducted by changing the
VIKOR parameter to show the rank of alternatives under different cases. The results show the rank of alternatives is
stable. The comparative analysis compared the suggested method with other MCDM methods. The results show the
suggested method is effective compared with other MCDM methods. The machine learning algorithms are applied in
this study to predict the type of attack. The random forest has the highest accuracy.
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