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Abstract

The onset of digital education, propelled by the global COVID-19 crisis, has revolutionized
the education sector, presenting unique difficulties, including the crucial task of preserving
academic honesty. This study explores the possibilities of computer vision technologies,
specifically face recognition and detection systems, to deter dishonest practices in online
learning contexts. In this article we aim to construct efficacious strategies that leverage
these technologies to track student actions in real-time and alert educators about possible
cheating instances. This study presents two innovative models addressing cheating in online
learning settings using cutting-edge computer vision techniques. Our initial model is an
ensemble learning based face recognition system that blends the functionalities of three
different deep learning (DL) structures: VGG, MobileNet, and DenseNet. This ensemble
learning approach aims to offset the shortcomings of individual models while amplifying
the overall effectiveness. The model’s efficiency will be gauged by juxtaposing it with
other models and testing its performance against renowned benchmark datasets. Following
this, we propose a second model designed for real-time face and cheating detection. This
model integrates the FaceMesh model, facial landmarks analysis, and head pose estimation
to identify possible cheating behaviors, such as significant shifts from a neutral or forward-
facing head position. This model’s efficiency will be assessed through testing in simulated
cheating scenarios and using authentic data from online learning contexts. Upon testing and
validation, our proposed models have shown encouraging outcomes. The ensemble learning
model outstripped individual models by attaining a remarkable accuracy rate of 91%
through soft voting. Furthermore, the face detection system showcased sturdy abilities in
recognizing faces under diverse conditions and accurately pinpointed potential cheating
behaviors based on head pose estimation.
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1. Introduction

The realm of computer vision research focused on deciphering human behavior through
computational methods is the detection, tracking, and understanding of human physical movements.
This field delves into the examination of a user’s head positioning, indications of eye fatigue, and
yawning to interpret their behavior patterns. The landscape of teaching and learning has undergone a
substantial shift towards digital platforms in the aftermath of the COVID-19 pandemic [1]. This
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sudden transition from traditional classrooms to online learning environments brought about a
myriad of challenges [2]. A notable issue arising from this shift is the lack of physical presence.
When learners are unable to connect personally with their instructors, there is a potential decrease in
motivation and interest, which in turn impacts their learning outcomes [3]. The outcome of such
disconnect often leads students to either prematurely abandon the online course or discontinue it
altogether. Comprehending a learner’s engagement level in an online learning environment is,
therefore, of critical importance. Consequently, scholars are expending considerable efforts to
address these emerging issues in the digital education sphere [4]. Technology plays a pivotal role in
this effort. For example, the use of a 3D face mesh and media pipe library can help determine the
position of the head’s landmark and its relative position to the camera [5]. Furthermore, dlib
package can be employed to compute the 2D facial landmarks, predicting signs of user fatigue and
yawning [6]. The Eye Aspect Ratio is utilized to anticipate if an eye will exhibit signs of drowsiness
once a specific threshold is crossed. Similarly, yawning can be inferred when the gap between the
upper and lower lips exceeds a certain value [7]. An integral component of the aforementioned
approach is the automatic monitoring of changing facial expressions of online learners, which can
offer significant insights into their emotional states. With an effective system in place, these metrics
can serve as reliable indicators of students’ engagement, alertness, and overall wellbeing during
their e-learning journey. These advancements in computer vision technologies pave the way for a
more nuanced understanding of student behavior in online learning environments and, in turn, offer
potential strategies to enhance their learning experiences.

In the paper, we provide a comprehensive examination of the role of computer vision technologies,
particularly face recognition and face detection systems, in upholding academic integrity within
online learning environments. We detail an ensemble learning model that synergistically combines
three distinct deep learning architectures: VGG, Densenet, and MobileNet. This model’s robustness
and accuracy in recognizing faces is analyzed and compared to existing models and benchmark
datasets. Furthermore, we introduce a face detection model that is designed to detect cheating
behaviors by analyzing changes in head position. The model’s effectiveness is evaluated using
simulated cheating scenarios and real-world data from digital classrooms.

The primary contribution of this paper is the development and evaluation of novel models
leveraging computer vision technologies, specifically face recognition and detection systems, for
upholding academic integrity in online learning environments. The first of these is an ensemble
learning model that combines the strengths of three distinct deep learning architectures: VGG,
Densenet, and MobileNet. The second model is a face detection system designed to identify
potential instances of cheating through the analysis of changes in head position.

This research proposal aims to develop innovative and effective models utilizing advanced computer
vision technologies, specifically face recognition and detection systems, for promoting academic
integrity in online learning environments. Section Il provides a comprehensive literature review,
highlighting previous works and research efforts related to face recognition and detection in
educational settings. In Section 111, the materials and methods employed in our proposed models are
presented. This section outlines the framework of both the face identification and face detection
systems. The results and discussion of our research are presented in Section IV. This section
evaluates the performance of the developed face identification and detection model. In the
conclusion Section V, emphasizes the significance of utilizing advanced computer vision
technologies in ensuring academic integrity and fostering a fair and ethical learning environment in
online education.

2. Related Work

In the realm of detecting the level of participation, various approaches have been explored,
encompassing video, audio, and learner log data. This section provides an overview of previous
related works that leverage computer vision techniques, specifically focusing on facial features.

Sharma et al. (2019) [8] introduced a system for eye tracking and emotion analysis, employing two
models to identify student participation. The first Convolutional Neural Network (CNN) model was
trained on eye images to distinguish between concentrated and distracted states. The second
pretrained model, trained on the FER-2013 dataset consisting of grayscale images portraying various
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emotional states, aimed to analyze students’ emotions. The system achieved 92% accuracy in
identifying pupils’ concentration levels by analyzing their emotions.

Nezami et al. (2019) [9] developed a CNN model to recognize student participation and facial
expressions. They constructed their own dataset, the Participate Recognition (ER) dataset,
comprising 4,627 annotated images, with 2,290images denoting engaged participation and 2,337
images denoting disengaged participation. The FER-2013 dataset was utilized for facial expression
analysis. The participation model achieved a classification accuracy of 72.38%.

Rodriguez et al. (2015) [10] employed a decision tree method to identify student interest based on
nonverbal behavior. The dataset comprised data from five students, encompassing 60 incidents
divided into three categories: neutral, yes, and no. Five facial characteristics were considered,
including the face, eyes, shoulders, mouth, and interest. By employing a random decision tree, the
maximum accuracy achieved was 87%.

Thomas et al. (2017) [11] utilized facial analysis to predict student attention levels during the
viewing of specific YouTube motivational videos. Data from 10 students were collected while they
watched the videos, and their level of participation was assessed. An open source toolkit was used to
analyze facial features. The Radial Basis Function SVM classifier, considering gaze and stance
features, achieved a classification accuracy of 86% in differentiating between engaged and
distracted states.

3. Material and Methods

A. Framework of Face Identification

Our proposed framework utilizes ensemble learning to enhance face identification accuracy by
combining multiple models. The system is designed for real-time applications like surveillance,
attendance, and security systems. Pre-processing involves resizing images and converting labels to
categorical data using LabelEncoder and OneHotEncoder.

The model employs VGG, MobileNet, and DenseNet architectures in a hard and soft voting
ensemble learning model. These architectures are chosen for their effectiveness in image
identification tasks. Transfer learning is utilized to retrain the last layers of the pre-trained models on
our dataset, focusing on face-specific features [12].

The dataset is split into training and validation sets for model training and evaluation. The trained
models are combined using hard or soft voting ensemble techniques, reducing variance and
improving accuracy.
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Figure 1: Framework of Face Identification.
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Dataset Description: In this article, we investigate the efficiency of the “Pins Face
Recognition” dataset obtained from Kaggle for our study. The dataset comprises 17,534
preprocessed images of 105 celebrities, which were specifically cropped for our research
purposes. Figure 1 displays representative facial images from our dataset, providing a visual
depiction of the image types utilized in our study. These images showcase ten distinct classes of
celebrities that were included in the dataset. To ensure equitable representation across the
datasets, we divided the dataset into three sets: a training set, a validation set, and a testing set.
Each set contains images from all ten classes, representing different celebrities. The ten classes
in our dataset encompass popular and recognizable celebrities, such as Adriana Lima, Alex
Lawther, Alexandra Daddario, Alvaro Morte, Amanda Crew, Andy Samberg, Anne Hathaway,
Anthony Mackie, Avril Lavigne, and Ben Affleck, who are familiar to students.

Given that the images in the dataset possess varying sizes and resolutions, preprocessing was
necessary to make them suitable for our model. It is important to understand the preprocessing
steps undertaken to gain insights into how the ML model functions in real-time face
recognition.

Data Preprocessing: In this article, the data preprocessing phase of our e-learning student
behavior monitoring system based on ensemble learning for face identification, several crucial
steps were implemented. These steps ensured the quality and compatibility of the dataset with
our model. We provide an overview of the key pre-processing steps undertaken, including
image resizing, label encoding, and onehotencoding techniques.

One of the critical pre-processing steps involved resizing the images in the dataset to a target
size of (225,225) pixels [13]. This ensured uniformity and compatibility, facilitating effective
model training and evaluation. Resizing the images eliminated variations in dimensions that
could introduce bias and hinder the extraction of relevant facial features. The chosen size struck
a balance between image clarity and computational efficiency, providing sufficient resolution
while maintaining a manageable computational load.
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Figure 2: Example of our data file.
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Figure 3: Resize images.

The label encoder technique played a significant role in transforming the categorical class labels into
numerical representations [14]. This enabled the model to interpret and learn from the labels
effectively. Each class label was assigned a unique numerical value, establishing a one-to-one
relationship between the original labels and their encoded representations. The label encoder
prepared the dataset for subsequent stages such as model training and evaluation, enhancing the
compatibility and interpretability of the class labels.

The one-hot encoder technique further transformed the numerical class labels obtained from the
label encoding process into a binary format [14]. Each categorical label was converted into a binary
vector, representing the presence or absence of a specific class. This encoding scheme allowed the
model to effectively handle categorical variables. The resulting one-hot encoded matrix provided a
binary representation of the categorical labels, enabling the model to process and analyze the
variables accurately during training and prediction phases.

3) VGG19 Model: In our article, we adopt the VGG19 architecture, a widely used convolutional
neural network (CNN) for image classification tasks. This architecture consists of 16 layers,
including 13 convolutional layers and 3 fully connected layers, enabling it to progressively
identify intricate features in input images [15]. In our proposed model for face identification in
e-learning environments, we leverage the pre-trained VGG19 model with weights obtained
from the ImageNet dataset [16]. We modify the model by removing its top layers and
introducing custom classification layers tailored to our specific task of recognizing facial
landmarks and features. To prevent retraining of the pre-trained layers during our training
process, we freeze all layers in the base model except for the last two layers. The output of the
VGG19 model is then passed through a Flatten layer, followed by two fully connected Dense
layers with 1024 units and ReLU activation functions. To mitigate overfitting, we incorporate a
Dropout layer during training. Finally, we add a Dense layer with a softmax activation function
to generate the output, which represents the predicted probability distribution for each input
image.

4) Densenet Model: In our study, we adopt the pre-trained MobileNet model with weights
obtained from the ImageNet dataset. To adapt it to our specific task of face identification in e-
learning environments, we remove the top layers of the model [17]. Similar to our VGG19
architecture, we freeze all layers in the base model except for the last two layers to prevent
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5)

6)

retraining of the pre-trained layers during the training process. This ensures that the valuable
knowledge learned from ImageNet remains intact. To tailor the MobileNet model to our desired
output, we incorporate custom classification layers. The output of the MobileNet model is
passed through a Flatten layer. Following that, we introduce two fully connected Dense layers
with 1024 units and ReLU activation functions. Dropout layers are included to mitigate
overfitting during training. Finally, we add a Dense layer with a softmax activation function,
which generates the final output representing the predicted probability distribution for each
input image.

Densenet Model: The DenseNet architecture is a CNN renowned for its ability to extract
increasingly complex features from input images. In our study, we incorporate the pretrained
DenseNet121 model with weights obtained from the ImageNet dataset. To tailor it for our
specific task of face identification in e-learning environments, we remove the top layers of the
model [18]. Similar to our approach with the VGG19 and MobileNet architectures, we freeze all
layers in the base model except for the last two layers. This ensures that the pre-trained layers
remain unaltered during the training process. Subsequently, we introduce custom classification
layers to the DenseNet121 model to suit our desired output. The output of the DenseNet121
model is first passed through a Flatten layer. Next, we include two fully connected Dense layers
with 1024 units and ReLU activation functions. To mitigate overfitting, we integrate Dropout
layers during training. Lastly, we append a Dense layer with a softmax activation function to
generate the final output, representing the predicted probability distribution for each input
image.

Ensemble Learning Model: Ensemble learning combines multiple models to enhance accuracy
and mitigate weaknesses. Hard voting selects the most frequent prediction, suitable when
models have similar accuracy. Soft voting considers probability values, useful when models
vary in accuracy. Our article presents a hard and soft voting model for e-learning behavior
monitoring based on face identification.

e Hard voting: Hard voting is a powerful technique that enhances our model’s accuracy
and robustness by mitigating individual model weaknesses and biases [19]. Our
ensemble approach incorporates three pre-trained models (MobileNet, VGG, and
DenseNet), renowned for their excellence in computer vision tasks and achieving state-
of-the-art results in image identification benchmarks. By leveraging the strengths of
these models, we aim to improve accuracy and reliability in predicting e-learning
students’ behavior through face identification. To execute hard voting, we generate
class probabilities for each model on the test images. Subsequently, we select the class
with the highest probability for each sample from each model. By performing majority
voting using the "stats.mode" function from the "scipy" library, we combine the
predictions of all three models. This process yields a final prediction for each test
sample that surpasses the accuracy and reliability of individual model predictions.

e Soft Voting: In our thesis, we employed the soft voting technique to enhance our
model’s performance. Soft voting involves averaging the predicted class probabilities
from multiple models and selecting the class with the highest average probability as
the final prediction [20]. Using the same three pre-trained models, we predicted the
class probabilities for our test images. We then calculated the average probabilities for
each class label by averaging the probabilities from each model, represented by the
equation (MobileNet + VGG + DenseNet) / 3. This resulted in an array of average
probabilities for each class label for every test sample. To obtain the final prediction
based on soft voting, we applied the "np.argmax" function to the array of average
probabilities. This identified the class with the highest average probability for each test
sample. Incorporating soft voting allowed us to leverage the strengths of individual
models, enhancing the accuracy and robustness of our model for e-learning student
behavior monitoring based on face identification. Soft voting is particularly valuable
when models exhibit varying levels of confidence, facilitating a nuanced decision-
making process based on probability values.

B. Framework of Face ldentification
In our proposed model architecture, we prioritize real-time face detection and cheating detection
through facial landmarks. By utilizing the FaceMesh model and employing precise analysis of facial
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landmarks and head pose estimation, our model offers an effective solution for face identification
and the identification of potential cheating behavior. This approach has wide-ranging applications,
including e-learning platforms and video proctoring systems.
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Figure 4: Framework of Face detection.

Video Stream: In our article, the input to our model is a video stream, which serves as the
primary data source for face detection and cheating detection. The video stream consists of
sequential frames, representing individual images captured at specific moments in time
[21]. These frames are typically obtained from a camera or extracted from a video file.The
video stream provides a continuous flow of frames that our model analyzes in real-time.
Each frame contains visual information, including images of people’s faces captured by the
camera [22]. The frame rate determines the frequency at which our model processes the
frames. Since our model focuses on face detection and cheating detection, it is crucial for
the input video stream to contain individuals’ faces. This can be achieved by positioning
the camera appropriately or configuring the video source to capture frames with visible
faces.

Preprocessing: In our proposed model, the preprocessing stage is pivotal for preparing
input video frames to detect potential cheating behavior. This stage ensures frames are in
the appropriate format and orientation required by the model. Initially, real-time frames are
captured from a camera, capturing visual information of the monitored individual.
Preprocessing steps are then applied to ensure consistency and compatibility. Firstly,
frames are converted from BGR to RGB color space using OpenCV’s cv2.cvtColor()
function, guaranteeing consistent and accurate operations and computations [23]. Next,
frames are horizontally flipped using the cv2.flip() function, aligning them with the
model’s expectations for further processing. This ensures accurate analysis of facial
landmarks and head pose by conforming the frame’s left and right directions to the model’s
assumptions. These preprocessing steps are crucial to standardize the input frames in the
desired format and orientation for subsequent operations. By converting frames to RGB
color space and flipping them horizontally, we ensure compatibility with the FaceMesh
model and other analysis techniques employed in our proposed model.

Face Detection: Accurate and efficient face detection is crucial in our model for real-time
identification of potential cheating behavior. We utilize the FaceMesh model from the
mediapipe library, which combines DL algorithms and landmark regression techniques to
accurately locate and identify faces in video frames [24]. The face detection process begins
by capturing real-time video frames, which are then analyzed by the FaceMesh model. To
ensure optimal performance, we set a minimum detection confidence threshold of 0.5,
filtering out false positives and considering only highly confident face detections. Once a
face is detected, the model proceeds to extract 468 facial landmarks, including key points
like the nose, eyes, and mouth. These landmarks provide vital spatial information and act as
reference points for subsequent analysis, such as facial landmark extraction and head pose
estimation. Accurate face detection sets the foundation for reliable and comprehensive
analysis of individuals’ behavior in real-time video streams.

Facial Landmark Extraction: In our model, we utilize the FaceMesh model from the
mediapipe library for accurate and efficient extraction of facial landmarks. This model
detects 468 facial landmarks, including key points like the nose, eyes, mouth, and chin,
providing rich information about the face’s geometry [25]. By iteratively examining the
detected face regions, we select specific landmarks of interest for further analysis, focusing
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on those crucial for detecting potential cheating behavior. The 2D coordinates of these
selected landmarks are extracted, representing the position within the video frame and
providing spatial information about the face’s structure. For certain landmarks like the
nose, we also computetheir 3D coordinates to capture the 3D aspect of the face. These
extracted 2D and 3D facial landmark coordinates are then used for head pose estimation
and cheating detection. By analyzing the positions, orientations, and movements of these
landmarks, our model can identify potential instances of cheating behavior based on
predefined criteria.

5) Head Pose Estimation: Head pose estimation is crucial for detecting potential cheating
behavior in real-time video streams. It analyzes an individual’s head orientation and
movement, providing insights into their attention and focus. In our model, head pose
estimation is performed using computer vision techniques and the solvePnP function from
OpenCV [26]. It calculates rotation and translation vectors based on the 3D coordinates of
facial landmarks and their corresponding 2D positions. By mapping the facial landmarks to
3D space, we can determine the head’s orientation using rotation angles. Predefined
thresholds identify significant deviations, indicating potential cheating behavior [27]. Real-
time visualization of head pose results in a line representing the head’s direction and textual
information overlayed on the frame. This incorporation provides valuable insights into an
individual’s attention level and potential cheating behavior.

6) Cheating Detection: Cheating detection in our model relies on analyzing head pose,
particularly rotation angles, to identify significant deviations indicating potential cheating
behavior. Threshold values for these angles determine acceptable head movement ranges.
Rotation angles (yaw, pitch, roll) are calculated from the rotation matrix obtained using the
solvePnP function. If angles exceed thresholds, it suggests excessive head tilt, rotation, or
orientation, possibly indicating a lack of attention or engagement. Upon detection, our
model classifies the head pose as "Looking Left," "Looking Right,” "Looking Up," or
"Looking Down," and overlays "CHEATING!!" on the frame for visual alert [28].
Visualization enhances understanding of the detected head pose and cheating behavior,
aiding effective monitoring and intervention. Lines on the frame indicate head pose
direction based on nose landmark coordinates and rotation angles. Text overlays provide
feedback and information about the detected head pose and potential cheating behavior,
including the detected direction and numerical values of rotation angles. The output is the
real-time visual representation of the frame with overlaid graphical elements and text
annotations, facilitating immediate monitoring and intervention.

3. Results and discussion

A. Evaluation of Face Identification

The evaluation of the face identification model is crucial to assess its performance and effectiveness
in real-world applications. In our comparative analysis, the accuracy values of different models are
presented in Table | to evaluate the performance of the face identification model. Accuracy is a
commonly used metric to measure the model’s ability to correctly classify instances.

Table 1: Accuracy of Face Identification Models

Models Accuracy
VGG19 87%
MobileNet 86%
DenseNet 85%
Ensemble Learning with Hard 90%
Voting

Ensemble Learning with Soft Voting 91%

The VGG19 model achieved an accuracy of 87%. VGG19 is a deep convolutional neural network
known for its complex architecture and capability to learn intricate features from images. The high
accuracy of 87% indicates that VGG19 performed well in accurately classifying the instances in the
dataset. MobileNet achieved an accuracy of 86%. Despite being a lightweight convolutional neural
network designed for efficient inference on mobile and embedded devices, MobileNet demonstrated
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its effectiveness in image classification tasks by achieving a high accuracy. With an accuracy of
85%, DenseNet, another deep convolutional neural network with a dense connectivity pattern,
showcased its ability to promote feature reuse and gradient flow, resulting in successful
classification of instances. The Ensemble Learning with Hard VVoting model achieved an accuracy of
90%. By combining the predictions of MobileNet, VGG19, and DenseNet using a majority voting
scheme, this ensemble model leverages the diverse predictions of individual models to achieve
higher accuracy compared to any single model alone. The Ensemble Learning with Soft Voting
model attained the highest accuracy of 91%. By incorporating the confidence or probability scores
of each model’s predictions and combining them using weighted averaging, the soft voting approach
further enhances the ensemble’s performance, resulting in improved accuracy compared to the hard
voting ensemble.

B. Evaluation of Face Detection

Our face detection system for cheating detection demonstrated promising results during testing and
validation. It successfully identified faces in various lighting conditions and angles, showcasing its
robust performance in real-time face detection and tracking, even in challenging scenarios. The
system’s head pose estimation, derived from detected facial landmarks, achieved a notable level of
accuracy. By utilizing rotation angles (yaw, pitch, and roll), calculated through the conversion of the
rotation vector into a rotation matrix using Rodrigues transformation and subsequent matrix
decomposition with RQ decomposition, the system accurately estimated the head’s orientation in 3D
space. These rotation angles played a crucial role in determining the head’s tilt, rotation, and
orientation. A key feature of the system was its capability to detect potential cheating behavior. By
defining predefined threshold values for the rotation angles, the system identified significant
deviations from a neutral or forward-facing head position. Abnormal head movements such as
excessive head turning or pronounced tilting were successfully flagged as potential indicators of
cheating behavior. The system classified these irregular head movements into categories like
"Looking Left,” "Looking Right," "Looking Up," or "Looking Down," and promptly displayed a
"CHEATING!!" alert on the video frame, as illustrated in Figure 5. This real-time alert system
proved valuable by enabling swift intervention and maintaining the integrity of the monitored task or
activity. Additionally, the graphical representation of the head pose direction, based on the 2D
coordinates of the nose and accompanied by text overlays indicating the calculated rotation angles,
facilitated a clear and visual understanding of the head pose and potential cheating behavior.

x: 4.8

y: —0.89

x: 14.62
-21.9

: —=0.13

Figure 5: Face cheating detection.
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6. Conclusion

This article presents a significant advancement in academic integrity in e-learning environments
through the design and implementation of two powerful models using advanced computer vision
techniques to prevent cheating. Our ensemble learning model, combining VGG, MobileNet, and
DenseNet, improves face identification accuracy and enables effective learner behavior monitoring.
Rigorous evaluation against established models and datasets demonstrates the superiority of our
approach. Additionally, our real-time face detection and cheating detection model, utilizing
FaceMesh, facial landmark analysis, and head pose estimation, excels at identifying suspicious
behavior. Evaluation against simulated and real-world cheating scenarios validates its effectiveness
in e-learning environments.

Future directions include exploring additional deep learning architectures and techniques to enhance
face recognition and cheating detection systems. Integrating other behavior analysis, such as eye
movements and body language, can further improve cheating detection. Addressing scalability and
efficiency concerns through optimization techniques and distributed computing will enhance the
system’s applicability in large-scale e-learning platforms.
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