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Abstract

Phishing links are spread via text messages, social media platforms, and email by phishing attackers. Social
engineering skills are used to visit phishing websites to trick the users and enter critical information related to
personal data. The confidential data is stolen to defraud legitimate financial institutions or general websites for
illegally attaining the benefits. Many machine learning-based solutions are in the enhancements and the technology
of machine learning applications to detect the suggested phishing. The rules are used for a solution which depends
on the extracted features, and few features require to lies on the services of third-party that, creating time-
consuming and instability in the service of prediction. A deep learning-based framework is suggested to detect
website of phishing. A framework is established to determine if there is a risk of phishing in real-time during the
web page is visited by the user to give a message of warming by the browser plug-in. The prediction service in
real-time merges the various techniques for enhancing the accuracy to lower the fake alarm rates and the time of
computation which has the filtering whitelist, interception of the blacklist, and prediction of deep learning (DL).
Various models of deep learning are compared using the different datasets in the module of machine learning
prediction. The greatest accuracy is obtained as 99.18% by the adaptive Recurrent Neural Networks (a — RNN)
model from the results of experiments to demonstrate the suggested feasibility solution.
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1. Introduction

Internet services take a tremendous change in the life of people. Many services related to online handles the users
via the membership system, which every user requires for registering and logging in for personal services [1].
Hence, users require for giving the information related to personal during the suitable and effective services. The
storage and securely transmitted data in the network environment are protected using network security technology.
Moreover, many cyber criminals require different methodologies for stealing and attacking information related to
personal data [2].

One of the cyberattack techniques is phishing which stimulates common websites to provide personal data to trick
the users. The experts in network security used the technical methodologies for intercepting the attacks since the
phishing attacks have been emergent for ten years. The improvement and changing of anti-attack technology and
technology of attack constantly. There is no efficient technology for preventing attacks of phishing. The phishing
attacks because of economic losses largely from network security reports in recent days [3]. There are above
100,000 links of phishing each month based on the APWG reports regarding the activity of phishing which has
been an increasing trend in the last year [4]. The internet crime complaint centre shows the 2020 annual report
causes the loss of economy generated using phishing attacks across $54 million [5].

Phishing links are spread through text messages, social media platforms and emails. The attacker edits the content
and copies it via social engineering, which is interested in clicking the phishing link after obtaining the data. Hence,
the risk is detected via network security technology and alerts the individual who is very efficient anti-attack
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technology to prevent the individual from leaking personal data when the link of phishing is used in the browser
[6]. The rules are used for the core of conventional methodologies to detect URLS phishing. The rules are generated
to summarize the webpage and URL source code's parsing features and compare the feature value with the
empirical thresholds. The academic report of the research considered that the number of efficient rules in 100 [7]
and [8]. The strategies of new attacks developed by cybercriminals depend on the rules. The rules' logic is
restricted, and the rules are interpretable. Hence, the detection methods depend on the rules to crack easily and
utilize the attackers. For instance, HTTPS is the schema of URL feature utilized in most of the study papers and
attains greater importance. Moreover, the average of 83% of websites related to phishing shown by the report of
APWG utilizes the schema of HTTPS in the 2021 first quarter [9].

More applications are being used in the cyber security field with the sudden growth of machine learning. Few
experts and scholars are used to detect the links of phishing in the proposed system depending on machine learning,
and the articles in many academic journals show the solutions based on machine learning to obtain greater accuracy
[7] to [10]. Moreover, the real-time system needs the time of response for the predictive services in the environment
of real-time scenario application, which are considered difficulties in milliseconds, and the user's trust and
experience are affected by the higher rate of false positives. A deep learning-based framework is suggested for
detecting the links of phishing in the environment of real-time web browsing. The browser plug-in is developed in
the proposed system for obtaining the information related to clients, and the background services of prediction are
called, and the results of prediction are shown to the users. The present page is received as the warming prompt
when the URL of the present browser tab is predicted as the link of phishing [11]. The core prediction service
obtains the prediction result to call the trained machine learning model. Various models are introduced, having the
various data sets to compare and back up in the proposed system [12] — [15]. The experimental solutions conclude
that the adaptive Recurrent Neural Networks (a — RNN) model achieves 99.18% accuracy, which is greater than
Support Vector Machine, Random Forest, and Logistic Regression. The proposed system has contributions. They
are:

1) The phishing URL is detected by the framework based on deep learning. The models are trained and tested with
the help of seven created custom datasets from four existing data sources, and the greatest accuracy is obtained as
the 99.18% having the model of (a — RNN).

2) The Chrome browser extension is the suggested framework to implement the prototype.

The work is structured as follows: Section 2 provides the extensive analysis of the various prevailing approaches;
section 3 is a methodology, and the outcomes are provided in section 4. The outcomes are provided in section 5.

2. Related works

Phishing attacks represent a severe issue, and the technology is used to intercept and detect the attacks of phishing
that evolve constantly. The fast and accurate method for filtering the better URLS via the phishing URLs of block
and whitelist via the blacklist is discussed in [16]. Moreover, methods of the list do not detect the new links of
phishing, and due to the less cost of creating the URL of phishing, the attacker does not lie on the similar link of
phishing various times [17]. Many reports of research depend on machine learning to publish, and the greater
accuracy of solutions is achieved from the experimental results. Moreover, many attacks of phishing victims in
the environment of the actual network cause the loss of economy [18]. A specific gap exists between the real
network security solutions and the experimental information results. Hence, anti-phishing solutions for real-time
studying in the environment [19].

Li et al. [11] suggested a deep autoencoder model for detecting the zero-day attacks of phishing and achieving an
accuracy of 97.34%. The character level features are extracted from the executed experiments, and the strings of
URL on the three various datasets gathered from the ISCX-URL-2016 [12], Phish Tank [13], and Phish Storm
[20]. The N-fold cross-validation and curve analysis of receiver-operating characteristics are used to determine the
results of experiments. In the reconstruction phase, the root means square error (RMSE) is compared between the
URLSs phishing and legal URLSs, and the increased RMSE is identified for the considerable phishing URL.

Deep learning models are introduced by Sherubha et al. [21] to detect only phishing websites with the help of ten
extracted features from the third-party services and the HTML. Three deep learning models are compared and
computed the 18 weights of features. The experiments' results demonstrate that the greatest accuracy of 99.57% is
achieved by the Long Short Term Memory (LSTM) model. Moreover, one published dataset is used, having
instances of 3526. The too-small dataset is taken for the training of deep learning. The experimental results show
the greatest accuracy rate because of test data's poor diversity and uneven distribution [22].
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The long short-term memory (LSTM) algorithm and convolutional neural network (CNN) are combined by
Sherubha et al. [23] to classify the websites of phishing. The hybrid classifier achieves an accuracy of 93.28%,
and the image, text, and frame features are used as the average calculation time of 25s. The Common Crawl! and
Phish Tank gather the URLSs, and the image features are extracted from the URLs. Image features are used for
feeding the model of CNN offline, and the contributions of text features are done to the LSTM classifier [24]. The
new solution is to merge the text and picture characteristics. Moreover, the improvement from the experimental
outcomes in the rate of accuracy and the time of computation is to satisfy the requirements of prediction products
in real-time [25] — [29].

An anti-phishing protection system was initiated by Sheng et al. [30] that comprises the extension of a web
browser, filters, and detection plug-in for email, and the phishing detecting server based on machine learning. The
browser extension extracts the present URL to obtain the screenshot and save the visiting history of the user as the
client end profile. The below processes are used by the server for detecting the links of phishing. They are (i) the
third-party services of allowlist and blocklist for filtering the new URLSs, (ii) the machine learning model is used
depending on the 13 features for the prediction if the URL is the link of phishing, and (iii) the technology of
computer vision is used for detecting the logos of website and the same web pages screenshots are compared. The
logo detector in the article uses 20 well-known online banks and a few websites.

An anti-phishing system is initiated by Han et al. [31] that has the extension of the web browser. The plug-in
browser obtains the present URL in real-time, and the features are extracted depending on the structure of DOM
and identify if there is a phishing attack risk and the user to be prompted. The detection service is classified into
three phases called blacklist filtering, machine learning model based on prediction, and whitelist matching. The
URL is determined in the prediction phase, which satisfies the situation as the link of phishing depends on the
features, which is character level. Consider an instance where there is no hyperlink for the webpage, and the
number of hyperlinks crosses the particular percentage to the external domain names. These rules are severe to the
attackers, and few general URLs are unfound. Additionally, the researcher enhances the accuracy using the
combination of three fundamental classification models.

EPDB is developed in [32] as the web browser architecture with the smart engine to detect phishing websites. The
brilliant engine by the EPDB is integrated with the machine learning model to detect in the environment of real -
time when compared with the conventional architectures of the web browser. The UCI dataset is used for training
the models of machine learning. The extraction rule framework is used in the predictive process that extracts the
30 website features. The Random Forest classifier achieves the greatest accuracy of 99.36% by the experimental
outcomes. The solution consists of few difficulties and restrictions even though the experimental information
accuracy is very large. Primarily, the highly complex task is to develop the browser. Few browser functions are
needed to be comfortable with the functions of the browser in a mature way before being promoted to users.
Additionally, the model has the dataset to be trained as single, and the model has robustness, which requires
verification. Lastly, the framework for the feature extraction based on rules lies in third-party services.

A website designed by Abiodun et al. [33] for checking the link is URL phishing. JSoup HTML Parser (JHP)
library and JAV A programming language implement the detector. There are three stages in the solution. The JSoup
parses the structure of DOM for the website to detect [34]. The number of link tags is analyzed from the structure
of DOM, and the attribute is analyzed as the value of "href". The attribute value classifies external, internal, and
empty links. The linked calculator is an indicator with a value between 0 and 1. The URL needs to verify to
consider the link of phishing when the value is more than 0.8. There is no training process since there is no
introduction to the machine learning model. The researchers utilized URLs 300 to test the experiment's link
calculator performance [35]. The testing results obtain an accuracy of 99.97%, and the false-negative rate is 0.03.
A huge test data set will be used to check the solution. There is a misguidance for judging the risk of phishing
from the analysis using the characteristics analysis of the tag link from the source code of the website, and this is
easy to utilize the rule the circumvent the rules for the attackers.

3. Methodology
This section provides an extensive analysis of the proposed model.
3.1. Data acquisition

The core of the machine learning field is data. The considerable data quantity and quality affect the module's
machine learning-based performances. The system's foundation is the module of data collection. There are two
parts to the task of data collection to attain the data from various sources of data and analyze and store the data.
The data is gathered from various open sources presented in Tab 1. The dataset of Phish Storm comprises the
96,018 URLSs, as 48,009 phishing and 48,009 legal URLSs. 99.65% of phishing and 35378 legal URLSs are available
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in the dataset of ISCX-URL2016 [12]. Around 350,000 benign URLSs are loaded from the project of open Kaggle
[23]. Additionally, around 400,000 data is gathered to grab the new data daily from the platform of Phish Tank
[13] in the proposed system. The URLSs basic structure is analyzed, and the basic data is parsed like the domain,
protocol, top-level domain, path, and subdomain [24]. The major fields of the table called URL are presented. The
data is stored in the relational database. It is effective and flexible to provide data services using the reading
depending on SQL. The services of data combine the various data sets. Consider an instance to choose the 20,000
good links from Kaggle and 20,000 links of phishing from the phish tank to merge with the 40,000 instances to
the balanced data set.

The module of machine learning is accountable for training and testing the model. The training model has the data
to update in the regular frameworks, and all models' training and testing processes are triggered regularly and
automatically. The system records every parameter of the run, and the types of data collection and the model are
dumped into the file storage system. It has the flexibility of adding new models to the machine learning module.

3.2. Data loading

The dataset is utilized to obtain to train the model via the data service from the database. The flexible selection of
various combinations of the data source is supported by the service of data and the datasets to vary the volumes of
data. A label and the URL string are included in every instance of data to sign the URL is the legal link or the link
of phishing. The values of the label are normalized between 0 and 1.

3.3. Feature extraction

The URL string is treated as the document with the semantics, and the technology of NLP (Natural language
processing) is used for extracting the features. The feature extraction process transforms the text documents
collection to the token count's matrix, and every token waits for one word. The tokenization process transforms
the URL string into lists of words in the traditional models of machine learning. Hence, the feature number that
equalizes the vocabulary size is identified using the data analysis. In the deep learning model, the tokenization
process parses the URL string to the characters list as the tokens at the character level. The URL characters are
obtained from the character set of ASCII. The most common 100 characters are chosen as the dictionary for the
character set for the research.

There are 2083 characters as the maximum URL length. The maximum number of URL characters to 200 due to
the time of calculation for the deep learning model and the statistical data is analyzed from the previous data set.
Hence, every URL is converted to a matrix of 200«100. The dictionary's position is relevant to every character is
fixed as 1, and the balance values are 0.

3.4. Network configuration

The process of parameter configuration introduces the model's parameters based on the configuration file. The
parameter grid is included by the configuration file relevant to every model, and every parameter contains the
number of values in discrete ways. One of the combinations and permutations of the values of parameters are
chosen for every training in the model's training process. The optimum parameter combination is achieved by
comparing the models' accuracy when all the combinations are used for the model to complete the training.

3.5. Adaptive feature learning

The general notion of the auto encoder is introduced in the proposed system for the data reduction purpose. A tuple
m,h,n,R,T,S,X,Y, X', D defines the m/h/m auto-encoder in the mathematical form presented in Fig 1.

- set of real numbers is R.

- The positive integers are m and h to present the X and Z length. Case 0 < h < m is concerned with the data
reduction.

- The mapping function from R™ to RP is T.
- The mapping function from R" to R™ is S.
- The set of n training vectors in R™ is X = {x4,X,,...,Xp}-

- X' = {x1,X5,...,Xn} denotes the equal set of target vectors in R™ and Y = {y,,y,,...,¥n} represents a set of n
compressed vectors in R" when the existence of external targets.
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- The function of dissimilarity or distortion, such as the Hamming distance or L, norm, defined over R, is D.

The auto encoder converts into output vectors T = S(x;) € R™ from the input training vectors x; € R, for any
transformations T € T and S € S. The transformations biases and weights of S and T are learned by the auto
encoder using the reduction of the function of distortion with the training vectors, which is defined below Eq. (1):

B(T,S) = ) EG) = ) DTG w,b)iw’,b), %) ®

Here, b is the bias vector and w as the weight matrix is the T parameters. w' is the weight matrix and b’ is the bias
vector is the S parameters. Data compression and reduction are performed, and the data is projected by the auto
encoder on the low dimension space when h < m. Various feature representations are attained that depend on the
better option of mapping T and S, the D is the distortion function, and the usage of extra constraints like the
regularization and generalization by using the regular auto encoder architecture. The numbers of auto encoders are
stacked by defining the deep neural network. Non-linear sigmoid activation is used on the hidden layers for
different classification issues. The auto encoders work like relevant T and S, which are the functions of linear
transformation classes in the case of mappings to Ry, from R,,,. Hence, the matrices of the sizesh X mand m x
h are T and S. The D is used for the linear transformation of R, and Ry,, the squared Euclidean distance designed.
However, the complex-valued linear auto-encoders theory is presented.

3.6. Classifier model

The novel idea behind the suggested model is presented in this section. Thus, the suggested model of RNN is
described for the intrusion detection of the network in a detailed way. The two public datasets are introduced
briefly, which are utilized for evaluating the model. Lastly, the proposed system explains pre-processing the two
datasets before describing the comparisons and the experiment’s simulation using modern technigues.

The suggested model of RNN has the fundamental unit, the AE (auto-encoder). The feed-forward neural network
is essential in auto-encoder that is the same as the MLP (multi-layer perceptron), which is comprised of three main
layers called the output layer, input layer, and one or more hidden layer or layers with the numbers of neurons
present in the output layer is same as the number of neurons present in the input layer. The auto-encoder has the
learning approach, which is unsupervised learning due to the learning of abstract data representation, which is
compressed by the auto-encoder to reconstruct the original input data rather than predicting the targeted output
from the inputs. A simple auto-encoder has a typical architecture, shown in Fig 1, with a single hidden layer. The
auto-encoder has two processes. They are (i) the process of encoding that performs between the hidden layer and
input layer and (ii) the process of decoding that performs between the output layer and the hidden layer.

Consider the auto-encoder as the input layer, which has m nodes for h nodes in the hidden layer and m nodes for
n input data vectors x; for the equal set of y;, abstract compressed data vectors.

| |
/:;:

Figure 1: Auto-encoder
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The output layer has the number of nodes equivalent to the number of nodes present in the input layer, and x; is
the reconstructed vector equivalent approximately to the input vectors presented below.

X =x;; 1=1,2,..,n (2)

The abstract compressed data vectors y; is calculated in the auto-encoder encoding process presented below.

T:y; =glxw+b); fori=1,2,..,n (3)

Here, the input layer presents the weight matrix, input vector, and bias vector as w, x;, and b. At the same time,
the auto-encoder has the process of deciding to use for calculating reconstructed data vectors x;.

S:x{ =g(y;w' +b) 4)

Here, b, x; and w represent the bias vector, abstract compressed data vector, and transpose weight matrix are the
b,y;,and wT in the hidden layer. Eq. (3) and Eq. (4) represent the function g, a non-linear or linear activation
function. The calculation of the sigmoid function is done, and it is used with the below representation.

S:x{ =g(y;wT +b) ®)

The values are used in the supervised learning for tuning the model with the values of b and w™ once the values
of b and wT are learned by using the auto-encoder in the unsupervised learning on unlabeled data with the help of
a back-propagation algorithm having the classifier of softmax which depends on the vectors of training data.

3.7. Model explanation

The suggested model of adaptive RNN has the model of deep learning, which has two phases. They are (i) the
initial decision phase and (ii) the final decision phase. The technique is used to construct the two phases called
RNN (Recurrent neural network) because of the speed and performance in real-time classification. The network
traffic is categorized as abnormal and normal, having the score value of probability in the initial phase. The value
is considered the extra feature for training the final decision phase for the multi-class attack classification and
normal. The technique of RNN is chosen in both stages, which merges the encoder with two hidden layers and the
classifier of softmax layer on top. Two tasks are carried out in the stage of training to build the suggested model
of RNN. The pre-training task is the first one where every layer of the encoder is individually pre-trained with the
help of an unsupervised learning approach. The error is raised during reconstructing the minimized input features
at every layer.
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Figure 2: RNN model
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The first layer has the original unlabelled features, which are the inputs and the compressed features are the outputs
which are the inputs to the next layer. The proposed system stacks them together and adds the classifier on top, a
softmax layer for the upcoming fine-tuning task when the first and second layers are pre-trained individually. The
supervised learning approach is used for tuning the pre-trained encoder model parameters depending on the back-
propagation algorithm that is attained from the prior task. Then, the semi-supervised learning approach is used to
train the suggested model. The fine-tuning task aims to lower the prediction error with the help of labelled features.
The algorithm steps are summarized in two phases of the training phase of the model of RNN in Algorithm 1. The
RNN model can classify the unknown network traffic instances after completion of the training stage. During the
classification stage, the model of trained RNN has the steps which are presented in Fig 2. The over-fitting issue is
reduced in the intention of the first phase, and the bias is mitigated to the normal traffic by locating more
concentration on the abnormal traffic to categorize the various kinds of attacks. The suggested system gives the
abstract feature space to differentiate between abnormal and normal flows of network traffic and discriminative.

Algorithm 1:

Input: 1y, 1, x, t

Output: predict label and attack types; // pcl, pv
. Begin //parameter initialization
. initialize parameter (p);

. Ilread training and testing feature sets

1

2

3

4.y — preTrain (x,IN1, H1);
5.v - preTrain (y, IN2,H2);

6. Tune the parameters

7. Auto — encoder — stacked layer (H1, H2);
8. RNN - stacked layer (IN, encoding, OT);
9. adaptive — RNN — fineTune (x, 1, RNN);
10. Perform classification

11. [pcl, pv] — classify (t, adaptive — RNN);
12. return adaptive — RNN, pcl, pv;

13. end

4. Numerical results

The simulation is done in MATLAB 2020a. The storage capacity is 500 GB by the server. Here, 0.2 is the ratio of
test data and 0.8 for training data. There are seven data sets and six models. Every model contains various
parameters. The below steps are performed by the experiments to find the optimum model in a fast way. Primarily,
the model is selected, which performs well from the novel analysis. The GRU model is preferred in the proposed
model. Thus, the better performance data sets are compared from the experiments in the proposed system for
training various models, and the results are compared in the second step. The hyperparameters are optimized for
the model's dataset in the proposed system. The first methodology enumerated the parameters' discrete values
option, and the cross-combination was performed to compare all the performance results from the experiment.

The standard statistical measures such as recall, precision, and accuracy are to evaluate the model of learning
contains the better performance. The simple mathematical computations obtain the indicators for four atomic
statistical indicators concerning the number of accurately found negative data points (TN), the number of
accurately found positive instances (TP), the number of positive instances labelled as negative (FN), and the model
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predicts the number of negative predicted data points (FP). The F1 score is used to represent precision and recall.
Also, a fake alarm affects the trust and experience of the user in the detection applications of cyber-security, and
the alarms are leaked, causing the user's losses. Hence, the F1, accuracy, rate of false-negative and the rate of false-
positive are used for measuring the models' effectiveness. Further, the metric called AP as Average Precision is
used to evaluate the deep learning models' accuracy using the average precision value for the recall value across 0
to 1d, which is greater and better. The average of AP is the MAP as Mean Average Precision. The two is the
number of classes.

The effectiveness accessed in the machine learning model is incomplete based on accuracy. It is customized for
higher accuracy in the experiments in one dataset, which is not performed. The greater accuracy is obtained by the
models not predicted by the new accurate data in real-time. Because over-fitting happens, these situations occur.
The concept of over-fitting is analyzed if the trained model effectively predicts the unaware new Data in data
mining. It is general for comparing the errors in the process of training having the errors in the validation process
in the machine learning-based classification whether there are over-fitting having the epoch. The loss of validation
and the loss of training is presented as having epochs in the model of a — RNN. Overfitting is avoided by one of
the techniques called early-stopping. The epoch equalized to 6 is presented in the point of differentiation between
over-fitting and under-fitting.

Custom Chrome Extension

Register
@ http://srv172932 hoster-test.ru/Notice/
webmail/main%:20all/login.html

Risk Level: HIGH more> >

Figure 3: Chrome browser extension

4.1. Dataset analysis

The experiments use a similar data set for various models of machine learning from the analysis of the model
having the better performance. Various researches presented that the random forest classifier outperforms the other
conventional classification models to detect phishing networks. Hence, the classifiers selected in the proposed
system as SVM, random forest, and logistic regression. Also, the architecture of the a — RNN model is unique in
training the data sequence in the deep learning technique. The performance measure is compared with the six
models in the proposed system. a — RNN obtains 99.18% accuracy, which is the greatest, and the low rate of false-
positive of 0.0047% is obtained by the random forest presented in Table 1.

The F1 scores and the accuracy of other models are nearer in the experiments. Fig 3 presents this performance. It
is not presented in the figure due to the accuracy of the mentioned model of a — RNN, which is lower than 0.9.
The LSTM unit and the gate unit provide the effects on the data training sequence from the outcome data of three
models of deep learning are presented again. The false-negative rate is greatest, and the summation of two error
rates is higher even though the existing model obtains a low false-positive rate.

4.2. Parameter optimization

The dataset is used from the mentioned outcomes in the model of a — RNN to achieve better performance. The
hyperparameters model is optimized by the third experiment having the best performance. 162 combinations of
the option values are performed for all the parameters in total. The experiment is carried out after the deployment
of the system to the cloud due to the experiment is run by a computer GPU do not support parallel computing, and
a long time is taken to train the model having the dataset. The comparison is visualized by accessing the tool
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MATLAB 2020a for the execution results, and the performance measures obtain a better combination of
parameters.

4.3. Comparison

The model a — RNN is compared with the existing results in the proposed system, which trains deep learning
models for detecting phishing websites. Various dimensions show the comparison like data collection, indicators
having performance, limitations, and indicators shown. Since there are no short links of the training model in the
dataset and all the present prediction services are not detected accurately if the short links are at the phishing risk
as the limitations of the suggested solution are implemented. Further, the first 200 URL characters are intercepted
with above 200 characters, which is lost as the information and the detection results are affected. Also, the reporting
process of the automatic review is judged presently depending on the rules like information about the client, the
remote IP address, and the number of URL submitted. The phishing attackers used this strategy maliciously. More
data is required to support the review results automatically in future. Consider an example, the current URL obtains
the HTML and if there is an input box in HTML and identify the similarity between the website which is whist
listed and the image of the logo.

5. Evaluation metrics

The below measurements related to performance are used for determining the suggested system and other models
such as recall, accuracy, F-measure and precision. The number of legal URLS is accurately labelled as legal, plus
the count of phishing URLSs that are accurately labelled as phishing is termed as the accuracy of the total number
of samples of the test set. The calculation of accuracy is provided in Eq. (14):

TP + TN

- 14
Accuracy, A = o P T PN+ TN (14)

The number of phishing URLSs is accurately labelled as phishing, and then the total count of the labelled URLSs as
phishing is termed precision. Eq. (15) shows the calculation for precision.

TP
TP + FP

Precision = (15)

The number of phishing URLs is accurately labelled as phishing rather than the total count of exact URLs of
phishing is termed as recall, which is referred to as sensitivity and TPR. Eq. (16) shows the calculation for recall.

P
_ 16
Recall = PIF (16)

The rates of precision and recall have the weighted harmonic mean termed the F-measure. Methodology having
the greater F-measure is more efficient. Eq. (17) shows the calculation for F-measure.

2 * precision * recall
F= — a7
precision + recall

The phishing URLs are accurately labelled as phishing URLSs as indicated by true positives (TPs), and the legal
URLs are inaccurately labelled as phishing URLs as indicated by false positives (FPs); the legal URLSs are correctly
labelled as legal URLSs as indicated by true negatives (TNSs), and phishing URLSs are inaccurately labelled as legal
URLs is indicated by false negatives (FNSs).

Table 1: Result analysis

Dataset Accuracy Precision Recall F-measure

MUD 96% 96% 96.8% 96.4%
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Synthetic phishing URL 0 0 0 0
+ MUPD (5000) 96.5% 95.8% 96.8% 96.2%
Synthetic phishing URL o 0 o 0
+ MUPD (10,000) 96.54% 96.8% 96.3% 96.5%
Synthetic phishing URL 0 0 o 0
+ MUPD (50,000) 97.5% 98% 97.2% 97.6%
MUPD 98.5% 98.8% 98.3% 98.7%
(a — RNN) 99.2% 99% 99% 99%
Overall performance comparison
100 B MUD
B URL+M. .
99 Phishin. .
Hl SynUR. ..
5o - B MUPD
= B =-RNN
@
® 97
95 I
Accuracy Pracision Recall Fmeasure
Froposed vs. Existing
Figure 4: Result analysis
Table 2: Performance of a — RNN over different scales in the provided dataset
Dataset split Accuracy Precision Recall F-measure
10% 98 98.1 98.1 98.9
20% 98.90 98.2 98.5 98.7
30% 99.1 99 98.6 98.6
40% 99.2 99.1 98.7 98.4
50% 99.5 98.9 98.8 98.2
60% 99.6 98.5 98.1 98.5
70% 99 99 98.2 98.4
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Overall performance comparison in different scales

I 20

995 30

B 40

= 99 . 50

2 I 60

= 70
B 985
975

Accuracy Precision Recall Fmeasure
Froposed vs. Existing
Figure 5: Comparative analysis
5. Conclusion

In recent years, multiple solutions based on machine learning have been suggested for dealing with phishing
attacks, yet the outcomes are not checked in the live environments of browsing, and the analysis and the study
regarding products are lacking in detecting phishing. A framework is suggested to detect phishing in the browsing
circumstance in real-time. The theoretical framework has the features that are presented below.

1) A closed-loop data is used in the proposed system to drive machine learning models with the best performance.
The basic need to train the model is the dataset, and the data quality should be higher to enhance the model's
performance. The data feedback is the high data quality with accuracy, sensitivity, and enhancement from users.

2) In a real-time environment, the system is running with no delays. When opening the web phase, the results of
the prediction is displayed.

3) The tracking of experimental data is done. The model's training process is an automatic task, and every result
from execution is saved in the database in real-time.

4) A browser extension is developed like a client's product that each common user can utilize.

5) The services of prediction are implemented that are extendable, and every service of detection is merged.
Consider an instance where the service of blocklist filtering is introduced and the service of computer vision.

6) The feature extraction process is not dependent on the third-party services in the deep learning model.
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