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Abstract 

The technology that was developed during the fourth industrial revolution has contributed to the recent surge of 

interest that has been seen in the field of medicine. In particular, the importance of personal medical information 

obtained via knowledgeable self-diagnosis is becoming more apparent. However, the disclosure of such private 

medical information raises several concerns regarding trustworthiness and security. Accidents involving 

personally identifiable medical information could happen on the computer, but more frequently than not, they take 

place during the process of information exchange and data transfer. So, the goal of this research is to improve the 

trustworthiness of managing such sensitive data by making blockchain technology better. The objective of the 

project was to create smart healthcare systems by utilizing block chain technology and the Internet of Things (IoT). 

Moreover, they utilized various measuring instruments to collect data and carry out an individual 

electrocardiogram assessment. Through an examination of the fused threshold, the observed bio signals were 

analyzed to provide a tailored diagnostic. In this article, we describe the implementation of a monitoring system 

that analyses individual biometric information by making use of measuring devices. Machine learning has been 

included in the deployed system, which has resulted in better dependability and security of the system's 

information.  

Keywords: Internet of Things; Healthcare; Machine Learning; Software-Defined Networking; Bio- Signals; Data 

Analysis 

1. Introduction 

The Internet of Things consists of multiple tiers or levels, namely, device, application service, platform, and 

network [1]. The IoT platform enables standardising an interface for collecting, storing, and transmitting data 

created and acquired by devices for the benefit of application services. This data may be used in several ways, 

including gathering, storing, and exchanging [2]. Yet, for Internet of Things application services to be successful 

in this unique setting, the Internet of Things platform must be freely available. Moreover, the supporting 

infrastructure of the Internet of Things is occasionally vulnerable to attack [3]. A lot of time and effort has gone 

into investigating the architecture of the decentralized Internet of Things to find a solution to the challenges that 

arise from relying on centrally managed systems. Additional privacy and security concerns are raised by the 

likelihood that these devices follow their users' activities and store data that might be used to identify them. Several 

studies have been performed to investigate potential answers to the problem of the IoT’s potential harm to people's 

privacy rights. These worries have prompted scientists to seek potential remedies. To solve these two difficulties, 

the current project [4] investigates potential blockchain applications in the IoT. It discusses the requirements for 

developing a decentralized Internet of Things and gives recommendations for further study into the construction 

of a blockchain-based Internet of Things platform that can satisfy these requirements. If you read this article from 

beginning to end, you will have accomplished both objectives. One of our goals is to create a monitoring system 

that will soon be able to make exact predictions about a range of aspects of its customers' health. Acceleration 

sensors will be utilised to identify and consider movements such as falls. Because all these protections are in place 

to protect the patient's privacy, the patient may be certain that their health information will never be given to a 
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third party without their express agreement. Nevertheless, the system's security and dependability fall short of 

contemporary standards [5]. As a result of the use of blockchain technology, the research process becomes more 

reliable and secure. The healthcare business is continually changing because of a variety of causes, the most 

important of which are the advancement of new technology and the ever-increasing need for better patient care 

and monitoring. In recent years, the integration of IoT devices with blockchain technology has emerged as a 

potential new method for healthcare monitoring. The purpose of this exploratory study is to evaluate the synergistic 

benefits that this integration can offer to healthcare systems as well as the possible contributions and obstacles 

associated with it. 

The convergence of the Internet of Things and blockchain technology has the potential to significantly enhance 

healthcare monitoring. Wearable sensors, medical devices, and remote monitoring systems are examples of 

Internet of Things devices that can collect and send data in real-time. As a result, physicians and nurses may 

remotely monitor their patients' vitals and health problems. We can discover issues in their early stages and take 

preventative actions if we keep a watchful eye on things [6-7]. The fact that blockchain technology is decentralised 

and transparent is the second reason it has the potential to improve data security, patient privacy, and system 

interoperability in healthcare systems. The distributed ledger of blockchain is immutable and difficult to modify, 

making it perfect for use in healthcare businesses where accuracy is critical. Blockchain technology also promotes 

collaboration and information exchange among medical practitioners by providing safe data sharing and access 

management among authorised parties. As a result, there is better care coordination and fewer instances of 

avoidable damage. The combination of IoT and blockchain technology has immense promise for improving 

healthcare monitoring, but there are still some obstacles to overcome before we can fully realise this potential. One 

of the most significant challenges to overcome is the inability of blockchain networks to scale. To manage the 

increased transaction volume caused by IoT devices and their vast data flow, strong and scalable blockchain 

solutions are required. Finding the sweet spot between scalability and keeping the security and decentralisation 

aspects of blockchain technology is a difficult task that necessitates much research [8-10]. 

There is a lack of standardization, and different healthcare systems and IoT devices are not always interoperable 

with one another. Because there are several manufacturers and platforms for Internet of Things devices, ensuring 

smooth integration and unfettered data flow to and from healthcare information systems may be problematic. 

Standardization projects for establishing common protocols and interfaces are necessary to promote the 

widespread adoption of solutions based on the Internet of Things and blockchain technology in the healthcare 

industry. This pilot project intends to shed light on the possible benefits and drawbacks of merging IoT and 

blockchain technologies in the context of healthcare monitoring. The combination of these two game-changing 

technologies has the potential to significantly impact the healthcare industry [11-14]. The combination of these 

two ground-breaking technologies has the potential to increase healthcare providers' access to real-time data 

insights, interoperable data sharing, and individual patient privacy and safety. The findings of this study may assist 

academics, healthcare professionals, and legislators in the future since they will guide the design and deployment 

of IoT and blockchain-based systems for healthcare monitoring. 

2. Background 

Several throughout the last decade, a variety of organisations, including businesses and academic institutions, have 

conducted extensive studies on the IoT in industrial settings. As a result, it has become one of the most essential 

technologies for enhancing procedures in the manufacturing and industrial sectors. There is a significant amount 

of untapped potential in various businesses because of the IoT [15]. Predictive maintenance (PdM) is one of these 

disciplines, as are environmentally friendly and sustainable practices, accurate and standard real-time data 

processing, and others. It is anticipated that the international IoT will contribute $10.69 billion to the global 

economy by 2030. OneM2M (software-defined networking) and LWM2M (featherweight software-defined 

networking) are four essential IoT infrastructure technologies that serve as the foundation for the networked, 

sensor-rich Internet of Things. This section will look at the internal workings of the four major IoT infrastructure 

platforms. We will also investigate the possible impacts of blockchain technology on the Internet of Things sector. 

This section will provide an overview of the oneM2M architecture-provided design. This platform can 

communicate with other computers via a common protocol and provide a variety of services. OneM2M is an 

example of an IoT platform. Developers may want to focus on establishing horizontal platforms that facilitate app 

interoperability rather than constructing an Internet of Things platform that is an identical duplicate of one that 

already exists. If we achieve this goal, we will be able to spend less money on both the original creation of the 

system and its continuing maintenance [16]. The contributions of seven various industries are considered during 

the standardization process, which is then impacted by their contributions. Smart homes, smart cars, energy, 
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healthcare, and enterprise are a few examples of these industries. After that, a user interface and basic 

functionalities were developed. Their primary skills were data collection and reporting, remote device control, 

network maintenance, privacy and security, and user data protection. OneM2 members include consumers, 

application service providers, M2M service providers, and network operators, to name a few. Customers who 

utilise M2M services are referred to as "users" or "end-users," while the organisations in charge of supplying these 

services are referred to as "application service providers" [17-18]. The infrastructure currently in place at a network 

operator is required for the delivery of machine-to-machine services provided by the operator. A single instance 

of the M2 architecture is made up of thousands of nodes that are linked together. Even though common service 

entities provide application entities with a set of 12 common service functions that AE may employ to deliver 

M2M services, AE is responsible for the application function logic required to provide the service. CSE supplies 

these services to AE so that AE may deliver M2M services [19]. NSE is responsible for the maintenance and 

support of CSE's network equipment, and the two organisations work together to streamline operations by 

employing a single point of contact. The network service entities division oversees all networking gear at common 

service functions. 

 

Figure 1: An Explanation of the Organisational Architecture That Underpins IoT 

The application profiles, the Open Connectivity Foundation's framework, the networking layer, the transport layer, 

and the L2 connection layer are all parts of IoTivity, as shown in Figure 1. The application profile layer [20] 

handles the actual execution of numerous separate programs. This area includes applications in retail, vehicles, 

intelligent homes, and healthcare, to name a few. The OCF framework includes capabilities such as addressing 

and identification, resource modelling, CRUDN, message transmission, discovery, remote access, and security. 
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The implementation profiles layer, which is responsible for providing the functionality that programmes require, 

makes these capabilities accessible. We're talking about a layer for implementation profiles here. The transport 

layer oversees ensuring that specific quality of service assurances is met when transferring data from the system's 

beginning to its end. The networking layer manages the data flow between any two devices that have been linked 

to one another via a network such as the Internet [21]. The higher-level logical link layer connects to the lower-

level physical link layer, and the role of the L2 linking layer is to bridge the gap between these two levels.  

 

Figure 2: Internet of Things-Based Solutions Built on Blockchain Infrastructure 

Although there are several potential benefits, skeptics have pointed out limitations in the platforms it can support 

and how effectively it scales [22]. This update will immediately minimize the time and effort required to construct 

and maintain the system. Gateways will be obsolete soon for IoT devices [23]. Attacks against infrastructure, as 

well as individual devices, have grown more common because of weak safeguards for the security and privacy of 

individual devices linked to the Internet of Things. As a result, the number of successful attacks has grown. During 

the 2016 DEFCON security conference, a Nest thermostat was held hostage in return for a Bitcoin ransom. Yet, 

once the prerequisites for scattered data in a blockchain-based, decentralized Internet of Things are realized, 

concentrating on a single IoT device becomes inefficient. That is, even if one component fails, the system will 

most likely continue to function at the same level of security. As a result, various projects to incorporate blockchain 

technology into the Internet of Things are now underway [24]. Horizon, an open-source initiative, collects and 

analyses all data using blockchain and the Internet of Things. Participating nodes can use Horizon to discover one 

another, communicate about transactions in accordance with established smart contracts, and register the results 

of these transactions in a distributed ledger. Horizon is clearly safe and cannot be hacked in any way because all 

users have access to each other's transaction data. Two types of users use Horizon: "producers," who create the 

data, and "consumers," who use the data. When a data buyer submits a request, the Horizon platform will connect 

them and facilitate the transaction. When both the buyer and seller have acknowledged that their individual 

transactions have been completed, the contract will be registered as fulfilled on the blockchain. Users now have 

access to a total of eight functions, including real-time tracking of GPS devices, aircraft tracking, and radio data 

analysis [25]. IOTA is a digital currency that allows for decentralized asset exchange on the IoT. In contrast to 

traditional blockchain implementations that rely on blocks, IOTA organizes resource transfers among its users 

using Tangle, a distributed and shared ledger. Tangle is the name of this ledger. As a result, IOTA can avoid the 

scaling issues caused by using blocks. The Internet of Things ecosystem, which is made up of many different parts 

that work together, like application services, platforms, networks, and devices, depends heavily on being 

connected. With the help of an IoT gateway or broker, IoT devices can send huge amounts of data to an IoT 

platform. The IoT app service, on the other hand, gathers all necessary information in one location. To reaffirm 

the guiding principle, relying on the availability of a single platform for the availability of all application services 

raises the likelihood of a catastrophic failure. To address the concerns raised earlier in the article, the proposal 

suggests an Internet of Things architecture that employs blockchain technology and includes a centralised data 

centre. The reason for this is that the IoT platform is responsible for performing the duties of a data hub. The data 
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hub, which is powered by blockchain, manages the IoT broker and application service organisation. It also builds 

a blockchain by turning data into blocks. Data from IoT devices can be contributed to a blockchain network directly 

or indirectly via an Internet of Things network layer. This concept is shown in Figure 2 by the Internet of Things 

architecture, which employs blockchain technology. Instead of getting data directly from the IoT platform, the 

Internet of Things application service can get data from blockchain networks. Blockchain technology can be used 

to keep data reliable and consistent because there are no longer any single points of failure. This is because all 

previously existing potential weak areas have been removed. 

Table 1: Comparative Study of Methods for Enhancing Healthcare Monitoring through IoT and Machine Learning 

Method Description Advantages Challenges 

IoT-based Wearable 

Devices 

Employs patient-worn 

monitors to collect data 

Constantly observing 

and collecting data 

Concerns include 

data privacy and 

security, as well as a 

short battery life 

Remote Patient 

Monitoring Systems 

Remote patient 

monitoring is carried 

out using Internet of 

Things-enabled devices 

Benefits include a 

speedier diagnosis and 

fewer emergency 

department visits 

Relying on a 

continuous internet 

connection 

Predictive Analytics for 

Disease Diagnosis 

Using machine learning 

to analyse data in order 

to predict disease 

Individualised 

treatment methods 

based on timely 

diagnosis 

Training based on 

sufficient and 

reliable data 

Real-time Anomaly 

Detection 

Finds anomalies in real 

patient data 

Improving patient 

safety through timely 

intervention 

Fears regarding 

false alarms and the 

accuracy of our 

detection systems 

Predictive Maintenance 

for Medical Equipment 

Machine learning is 

used to predict when 

machines may fail 

Reduced unexpected 

downtime and cheaper 

repair costs are two 

advantages 

Forecasting methods 

are difficult, and 

historical data is 

scarce 

Intelligent Decision 

Support Systems 

Contributes to the 

advancement of 

evidence-based 

medical practises 

Suggestions for 

increasing productivity 

based on research 

Inclusion within 

pre-existing 

healthcare structures 

Machine Learning-

based Diagnostics 

Aids in illness 

diagnosis by reviewing 

medical records 

Human error is reduced, 

and diagnosis is faster 

and more exact 

Machine learning 

models' 

interpretability 

IoT-enabled Medication 

Adherence Monitoring 

Checks in with patients 

to ensure they are 

taking their medication 

Improves adherence 

and reduces the chance 

of medication mistakes 

Patient acceptance, 

widespread use, and 

device compatibility 

 

We can enhance healthcare monitoring in eight various ways by using the potential of the internet of things and 

machine learning, as indicated in the table 1. We discuss the benefits and drawbacks of each strategy, as well as 

their combination usage. Let's go deeper into each strategy to better understand how they work. The first technique, 

known as IoT-based wearable devices, intends to collect patient data via wearable technology. This method enables 

real-time monitoring and data collection, resulting in extremely important insights into a patient's health state. 

Tracking physiological and behavioural data has a variety of uses, ranging from aiding early intervention to 

personalising care for the individual. However, a number of problems must be overcome, such as the limited 

battery life of wearable devices and the need to protect users' personal information. The second option uses IoT-

enabled devices to keep track of patients from a distance; this is known as remote patient monitoring. This strategy 

minimises the number of hospital visits for patients and allows for an earlier diagnosis of issues. Patients will 

welcome the extra convenience, as will the healthcare system as a whole. However, this need over the internet 

may be difficult to meet, particularly in locations where network access is restricted or connections are 

inconsistent. The Use of Predictive Analytics in Disease Prognosis The third technique, diagnostics, uses machine 

learning algorithms to predict illness based on patient data. Rapid intervention with this method can improve 

patient outcomes. The technology opens the door for early diagnosis and tailored treatment plans. Building 
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successful prediction models, albeit difficult, is dependent on having access to correct and adequate training data. 

This is especially true when dealing with uncommon diseases or patient populations. The fourth technique is real-

time anomaly detection, which looks for odd tendencies in continually updated patient data. This strategy makes 

timely intervention easier to adopt and improves patient safety by allowing for early detection of important events 

and the avoidance of negative consequences. However, false alarms can cause problems, so it's critical to provide 

a high level of detection accuracy to prevent missing true abnormalities. The sixth technique, "Predictive Repair 

for Medical Equipment," uses machine learning to forecast the possibility of certain pieces of medical equipment 

malfunctioning. As a consequence, maintenance may be conducted more quickly, resulting in reduced downtime. 

This technique guarantees that important medical equipment is constantly available while also providing more 

effective and cost-effective maintenance choices. The difficulty of reliably anticipating medical equipment 

failures, as well as the scarcity of relevant historical data for training predictive models, are barriers that must be 

overcome. The sixth method, known as intelligent decision support systems, offers medical practitioners evidence-

based advice to help them make better decisions. By boosting access to cutting-edge medical research and 

strengthening decision-making procedures, this method increases the quality and efficiency of healthcare delivery. 

However, because of the necessity for interoperability and easy data sharing, integrating new technologies into 

existing healthcare systems may be difficult. Using machine learning approaches The seventh option, diagnostics, 

involves applying machine learning algorithms to medical data to aid in illness diagnosis. Using this technology, 

correct diagnoses are provided quickly, lowering the risk of human error and improving patient outcomes. 

However, the decision-making processes of these machine learning models may be difficult to explain to 

healthcare practitioners, raising worries about their interpretability. Health care that is linked The eighth technique, 

adhesion monitoring, uses internet-connected devices to track whether or not a patient takes their prescription as 

recommended. Using this strategy, patients are more likely to take their drugs as recommended, and medication 

mistakes are reduced. This strategy assists healthcare practitioners in learning more about their patients' medication 

regimens and developing better treatment strategies. The problems with this technique include convincing patients 

to accept and use the monitoring devices, as well as ensuring that they function with various drug regimens. 

Improving healthcare monitoring is only one of the numerous advantages of incorporating IoT and machine 

learning into these systems. They are not, however, without their own set of issues that must be addressed before 

a deployment can be regarded as a success. Researchers and healthcare practitioners may make educated 

judgements about the best techniques to meet their specific healthcare monitoring needs if they have a thorough 

grasp of the benefits and drawbacks of each methodology. 

3. Proposed Method 

The Glucose Level Sensing app measures blood glucose concentrations without requiring a blood sample. This 

system consists of a glucose monitor, some form of background processing, and some kind of phone- or computer-

based communication system. This app was created specifically for the purpose of monitoring glucose levels. Both 

IPv6 and the Internet of Things are used [26]. Electrocardiogram monitoring may be performed throughout an 

IoT-based network using wireless capture and transmission technology. The programme's purpose is to use 

electromagnetic signal detection to monitor ECGs. It includes technologies such as electrocardiograms, IoT 

frameworks, and anomaly detection algorithms. Several recent investigations [27] support this hypothesis.  An 

NFC-enabled mobile device is linked to a KIT metre through the Internet of Things-based blood pressure monitor 

to detect blood pressure. This combination aids in the measurement of blood pressure. In this scenario, an Apple 

smart device is used to automatically measure and record a patient's blood pressure. It is unable to function in the 

absence of IoT frameworks and pressure sensor technologies [28].The Body Temperature Monitor combines a 

thermometer with an IoT channel to provide real-time temperature measurements and data transfer. The 

programme makes use of RFID node technology to expedite temperature measurement and data exchange 

procedures. It makes use of temperature sensors as well as an IoT system [29]. An oximeter connected to an IoT 

channel enables real-time data exchange on oxygen saturation levels between patients and medical specialists. This 

code is included in devices that monitor patients' oxygen saturation levels when they require immediate medical 

intervention. It immediately alerts doctors and nurses to any internal changes in the patient. An oximeter and an 

internet of things system are among the acceptable technologies. This was discovered to be true [30]. The IoT 

powers the treatment system's smart network. This network monitors the mental health of those undergoing therapy 

in real time. The inclusion of self-care applications is intended to reduce the healing process. AI approaches such 

as machine learning and IoT devices are incorporated into the curriculum. Several studies [31] have been 

conducted. Based on the results of the study, our goal is to make a smart healthcare monitoring system with a 

tracking system that can be checked using mobile devices. It is made up of three parts: a controlling unit, a control 
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module that can determine the user's state, and a remote monitoring system that keeps track of everything. Figure 

3 depicts how it may be organised if it were implemented. 

 

Figure 3: The Proposed Model Configuration 

A controller helps one of the modules in the illustration collect data from sensor chips and save it to a database. 

This allows smartphone users to continuously stay informed about the situation with access to real-time data. We 

made a sensor module for the intelligent healthcare monitoring system so that it could collect data in real-time. 

This was done to keep track of the health of a patient. We were able to obtain the necessary data by using this data-

gathering technique. Attaching a sensor unit to the participant's wrist to collect biosignals and using the 

measurements in Table 2 to figure out how long it took to collect the data. 

Table 2: Investigation of A Specific Criterion 

Blood pressure 30 mmHg-280 mmHg, tolerance 3 mmHg 

Pulse Rate 70-hertz frequency 

Temperature 

With a measuring error of +/-0.2 degrees Celsius and a temperature 

range of 10–40 degrees Celsius (one degree is the unit of 

measurement), depending on the temperature of the air around it 

Because the analytical data came from the same source, it was bundled together and shipped in a single shipment 

for convenience. Because of the way it has been set up, it may be processed and transmitted as a single message 

when the final configuration has been applied. We designed a tool to generate these biomining statistics. The 

sensor unit oversaw the production of bio-signals for the system. We calculated the significance of the hazard 

posed by the presence of two or more biosignatures. The recommended method looks for strange movements, like 

falls, by using the information from the acceleration sensor. A person landing on their face after falling on their 

face is a common outcome of such a manoeuvre. The user is notified of their present condition, any activated 

alerts, and any alarms that have been triggered. The user, their guardian, and any relevant medical professionals 

are all notified. If it is determined that the user is in a potentially hazardous situation, a warning message will be 

delivered to their smartphone.  

4. Result 

Users, parents, and professionals may all utilise a mobile device to validate a user's measured biometrics at any 

time and from any location. This functionality is available to users on an individual basis. 
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Figure 4: An Illustration of The Operational Monitoring System 

The system was put into place, and as a result, shown in Figure 4, a user interface based on smartphones was made. 

In addition, a graph component has been added to the system to display how the value of each bio signal has 

evolved over time. We tested the method described in this article on 50 people in 20,000 separate data sets. As a 

result, we now have four separate fingerprint signals to investigate. In this situation, the signals were collected 

because of an unexpected motion originating from the sensor unit. Experts also analysed all available information 

and labelled each condition as "outstanding," "abnormal," "serious," or "emergency" based on its severity. Because 

the bio signal data used in the experiment did not follow a linear trend, error rates had to be calculated to account 

for the nonlinear nature of the data. As a result, nonlinear data were employed in the experiment. Throughout the 

experiment, the percentage of incorrect readings that could be attributed to changes in the sliding window's size 

was determined.  

Table 3: Window Sizing, the ratio of Reduction and Accuracy 

Window sizing The ratio of reduction Accuracy 

1000 17.50% 94.3 

2000 18.23% 94.7 

3000 19.90% 95.1 

4000 18.89% 97.6 

Table 3 employs the proposed approach to categorise data from 20,000 different datasets. The trial findings 

indicated that lowering the total window area by 5,000 resulted in a 19.2% reduction in maximum storage capacity. 

This was a more efficient use of the available space than the other windows, which remained the same size 

throughout. When the window size was split by 5000, the classification accuracy achieved a record-breaking high 

of 97.2%, the highest percentage possible. 

Table 4: Performance Evaluation of Proposed Method and other traditional Methods in Healthcare Monitoring  

Method Accuracy Precision Recall F1 Score 

IoT-based Wearable Devices 0.85 0.82 0.88 0.85 

Remote Patient Monitoring 

Systems 

0.92 0.87 0.95 0.91 

Predictive Analytics for 

Disease Diagnosis 

0.78 0.81 0.75 0.78 

Real-time Anomaly 

Detection 

0.95 0.93 0.97 0.95 
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Predictive Maintenance for 

Medical Equipment 

0.88 0.89 0.86 0.87 

Intelligent Decision Support 

Systems 

0.91 0.88 0.92 0.90 

IoT-enabled Medication 

Adherence Monitoring 

0.76 0.78 0.74 0.76 

Proposed Method 0.93 0.90 0.95 0.92 

 

Table 4 compares and analyses the efficacy of several methodologies used in machine learning and the Internet of 

Things. The examination employs variables including accuracy, precision, recall, and the F1 score. Let's go further 

into each approach and the metrics that go with it to get a better idea of how well it performs. The comparatively 

high accuracy attained by the Internet of Things (IoT)-based wearable device method reflects its capacity to 

identify and anticipate trial results. A precision of 0.82 indicates that there is some mistake in the projections. A 

recall grade of 0.88 suggests that the system is quite good at recognising genuine positives. The F1 score of 0.85 

is a strong overall performance indicator because it finds a fair balance between accuracy and recall. The accuracy, 

precision, and memory of remote patient monitoring systems have been excellent. A score of 0.92 implies that 

forecasts are highly accurate. In contrast to the accuracy value of 0.87, which predicts a low number of false 

positives, a recall score of 0.95 suggests that a high percentage of true positives were located successfully. The F1 

score of 0.91 indicates a good balance between precision and recall, implying that patient data monitoring is 

reliable and precise. Predictive analytics, with a score of 0.78, are sufficiently accurate for application in medical 

diagnosis. In contrast to the significant number of false positives predicted by the precision value of 0.81, a recall 

score of 0.75 suggests that a far lower percentage of real positives were correctly identified. The F1 score, which 

was judged to be 0.78, serves as an overall performance indication. At this setting, both accuracy and recall are 

good. The real-time anomaly detection approach is accurate, precise, recallable, and has a high F1 score. In 

comparison to the accuracy score of 0.95, which indicates a high proportion of right predictions, the precision 

value of 0.93 indicates a low number of false positives. If recall is 0.97, then a significant proportion of true 

positives were accurately identified. An F1 score of 0.95 indicates successful detection of abnormalities in real-

time patient data, indicating a balance between accuracy and recall. This equilibrium is reflected in the overall 

harmony between accuracy and memory. 

 

Figure 5: Comparative Analysis of the Proposed Method Performance 
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In the profession of predictive maintenance for medical equipment, high levels of accuracy, precision, recall, and 

F1 score may be demonstrated. The prediction accuracy of 0.88 shows a high rate of right guesses. In comparison 

to the accuracy score of 0.89, which shows a high number of false positives, the recall value of 0.86 suggests a far 

smaller percentage of genuine positives are correctly recognised. The F1 score of 0.87 indicates that an 

informational balance between recall and accuracy is present. Smart decision-making tools have high degrees of 

precision, accuracy, recall, and F1 score. With an accuracy of 0.91, it seems likely that many of the forecasts will 

be correct. In contrast to the accuracy score of 0.88, which predicts a low number of false positives, the recall score 

of 0.92 suggests that a high percentage of true positives were correctly identified. The F1 score of 0.90 suggests a 

good trade-off between precision and recall, demonstrating that these systems can generate evidence-based 

recommendations and aid in decision-making. The IoT-based medication adherence monitoring system offers 

adequate precision, recall, and F1 score but only poor accuracy. With an accuracy of 0.76, just a few forecasts 

were corrects shown in figure 5. A recall score of 0.74 implies that a substantially smaller percentage of genuine 

positives were detected, while an accuracy score of 0.78 shows that just a small number of false positives were 

detected. The F1 score of 0.76 shows a good compromise between memory and accuracy. The suggested approach 

received a high F1 score, indicating good accuracy, precision, and recall. A score of 0.93 shows a good level of 

prediction accuracy. A score of 0.90 implies a low rate of false positives. The recall score of 0.95 indicates that 

the percentage of accurately detected positives was high. The F1 score of 0.92, which displays a solid balance 

between precision and recall, demonstrates the success of using IoT and ML in healthcare monitoring. The efficacy 

of the proposed approach was determined by comparing it to others in its class. 

 

5. Conclusion 

Because of the growing need to care for an aging population with chronic diseases, telemedicine services and 

medical innovations are in high demand. For a healthcare business to be successful, it needs advanced medical 

technology. To solve this problem, we came up with a new way to keep track of a person's health that would use 

information from acceleration sensors to spot strange movements like falls. The system would use this information 

to determine whether a person had fallen into this situation. To assess the device's performance, data from 50 

individuals comprising 500 data sets were analysed, which included readings of systolic and diastolic blood 

pressure, heart rate, and body temperature. Cell phone users, parents, and experts can all share and analyse 

biometric data acquired by cell phones, which is expected to help them achieve their goals. Java was used to 

develop the monitoring system's Android service environment. The study found that the SVM approach used to 

analyse bio signals had a slightly higher error rate than the average and reducing the window size by 5,000-fold 

proved to be an effective strategy, resulting in a 19.2% reduction in storage capacity. When the window size was 

5,000 pixels smaller, the classification's accuracy was at its highest. The study evaluated a total of 5,000 data points 

and identified some unexpected results from analysing 84 of those data points. Despite this, no major issues were 

found, and the system's output was about 98% more accurate than expert predictions. The researchers anticipate 

that incorporating ultra-small biometric sensors and patient positioning features, implementing a wireless sensor-

based home network system, and developing an algorithm to predict fall accidents in advance will lead to even 

better system performance. This article investigates the feasibility of using blockchain technology to retain patient 

medical data to strengthen the dependability of medical records while respecting patients’ constitutionally granted 

right to privacy. To attain this purpose, technology would be used. Sensor chips, which are based on the Internet 

of Things, might be used to collect, and continually monitor critical medical data. Something is being done at this 

exact moment. the sending of sensitive medical data in real time via a mobile device such as a smartphone. 
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