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Abstract

Existing cloud based security procedures are insufficient to manage the ever-increasing assaults in 10T due to
the volume of data generated and the processing latency. 10T applications are vulnerable to cyberattacks, and
some of these assaults might have catastrophic results if not stopped or mitigated quickly enough. As a result,
10T calls for self-protect security systems that can automatically interpret attacks in 10T traffic and efficiently
handle the attack situation by activating the proper response quickly. Fog computing satisfies this need because
it can embed the intelligent self-protection mechanism in the distributed fog nodes, allowing them to swiftly deal
with the assault scenario and safeguard the 10T application with little in the way of human interaction. At the fog
nodes, the forecasting method employs distributed Gaussian process regression. The cyber-attack may be
predicted more quickly and with less mistake for both low- and high-rate attacks thanks to the local forecasting
about the 10T traffic characteristics at fog node. One of the fundamental necessities of an 10T security mechanism
is the ability to forecast attacks in a timely manner with a high degree of accuracy, and the simulation results
highlight this fact.
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1. Introduction:

The provision of transparent and wide-ranging seamless services with security is the major issue in deploying
I0T. With the proliferation of 10T devices, increasing sophistication, and massive amounts of data, it has become
a prime target for cybercriminals. The hackers not only steal information but also utilise the infected 10T device
as part of a larger botnet to launch massive attacks. Security and privacy in 10T applications are of the utmost
importance, as physical objects are constantly detecting and sharing personal data of our daily lives. If these
gadgets are attacked, it might have catastrophic results [1]. The complexity of existing computing and
communication systems is increased by the deployment of 10T devices in both managed and unmanaged
environments, hence increasing the vulnerabilities of 10T. Due to its reliance on wireless data transfer, loT
applications must adhere to the same stringent security standards as the Internet and device networks [2]. The
anticipated widespread entry of devices and sensors into personal places like the home, the car, and wearable
gadgets poses significant privacy and security risks in 10T applications [3].

To harness the full potential of the 10T, numerous cutting-edge technologies have been developed, including
cloud computing, Software Defined Networking (SDN), big data analysis, intelligent sensors, etc. Most of these
loT technologies, however, are still in their infancy, and their implementation carries with them significant
technological concerns. As a result, maintaining security and privacy in the 10T's cutting-edge technologies
presents fresh issues [4]. The security risks of the present Internet are exacerbated by the diverse nature of 10T.
Most loT data consists of personally identifiable information that must be safeguarded. In an Internet of Things
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setting, perimeter defences are insufficient. To develop security instincts and to deliver an effective defence
response to evolving threats, it must analyse and interpret the huge structured and unstructured data from loT
devices [5].

Several forms of cyberattacks are frequently seen in the Internet of Things. While these attacks may be modelled
after those already in use, their effects will be unique for each 10T use case, device type, communication protocol,
layer of security, and other factors.

Any path any network Anything any devices

Any place anywhere o ___. / _ __ = Anyone any body

Anytime any context [ Any service any business

Figure 1: Connectivity in internet of things (10T).

CISCO has invented a new computing paradigm called "fog computing,” which moves previously cloud-based
data and services to the network's periphery [6]. It uses the principle of distributed computing, in which tasks
such as data processing, storage, and service delivery are delegated to nodes closer to the network's periphery.
Data from the burgeoning loT's millions of connected devices is massive and must be analysed quickly. Fog
computing can fulfil this need [7]. The heterogeneity of the underlying equipment is hidden by an abstraction
layer in fog nodes, and a standard programmable interface is provided through virtualization. Orchestration is
needed in fog computing to coordinate the sharing of services and resources amongst fog nodes [8].

Fog computing offers increased assistance to 10T applications, along with reduced latency and lower bandwidth
use. Tracing fog nodes gives 10T end devices awareness of their physical location. For large-scale loT
applications, it can be deployed in multiple locations for maximum availability and scalability [9]. Protocols
exist in fog computing that allow Internet of Things devices to move freely. Supporting interoperability and
adaptability in loT applications, it solves the problems caused by 10T's heterogeneity [10].

There are typically three components to an 10T application design that makes use of fog computing: the end
device, the fog, and the cloud. Sensors of various kinds, from the simplest to the most complex, are found in the
Internet of Things' end device tier. This tier's primary function is to collect data from its surroundings and
transmit that information to the fog tier [11]. Edge devices like access points, gateways, and routers manage data
processing, storage, and services in the fog tier of a distributed computing architecture. The data is transferred
from the fog nodes to the cloud tier, which is responsible for global data management. The data is also presented
in a final form, tailored to the needs of the 10T application.

2. Existing Work Done:

Many studies have been conducted on the topic of developing self-protecting autonomic computing systems.
The authors advocated a decentralised method for self-defence. This solution uses a software component design
to detect and remove potentially harmful nodes automatically [12]. As a defensive measure, it uses a variety of
sensors to identify malicious nodes and then to isolate them. The fact that this device can only be used in lab
conditions is a big limitation.

Unsupervised Behaviour Learning (UBL) is a self-protection mechanism developed by researchers for use in
cloud environments. Automatically capturing dynamic system behaviours via Self-Organizing Map (SOM)
learning. It analyses patterns of behaviour to discover previously unseen outliers and anticipates new kinds of
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outliers [13]. Although UBL is capable of spotting and anticipating anomalies, it lacks a response mechanism to
deal with them.

The authors presented a self-configuring, self-protecting autonomic computing system. To aid in the deployment
of an autonomous system, it is built around two primary modules: the Component Management Interface (CMI)
and the Component Runtime Manager (CRM). Anomaly detection and defence in this system are handled by an
automated online monitoring tools and a feature selection method [14-16]. The use of two modules requires more
resources, making it inappropriate for devices with limited power.

The researchers introduced a self-protecting cloud infrastructure design they named VESPA. This design
safeguards the virtual space with a suite of regulatory mechanisms. Security within and between layers of
infrastructure is governed by a set of policies. It is made up of attack-detection and -reaction components that
may be coordinated in a variety of ways, allowing for customizable security policies in the cloud [17]. Only self-
defence in cloud environments is addressed by this approach.

A method of self-defence against denial-of-service attacks was proposed by the authors. The network's
foundation is the Cognitive Packet Network architecture, which employs intelligent packets to make QoS-aware
path selections. Downstream resources are made available thanks to the system's ability to autonomously
recognise and modify harmful packets using trace-back of attack flows [18]. This system's fundamental flaw is
that it is unfit for usage in a low-resource setting because it relies on a trace-back approach for recovery.

Using the Quality of Service (QoS) metric of network flows, researchers presented a self-defence architecture to
identify the abnormality. It is capable of online monitoring and was developed using Hotelling's T2 methodology
to identify malicious data by comparing deviations in QoS characteristics from typical network traffic [19]. It
divides the flow of traffic into four categories—normal, probable normal, probable abnormal, and abnormal—
using a novel metric called Abnormality Distance (AD). Priority scheduling is given according to an AD metric
to lessen the effects of an attack if anomalous traffic is detected [20].

The system's primary flaw is that countermeasures seldom halt an assault entirely. For stationary wireless sensor
networks, the researchers presented a self-protect strategy. In this method, sensors in the same network actively
keep an eye on one another. For the least p-self protection problem, this method yields a centralised and
distributed algorithm with constant approximation ratio [21]. However, this method has the main limitation of
being applicable exclusively to stationary wireless sensor networks.

The authors propose a self-protect mechanism framework built specifically for the Internet of Things ecosystem.
To prevent breaches in the loT-based system, this strategy employs a model-based cyber security management
approach [22]. Using the Master Controller Virtual Machine (MC-VM), it can identify and prevent numerous
types of assaults. This system's primary flaw is that it is too heavy to easily deploy on low-powered Internet of
Things gadgets [23].

The suggested 10T self-protection system differs in significant ways from the aforementioned efforts. To begin,
it can independently anticipate, identify, and defend against cyber-attacks in an Internet of Things (1oT) setting
[24]. Then, it uses the huge amounts of structured and unstructured data generated by 10T devices to develop
security instincts and respond effectively to evolving threats. In addition, it is deployed at fog nodes to effectively
safeguard low-powered devices [25].

3. The objective of the Research Work:

The study suggested here aims to improve the speed and accuracy with which cyber attacks on 10T applications
may be predicted. The most important results of this study are:

1). Cyber-attack prediction utilising fog node-based distributed Gaussian process regression.

2). To foresee cyberattacks, we modified distributed Gaussian process regression to model attack traffic in 10T
applications.

4. The Proposed Work:

The proposed distributed attack forecasting technique for 10T aims to predict zero-day assaults with high
prediction accuracy and low error rate at a higher speed. To predict attacks more quickly than cloud-based
methods, the forecasting mechanism is implemented at the distributed fog nodes that are closer to the end devices.
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As an added bonus, the suggested forecasting method employs distributed Gaussian process regression, which
is able to predict efficiently with reduced training time from massive data with high uncertainty emanating from
an Internet of Things (IoT) setting.

In this study, we examine the challenge of predicting cyberattacks in 10T applications running on fog nodes. It
is expected that the loT application makes use of numerous clusters of 10T devices, each of which is linked to a
fog node. Each fog node is linked to the 10T application's cloud backend. The fog nodes in the network connect
the Internet of Things devices to the cloud application servers. loT-connected devices' network traffic is treated
as a stochastic variable. Under the assumption that discrete subsets of these random variables form a combined
multivariate Gaussian distribution, these variables are used to simulate a Gaussian process. The cyber attack is
predicted based on the characteristics of the network traffic. In order to anticipate a cyberattack, the fog node
monitors the underlying clusters' traffic parameters and predicts their future values.

10T cluster
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Fog Node
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\ 4
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Figure 2: Current example of a model for forecasting cyber attacks in an Internet of Things setting.
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The data generated by the 10T cluster's end devices is transmitted to the cloud's application server via the fog
nodes. Gaussian process regression is used by the fog nodes to make predictions about the parameters of the
network's traffic. The cyberattack is predicted by the fog nodes by comparing the predicted values to threshold
levels. If the projected values are within the thresholds, regular operations are maintained; otherwise, an attack
is considered. In order to conduct worldwide forecasting, the fog node transmits its predictions to a cloud-based
application server. Using the Product-of-Experts approach of distributed Gaussian process regression, all of the
local projected values are integrated at cloud to achieve the global forecasting result. Information about the
expected attack's efficacy over the whole application is provided by the global forecasting result. Figure 2 depicts
the process of the suggested technique for predicting cyber attacks.

Due to the vast number of unsynchronized or poorly synchronised devices, l0T traffic is highly variable. Kg, or
the rational quadratic covariance function, is used to describe the inherent volatility of Internet of Things (lIoT)
communication. This covariance function, which is one of many that already exist and which reflects
fluctuations, is defined by the equation

2
Fluctuation = Kz(Ry, 1, 0) = a;2(1 + %)“’ @
1

where the form parameter is, the length scale parameter is 11, and the variance is 1. Long- and short-term
dependencies in 10T application network traffic are accounted for by using the product of two isotropic squared
exponential covariance functions Ks, as shown in Equation

Ry? R3?
Dependancy = Kg(Ry, 1) + Ks(Ry, 13) = a% (- 225) + @ (— 225 )
2 3
The variances are denoted by 2 and 3, while 12 and I3 are the length scale parameters. As demonstrated in
Equation (1), the periodic covariance function K Periodic and the isotropic squared exponential covariance KSE
are utilized to simulate the periodicity and cyclic behavior of 10T traffic.
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The length scale parameters 14 and 15 along with the periodic parameter p and their associated variations 4 and
5 are shown below. As a result, the suggested Gaussian process regression modelling of 10T application traffic
at the fog node makes use of a composite covariance function.

Ky = Fluctuation + Dependancy + Periodicity 4
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The above covariance function includes parameters whose values determine how well the proposed Gaussian
process regression model fits the data. Hyperparameters refer to the range of the covariance function that affects
the precision of the model.

4.1. Cyber-attack predicting Algorithm:
Input: Hyperparameter, Covariance Function
Output: Cyberattack Predictions

Fog nodes at which:

1. To train the 10T traffic data, first use the determined covariance function KFOG and Hyperparameter.
2. Using the prior values from the training data, do local Gaussian process regression to predict the
posterior mean and variance.

3. To determine if an attack is possible on an 10T system, step three is to compare the anticipated value
to previously established thresholds for the relevant traffic metrics.

4. When the posterior values deviate from the predetermined traffic thresholds, the fog node will claim

an assault has occurred and alert the response module.
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5. To execute a global prediction of the assault, the fog node communicates the values from its local
prediction to the cloud.

Gather all the fog nodes'

1. Local forecast values at Cloud server.
2. Make a worldwide forecast using the Product-of-Experts model.

By comparing the expected traffic quantities to the threshold, local predictions about the cyberattack may be
made. In a typical 10T setting, the threshold values are determined. By using local forecasting, the 10T application
is warned of the impending attack in time to activate a defence mechanism. Concurrently, the cloud server
receives the projected result from the fog nodes in order to make a global prediction regarding the cyberattack
throughout the entire 10T application.

5. Result and Discussion:

In this subsection, we simulate a flooding assault in a wireless sensor network to show how the suggested fog
computing based cyber-attack forecasting works. Flooding assaults are a common sort of cyberattack that can
significantly slow down a network.

The proposed solution is shown effective by means of a simulated flooding attack. In Wireless sensor networks,
flooding attacks are widespread and can take several forms depending on the routing protocol in use. The
experiment takes into account the routing-based flooding attack in the DSR protocol. If the route to the
destination node is not already in the route cache, the sending node will send a Route Request packet (RREQ) to
its neighbour in order to request it. The neighbour node will reply with a Route Reply message (RREP) if it
possesses the route. If a neighbour does not already have a route to the destination node in its route cache, it will
rebroadcast the RREQ and include its own address in the route list. After the RREQ has been processed at the
final hop, a Route Reply (RREP) message will be sent back to the originating node. The sending node adds the
new route to its route cache and then uses it when sending a message. When a node on the route detects a broken
connection, it reports the problem by sending a Route Error (RRER) message back to the route's origin. When a
link fails, the route cache at its origin node is cleared and a replacement path is chosen. If a relay node along the
path detects a failed connection to the final destination, it will send a route discovery query (RREQ) and response
(RREP) during the packet's transit. Attackers use this to launch a flooding attack, and it's called the route recovery
mechanism.

An attacker node in the network will insert an unavailable node into the route and then broadcast an RRER
message. An RREQ is sent by an intermediate node when it is unable to locate the destination node along the
route. In a similar vein, the attacker uses other nodes as puppets to flood the network with RREQ requests for
downed or otherwise unreachable hosts. Puppet attack is another name for this type of flooding attack. Because
it employs genuine nodes to create attack, the impact of a puppet attack is greater than that of a standard flooding
attack, and it is also more difficult to detect.

Gaussian process regression with full data and Gaussian process regression with an approximation based on a
subset of data (SoD) are both applied to the same assault on 10 puppets on a cloud application server in order to
evaluate the suggested strategy. For the Gaussian distribution with SoD, we transmit data from our network of
150 wireless nodes to a central server, where we randomly select a chunk of data equal in size to the training
data we use in the fog nodes.

The proposed method uses the same composite covariance function to fit the Gaussian process. In Table 1, we
can see how the mean squared error (MSE) compares to the full Gaussian process and the Gaussian process
based on the technique of moments (SoD). In terms of accuracy, the full Gaussian process regression excels, but
it takes more time to train. While the proposed method outperforms the Gaussian process based on SoD in terms
of training time, the latter's greater error rate can be attributed to its use of randomly selected training data points.
Therefore, the error rate is higher than the Gaussian process based on SoD since mistakes from several fog nodes
are aggregated at the cloud. When compared to the other two techniques, the suggested method's performance is
markedly superior in predicting the attack with less training time and higher accuracy.
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Table 1: MSE and training time Comparison of the proposed method.

S. No. Methods Mean Square Error Training Time
1 Proposed method 0.20 +/-0.04 38
2 GPR at cloud 0.53+/-0.14 41
3 FGPR at cloud [20] 0.19+/-0.08 56

Predicting low-rate attacks is not a good fit for full Gaussian process regression due to its lengthy training period.
The suggested method's main benefit is that the fog nodes can predict low-rate attacks locally with minimal

training.

Training Time

B Proposed method
B GPR at cloud

M FGPR at cloud

Figure 3: Training Time Comparison of the Proposed Method with Existing approach.

When compared to full Gaussian process regression in the cloud, the suggested method accurately predicts the
low-rate attack at fog nodes. With this in mind, the suggested fog based cyber-attack forecasting system
accurately forecasts both low-rate and high-rate attacks. To demonstrate this, we constructed low-rate flooding
attacks using a small number of puppets (between 1 and 6), trained for 40 seconds, and then predicted their
success with the proposed approach and complete Gaussian Process regression in the cloud.

Table 2: Prediction time for low-rate attacks.

Puppet Count Approach Attack Time
(Sec.)
1 Actual Attack 98
Projected Approach 102
FGP Approach [20] 138
6 Actual Attack 85
Projected Approach 83
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FGP Approach [20] 102
12 Actual Attack 68
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FGP Approach [20] 69
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Figure 4: Prediction time for low-rate attacks.

Cyber-attacks, both low- and high-velocity, can be predicted more quickly and with less mistake thanks to local
forecasting regarding the characteristics of 10T traffic at the fog node. In order to offer a worldwide perspective
of the assault in the 10T application, global forecasting is carried out at the cloud server of the application itself
using the Product-of-Experts technique. Simulated results highlight that the suggested system may forecast the
assault at a faster rate with improved accuracy, a necessity for any security mechanism including the Internet of
Things.

6. Conclusion

This study presented a self-protection solution for Internet of Things (IoT) networks that is based on fog
computing. In order to implement the 10T security system, the suggested system makes use of the key advantages
of fog computing, namely the reduction in latency and the reduction in bandwidth use. A mechanism for
predicting cyber attacks was proposed to help identify zero-day exploits. The method relies on distributed
Gaussian Process Regression at fog nodes to make predictions. Cyber-attacks, both low- and high-velocity, can
be predicted more quickly and with less mistake thanks to local forecasting regarding the characteristics of 10T
traffic at the fog node. The IoT application's cloud server performs the worldwide forecasting using the Product-
of-Experts technique to give a comprehensive picture of any potential attacks. The simulation findings highlight
the fact that the suggested method can predict the attack more quickly and accurately than the current methods.

The theoretical and simulated outcomes are presented in this study. Future study will utilise the statistical model
to evaluate the effectiveness of the suggested self-protection mechanism and compare the results to those from
the simulated environment. A real-world Internet of Things application can now make use of the suggested
technology.
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