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Abstract

In the era of information overload and the widespread dissemination of news through various online platforms, the
identification and mitigation of fake news have become imperative. This paper presents a comprehensive investigation
into the application of Transformer Networks for accurate fake news classification. Transformers, known for their
ability to model long-range dependencies and capture contextual information effectively, have demonstrated
outstanding performance in natural language processing tasks. Leveraging this strength, we propose a simple but
effective approach that employs Transformer-based architectures to discern fake news from genuine information with
high precision. In our approach, we explore various techniques, such as attention mechanisms, positional encoding,
and self-attention layers, to capture important contextual relationships and optimize the classification process.
Through extensive experimentation, we demonstrate the effectiveness of our approach in accurately identifying and
classifying fake news articles. Our proposed model achieves state-of-the-art performance on a public benchmark
dataset, surpassing existing approaches.
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1. Introduction

The emergence of social media and online news platforms has given rise to a rapid surge in the dissemination of
misleading information and fabricated news. Fake news, which encompasses deliberately falsified or deceptive
content presented as genuine reporting, poses a critical challenge in today's society. Its detrimental effects include
influencing public perspectives, fostering biased beliefs, propagating false assumptions, and eroding trust in
established institutions [1,2,3]. The widespread circulation of fake news can have profound implications for
individuals, communities, and democratic processes. Consequently, it becomes imperative to develop automated
systems capable of identifying and flagging fake news to mitigate the proliferation of misinformation and restore
confidence in news sources. However, the task of detecting fake news is highly intricate, given its complex and ever-
changing nature, as well as the delicate balance required between upholding the right to free speech and ensuring
responsible and accurate journalism [4,5].

The utilization of computational intelligence has emerged as a promising strategy in the quest for detecting fake news,
harnessing the computational capabilities to automatically classify news articles as authentic or fabricated. By
examining various attributes of news articles, such as language usage, writing style, and source reliability,
computational intelligence algorithms can discern patterns and make predictions regarding the veracity of the content
[6]. A notable advantage of computational intelligence lies in its capacity to handle substantial amounts of data and
adapt to evolving patterns of fake news. Nevertheless, several challenges must be addressed. These include acquiring
high-quality labeled data, mitigating potential biases within training datasets, and striking a balance between the
accuracy and interpretability of computational intelligence models. To confront these challenges, researchers are
actively exploring novel techniques such as multi-modal learning, transfer learning, and explainable Al to enhance the
effectiveness and transparency of computational intelligence approaches for detecting fake news [7].
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This paper proposes an applied computational intelligence approach for fake news detection using a transformer-based
model, which has shown superior performance in natural language processing tasks, to the task of fake news detection.
Specifically, we build a transformer-based model that uses attention mechanisms to focus on important features and
reduce noise, allowing the model to capture both local and global context in the text. We evaluate our approach on a
publicly available dataset and compare it to state-of-the-art methods. Our results demonstrate that our transformer-
based model outperforms existing models in terms of accuracy and F1 score, highlighting the effectiveness of our
approach for fake news detection [8].

2. Case Study

The WSDM (Web Search and Data Mining) fake news dataset is a publicly available dataset created to facilitate
research in the field of fake news detection. It was first introduced in 2018. The dataset consists of 320552 news
articles, which were collected from reliable and unreliable news sources between the years 2016 and 2017. The articles
were divided into two sets: a training set with 80% and a test set with 20%. Each article in the dataset is labeled as "
unrelated", “agreed”, or "disagreed"”. Table 1 provides summary information for the WSDM data.

Table 1: Summary information for the WSDM data

TITLE1 EN TITLE2 EN LABEL
COUNT 320552 320552 320552
UNIQUE 67869 136111 3
TOP Someone from the The world's first talking  unrelated
People's Hospital of dog shocked 6 billio...
Cengxi C...
FREQ 755 66 219313

Preprocessing is applied to prepare the WSDM data for ML-based fake news detection. The preprocessing involves a
set of common steps that are described as follows:

1. Data Cleaning: This involves removing any unnecessary information or artifacts from the data, such as
HTML tags or special characters. It is important to ensure that the data is in a clean and consistent format
before performing any further analysis.

2. Tokenization: This process involves breaking down the text data into smaller units, such as words or n-
grams. Tokenization helps to simplify the text data and make it more manageable for analysis.

3. Stop Word Removal: Stop words are common words that do not carry much meaning, such as "and," "the,"
and "of." Removing these words can help to reduce the dimensionality of the data and improve the
performance of computational intelligence algorithms.

4. Stemming and Lemmatization: These processes involve reducing words to their root form, such as
converting "running,” "ran," and "runs" to "run." Stemming and lemmatization can help to reduce the
complexity of the data and improve the accuracy of computational intelligence models.

5. Feature Extraction: This involves selecting or creating relevant features from the preprocessed data, such as
the frequency of certain words or the presence of certain patterns. Feature extraction is an important step in
computational intelligence, as it helps to identify the most important information in the data for
classification or prediction.

3. Proposed Solution

In this section, we present our proposed solution for fake news detection, which is based on a Transformer network
for modeling the unique features of fake news. The multi-attention mechanism then focuses on the most important
parts of the input, allowing the model to effectively distinguish between real and fake news. Our proposed solution
builds on existing work in the field of fake news detection by incorporating Transformer networks, and we believe
that it represents a significant step forward in the development of effective methods for identifying and combatting
fake news [10].

The embedding step is a crucial component in constructing the early phase of our Transformer networks for fake news
detection, especially when leveraging GloVe embeddings. GloVe (Global Vectors for Word Representation) is a
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popular pre-trained word embedding model that captures the semantic meaning and relationships between words based
on their co-occurrence statistics in a large corpus. By incorporating GloVe embeddings, our fake news detector can
benefit from a rich and contextualized representation of words, enhancing its ability to capture the underlying meaning
of the news. GloVe embeddings offer a valuable initialization point, as they capture extensive linguistic information
and can handle out-of-vocabulary words effectively. The GloVe embeddings are applied by loading it into the model's
embedding layer, where each token in the input sequence is replaced with its respective pre-trained embedding vector,
forming the initial input representation. This way, the fake news detector becomes more adept at capturing the complex
linguistic nuances present in news, enabling it to effectively differentiate between genuine and fake news [12].

As a key component of our fake news detector, Self-Attention Mechanism is applied to capture the contextual
relationships between words in the input sequence. By incorporating self-attention, the model can assign varying
degrees of importance to different words based on their relationships within the sequence. This allows the model to
focus on relevant information while considering the long-range dependencies between words, irrespective of their
position. During the self-attention process, each word in the input sequence interacts with every other word, and the
attention weights are computed based on the semantic similarity between them. The self-attention mechanism allows
the model to attend to the most informative words in the sequence, giving more weight to those words that contribute
the most to understanding the context and identifying the authenticity of the news article [13,14].

Given an input sequence of tokens, the self-attention mechanism generates three different vectors for each token:
Query (Q),Key (K),and Value (V). These vectors are derived from the embeddings of the input tokens.
The Q, K, and V vectors are used to compute the attention scores between the tokens in the sequence. The attention
score reflects the relevance or importance of each token with respect to the other tokens in the sequence. It is calculated
by taking the dot product of the query vector of a particular token with the key vector of every other token in the
sequence [15-17]. The resulting scores are then scaled and passed through a softmax function to obtain attention
weights that sum up to one. These attention weights are used to compute a weighted sum of the value vectors,
producing the final output of the self-attention mechanism.

KT)V (D
Jdi

Attention(Q, K, V) = softmax(

This process is performed for each token in the input sequence, enabling the model to capture the relationships and
dependencies between the tokens, considering the contextual information provided by the entire sequence. For
ky
kz], the output of the self-attention
ks

q1
instance, given that we have four queries g = [gg], and three keys K =
qs

layer is computed as follows:
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Then, we apply a multi-head attention mechanism [18-19], in which each definite head has its relative weight matrices,
WP, are discovered by index i.

MultiHead (Q,K,V) = Concat(head,, -, head,)W° 3)
In the above formula, each head; are computed bellows:

head; = Attention(QWiQ, KwK,vwY) S

Feed-Forward Neural Networks (FFNNs) play a crucial role in the Transformer network for fake news detection,

serving as a component within each Transformer layer. While the self-attention mechanism captures contextual

relationships, FFNNs help in further processing and transforming the representations obtained from self-attention. In

the Transformer architecture, the FFNNs are typically positioned after the self-attention sub-layers. These sub-layers
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are fully connected neural networks, often consisting of multiple linear and non-linear operations such as ReLU
(Rectified Linear Unit). The purpose of FFNNs is to introduce non-linearity and enable the model to capture more
complex patterns and interactions within the encoded representations.

To address the challenge of imbalanced training data, our model leverages weighted-cross-entropy as the objective
function for optimizing the parameters of our model during the training.

L N; (5)
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The symbol a; designate the number of training samples belonging to class i.
4. Results and Discussion

To evaluate the effectiveness of our proposed approach for accurate fake news classification using Transformer
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Figure 1: RoC analysis for our transformer network

networks, we conducted a comprehensive experimental study. For training and evaluation, we employed a stratified
splitting strategy, allocating 80% of the dataset for training, 10% for validation, and the remaining 10% for testing.
We used well-established evaluation metrics such as accuracy, precision, recall, and Fl-score to measure the
performance of our model. To establish a robust baseline, we compared our approach against existing state-of-the-art
methods for fake news classification. We implemented our model using PyTorch, and Adam's optimization algorithm
to update the learning parameters. The experimental setup was conducted on a Dell laptop, enabling us to efficiently
train and evaluate our models. By meticulously designing our experimental setup, we aimed to provide a
comprehensive and rigorous evaluation of our proposed Transformer-based approach for accurate fake news
classification.

Figure 1 shows the receiver operating characteristic (ROC) curve as a graphical representation of the performance of
our network as its discrimination threshold is varied. It plots the true positive rate (TPR) against the false positive rate
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Figure 2: Learning curves analysis for our transformer network

(FPR) at various threshold settings. The plotted curves show how well our model can distinguish between real and
fake news by plotting the TPR against the FPR as the threshold for classification is varied. The AUC value for class
agreed is consistently higher than those of classes that disagreed or unrelated, indicating that our model achieves better
performance in distinguishing between real and fake news. This means that our model can identify more fake news
instances while minimizing the number of false positives, which is essential for preventing the spread of
misinformation.

Table 2 displays the confusion matrix to evaluate the performance of a classification model by providing a summary
of the classification results by comparing the predicted labels with the true labels of the data. Our results showed that
the model had a high true positive rate, indicating that it was effective in detecting true news. However, the false
positive rate was also relatively high, indicating that the model incorrectly classified some fake news as true news.
This suggests that our model has room for improvement in terms of reducing false positives. Furthermore, we also
looked at precision and recall metrics to get a better understanding of our model's performance. Our results showed a
high precision value, indicating that the model was accurate in predicting true news. However, the recall value was
relatively low, indicating that the model had difficulty detecting all instances of fake news.

Table 2: Confusion matrix of the proposed model on the test of the WSDM data.

Agreed Disagreed Unrelated
Agreed 10641 1900 1293
Disagreed 1375 12350 238
Unrelated 2400 802 10839

In Figure 2, we visualize the learning curves to investigate the performance of our fake news detection model. The
learning curves show that our model's performance improved as the number of training examples increased, with both
the training and validation accuracies increasing steadily. However, at a certain point, the validation accuracy
plateaued, while the training accuracy continued to improve.

In our experiments, Cross-validation analysis is conducted for assessing the generalization performance and
robustness of our model for fake news classification. we performed 10-fold cross-validation, where the dataset was
divided into ten equal-sized folds. During each iteration, nine folds were used for training the model, while the
remaining fold was held out for validation. This process was repeated ten times, ensuring that each fold served as the
validation set once, and the model was trained on different combinations of training folds. Table 3 shows the results
of evaluating the model's performance on the validation fold. It can be noted that our model consistently performed
well across all folds, it would indicate a more reliable and generalizable performance.
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Table 3: Numerical results of evaluating the proposed model under 10-fold cross-validation settings.

ACCURACY SENSITIVITY PRECISION SCFC%;{E RECALL FPR TPR
FOLDO 80.55 79.10 80.19 80.48 80.79 85.91 78.08
FOLD1 80.57 79.19 80.94 80.85 80.76 85.55 78.38
FOLD2 80.50 79.98 79.24 79.26 79.29 85.06 77.71
FOLD3 80.80 80.20 79.45 79.65 79.85 84.62 78.32
FOLD4 80.62 80.43 79.23 79.42 79.61 85.13 77.40
FOLDS5 80.85 80.64 80.05 79.87 79.70 85.70 77.19
FOLD6 79.22 79.37 80.18 80.38 80.58 85.61 77.91
FOLD7 80.76 79.17 79.54 80.26 81.00 85.63 78.40
FOLDS8 80.69 80.35 80.92 80.43 79.94 85.11 77.25
FOLD9 79.15 80.40 80.06 79.55 79.04 84.80 77.75
FOLD10 79.32 79.82 79.49 79.25 79.01 84.07 78.26

5. Conclusions

This paper proposes an applied computational intelligence approach for the detection that effectively learns the
semantic and temporal characteristics of news articles. Furthermore, we incorporated an attention mechanism that
allows our model to focus on the most important parts of the news articles when making predictions. Our experiments
on the WSDM fake news dataset showed that our proposed approach achieved state-of-the-art performance,
outperforming several baseline methods. Additionally, our ablation studies confirmed the importance of each
component of our model in achieving the superior performance. We believe that our proposed model has practical
implications for the detection of fake news and can be extended to other related tasks such as misinformation and
propaganda detection.
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