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Abstract

As technology continues to evolve, the importance of information security and management becomes more crucial
than ever. Blockchain and machine learning (ML) are two technologies that are gaining increasing attention in this
field. Blockchain provides a secure and decentralized platform for storing and sharing information, while ML can
help detect patterns and anomalies in data to identify potential security threats. This paper proposes a blockchain-
based ML system for securing information management by providing an automated service for detecting anomalies
in Ethereum transactions. The system utilizes a blockchain network to securely store and manage data, and ML
algorithms to analyze and detect potential security threats. We present a case study using the Ethereum Fraud
Detection Dataset to demonstrate the effectiveness of our proposed system in detecting fraudulent transactions. Our
results show that our system outperforms traditional ML algorithms in terms of accuracy (99.55%), and F1-score
(99.98%), highlighting the potential of blockchain-based ML for improving information security and management
in various industries.
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1. Introduction

Information security and management are critical aspects of any organization, especially in the digital age where
most operations rely on technology. Information security refers to the protection of information and data from
unauthorized access, use, disclosure, disruption, modification, or destruction. It involves implementing various
strategies, policies, and technologies to safeguard sensitive information from potential threats such as cyber-attacks,
data breaches, and identity theft [1]. Effective information security not only protects an organization's confidential
data but also ensures the continuity of operations and builds trust with customers and stakeholders [2].

On the other hand, information management refers to the process of collecting, organizing, storing, retrieving, and
disseminating information within an organization. The primary goal of information management is to provide the
right information to the right people at the right time, enabling them to make informed decisions [3-4]. Effective
information management involves identifying and categorizing information, determining its value, and ensuring that
it is appropriately stored and secured. Information management plays a crucial role in supporting organizational
operations, improving efficiency and productivity, and facilitating decision-making processes. Effective information
security and management are essential for organizations to achieve their strategic objectives and maintain a
competitive edge in the marketplace [5-8].
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Blockchain technology is increasingly being recognized as a powerful tool for information management and security.
At its core, a blockchain is a decentralized, distributed ledger that records transactions or data in a secure, tamper-
proof manner. This means that once information is entered into the blockchain, it cannot be altered or deleted without
the agreement of all participants in the network. This makes blockchain technology an ideal solution for managing
sensitive information, such as financial data or personal information, as it provides a high level of security and
transparency [9-12].

Blockchain technology also allows for the creation of smart contracts, which are self-executing contracts that
automatically enforce the terms of an agreement. This has important implications for information management, as
it enables organizations to automate complex business processes and reduce the need for intermediaries or third-
party verification. Furthermore, blockchain technology provides a secure and transparent way to track the
provenance of data, enabling organizations to verify the authenticity and accuracy of information [12-17].

This work proposes a novel approach that combines blockchain technology with ML for enhancing information
management through the automated detection of anomalous transactions. We present a case study using the Ethereum
Fraud Detection Dataset to demonstrate the effectiveness of our proposed system in detecting fraudulent
transactions, which is used to experimentally evaluate and validate the effectiveness of the proposed approach.

2. Related Work

The emergence of blockchain technology has brought about significant changes to information security and
management practices. As a result, there has been a growing interest in exploring the potential of blockchain
technology in enhancing information security and management practices. A literature study on the topic would be
an excellent way to gather insights and understand the current state of knowledge in this area. In [9], the authors
explored the use of blockchain technology to secure and protect data collected by Unmanned Aerial Vehicles
(UAVs). They outlined the challenges associated with securing UAV data and proposed a blockchain-based solution
to overcome these challenges. The proposed solution involves using a permissioned blockchain network to store and
manage UAV data, ensuring that it remains secure and tamper-proof. In [10], the authors presented a comprehensive
survey of the potential of blockchain technology to enhance security in the Internet of Things (IoT) ecosystem. This
included an overview of the fundamental concepts of blockchain technology and how it can be applied to address
the security challenges of [oT. They also examined various use cases of blockchain technology in the context of IoT
security, including device authentication, data integrity, and access control. In [12], the authors explored the security
and scalability challenges faced by the blockchain technology behind Bitcoin. They analyzed the security of the
blockchain against potential attacks, such as double-spending attacks, and examined the scalability limitations of the
blockchain in terms of its transaction processing capacity. They proposed several solutions to address these
challenges, including the use of off-chain transactions and the adoption of new consensus mechanisms. Additionally,
they examined the trade-offs between security and scalability in the Bitcoin blockchain and provided insights into
the design choices made in the development of the blockchain. In [13], the authors examined the potential of
blockchain technology in addressing the challenges posed by the COVID-19 pandemic. They identified various use
cases for blockchain technology, including contact tracing, supply chain management, and health data management.
They provided an overview of the benefits of using blockchain technology in these areas, including increased
transparency, data security, and privacy. In [14], the authors argued for the potential of blockchain technology to
transform the traditional concept of government and public infrastructure. They proposed the concept of a
"blockchain government" that would be built on a decentralized, trustless system that is transparent, secure, and
efficient. They argued that a blockchain government would lead to greater transparency and accountability, reduced
corruption, and improved citizen participation. In [15], they investigated the potential of blockchain technology to
enhance the security and performance of smart grid systems. They identify the key security challenges facing smart
grid systems, including the vulnerability of centralized systems to cyber-attacks, and propose the use of blockchain
technology as a potential solution. In [16], the authors studied the potential of blockchain technology to address the
security challenges facing the IoT. They identified the key security challenges facing IoT systems, including device
authentication, data privacy, and data integrity, and propose the use of blockchain technology as a potential solution.
They also examined various use cases of blockchain technology in the context of IoT, including supply chain
management and healthcare. In [17], the authors proposed a framework for assessing the security of blockchain
technology in public sector applications, in which they used the security triad model, which includes confidentiality,
integrity, and availability, to evaluate the potential security benefits and challenges of using blockchain technology
in public sector applications. They then applied the security triad model to various use cases of blockchain
technology in the public sector, including voting and identity management. In [18], the authors provided an overview
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of the security and privacy challenges associated with blockchain technology, and its underlying principles,
including decentralization and immutability. They then explored the security implications of blockchain technology,
including the potential for 51% attacks and the need for secure key management. In [20], the paper discussed the
potential impact of blockchain technology on various industries, including finance, healthcare, and supply chain
management. They then explored the potential applications of blockchain technology in various industries, including
the use of smart contracts in supply chain management, and the potential for blockchain technology to improve the
security and efficiency of financial transactions. In [22], they proposed a blockchain-based solution for secure and
efficient key management in intelligent transportation systems (ITS). They proposed a blockchain-based dynamic
key management system that can efficiently distribute and revoke keys while ensuring security and privacy. The
system used smart contracts to automate the key management process and uses a blockchain to store and distribute
keys securely.

3. The used Methodology

This section presents the methodology of the proposed system, which is composed of two main building blocks
namely ML classifier and blockchain. The later component initiates transactions, and then the ML classifier is
applied to oversee categorizing the transactions as mischievous or lawful. The main objective of our model is to take
advantage of the technologies to empower the security of information management by offering a highly accurate
anomaly detection service that allows the automatic identification of unusual suspicious events that are different
from most of the data. A case study of Bitcoin transactions is adopted in this study to train and evaluate our solution.
In the following sections, we explore the main steps involved in our system.

A. Data Rebalance

Class imbalance is a common problem in ML where the number of samples in each class is not balanced, i.c., one
class has significantly fewer samples than the other. In the case of the Ethereum blockchain anomaly dataset, most
of the samples are labeled as non-fraudulent, and only a small portion of the samples are labeled as fraudulent. This
class imbalance can negatively affect the performance of ML models trained on this dataset, as they tend to be biased
towards the majority class, leading to low recall and high false-negative rates for the minority class. To address this
issue, the Synthetic Minority Over-sampling Technique (SMOTE) can be used. SMOTE is an oversampling
technique that generates synthetic samples of the minority class by creating new samples by interpolating between
existing samples of the minority class. This technique helps to balance the class distribution, improving the
performance of ML models by reducing the bias towards the majority class. In our case study, SMOTE is applied to
increase the number of samples for the minority class, i.e., the fraudulent transactions. By generating synthetic
samples, the number of samples in the minority class can be increased to a level that is closer to the majority class,
resulting in a more balanced dataset. This can lead to better performance of machine learning models trained on this
dataset, as they can learn to distinguish fraudulent transactions more accurately, leading to improved precision and
recall rates. The implementation steps of SMOTE are summarized in Algorithm 1.

Algorithm 1: Data balancing through SMOTE
Inputs: Minor class samples, with i in {1,2,3,---, D}
Outputs: Artificial data S

4. Amount of minority data, D.

5: Proportion of SMOTE, P.

6: The count of adjoining neighbors, K.

7: fornfrom 1 to D do

8:  Get K adjoining neighbors of instance D;

9:  Validate that P = %

10: While P! = 0 do

11: Choose an arbitrary sample m from minority class
12:  Locate neighbors for m

13:  Choose an arbitrary number a € [0,1]

14: m=m;+a(m—m;)

15: Loop till 71 added to S

16: Validatethat P = P — 1

17: end loop
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18: end loop
19: End

B. ML Model for blockchain anomaly detection

When it comes to Ethereum anomaly detection in blockchain, our system apply Catboost as a powerful ML
algorithm that is specifically designed for handling categorical variables in datasets. It is an open-source gradient
boosting (GB) approach that can be used for classification. The GB is defined as the follows:

Yy [k = XY
P = - (1
ijl [xj,k = X;ik]
Catboost is highly effective in dealing with imbalanced data and can handle large datasets efficiently. This can be
highly beneficial in detecting fraudulent transactions in the blockchain network. It can handle the high-dimensional

and categorical data of Ethereum transactions and identify the patterns of fraudulent activities by considering the
interaction between the variables.

With Ethereum blockchain anomaly dataset D = {(xy, y)}2<,, in which x; = (x£, ..., x,‘f’) and y;, denote feature
vector and label. The symmetrical decision trees are assembled by recursively separating the whole attribute space.
Given that the attribute space of CatBoost is partitioned into J separate nodes, each with a value b;. The tree h is
expressed as a projected value of all states:

J
R =) bifeeny 2)
j=
The above f R}) designate and marker function:
1 if x€R
3= 3
ftrer)) {O otherwise @)
Then, GP is applied as a chain of estimated functions to reduce the expected cost in a greedy way:
F' = F"' + aht 4)
ht = argmin, ey L(FE™1 + h) (5)
The cost function is designed with the least-squares function:
2
ht = argmin, ey E(—gt(x,y) — h(x)) (6)

The learning process of CATBoost for anomaly detection is summarized in Algorithm 2.

Algorithm 2: Training Catboost for Anomaly Detection

Inputs: Preprocess dataset S
Outputs: Blockchain Transactions chain

: Split S into train and test set
* Xirqin<— training samples

: Yirain<— training labels

. Xtest < testing samples

. Yot < testing labels

: M = Catboost (layers = 6)
M= M-ﬁt(xtrain: Ytrain)

: Ypred = M.predict (Xtest)

: Preds = [round (p) for p in Yy,;.04]
10: if Preds==0 then:

11:  trans=real

O© O ~NOoO OIS WN P
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12:  chain.add (trans)
13: else if Preds==1 then
14: trans=anomalous
15: end if

16: return chain

17: End

4. Results and Analysis

As a case study of this work, the Ethereum Fraud Detection (EFD) dataset is used, which was created by researchers
from the University of Texas at Austin and the University of California, Riverside. This dataset consists of over
11,000 Ethereum transactions from January 2018 to October 2018, including both legitimate transactions and
fraudulent ones. The dataset includes information on the amount of Ether (the cryptocurrency used on the Ethereum
network) involved in each transaction, the timestamp of the transaction, and various other features that can be used
for analysis and modeling. One notable feature of the EFD dataset is that it includes information on the addresses
involved in each transaction, which can be used to identify patterns of fraudulent behavior across different
transactions. For example, researchers have used the EFD dataset to identify clusters of fraudulent addresses that are
linked to specific types of fraud. The dataset is composed of 49 attributes and a label [23-25].

Descriptive statistical analysis is applied here as a critical step in understanding the characteristics and trends of the
blockchain transaction dataset in our system. By performing descriptive statistical analysis, we can gain insights into
the central tendency, variability, distribution, and other characteristics of the data (See Table 1). We can use
descriptive statistics to understand the distribution of transaction values, the frequency of transactions, the number
of unique addresses, and other features of the dataset.

Table 1: Descriptive statistics of the ETHEREUM transactions

count mean std min 25% 50% 75% max
FLAG 9841 0.22 0.42 0 0 0 0 1
Avg min
between sent 9841 5086.88 21486.55 0 0 17.34 565.47 430287.7
tnx
Avg min
between 9841 8004.85 23081.71 0 0 509.77 5480.39 482175.5
received tnx
Time Diff
between first 9.84E+03 218333.30 322937.90 0.00E+00 3.17E+02 4.66E+04 3.04E+05 1.95E+06
and last (Mins)
Sent tnx 9841 115.93 757.23 0 1 3 11 10000
Received Tnx 9841 163.70 940.84 0 1 4 27 10000
Number of
Created 9841 3.73 141.45 0 0 0 0 9995
Contracts
Unique
Received 9841 30.36 298.62 0 1 2 5 9999
From
Addresses
Unique Sent
To Addresses 9841 25.84 263.82 0 1 2 3 9287
min value 9841 43.85 325.93 0 0.001 0.095856 2 10000
received
ER\zf?eTaX 0.01E+03 12525240000 1053741000000 0.00E+00  0.00E+00  0.00E+00  9.90E+01  1.00E+12
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ERC20 avg val

0 9.01E+03 434620300 21411920000  0.00E+00  0.00E+00  0.00E+00  2.95E401  1.72E+10
E?/;zs%mm 9.01E+03 11741.26 1053567.00 0.00E+00  0.00E+00  0.00E+00  0.00E+00  1.00E+08
ERC20 max
Y20 m 9.01E+03 1303594000 117990500000  0.00E+00  0.00E+00  0.00E+00  0.00E+00  1.12E+11
ERCZS%I?Q’QV"" 9.01E+03  6318389.00 50147640000  0.00E+00  0.00E+00  0.00E+00  0.00E400  5.61E+10
ERC20 min
val sent 9012 0.00 0.00 0 0 0 0 0
contract
ERC20 max
val sent the 9012 0.00 0.00 0 0 0 0 0
contract
ERC20 avg val
sent the 9012 0.00 0.00 0 0 0 0 0
contract
ERC20 uniq
sent token 9012 1.38 6.74 0 0 0 0 213
name
ERC20 uniq 9012 483 16.68 0 0 1 2 737
rec token name
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Figure 1: Visualization of features before and after normalization.
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Figure 2: Correlation analysis for the ETHEREUM transactions data.

According to the above statistics, the data is prepared by dropping features with Variance=0. Then, we investigate
the feature distribution with box plots in the left part of Fig .1, and it could be noted that we got a small feature with
a small distribution. Hence, we prepare the dataset by applying the log transformation, where the distribution of
features is displayed in the right part of Fig. 1. Correlation analysis displayed in Fig. 2 has an important role in
understanding the relationship between different variables in a blockchain transaction dataset. With the visualized
correlation coefficients between pairs of variables, we can identify how strongly and in what direction they are
related. Accordingly, we drop some of those highly correlated features.

Experimental comparative analysis is conducted on blockchain transaction datasets to help us identify the best-
performing algorithm for a specific use case. Table 2 presents the numerical results of competing methods across
different metrics of performance as accuracy, precision, recall, and F1 score. It is important to note that the legacy
ML algorithms have the lowest detection performance. Comparatively, the tree-based ML algorithms attain more
improved performance (Fl-score: 97%-99%). Remarkably, the proposed model achieved the best detection
performance overcoming all the competing methods.
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Table 2: Comparisons between the performance of the proposed model against competing ML algorithms.

Model Accuracy AUC Recall Prec. F1 Kappa MCC

Ada Boost 99.36 99.91 98.17 98.94 98.55 98.14 98.14

CatBoost 99.55 99.98 98.23 99.73 98.98 98.69 98.69

Decision Tree 98.74 98.3 97.51 96.84 97.16 96.35 96.36

Extra Trees 99.03 99.95 97.18 99.8 98.47 98.04 98.06

Extreme 98.43 99.96 98.23 99.21 98.72 98.35 98.36

gradient

Boosting

Gradient 99.29 99.96 97.84 98.95 98.38 97.93 97.93

Boosting

K Neighbors 91.48 93.35 76.92 83.35 79.98 74.58 74.7

Classifier

Light Gradient 99.09 99.96 98.36 99.34 98.85 98.52 98.53

Boosting

Machine

Linear 89.94 95.99 55.55 98.28 70.91 65.4 69.33

Discriminant

Analysis

Logistic 79.88 64.51 9.39 64.64 15.59 13 19.79

Regression

Naive Bayes 23.97 46.12 99.87 22.55 36.78 1.03 6.49

Quadratic 39.24 60.95 97.11 26.35 41.45 10.16 21.33

Discriminant

Analysis

Random Forest 98.33 99.91 97.05 99.93 98.47 98.04 98.06

Classifier

Ridge Classifier 89.94 92.3 55.42 98.49 70.86 65.36 69.34
5. Conclusion

This paper investigates a hybrid approach to Information Security and Management using blockchain-based Machine
Learning. The proposed approach demonstrated promising results in detecting fraudulent transactions in the
Ethereum blockchain dataset, showcasing the effectiveness of using blockchain technology and machine learning
algorithms together. The study also demonstrated the importance of data preprocessing and feature engineering in
improving the performance of machine learning models. Furthermore, this paper discussed the role of descriptive
statistics, correlation analysis, and comparative analysis in evaluating the performance of our models. The system
compared with various ML algorithms included, and the results showed that Catboost outperformed the other
algorithms with an accuracy of 99.55%.
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