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Abstract

Recently, there has been a significant increase in the use of collaborative environments for managing and sharing
information. However, these environments often present significant security risks due to the potential for
unauthorized access, data leakage, and other security breaches. To address these risks, machine learning (ML)
techniques have been increasingly used to secure information management in collaborative environments. We
propose a novel ML approach to be applied to detect and prevent security threats in collaborative environments.
Our approach integrates temporal convolution to detect and prevent security threats by analyzing spatial-temporal
patterns in data from various sources, such as network traffic, system logs, and user behavior. Furthermore, we
present a case study demonstrating the effectiveness of our model in securing collaborative information
management. The case study involves the development of our system for detecting insider threats in a collaborative
environment. Extensive experimentation on this case study demonstrates the efficiency and effectiveness of the
proposed system for securing information management and promoting further developments.

Keywords: Security Risks; Information Management; Collaborative Environments; Network Traffic; Machine
Learning

1. Introduction

Information management in collaborative environments refers to the processes, systems, and tools used to manage
and share information among a group of people working together towards a common goal. Collaborative
environments can be virtual, such as online platforms or cloud-based software, or physical, such as co-working
spaces or team rooms. In collaborative environments, effective information management is critical for achieving
success and improving productivity [1]. However, managing, and securing information in these environments can
be challenging due to the large volumes of data generated, the need for collaboration across different teams and
organizations, and the potential for security breaches. As a result, organizations are increasingly turning to
innovative solutions such as machine learning to improve the security and efficiency of information management
in collaborative environments [2].

Collaborative environments often present significant security challenges due to the potential for unauthorized
access, data leakage, and other security breaches. One of the major security challenges is the risk of insider threats,
where individuals who have authorized access to the information in the collaborative environment deliberately or
unintentionally misuse or disclose sensitive data. Another challenge is the difficulty of ensuring that all team
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members have access to the same level of security measures, which can lead to gaps in security and vulnerabilities
[4]. In addition, collaborative environments can be vulnerable to external threats such as hacking, phishing attacks,
and malware, which can compromise sensitive information and disrupt team operations. Finally, the need to
manage multiple versions of documents and ensure that all team members are working from the most up-to-date
information can also pose a security risk, as outdated or incorrect information can lead to errors and
miscommunication [5]. Addressing these security challenges requires a comprehensive approach that includes both
technical and organizational measures, such as access control, encryption, monitoring, training, and policies and
procedures [6].

In line with the above research gaps, this study presents the ML-based system for addressing security challenges
in collaborative environments is designed to detect and prevent insider threats. Our system applies a temporal
convolutional model to analyze user behavior and identify anomalies that may indicate malicious activity. The
system is also capable of monitoring and analyzing network traffic and user access logs to detect and prevent
unauthorized access and data leakage. Our system is continuously updated with the latest threat intelligence to
ensure that it can effectively detect and prevent emerging threats.

The remaining paper is structured as follows. Related works are reviewed in section 2. Section 3 discusses the
methodology of the proposed solution. The experiments and related discussions are given in section 4. The
conclusion of our work is presented in section 5.

2. Related Work

With the continuous advance in collaborative information management, research literature has encountered an
increased interest in addressing the security problems of such collaborative systems. The paper [5] presented a
framework for secure and collaborative sharing of healthcare data across multiple cloud platforms. They attempted
to address the challenges of data security and privacy in cloud-based environments. Their proposed framework
employs a multi-layered security approach, which includes encryption, access control, and data classification
mechanisms to ensure that healthcare data is securely shared between different healthcare providers. It also
integrated collaboration features, such as workflow management and user feedback, to enable effective
communication and collaboration among healthcare providers. In [7], the authors provided an in-depth analysis of
the security challenges and solutions for cooperative intelligent transport systems (C-ITS). They highlighted the
potential security risks associated with C-ITS, such as privacy violations, data tampering, and denial-of-service
attacks. They also discussed the various standards and protocols that have been developed to enhance the security
of C-ITS, such as secure message dissemination and certificate management. In [12] presented a comprehensive
survey of recent advances in vehicular network security, trust, and privacy. They studied the significant security
challenges faced by vehicular networks, such as location privacy, data confidentiality, and malicious attacks. In
[13], the authors provided a comprehensive survey of emerging security mechanisms for IoT systems based on
Software-Defined Networking (SDN) and Network Function Virtualization (NFV). They discussed the various
security mechanisms that have been proposed to address these challenges, including traffic classification, access
control, and intrusion detection systems. They presented a critical analysis of the existing literature on SDN and
NFV security mechanisms for IoT systems, highlighting the gaps in current research and proposing future research
directions. In [17], the authors proposed an approach for detecting anomalous insiders in collaborative information
systems. They used statistical anomaly detection techniques to identify suspicious behavior patterns and then
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Figure 1: Architecture of the causal convolution

leverage expert knowledge to validate the anomalies and determine whether they are indicative of malicious intent.
Their proposed approach also considered the collaboration patterns of insiders, such as their social relationships
and communication patterns, to improve the accuracy of the detection. The authors of [18] proposed an ML-based
approach for enhancing the security of C-ITS using digital twins, in which the security challenges faced by C-ITS,
such as data privacy, message integrity, and availability. They developed a framework that leverages digital twins
to generate simulated data that can be used to train deep learning models for intrusion detection and attack
attribution. The authors of [ 19] demonstrated how GAN-based collaborative models can leak sensitive information
about the training data and the models themselves. They proposed an attack called the "model inversion attack,"
which could infer sensitive information about the training data by observing the output of the collaborative model.
They also presented a defense mechanism based on differential privacy to mitigate the privacy risks associated
with GAN-based collaborative ML.

3. Proposed Methodology

In this section, we present the proposed methodology for addressing the security challenges in collaborative
environments using machine learning. The methodology is designed to detect and prevent security threats by
analyzing data from various sources, such as network traffic, system logs, and user behavior. In the following
subsections, we discuss each step in-detail and explain how our proposed methodology can effectively address the
previously mentioned security challenges.

Temporal convolutional network (TCN) is applied as a popular learning model that is well-suited for analyzing
sequential data, such as time series or signals. In our proposed methodology, we use TCNs to extract features from
the preprocessed data, which are then fed into a supervised learning model for training [20-21]. The design of TCN
is based on causal convolutions, in which the input at time t can only rely on the inputs that are not after time ¢,
as depicted in Fig. 1. Nevertheless, the inadequate receptive of the causal convolution has a constrained capacity
to acquire global information. Thus, to tackle this issue, we apply the dilation strategy based on obtaining larger
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performance. In mathematical term, provided 1-D dimension input x, the feature map generated by dilation
convolution at step t is defined as:

k-1

Se= @R IO = ) )%l o
i=0
With s denoting the output map and f is a 1-D filter with size k X 1. The symbol * designate convolution
operation, d denote the dilation factor. The dilation factor d and the filter size k in the TCN can flexibly adjust the
size of the receptive filed to obtain features of the input sequence with different time scales. Fig. 1 shows an
instance of dilation strategy, in which the kernel size is 2 and the space sampling pointis d = 1, 2.

In our model, we use two of the above layers to build a residual block, where each of them is tailed with
nonlinearity. The design of residual block generates the output as combination of the output of the above layers,
and input of the block itself. This can be expressed as follows:

LeakyReLU (x) = max(0, x) + negative_slope * min(0, x) 2
hii = LeakyReLU (W, xX+b,), 3)
hy = LeakyReLU (W) *hy, +by), 4
0 = (x+ F(hy)). (®)

The TCN architecture consists of a series of the above residual blocks. The convolutional layers are designed to
learn temporal patterns in the input data, with the depth of the network determining the size of the temporal
receptive field. By increasing the depth of the network, we can capture longer-term temporal dependencies in the
data. The output of convolutional layers is later passed to linear layer with SoftMax activation, where the final
classification decision is computed:

. . exp(67 x®)
O = jlx®;9) = J , 6
PO ) = S e @72 ) o
y = argmax; p(y® = jlx®; ), 7
During the training process, the cross-entropy objectives are used to calculate the learning loss.
1 N
C=— " (e*log (@) +(1-ylog (1 — a)]) ®)

c=1N
In the above formula, the term C denote the loss value that need to be minimized. The y,. denote the target value,
c designate the attack label. N is integer referring to the total number of classes. The training process has a
learning rate of 0.001.

4. Experimental Discussions.
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The UNSW dataset is a valuable case study for our proposed work on securing information management in
collaborative environments using machine learning. The dataset consists of real-world network traffic data
collected from an Australian university campus network. The dataset contains a wide range of network activities,
including normal user behaviors and various types of attacks, such as port scans, buffer overflow attacks, and
denial-of-service attacks. The data contains a total of 2,540,044 samples, each consisting of 49 features. Our
proposed framework is trained on the UNSW dataset to detect and prevent insider threats and other malicious
activities. It also can be used to evaluate the effectiveness of the framework in detecting and preventing insider
threats in collaborative environments. Moreover, the UNSW dataset is considered a suitable choice as it can be
used to simulate collaborative environments, where multiple users have access to sensitive information and need
to collaborate to complete their tasks. This simulation can provide insights into the effectiveness of the proposed
framework in detecting and preventing insider threats in real-world collaborative environments. The above case
study is sampled to build a non-intersecting training set and testing set containing a total of 175,341 records and
82,332 records, respectively.
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Figure 2: Frequency analysis for the different classes of samples in our case study.

Exploratory analytics is applied on our proposed work for securing information management in collaborative
environments. This involves analyzing and visualizing the data to identify patterns, anomalies, and relationships
that can help in effective training of our model. For our work, class frequency analysis is conducted in Fig. 2 to
visualize the number of samples per each class. In binary case scenario (left part of Fig.2), we can observe that the
number normal samples (1) are much higher than the number of malicious samples. In the right part of Fig.2, the
class distribution is given at attack level, and it could be noted that our data is encountering a high-class imbalance,
which may affect the accuracy of our algorithm.
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Figure 3: Visualization of Pearson correlation on our case study for securing collaborative environment.

In addition, we perform Pearson correlation analysis to explore the most relevant features in the data that can be
used as inputs to our case study, as shown in Fig. 3. It could be noted that the highest correlation occurs between
the following sets of features (spkts, sbytes, sloss), and (dpkts, dbytes, dloss). This can be further validated in Fig.
4, where the pair plots are displayed between the above-mentioned pair plots. Feature importance analysis is
applied based on univariate statistical test, to identify the most predictive features for a target feature. In particular,
the chi-squared test is applied to test the independence of two categorical variables. We apply a chi-squared test to
examine the relationship between different attacking features and the label in our case study. If the chi-squared test
shows a statistically significant relationship, we can conclude that the user attribute is predictive of the target
feature. Fig. 5 shows the feature importance based on chi-squared test.

A comparative analysis of our proposed approach against state-of-the-art ML algorithms can help evaluate its
effectiveness in addressing security challenges in collaborative environments. We can compare the performance
of our approach with other existing ML algorithms such as Decision Trees, Gradient Boosting
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Figure 4: visualization of pair plots between highly related variables in our case study.

Figure 5: Feature importance in our case study

Classifier, Naive Bayes, and Support Vector Machines. We can evaluate the performance of each algorithm on
various metrics such as accuracy, precision, recall, and F1 score. These metrics can provide an insight into how
well the algorithm performs in detecting malicious activities and predicting security threats in collaborative
environments. Table 1 shows the numerical results of comparative analysis. The results demonstrate that logistic
regression has the lowest detection performance. Deep neural networks (like MLP, GRU, LSTM) are achieving a
good detection performance, however they consume more time than traditional ML methods. More importantly,

the proposed approach shows great competitive capability over the competing methods and achieves lower
execution time than the competing deep networks.
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Table 1: numerical results of comparing the performance of the proposed model against competing ones.

Methods Accuracy Recall Precision Slécl);e Ex%cl;u]téon
Logistic 92.99 92.96 92.86 92.93 1.81
kNN 95.05 95.31 95.30 95.26 20.39
Decision Tree 96.54 96.46 96.41 96.56 1.80
Extra Trees 97.83 97.84 97.55 97.61 5.16
MLP 96.24 96.20 96.37 96.11 43.36
GRU 96.40 96.57 96.38 96.58 86.72
LSTM 96.74 96.71 96.65 96.51 89.05
Ours 98.55 98.41 97.57 98.07 33.43

5. Conclusion

This research proposes an ML approach for securing information management in collaborative environments
through detecting the security risks and threats that these environments face. Our proposed solution leverages an
intelligent temporal convolution approach to detect and prevent unauthorized access to sensitive information and
detect anomalous behaviors. The framework also considers the collaboration patterns of insiders to improve the
accuracy of the detection. Our proposed approach provides a valuable tool for organizations to protect against
insider threats and ensure the security of their collaborative environments. Future work may involve testing the
proposed framework on real-world collaborative environments and optimizing the algorithms to achieve better
performance.
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