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Abstract

With the increasing number of connected vehicles on the road, the need for secure in-vehicle systems is more pressing
than ever. In-vehicle attacks can compromise the safety and privacy of drivers and passengers, and the detection of
such attacks is crucial to prevent potential harm. In this paper, we propose an applied deep learning approach for
detecting in-vehicle attacks. Our approach is based on a gated recurrent unit (GRU) that is trained on a dataset of
network traffic collected from in-vehicle communication systems. We evaluate our approach on a real-world dataset
and demonstrate its effectiveness in detecting different types of in-vehicle attacks, including denial of service (DoS),
remote replay attacks, and flooding attacks. Our results show that the proposed approach can achieve high accuracy
in detecting in-vehicle attacks. We also compare our approach with traditional machine learning algorithms and show
that our approach outperforms them in terms of accuracy. Our proposed approach can be used as a standalone system
or as a complementary solution to existing in-vehicle security systems to enhance the overall cybersecurity of
connected vehicles.
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1. Introduction

The Internet of Vehicles (IoV) is a network of connected vehicles and infrastructure that allows vehicles to
communicate with each other and with the surrounding environment, such as traffic signals, road sensors, and cloud-
based services. [oV aims to improve the efficiency and safety of transportation by enabling real-time data exchange
and analysis. IoV provides numerous benefits, such as improved traffic flow, reduced congestion, and enhanced driver
assistance systems. However, the integration of vehicles with the internet also introduces new security challenges that
can compromise the safety and privacy of drivers and passengers.

One of the primary security concerns in IoV is the vulnerability of in-vehicle systems to cyberattacks. As vehicles
become more connected and automated, they also become more susceptible to attacks from external sources, such as
hackers or malware. In-vehicle attacks can take various forms, such as denial-of-service (DoS) attacks, remote code
execution (RCE), and man-in-the-middle (MitM) attacks. These attacks can target different components of in-vehicle
systems, including infotainment systems, telematics units, and electronic control units (ECUs). In-vehicle attacks can
compromise the integrity, availability, and confidentiality of vehicle data, and can also cause physical harm to drivers
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and passengers. As such, detecting and mitigating in-vehicle attacks is critical for ensuring the safety and security of
connected vehicles and their occupants.

Machine learning (ML) has emerged as a promising approach for detecting in-vehicle attacks due to its ability to learn
patterns and anomalies from large datasets. ML techniques can be used to analyze the network traffic of in-vehicle
systems and identify abnormal behavior that indicates a potential attack. despite the potential of ML for detecting in-
vehicle attacks, there are still research gaps that need to be addressed from an applied standpoint. First, the relianace
on complex feature engineering. Second, the lack of standardization in data collection and labeling can make it
challenging to compare and reproduce results across different studies. ML models often require significant
computational resources and can be computationally intensive, which can affect their practicality for deployment in
in-vehicle systems with limited resources.

This paper proposes an applied deep learning approach for detecting in-vehicle attacks in the context of the Internet
of Vehicles (IoV). The paper makes several contributions, including a thorough literature review of in-vehicle attacks
and machine learning-based approaches for attack detection, a proposed approach based on a convolutional neural
network (CNN) trained on a dataset of in-vehicle network traffic, an experimental analysis that demonstrates the
effectiveness of the proposed approach, and a discussion of research gaps and future directions for improving in-
vehicle attack detection using machine learning techniques. The paper addresses the challenges of real-time and low-
latency detection, the lack of diverse datasets for training and evaluation, and the need for robust and resilient ML
models that can withstand adversarial attacks. The proposed approach provides a promising solution for detecting in-
vehicle attacks and improving the safety and security of connected vehicles and their occupants in the IoV.

The rest of our paper is organized as follows: In Section 2, we review the related literature on approaches for in-
vehicle attacks detection. In Section 3, we describe our proposed approach, and the training and testing procedures.
In Section 4, we present our experimental analysis, where we evaluate the performance of our approach on a real-
world dataset of in-vehicle network traffic. Finally, in Section 5, we conclude the paper and discuss the implications
and limitations of our approach.

2. Related studies

The literature on ML for detecting in-vehicle attacks is rapidly growing, with a variety of approaches proposed for
intrusion detection in the CAN bus. For instance, Wu et al [4] provided a comprehensive review of intrusion detection
approaches for in-vehicle networks, covering topics such as the types of in-vehicle attacks, the architecture of in-
vehicle networks, and the various intrusion detection techniques used for detecting attacks. They also identified the
limitations and challenges of current intrusion detection techniques and propose future research directions for
improving in-vehicle network security. In [5], Park and Choi proposesd a hierarchical anomaly detection model for
in-vehicle networks using machine learning algorithms. The model consisted of three stages including feature
extraction, anomaly detection, and classification. They use a variety of machine learning algorithms, including random
forest (RF), k-nearest neighbor (KNN), support vector machine (SVM), and neural networks (NN), to evaluate the
performance of the proposed model. In addition, Hossain et al [6] proposed an effective convolutional approach for
detecting attacks against CAN bus of in-vehicle networks. Their approach used a feature extraction method based on
a sliding window to capture the temporal patterns of the CAN bus messages. In [7], Lin et al. proposed an evolutionary
ML framework for detecting anomalies in the CAN bus of in-vehicle networks, in which a genetic algorithm was used
to optimize the hyperparameters of an autoencoder-based classification network. Lokman et al [9] proposed a deep
contractive autoencoder to learn the normal behavior of the CAN bus traffic and detect anomalies based on
reconstruction errors. Their model was evaluated on a real-world dataset and compared to several state-of-the-art
anomaly detection techniques. Song et al [11] proposed a ML approach that applied convolutional network to learn
the patterns of the CAN bus traffic and detect anomalies based on the learned features from in-vehicle networks. In
[14], Seo et al. proposed a Generative Adversarial Network for detecting intrusions in in-vehicle networks via
generating a realistic distribution of the normal traffic of the CAN bus and detect anomalies based on the difference
between the generated and real distributions.

Wang et al [18] investigated the vulnerability of in-vehicle intrusion detection using a combination of adversarial
attacks and traditional attacks to evaluate the robustness of detection models against attacks. They proposed an
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attacking method that exploited the properties of the data used to train the ML models to create targeted attacks that
evade detection. They also show that ML models can be vulnerable to attacks and provided insights into the limitations
of existing vehicle intrusion detection techniques. Anzer and Elhadef [20] proposed a ML-based intrusion detection
approach for intelligent vehicular ad hoc networks (iVANETSs). They discussed the unique characteristics and
challenges of iVANETSs, including the need for real-time detection and the dynamic nature of network topology. Their
approach was designed based on hybridization between between convolutional mode and recurrent network, which
enable perfect detection of anomalous behavior in iVANETs. Chevalier et al [21] proposed an approach for in-vehicle
intrusion detection based on characteristic functions that capture the unique behavior of electronic control units
(ECUs) in a vehicle's network, which help detecting anomalies that deviate from the expected behavior.

While the performance of the above studies is promising, challenges remain in addressing the scarcity of labeled
datasets, the dynamic nature of the in-vehicle network, and the potential vulnerabilities of detection systems to low
generalization.

3. Applied Approach for Detecting In-vehicle Attacks

This section describe our approach for detecting in-vehicle attack detection bases on GRU (Gated Recurrent Unit).
GRU is a type of recurrent network that is regularly used in natural language processing and sequence modeling. The
nui;ding og GRU cell contain two gating mechanisms to control the flow of information in the network. The GRU
network consists of two gates: the update gate, z(t) , and the reset gate, () (See Figure 1). The former regulate how
much information is passed from the previous time step to the current time step, while the later regulate how much
information from the previous time step is forgotten. In the context of in-vehicle attack detection, GRU is applied in
our system to learn the patterns and behaviors of the vehicle's communication network. Then we train our model
using both normal and abnormal network traffic data to learn the patterns of normal behavior and identify any deviation
from it. The input of GRU is two-folded at each time, and it involve the input x(t) at the current time step, as well as,
the hdden state, h(t — 1), at previous time step. The outcome of the internal gates are computed through logical
procedure and nonlinear activation of input. These can be expressed as mapping from input to output as follows:

h(t-1) I h(t)
n(t

)

X(t)

Figure 1: Architecture of GRU cell

r(t) = o,(Wx(t) + U.h(t — 1) + b,) Q)
z(t) = o;(W,x(t) + U,h(t — 1) + b,) (2)
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h(t) = (1 —z(t)) o h(t — 1) + z(t) o K (1) ®3)
W () = op(Whx(t) + Un(r(t) o h(t — 1)) + by) )

The construction of our model is composed of three GRU layers for learning the attaing behaviors from vehicular
traffics, followed by a linear layer with SoftMax activation. The input X is passed through the first GRU layer with
hidden state dimensionality. The final hidden state, h3,, output of the third GRU layer is passed through a linear layer
with SoftMax activation to obtain the predicted class probabilities:

y: = SoftMax(W * h3; + b) (5)

The following code snipets show the implementation of our GRU model for

1 class GRUModel(Model):

2 def __init__ (self):

3 super (GRUModel,self).__init_ ()

4 self.grul=GRU(32, return_sequences=True)
5 self.dropl=Dropout(.1)

6 self.gru2=GRU(32, return_sequences=True)
7 self.drop2=Dropout(.1)

8 self.gru3=GRU(32, return_sequences=False)
9 self.dense=Dense(n_attacks)

10 self.act=Activation(‘softmax")

11 def call(self,inputs):

12 x=self.grul(inputs)

13 x=self.drop1(x)

14 x=self.gru2(x)

15 x=self.drop2(x)

16 x=self.gru3(x)

17 x=self.dense(x)
18 x=self.act(x)
19 return x

4. Experimental Analysis

To assess the performance of our model during the inference stage, we utilize a set of metrics which are defined as
follows:

2 _ TP +TN (6)
CUTaY = TP+ TN + FP + FN

Precision = TP @)

recision = rp— 0

TP

- 8
Recall TP T FN ®)
Recall X Precision 9)

F1— =2
measure " Recall + Precision
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Figure 2: The learning curves of the our system

The Car-Hacking Dataset [14] is used in pur experiment as a publicly available dataset containing a set of experiments
on a real vehicle that was conducted to identify possible in-vehicle cyber-attacks. The dataset was collected in a
controlled environment, and it consists of a total of 3,225,928 CAN bus messages collected over a period of two
months. The dataset includes various types of attacks, such as the injection of unauthorized messages, replay attacks,
and denial of service attacks, along with normal driving scenarios. The attack category includes four subcategories,
each containing a different type of attack. The normal driving category includes five different subcategories
representing various driving situations, such as accelerating, braking, and cruising.
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Figure 2 display the learning curve to shows the performance of the GRU model on the training and validation sets
over different epochs during the training phase. As shown, the model achieves high accuracy on both the training and
validation sets, indicating that it is not overfitting. The validation accuracy reaches a plateau after about 20 epochs,
suggesting that additional training does not improve the model's performance significantly. Generally, the learning
curve demonstr
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Figure 2: RoC curves for proposed GRU-based in-vehicle attack
detection

tes that the GRU model is effective in detecting in-vehicle attacks on the CAN bus network.

The ROC (Receiver Operating Characteristic) curve is displayed in Figure 3 to provide a graphical representation of
the performance of our system as its discrimination threshold is varied. The ROC curve for our GRU model shows
that the model has a high true positive rate and a low false positive rate, indicating that it is effective in identifying
in-vehicle attacks while minimizing the number of false alarms. The area under the curve (AUC) for the ROC curve
is 0.99, indicating that the model has a high level of accuracy.
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In our experimental analysis, the confusion matrix for the GRU model was presented in Figure 4, with the actual class
labels as rows and the predicted class labels as columns. The diagonal elements of the matrix represent the number of
correctly classified samples, while the off-diagonal elements represent misclassified samples. By analyzing the
confusion matrix, we can decide which classes are being misclassified and adjust the model accordingly to improve

its performance.

Furthermore, we compared the performance of the proposed system with the state-of-the-art ML studies on the same
car-hacking dataset, and the results are given in Table 1. The proposed GRU model outperformed all the previous
methods in terms of the accuracy, precision, recall, F1-score, and AUC metrics. Therefore, it can be concluded that

the GRU model is a promising approach for in-vehicle attack detection compared to the existing ML methods.

Table 1: comparison of the performance of ML methods for in-vehicle attack detection.

\ Accuracy  Precision recall F1-score AUC
RF 97.981 95.995 97.930 97.039 98.273
SVM 97.414 96.680 98.247 97.598 97.149
KNN 97.934 95.933 95.439 95.727 96.853
Ours 99.050 99.010 99.180 99.110 99.110
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gear

True label
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pm

Figure 3: Confusion matrix of the proposed model
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5. Conclusion

This study proposed a GRU-based model for in-vehicle attack detection using the car-hacking dataset. The model
achieved a high accuracy and a low false-positive rate. The performance of the model was evaluated using various
metrics such as precision, recall, F1-score, and the ROC curve. The results showed that the model was effective in
detecting in-vehicle attacks and outperformed other existing methods. However, the model's vulnerability to
adversarial attacks remains a limitation of our work, indicating the need for further research in this area.
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