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Abstract 

Botnet detection develops a challenging problem in numerous fields such as order, cybersecurity, law, 

finance, healthcare, and so on. The botnet signifies the group of co-operated Internet connected devices 

controlled by cyber criminals for starting co-ordinated attacks and applying various malicious events. 

While the botnet is seamlessly dynamic with developing counter-measures projected by both network 

and host-based detection techniques, the convention techniques are failed to attain sufficient safety to 

botnet threats. Thus, machine learning approaches are established for detecting and classifying botnets 

for cybersecurity. This article presents a novel dragonfly algorithm with multi-class support vector 

machines enabled botnet detection for information security. For effectual recognition of botnets, the 

proposed model involves data pre-processing at the initial stage. Besides, the model is utilized for the 

identification and classification of botnets that exist in the network. In order to optimally adjust the 

SVM parameters, the DFA is utilized and consequently resulting in enhanced outcomes. The presented 

model has the ability in accomplishing improved botnet detection performance. A wide-ranging 

experimental analysis is performed and the results are inspected under several aspects. The 

experimental results indicated the efficiency of our model over existing methods.  

Keywords: Botnet detection; Machine learning; Data Classification; MSVM model; Dragonfly 

algorithm 

1. Introduction 

A network is an assortment of gadgets that are associated with the Internet, and the complete number of 

these gadgets expands consistently. Without a doubt, organizations of monetary and business 

foundations are constantly under security risk that not just costs billions of dollars in harm and 

recuperation, yet in addition, negatively affects their standing. The rising number of clients impacted by 

pernicious programming is turning into a basic issue. Botnets have turned into the fundamental worry 

since they are probably the greatest danger to security frameworks. Its prevalence comes in its capacity 

to control corporate centralized computers by invading any Internet-associated gadget that utilizes an 

advanced video recorder (DVR) [1]. The botnet is characterized as an organization of compromised 

have gadgets that are utilized to complete pernicious exercises [2]. A botnet comprises of three parts: an 

assailant called a botmaster, order and control (C&C) server, and a tainted machine named as bot. The 

botmaster requires a C&C channel to order the bots and direction vindictive assaults [3]. Fig. 1 depicts 

the process in Botnet detection and classification. 
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Figure 1: Process in Botnet Detection and Classification 

Late exploration works on botnets among our studied writing centers for the most part around planning 

frameworks to distinguish order and control (C and C) botnets, where numerous bot-tainted machines 

are controlled and facilitated by couple of substances to complete malevolent exercises [4, 5]. 

Consequently, ML based classifiers are at the center of individuals frameworks and are regularly 

prepared by named information in regulated learning conditions [6]. The most well-known classifier is 

SVMs with various parts, while spatial-fleeting time series investigation and probabilistic inductions 

are additionally remarkable procedures utilized in Machine learning-based classifiers. Bunching is for 

the most part utilized in regular language handling (NLP), to assemble a huge scope framework to 

distinguish bot questions [7, 8]. The ground truth is regularly heuristic or a mix, marked by human 

specialists, for instance, the game experts' visual investigations distinguish bots in web based games 

[9]. By and large, the development of botnet recognition is obvious from prior and more direct purposes 

of arrangement strategies, for example, bunching and Naive Bayes, the exploration center has been 

extended from the last advance of characterization to the significant going before step of building 

reasonable measurements, which gauges and recognizes bot-based and human-based exercises [10]. 

The researchers in [11] projected a graph-based ML technique for botnet recognition that first considers 

the consequence of graph feature beforehand emerging a generalized method for botnet detection 

according to the certain significant feature. Then, explored distinct feature subsets chosen by means of 

five filter-based feature assessment measures acquired from different concepts namely information, 

consistency, and correlation. Popoola et al. [12] presented an effective DL-based botnet attack 

recognition method which could manage extremely imbalanced network traffics. Especially, Synthetic 

Minority Oversampling Method (SMOTE) creates further minority models to accomplish class balance, 

whereas Deep RNN (DRNN) learns hierarchical feature representation from the balanced network 

traffics to implement discriminatory classification. Ashraf et al. [13] developed a statistical learning-

based botnet architecture, named IoTBoT-IDS, that secures IoT-based smart networks against botnet 

attacks. IoTBoT-IDS capture the standard behavior of IoT network through statistical learning-based 

methods, with a Correntropy model and Beta Mixture Model (BMM). Ibrahim et al. [14] present a 

multi-layer architecture for detecting botnets through machine learning algorithm that consists of 

classification and filtering modules to distinguish the control server and botnet command. Then, 

emphasized various conditions for this architecture, especially it should be protocol-independent, 

structure-independent, and capable of detecting botnets in encapsulated method. Muhammad et al. [15] 

developed a technique for earlier-phase botnet recognition. The presented technique initially choses the 

optimum feature with feature selection technique. Then, it feeds this feature to ML classifier to estimate 

the accuracy of the botnet recognition. 

This article presents a novel dragonfly algorithm with multi-class support vector machines that enabled 

botnet detection (DFA-MSVM) for information security. For effectual recognition of botnets, the DFA-

MSVM model involves data pre-processing at the initial stage. Besides, the MSVM technique was 

utilized for the identification and classification of botnets that exist in the network. In order to optimally 
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adjust the SVM parameters, the DFA is utilized and consequently resulting in enhanced outcomes. The 

presented DFA-MSVM model has the ability in accomplishing improved botnet detection performance. 

A wide-ranging experimental analysis is performed and the results are inspected under several aspects.  

2. The Proposed DFA-MSVM Model 

In this article, a novel DFA-MSVM model has been developed for recognition and classification of 

botnet for information security. For effectual recognition of botnets, the DFA-MSVM model involves 

data pre-processing at the initial stage. Besides, the MSVM technique was utilized for the identification 

and classification of botnets that exist in the network. In order to optimally adjust the SVM parameters, 

the DFA is utilized and consequently resulting in enhanced outcomes.  

2.1 Pre-processing 

For constructing a bot detection structure, it can create classic social profile objects with social 

networks. An object infrastructure of profile is a method that has gradually utilized features of social 

media user accounts. The web crawler with various social network APIs was utilized to gather actual 

data set in open source data from OMSN user accounts. This approach can comprise problems due to its 

massive count of data, but, it significantly improves the time needed to classify profile objects as 

legitimate or infested profiles.  

2.2 MSVM based Classification 

In this work, the MSVM method was utilized for the identification and classification of botnets that 

exist in the network. The MSVM classifier depends on Vapnik–Chervonenkis (VC) dimension of 

statistical learning model [16]. A main function of MSVM is for mapping the pre-processing, nonlinear 

inseparable microarray gene expression data as to linear very dimension manifold   with utilizes of 

alteration        , then obtaining a better hyperplane:    ( )  (   ( )   ) with solving the 

succeeding optimized convex problem (the soft margin problem): 

    (   )  
 

 
    ∑  

 

   

 

Subjected to 

       (   ( )   )                       (1) 

whereas   denotes the co-efficient vector of hyperplane in the manifold (feature space),   refers to the 

threshold value of hyperplane,    signifies the slack problem projected to classify error, and   denotes 

the penalty aspect to error. The higher value of   usually leads to a smaller margin which minimizes 

classification error, then lesser value of   is creates a wider margin resulting in several misclassified. 

The common kernel function that is utilized as a continuous predictor, comprises as: 

The linear kernel is demonstrated as: 

 (      )           (2) 

Afterward, the polynomial kernel is demonstrated utilizing in Eq. (28): 

 (      )  (  (      )   )                                                        (3)  

whereas       , and       

At that time, the Gaussian kernel is formulated as: 

 (      )     (
     

 

   )                            (4)  

In which      

This MSVM kernel function has approximately regarded as follows: local and global kernel functions 

[17]. Samples are very distinct have an enormous effect on the global kernel value then instanced 

neighboring everyone considerably controls the local kernel values.  
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2.3 DFA based Parameter Optimization 

In order to optimally adjust the SVM parameters, the DFA is utilized and consequently resulting in 

enhanced outcomes. Lately, DFA technique is a projected bio inspired optimization method. Mostly, it 

is innovative from dynamic and static efficacy of dragonflies swarming behaviors. The DFA technique 

is composed of Hunting (static swarm) and Migration (dynamic swarm). In the event of static swarm, 

dragonflies create small group and move backward within a preferred location for hunting the victim. A 

flying feature of static swarm is instantaneous change and local movement. Therefore, the feature 

diverges from dynamic swarm, as large dragonfly, quantity of migrating on large distances form the 

swarm to transfer in one-direction. It is grownup from emergent sub-swarm and flies on numerous areas 

in a dynamic swarm that focuses on exploration phase wherever static swarm tries to transfer in bigger 

swarm as definer in exploitation phase [18].  

The survival rate is the major goal of swarm where every individual is disseminated outside and 

attracted to the food location. Because of this behavior, 5 important features that influence the 

individual location are Alignment, Attraction, Cohesion, Separation to food source, and Distraction of 

enemy. Such characteristics are defined in the following.  

Separation: This parameter is estimated by: 

    ∑ 

 

   

                                                                     ( ) 

Here   signifies the specific location,    defines the place of k‐th neighbor individual and   defines the 

overall quantity of neighbor separations. 

Alignment: It displays the mean of velocity that is defined as follows: 

   
∑   

 
   

 
                                                                     ( ) 

Now   characterize the velocity of k‐th neighbor individual. Fig. 2 represents the flowchart of DFA 

[19]. 

Cohesion: here it is evaluated as follows: 

   
∑   

 
   

 
                                                                        ( ) 

Attraction towards a food source: It characterizes a distance among position of existing individual 

and location of food source (  ): 

                                                                 ( ) 

Distraction outwards an enemy: It indicates a distance among position of existing individual and 

position of enemy (  ): 

                                                                 ( ) 

In dragonfly, nature is a combination of 5 variables. Following, 2 vectors are employed for upgrading 

dragonfly location in a searching region, namely position vector (Y) and step vector (  ). It is 

formulated in the following: 

      (                   )                           (  ) 
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Figure 2: Flowchart of DFA 

Now   signifies the alignment of i‐th individual,   characterize the alignment weight,   shows the 

variance of i‐th individuals,   denotes the separation weight,   symbolizes the cohesion of i‐th 

individuals,   defines the cohesion weight,    describes the place of enemy in i‐th individuals,   

represents enemy weight,    shows a food source of i‐th individuals,   specifies the food weight,    

displays the iteration number and   show the inertia weight: 

                                                               (  ) 

During optimization technique, divergent explorative and exploitative behaviors are accomplished by 

       , and   parameters. Furthermore, they are employed in management of exploitation and 

exploration phases. 

3. Performance Validation 

In this section, the botnet detection and classification outcomes of the DFA-MSVM model are 

investigated using two datasets namely Facebook and Flickr.  
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Figure 3: Accuracy analysis of DFA-MSVM technique on Facebook dataset 

 

 

Figure 4: Loss analysis of DFA-MSVM technique on Facebook dataset 

Fig. 3 illustrates the training and validation accuracy inspection of the DFA-MSVM model on 

Facebook dataset. The figure conveyed that the DFA-MSVM model has offered maximum 

training/validation accuracy on classification process. 

Then, Fig. 4 exemplifies the training and validation loss inspection of the DFA-MSVM model on 

Facebook dataset. The figure reported that the DFA-MSVM model has offered reduced 

training/accuracy loss on the classification process of test data. 
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Table 1 demonstrates a comparative botnet classification outcomes of the DFA-MSVM model interms 

of TP, TN, FP, and FN on Facebook dataset. 

Table 1: Comparative analysis of DFA-MSVM technique with existing approaches on Facebook dataset 

Methods True Positive 
True 

Negative 
False Positive False Negative 

DFA-MSVM 98.51 98.42 1.58 1.49 

Naïve Bayes 97.29 97.94 2.06 2.71 

Decision Tree 97.38 98.16 1.84 2.62 

SVM Model 97.57 97.21 2.79 2.43 

Bagging 97.25 97.88 2.12 2.75 

Boosting 98.11 97.75 2.25 1.89 

 

 

Figure 5: TP and TN analysis of DFA-MSVM technique on Facebook dataset 

Fig. 5 indicates a brief comparative study of the DFA-MSVM model with existing models on Facebook 

dataset. The figure indicated that the bagging model has resulted in ineffective outcomes with TP and 

TN of 97.25% and 97.88% respectively. Along with that, the SVM model has gained slightly enhanced 

performance with the TP and TN of 97.57% and 97.21% respectively. In line with, the NB model has 

accomplished moderately closer TP and TN of 97.29% and 97.94% respectively. Followed by, the 

boosting and decision tree models have accomplished reasonable TP and TN values. Finally, the DFA-

MSVM model has resulted in maximum TP and TN values of 98.51% and 98.42%. 

Fig. 6 designates a brief comparison study of the DFA-MSVM model with existing models on 

Facebook dataset. The figure indicated that the bagging model has resulted to ineffective outcome with 

of 2.12% and 2.75% correspondingly. Likewise, the SVM approach has gained slightly enhanced 

performance with the FP and FN of 2.79% and 2.43% correspondingly. Similarly, the NB model has 

accomplished moderately closer FP and FN of 2.06% and 2.71% respectively. Besides, the boosting 
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and decision tree models have accomplished reasonable FP and FN values. Finally, the DFA-MSVM 

model has resulted in maximum FP and FN values of 1.58% and 1.49%. 

 

Figure 6: FP and FN analysis of DFA-MSVM technique on Facebook dataset 

 

 

Figure 7: Accuracy analysis of DFA-MSVM technique on Flickr dataset 

Fig. 7 shows the training and validation accuracy inspection of the DFA-MSVM model on Flickr 

dataset. The figure conveyed that the DFA-MSVM model has offered maximum training/validation 

accuracy on classification process. 
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Next, Fig. 8 demonstrates the training and validation loss inspection of the DFA-MSVM model on 

Flickr dataset. The figure described that the DFA-MSVM approach has offered reduced 

training/accuracy loss on the classification process of test data. 

 

Figure 8: Loss analysis of DFA-MSVM technique on Flickr dataset 

Table 2 demonstrates a comparative botnet classification outcomes of the DFA-MSVM model interms 

of TP, TN, FP, and FN on Flickr dataset [20]. 

Table 2: Comparative analysis of DFA-MSVM technique with existing approaches on Flickr dataset 

Methods True Positive True Negative False Positive False Negative 

DFA-MSVM 99.06 98.95 1.05 0.94 

Naïve Bayes 97.47 98.04 1.96 2.53 

Decision Tree 97.96 96.99 3.01 2.04 

SVM Model 96.58 98.13 1.87 3.42 

Bagging 98.12 97.24 2.76 1.88 

Boosting 97.80 96.13 3.87 2.20 

 

Fig. 9 depicts a brief comparative study of the DFA-MSVM model with existing models on Flickr 

dataset. The figure indicated that the bagging model has resulted in ineffective outcomes with TP and 

TN of 98.12% and 97.24% respectively. In addition, the SVM model has gained slightly enhanced 

performance with the TP and TN of 96.58% and 98.13% correspondingly. Similarly, the NB technique 

has accomplished moderately closer TP and TN of 97.47% and 97.04% correspondingly. Also, the 

boosting and decision tree methods have accomplished reasonable TP and TN values. Lastly, the DFA-

MSVM model has resulted in maximal TP and TN values of 99.06% and 98.95%. 

Fig. 10 specifies a brief comparative study of the DFA-MSVM model with existing models on Flickr 

dataset. The figure indicated that the bagging model has resulted in ineffective outcomes with of 2.76% 

and 1.88% respectively. Also, the SVM model has gained slightly enhanced performance with the FP 

and FN of 1.87% and 3.42% respectively. Besides, the NB model has accomplished moderately closer 

FP and FN of 1.96% and 2.53% correspondingly. Followed by, the boosting and decision tree models 
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have accomplished reasonable FP and FN values. Eventually, the DFA-MSVM model has resulted to 

maximum FP and FN values of 1.05% and 0.94%. 

 

Figure 9: TP and TN analysis of DFA-MSVM technique on Flickr dataset 

 

 

Figure 10: FP and FN analysis of DFA-MSVM technique on Flickr dataset 
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4. Conclusion 

In this article, a novel DFA-MSVM model has been developed for recognition and classification of 

botnet for information security. For effectual recognition of botnets, the DFA-MSVM model involves 

data pre-processing at the initial stage. Besides, the MSVM model is utilized for the identification and 

classification of botnets that exist in the network. In order to optimally adjust the SVM parameters, the 

DFA is utilized and consequently resulting in enhanced outcomes. The presented DFA-MSVM model 

has the ability in accomplishing improved botnet detection performance. A wide-ranging experimental 

analysis is performed and the results are inspected under several aspects. The experimental results 

indicated the supreme outcomes of the DFA-MSVM model over existing methods. 
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