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Abstract

Software defined networks (SDN) remain a hot research field as it provides controllable networking
operations. The SDN controller can be treated as the operating system of the SDN model and it holds
the responsibility of performing different networking applications. Despite the benefits of SDN,
security remains a challenging problem. At the same time, distributed denial of services (DDoS) is a
typical attack on SDN owing to centralized architecture, especially at the control layer of the SDN. This
article develops a new Cat Swarm Optimization with Fuzzy Rule Base Classification (CSO-FRBCC)
model for cybersecurity in SDN. The presented CSO-FRBCC model intends to effectually categorize
the occurrence of DDoS attacks in SDN. To achieve this, the CSO-FRBCC model primarily pre-
processes the input data to transform it to a uniform format. Besides, the CSO-FRBCC model employs
FRBCC classifier for the recognition and classification of intrusions. Moreover, the parameter
optimization of the FRBCC classification model is adjusted by the use of cat swarm optimization
(CSO) algorithm which results in improved performance. A comprehensive set of simulations were
carried out on benchmark dataset and the results highlighted the enhanced outcomes of the CSO-
FRBCC model over the other recent approaches.

Keywords: Cybersecurity; Software Defined Networks; Fuzzy logic; Metaheuristics; Parameter
optimization; Security

1. Introduction

Software defined networks (SDN) acquired the main interest in current days. The server farms and
administrator networks are moving from conventional organizations to SDN based networks since it
gives more dependable, adaptable, and secure organization climate [1]. Subsequently, the sending of
the SDN in server farms and distributed computing conditions give dependable and adaptable
organization design. Moreover, the SDN gives an astute centralization that comprises of regulators that
deal with the forward parcel gadgets, and the all-around planned setup like (Open-Flow) of these
gadgets is fundamental [2]. In the SDN, network gadgets suhc as switches just forward rationale, while
the independent direction and control rationale capacity are programming at a SDN regulator. The SDN
regulator makes the new organization stream arrangements and educates the switches to follow the new
approaches kept up within a stream table [3]. Regardless of this multitude of noteworthy advancements,
the SDN-based network climate's few parts represent some extra security dangers to the SDN regulator.
The Distributed denial of service (DDoS) is a basic security problems to the SDN regulator [4]. The
DDosS attack additionally becomes a reason for monstrous harm to the organization since it spreads all
the more rapidly. Moreover, the SDN regulator loses their unified control once it can be under of DDoS
attack because the regulator is isolated from the remainder of the organization [5, 6].
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Attackers can take advantage of these framework weaknesses by following a grouping of exercises,
either from inside or from outside of the foundation and cause huge harm. These occasions manifest
themselves as various unmistakable attributes that are characterized as examples of attacks [7]. Abuse
or mark location methods endeavor to proactively recognize the presence of such examples so any
malignant attack on the foundation can be safeguarded against. It is feasible to shield against all known
weaknesses in cyberinfrastructures by utilizing managed to learn approaches for abuse and mark
discovery. The most helpful strategy for signature identification is estimating the likeness between the
examples perceived in the current organization movement and the known examples of different kinds of
cyber-attacks [8]. Nonetheless, execution marks might shift considerably starting with one attack
classification then onto the next, so explicit identification strategies are expected to arrange attack
examples and, hence, to further develop discovery ability.

While the standard based intrusion detection system (IDSs) can precisely distinguish known attacks on
cyberinfrastructure, these frameworks are not proficient to recognize novel, obscure, and polymorphic
cyber dangers [9]. Additionally, the computational overheads including CPU cycles and memory
overheads are unsatisfactorily high for the vast majority of the identification frameworks. Henceforth, it
has been difficult for security analysts to configuration computerized, quick, but then exact IDSs for
arrangement in genuine world cyberinfrastructures [10]. From master created rules to refined machine
learning and deep learning calculations, analysts have investigated and endeavored to push the limit of
the location exactness while limiting the misleading problem rates.

The authors in [11] illustrate utilize of ML techniques for traffic monitored for detecting malicious
behavior from the network as measure of NIDS from the SDN controllers. The authors in [12] examine
the progress of such an attack, afterward presenting a multi-feature DDoS attack recognition approach
dependent upon Factorization Machine (FM). The authors in [13] present for classifying the benign
traffic in the DDoS attack traffic by utilizing ML approach. An essential influence of this work is
identification of novel features for DDoS attack detection. The authors in [14] purpose for classifying
the SDN traffic as normal or attack traffic utilizing ML techniques equipped with Neighbourhood
Component Analysis (NCA). Afterward pre-processed and FS phases, the attained data set has been
classified by ML techniques.

This article develops a new Cat Swarm Optimization with Fuzzy Rule Base Classification (CSO-
FRBCC) model for cybersecurity in SDN. The presented CSO-FRBCC model intends to effectually
categorize the occurrence of DDoS attacks in SDN. To achieve this, the CSO-FRBCC model primarily
pre-processes the input data to transform it to a uniform format. Besides, the CSO-FRBCC model
employs FRBCC classifier for the recognition and classification of intrusions. Moreover, the parameter
optimization of the FRBCC classification model is adjusted by the use of cat swarm optimization
(CSO) algorithm which results in improved performance. A comprehensive set of simulations were
carried out on benchmark dataset.

2. The Proposed Model

In this study, a novel CSO-FRBCC model has been developed to effectually categorize the occurrence
of DDoS attacks in SDN. At the primary level, the CSO-FRBCC model primarily pre-processes the
input data to transform it to a uniform format. Then, the CSO-FRBCC model employs FRBCC
classifier for the recognition and classification of intrusions. In addition, the parameter optimization of
the FRBCC classification model is adjusted by the use of CSO algorithm which results in improved
performance.

2.1 Stage 1: FRBCC based DDoS attack Classification

At the time of classification, the CSO-FRBCC model employs FRBCC classifier for the recognition
and classification of intrusions. Fuzzy classification belonging to rule-based model might contain
significant benefits according to the performance, along with the subsequent design investigation. A
special benefit of fuzzy classification is the ability of classifier rules. Let x = (x, x5, ..., xp) € RP be a
D dimension feature space and C = {c,, ¢, ..., ¢, } Characterizes a collection of class labels [15]. Next,
the classifier problem is minimized to describe, the collection of class labels that corresponds to the
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feature vector of object to be considered. A fuzzy classification is presented by a production rule of the
subsequent formulas:

Ri:[FSlel =A1LAND SzAxZ ZAZLAND ..AND (1)
sp ANxp = Ap; THEN class =c¢;,i =1, ...,R,

While R signifies the quantity of fuzzy rules, A,; represents the fuzzy term that defines the kth feature
in ith fuzzy rule (k =1,...,D), and S = (54,53, ...,Sp) shows the binary feature vector, wherein
s, A x;, characterizes the absence (s, = 0) or presence (s, = 1) of feature in the classifier. In the
presented data sets {(x,; ¢,),p = 1,2, ..., Z} the class label can be described as follows [16]:

class = ¢;,t = arg max fj, (2)
j=1.2,..m
D
) = > | [ o), ©)
R; k=1
classj=c;

My, (xpx) indicates the symmetric membership function for the fuzzy A, at the point x,. The sum of
classifier rate is defined by the ratio amongst the quantity of correctly allotted class labels and the
complete amount of objects to be considered:

p=1 .
otherwise

Z )

4 {1, if ¢, = argj:Tffmﬁ(xp; 9,5)

E,S) =

C)

Here The technigue generates the key rule base for the fuzzy classification that comprises one rule of
all the classes. f(xy;6,S) represents the output of fuzzy classifier through the variable 6 and feature S
at the point x,,. The rule can be generated based on the extreme value in the trained instance T, =
{(xp5¢p), p = 1,2,..., Z}. Whereas: m denotes the number of classes; D represents the sum of features.
Fig. 1 depicts the process of FRBC.

Input Dataset Classification Output
A
A 4
Preprocessor Rules
A 4 A 4
Fuzzif Inference Decision
uzziier Engine Making Unit

Figure 1: Process of FRBC

2.2 Stage 2: CSO based Parameter Optimization

At the final stage, the parameter optimization of the FRBCC classification model is adjusted by the use
of CSO algorithm which results in improved performance. To alter the weight value of FNBCC
method, the CSO approach is employed. CSO approach is motivated by the two features of cats that are
tracking mode (TM) and seeking model (SM). Here, the cat possesses location encompassing velocity
of dimensions [17], D-dimension, flag for detecting the occurrence of SM or TM, and fitness value
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denote the inclusion of cat into the fitness function. The end solution would be the optimum position of
the cat and sustain the optimum one until the approach gets ended [18].

For modeling the features of cats in alert and rest duration, SM is utilized. It consists of SMP, SRD,
CDC, and SPC. The steps included involved in the SM are shown below.

Step I: Generate j replicas of existing position of cat,, where j = SMP. Once SPC value becomes real,
consider j = (SMP —1), after recollecting the existing position of the candidate.

Step2: For each copy-based CDC, subjectively deduct the SRD percentage existing value and replace it
with the preceding value.

Step3: Define fitness value (FS) of candidate point.

Step4: Once each FS is not equal, define the selection likelihood of each candidate point, otherwise
assume the selection likelihood of candidate point as 1.

Step5: Subjectively choose the point move from the candidate point, and replace the position of cat,,.

_|SSE; — SSE pax |
' 7 SSE yax — SSE min

)

Here, the objective function aims to define the minimal solution, FS, = FS .« . €lse FS, = FSnin

TM denotes the following mode of CSO approach in which the cat aims at tracing target and food. Fig.
2 depicts the flowchart of CSO technique. The steps are shown below.

Initialization

A 4

Initialize Position and Velocity of Each Cat

A 4

Evaluate the Fitness of Cats

A 4

Apply Tracing Mode Operations

A 4

Apply Seeking Mode Operations

A 4

Check Termination Conditions

A 4

Optimal Results

Figure 2: Flowchart of CSO
Stepl: Upgrade velocity of dimension using Eq. (6).

Step2: Ensures the velocity falls within the range of maximum velocity. Once the new velocity is over-
ranged, it is assumed as equal to boundary.
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Via = Via + T1C1(Xbest,d - Xk,d) (6)
Step 3: Upgrade the location of cat,, using (7).
Xk = Xa + Via ™

Xpesta represents the cat position using optimum fitness and X, ; indicates place of caty, ¢; symbolizes
acceleration coefficient to encompass velocity of the cat moves to the solution space.

3. Experimental Validation

In this section, the DDoS attack detection outcomes of the CSO-FRBCC model are tested using the
NSL-KDD dataset [19], which comprises 41 features with distinct class labels.

Table 1 and Fig. 3 report a comprehensive attack classification outcome of the CSO-FRBCC model
under distinct class labels. On run-1 and DoS attacks, the CSO-FRBCC model has offered effective
accu,, precy, recay, and Fy,, 0f 99.23%, 90.41%, 87.73%, and 98.92% respectively. In addition, on
run-2 and DoS attacks, the CSO-FRBCC approach has offered effective accu,, prec,, reca,, and
Fycore OF 99.53%, 99.42%, 99.29%, and 99.36% respectively. Also, on run-3 and DoS attacks, the CSO-
FRBCC system has offered effective accu,, prec,, reca;, and Fy,,, of 99.52%, 94.86%, 85.95%, and
74.39% correspondingly. In line with, on run-4 and DosS attack, the CSO-FRBCC approach has offered
effective accu,, prec,, reca;, and Fy,,. of 99.59%, 90.10%, 79.27%, and 94.30% respectively. At
last, on run-5 and DoS attack, the CSO-FRBCC technique has offered effective accu,, prec,, reca,,
and Fy.ore Of 99.59%, 90%, 94.84%, and 72.82% correspondingly.

Table 1: Result analysis of CSO-FRBCC technique with different runs and classes

LCaI SZISS Accuracy | Precision | Recall | F-Score | Accuracy | Precision | Recall | F-Score
Run-1 Run-2
DoS 99.23 90.41 87.73 98.92 99.53 99.42 99.29 99.36
R2I 99.69 91.40 74.28 79.70 99.83 84.57 96.38 90.09
Probe 99.46 90.60 93.78 85.26 99.72 97.91 99.04 98.47
u2r 99.56 90.96 78.55 81.94 99.98 100.00 | 48.08 64.94
Normal 99.58 93.19 90.04 88.18 99.47 99.65 99.36 99.51
Run-3 Run-4
DoS 99.52 94.86 85.95 74.39 99.59 90.10 79.27 94.30
R2I 99.45 91.41 78.84 87.84 99.66 91.53 88.84 86.79
Probe 99.35 95.64 90.53 83.12 99.51 93.79 82.02 72.61
u2r 99.53 90.05 89.77 83.24 99.60 90.43 78.86 76.66
Normal 99.66 95.36 78.02 87.36 99.35 92.96 83.93 78.51
Run-5 Average
DoS 99.59 90.00 94.84 72.82 99.50 91.31 84.88 86.80
R2I 99.51 92.57 83.99 80.81 99.71 96.31 88.43 90.47
Probe 99.24 94.38 79.63 85.90 99.50 93.46 84.62 83.19
u2r 99.33 95.35 75.48 90.72 99.54 91.76 82.58 81.77
Normal 99.45 93.00 85.92 92.93 99.42 93.06 83.97 84.64

Fig. 4 demonstrates an average DDoS classification outcome of the CSO-FRBCC model under distinct
classes. In DoS class, the CSO-FRBCC model has offered average accu,, precy,, reca;, and Fycore Of
99.50%, 91.31%, 84.88%, and 86.80% respectively. In addition, in R2l class, the CSO-FRBCC
technique has accessible average accu,, prec,, reca;, and Fc,r. Of 99.71%, 96.31%, 88.43%, and
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90.47% correspondingly. Moreover, in Probe class, the CSO-FRBCC approach has offered average
accu,, precy, reca;, and Fyqor, 0f 99.50%, 93.46%, 84.62%, and 83.19% correspondingly. Followed
by, on U2r class, the CSO-FRBCC method has obtainable average accu,, precy, reca;, and Fyoy, Of
99.54%, 91.76%, 82.58%, and 81.77% correspondingly. At last, in Normal class, the CSO-FRBCC
technique has offered average accu,, prec,, reca;, and Fi,. Of 99.42%, 93.06%, 83.97%, and

84.64% correspondingly.
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Figure 3: Result analysis of CSO-FRBCC technique with different runs and classes

Fig. 5 illustrates the training and validation accuracy inspection of the CSO-FRBCC model on applied
dataset. The figure conveyed that the CSO-FRBCC model has offered maximum training/validation
accuracy on classification process.
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Next, Fig. 6 exemplifies the training and validation loss inspection of the CSO-FRBCC model on
applied dataset. The figure reported that the CSO-FRBCC model has offered reduced training/accuracy
loss on the classification process of test data.
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Figure 4: Average analysis of CSO-FRBCC technique with different runs and classes
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Figure 5: Accuracy graph analysis of CSO-FRBCC technique
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Figure 6: Loss graph analysis of CSO-FRBCC technique

A detailed comparative analysis examination of the CSO-FRBCC model is carried out in Table 2 and
Fig. 7 [20]. The figure highlighted that the SVM model has shown least performance with accuracy of
60.59%. Meanwhile, the Naive Bayes model has exhibited slightly enhanced outcomes with accuracy
of 86.12%. Along with that, the KNN, DT, and RF models have demonstrated reasonable accuracy of
99.42%, 99.62%, and 99.67% respectively. But the CSO-FRBCC model has accomplished effectual
outcomes with maximum accuracy of 99.71%. These results and discussion ensured the effective DDoS
attack classification outcomes of the CSO-FRBCC model.
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Figure 7: Comparative analysis of CSO-FRBCC technique with recent approaches
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Table 2: Comparative analysis of CSO-FRBCC technique with recent approaches

Methods Accuracy
SVM 60.59
KNN 99.42

Decision Tree 99.62
Random Forest 99.67

Naive Bayes 86.12
CSO-FRBCC 99.71

4. Conclusion

In this study, a novel CSO-FRBCC model has been developed to effectually categorize the occurrence
of DDoS attacks in SDN. At the primary level, the CSO-FRBCC model primarily pre-processes the
input data to transform it to a uniform format. Then, the CSO-FRBCC model employs FRBCC
classifier for the recognition and classification of intrusions. In addition, the parameter optimization of
the FRBCC classification model is adjusted by the use of CSO algorithm which results in improved
performance. A comprehensive set of simulations were carried out on benchmark dataset and are
inspected under several aspects. The comparative results highlighted the enhanced outcomes of the
CSO-FRBCC model over the other recent approaches. Therefore, the CSO-FRBCC model has
accomplished superior outcomes on DDoS attack detection and classification. In the future, feature
selection approaches can be employed to improve recognition accuracy.
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